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                    Abstract
Lightweight Cryptography is a constituent of cryptography that is applicable in the Internet of Things (IoT) platform. IoT is a promising technology with an embedded device that assembles collection of objects. Such objects can be smart devices, computers, humans and etc., that connect together using the internet and can communicate with each other for information sharing. However, smart devices are lightweight, resource-restricted devices, such as limited memory, processing speed and limited key size. The IoT has many problems and challenges due to the inherent features of smart devices. Security and privacy are one of the key concerns in IoT since devices exchange data in open wireless network and an attacker can easily access the network and performs different types of malfunctions such as viewing and modifying the valuable data. In order to solve these issues, a variety of cryptographic algorithms have been proposed and each one has its own characteristics. Based on the investigation of cryptography algorithms, there is a need to construct a cipher known as FibGeoPresent, a lightweight block cipher. The proposed cipher was compared to the existing cipher over different metrics. The results of the evaluation show that the proposed cipher is directly applicable and ensures security in lightweight devices.
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                    Abbreviations
	GCS:
	
                    Geographic Coordinate System

                  
	Co:
	
                    Colour Code

                  
	h1e
                           :
	
                    Hash value of text at encryption

                  
	h2e
                           :
	
                    Hash value of credentials at encryption

                  
	h:
	
                    Hash function

                  
	H:
	
                    Hash value of h1e and h2e

                  
	h1d
                           :
	
                    Hash value of text at decryption

                  
	h2d
                           :
	
                    Hash value of credentials at decryption

                  
	IRt
                           :
	
                    Identity of tag

                  
	IRr
                           :
	
                    Identity of reader

                  
	St
                           :
	
                    Tag sequence number

                  
	Sr
                           :
	
                    Reader sequence number

                  
	Ct
                           :
	
                    Cipher text

                  
	CK
                           :
	
                    Cipher key

                  
	M:
	
                    Message

                  
	E:
	
                    Encryption

                  
	D:
	
                    Decryption

                  
	Au:
	
                    Authentication

                  
	
                    \(\oplus\)
                  :
	
                    Exclusive-OR Operation

                  
	Rt
                           :
	
                    Registration of RFID Tag

                  
	Rr
                           :
	
                    Registration of RFID Reader

                  
	DBS:
	
                    Data Base Server

                  
	II:
	
                    Concatenation operation

                  
	Id:
	
                    Identity of device

                  
	CH1, CHn
                           :
	
                    Confidentiality tied with authentication

                  
	Rrt
                           :
	
                    Registration of Tag and Reader

                  
	D:
	
                    Date

                  
	T:
	
                    Time
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