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Preface

ASIACRYPT 2012, the 18th International Conference on Theory and Appli-
cation of Cryptology and Information Security, was held during December 2–6
in Beijing International Convention Center, Beijing, China. The conference was
sponsored by the International Association for Cryptologic Research (IACR) in
cooperation with the Chinese Association for Cryptologic Research (CACR). It
was also co-sponsored by the National Natural Science Foundation of China,
Huawei Technologies Co. Ltd., and Intel Corporation.

From 241 valid submissions, 43 were accepted for publication after a very
tough evaluation process. The Program Committee (PC) with the help of 256
external reviewers provided at least three independent reviews for each paper,
and five or more for those with PC contributions.

There were also two invited talks. On Monday, Dan Boneh delivered “Pairing-
based Cryptography: Past, Present, and Future” as the IACR Distinguished Lec-
ture. On Wednesday, Chuanming Zong spoke on“Some Mathematical Mysteries
in Lattices.” In addition to the invited talks, the conference also held a Rump
Session, full of academic opinions and enjoyment.

We selected a particularly large and broad PC and encouraged members to fo-
cus on the positive aspects of submissions. During the one-and-a-half-month-long
independent review phase, each PC member had about 28 submissions to review,
our PC members and the external reviewers worked very hard and efficiently.
In the following one-month daily discussion phase, PC members communicated
each other’s opinion on the board. We processed the anonymized questions from
the PC members to authors, which resulted in a better quality of review.

We would like to thank the authors of all 241 submissions. Their contributions
made this conference possible. We are extremely grateful to the PC members for
their enormous investment of time and effort in the difficult and delicate process
of review and selection, especially given the last decision days were in the midst
of summer vacation time. A list of PC members and external reviewers can be
found on the succeeding pages of this volume. We would like to thank Xuejia
Lai, Zhijun Qiang, Hao Chen, Juan Liu, Dongdai Lin, Bao Li, Meiqin Wang and
Jialin Huang for the conference organization. Special thanks go to Shai Halevi
for providing and setting up the splendid review software. We are most grateful
to Yue Sun, who provided technical support for the entire ASIACRYPT 2012
review process. We are also grateful to Dong Hoon Lee, the ASIACRYPT 2011
Program Chair, for his timely information and replies to the host of questions
we posed during the process.

September 2012 Xiaoyun Wang
Kazue Sako
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Antoine Joux DGA and Université de Versailles, PRISM, France
Jonathan Katz University of Maryland, USA
Eike Kiltz Ruhr University Bochum, Germany
Lars Ramkilde Knudsen Technical University of Denmark, Denmark
Dong Hoon Lee Korea University, Korea
Arjen K. Lenstra EPFL, Switzerland
Dongdai Lin CAS, China



VIII ASIACRYPT 2012

Mitsuru Matsui Mitsubishi Electric, Japan
Willi Meier FHNW, Switzerland
Florian Mendel KU Leuven, Belgium
Phong Q. Nguyen INRIA, France and Tsinghua University, China
Tatsuaki Okamoto NTT, Japan
Bart Preneel KU Leuven, Belgium
Christian Rechberger Technical University of Denmark, Denmark
Rei Safavi-Naini University of Calgary, Canada
Nigel P. Smart University of Bristol, UK
Ron Steinfeld Macquarie University, Australia
Hongjun Wu Nanyang Technological University, Singapore

External Reviewers

Michel Abdalla
M. Ahmed Abdelraheem
Masayuki Abe
Shashank Agrawal
Ahmad Ahmadi
Hadi Ahmadi
Mohsen Alimomeni
Prabhanjan Ananth
Elena Andreeva
Kazumaro Aoki
Benny Applebaum
Gilles Van Assche
Nuttapong Attrapadung
Jean-Philippe Aumasson
Paul Baecher
Chung Hun Baek
Aurelie Bauer
Josh Benaloh
David Bernhard
Guido Bertoni
Raghav Bhaskar
Andrey Bogdanov
Julia Borghoff
Joppe Bos
Charles Bouillaguet
Christina Brzuska
D. Galindo ChacÓn
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Nicolas Sendrier
Jae Woo Seo
Minjae Seo
Siamak Shahandashti
Kyung-Ah Shim
Ji Sun Shin
Taizo Shirai
Igor Shparlinski
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Analysis of Differential Attacks in ARX Constructions . . . . . . . . . . . . . . . . 226
Gaëtan Leurent

Integral and Multidimensional Linear Distinguishers with Correlation
Zero . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 244

Andrey Bogdanov, Gregor Leander, Kaisa Nyberg, and Meiqin Wang

Differential Attacks against Stream Cipher ZUC . . . . . . . . . . . . . . . . . . . . . 262
Hongjun Wu, Tao Huang, Phuong Ha Nguyen,
Huaxiong Wang, and San Ling

Security Proof

An Asymptotically Tight Security Analysis of the Iterated
Even-Mansour Cipher . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 278

Rodolphe Lampe, Jacques Patarin, and Yannick Seurin

3kf9: Enhancing 3GPP-MAC beyond the Birthday Bound . . . . . . . . . . . . . 296
Liting Zhang, Wenling Wu, Han Sui, and Peng Wang

Understanding Adaptivity: Random Systems Revisited . . . . . . . . . . . . . . . 313
Dimitar Jetchev, Onur Özen, and Martijn Stam
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Léo Ducas and Phong Q. Nguyen

On Polynomial Systems Arising from a Weil Descent . . . . . . . . . . . . . . . . . 451
Christophe Petit and Jean-Jacques Quisquater

Public-Key Cryptography III

ECM at Work . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 467
Joppe W. Bos and Thorsten Kleinjung

IND-CCA Secure Cryptography Based on a Variant of the LPN
Problem . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 485
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