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Preface

This volume contains the papers from the two workshops held along with the
16th International Conference on Financial Cryptography and Data Security, in
Bonaire on March 2nd, 2012.

USEC 2012:
Workshop on Usable Security

The goal of the workshop on Usable Security was to engage on all aspects of
human factors and usability in the context of security. Many aspects of data
security combine technical and human factors. If a highly secure system is unus-
able, users will move their data to less secure but more usable systems. Problems
with usability are a major contributor to many high-profile security failures to-
day.

However, usable security is not well aligned with traditional usability for
three reasons. First, security is rarely the desired goal of the individual. In fact,
security is usually orthogonal and often in opposition to the actual goal. Second,
security information is about risk and threats. Such communication is most of-
ten unwelcome. Increasing unwelcome interaction is not a goal of usable design.
Third, since individuals must trust their machines to implement their desired
tasks, risk communication itself may undermine the value of the networked inter-
action. For the individual, discrete technical problems are all understood under
the rubric of online security (e.g., privacy from third parties’ use of personally
identifiable information, malware). A broader conception of both security and
usability is therefore needed for usable security.

USEC 2012 brought together researchers already engaged in this interdisci-
plinary effort with others from areas such as HCI, artificial intelligence, theoret-
ical computer science, law, and industry experts.

There were 13 submissions. Each submission was reviewed by at least 2, and
on average 3, program committee members. The committee decided to accept 8
papers. Our thanks to the members of the program committee, the indefatiga-
ble chair of FC Angelos Keromytis, the IFCA board, participants, and all who
submitted their works.

July 2012 Jim Blythe
Jean Camp
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WECSR 2012:
Workshop on Ethics in Computer Security
Research

The third Workshop on Ethics in Computer Security Research (WECSR 2012,
http://www.cs.stevens.edu/ spock/wecsr2012/), organized by the International
Financial Cryptography Association (IFCA, http://www.ifca.ai/), was held in
Kralendijk, Bonaire, Dutch Antilles, on March 2, 2012. It was part of the third
multi-workshop event co-located with Financial Cryptography 2012.

The goal was to continue searching for a new path in computer security that
is acceptable for institutional review boards at academic institutions, as well
as compatible with ethical guidelines for professional societies or government
institutions. One such major step is the publication of the Menlo Report in
the United States Federal Register in Fall 2011, the equivalent of the Belmont
Report for this domain.

We mixed the two papers and one panel selected from five submissions with
a keynote talk and one invited panel. Each submission was reviewed by at least
5 program committee members. The program committee carefully reviewed the
submissions during an online discussion phase in fall 2011. I would like to thank
the program committee for their work and suggestions. We like to thank all
submitters for their papers and efforts.

The workshop brought together about 15 participants, including computer
security researchers, practitioners, policy makers, and legal experts. We joined
efforts with the co-located USEC 2012 workshop for the keynote talk by Ross
Anderson and the afternoon panel on the ethics of data sharing moderated by
Lenore Zuck. The relaxed Bonaire atmosphere allowed for many continued dis-
cussions beyond the day itself, including the evening island bus tour.

I would like to thank Angelos Keromytis, Rafael Hirschfeld, Burton Rosen-
berg, Tyler Moore, and Moti Yung for their hard work and help in organizing
this workshop. A special thanks goes to Ross Anderson for a timely interven-
tion. Masha danki (thank you very much) to Sara Matera for her support in
making the local arrangements. Last but not least my gratitude also goes to
the participants, who traveled to this remote island in the Netherlands Antilles
close to Venezuela, where Papiamento is spoken. I look forward to many more
discussions at future instances of the workshop.

July 2012 Sven Dietrich
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