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Preface

COSADE 2012, the Third Workshop on Constructive Side-Channel Analysis
and Secure Design, was held in Darmstadt, Germany, during May 3–4, 2012.
COSADE 2012 was supported by CASED and its partners TU Darmstadt and
Fraunhofer SIT as well as by the German Federal Office for Information Security
(Bundesamt für Sicherheit in der Informationstechnik, BSI).

For researchers and experts from academia, industry and government who are
interested in attacks on cryptographic implementations and/or secure design,
COSADE workshops present a great opportunity to meet and enjoy intensive
discussions.

The program provides plenty of time for information exchange on the further
development of existing and for the establishment of new scientific collaborations.

This year 49 papers from several areas such as side-channel analysis, fault
analysis, secure design, and architectures were submitted. Each paper was as-
signed to three reviewers. The decision process was very challenging and resulted
in the selection of 16 interesting papers. Their carefully revised versions are con-
tained in the conference proceedings.

The Program Committee consisted of 33 members from 12 countries. The
members were carefully selected to represent both academia and industry, as
well as to include high-profile experts with research relevant to COSADE 2012.
The Program Committee was supported by 48 external reviewers. We are deeply
grateful to the members of the Program Committee as well as to the external
reviewers for their dedication and hard work.

Besides 16 contributed presentations, two highly relevant invited talks were
held. Mathias Wagner considered “700+ Attacks Published on Smart Cards:
The Need for a Systematic Counter Strategy,” while Viktor Fischer gave “A
Close Look at Security in Random Number Generators Design.” The workshop
program included special sessions. The presentation “Using Multi-Area Diode
Lasers and Developing EM FI Tools” considered fault injection attacks. More-
over, the outcome of DPA contest v3 was presented at COSADE 2012, and DPA
contest v4 was announced.

COSADE 2012 also had a Work in Progress session where cutting-edge re-
search results were presented. These contributions are not contained in this vol-
ume since the submission deadline expired after the editorial deadline of these
proceedings.

We are also very grateful to Annelie Heuser, Michael Kasper, Marc Stöttinger
and Michael Zohner for the local organization. Finally, we would like to pro-
foundly thank and give our regards to all the authors who submitted their pa-
pers to this workshop, and entrusted us with a fair and objective evaluation of
their work. We appreciate their creativity, hard work, and interesting results.

March 2012 Werner Schindler
Sorin A. Huss
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