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Preface

The Second International Conference on Runtime Verification (RV 2011) was
held in the historic Fairmont Hotel in San Francisco, California, USA, during
September 27–30, 2011. The conference program included invited talks, peer-
reviewed presentations and tool demonstrations, as well as tutorials.

RV 2011 was attended by researchers and industrial practitioners from all
over the world. It provided a forum to present foundational theories and practi-
cal tools for monitoring and analysis of software or hardware system executions,
as well as a forum for presenting applications of such tools to real-world prob-
lems. The field of runtime verification is often referred to under different names,
such as runtime verification, runtime monitoring, runtime checking, runtime re-
flection, runtime analysis, dynamic analysis, runtime symbolic analysis, trace
analysis, log file analysis, etc. Runtime verification can be used for many pur-
poses, such as security or safety policy monitoring, debugging, testing, verifica-
tion, validation, profiling, fault protection, behavior modification (e.g., recovery),
etc. A running system can be abstractly regarded as a generator of execution
traces, i.e., sequences of relevant states or events. Traces can be processed in
various ways, e.g., checked against formal specifications, analyzed with special
algorithms, visualized, etc. Runtime verification now has a number of sub-fields,
for example, program instrumentation, specification languages for writing mon-
itors, dynamic concurrency analysis, intrusion detection, dynamic specification
mining, and program execution visualization. Additionally, techniques for run-
time verification have strong connections to techniques in other related fields
such as combined static and dynamic analysis, aspect-oriented programming,
and model-based testing. This year’s conference included, in addition to papers
that advance analyses commonly used for runtime verification, papers on sym-
bolic execution, a well-known program analysis technique, which so far has not
seen much use in this field but holds promise in enabling novel approaches to
runtime verification.

The Runtime Verification series of events started in 2001, as an annual work-
shop. The workshop series continued through 2009. Each workshop was orga-
nized as a satellite event to an established forum, including CAV (2001–2003,
2005–2006, and 2009), ETAPS (2004 and 2008), and AoSD (2007). The RV 2006
workshop was organized jointly with the Formal Aspects of Testing workshop.
The proceedings for RV from 2001 to 2005 were published in Electronic Notes
in Theoretical Computer Science. Since 2006, the RV proceedings have been
published in Lecture Notes in Computer Science.

Starting with the year 2010, RV became an international conference to rec-
ognize the sense of community that had emerged and the maturity the field had
reached over the decade since the inception of the series. Broadening the scope
of the event to a conference allowed further enlarging of the community and
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increasing the visibility of RV events as well as making submission and partici-
pation more attractive to researchers. This was evident in the record number of
submissions at RV 2010, which received a total of 74 submissions of which 15
were tutorials and tool demonstrations.

RV 2011 received a slightly smaller number of submissions – a total of 71
submissions of which 10 were tutorial and tool demonstrations. Thus, there was
an increase of two research paper (full/short) submissions and a decrease of five
tutorial or tool demonstration submissions over the previous year. All research
paper and tool demonstration submissions to RV 2011 were reviewed by the
Program Committee, with each paper receiving at least three reviews. The Pro-
gram Committee selected 22 full papers (of 52 submissions), 2 short papers (of
9 submissions), and 4 tool demonstrations (of 5 submissions) for presentation at
the conference. Four tutorials (of five submissions) were selected for presentation
by the Chairs. Invited talks at RV 2011 were given by Dawson Engler (Stanford
University), Cormac Flanagan (UC Santa Cruz), Wolfgang Grieskamp (Google),
Sharad Malik (Princeton University), and Steven P. Reiss (Brown University).

RV 2011 gave two awards to peer-reviewed submissions. The “Best Paper
Award” was given to “Runtime Verification with State Estimation” by Scott
Stoller, Ezio Bartocci, Justin Seyster, Radu Grosu, Klaus Havelund, Scott Smolka
and Erez Zadok. The “Best Tool Paper Award” was given to “MONPOLY: Mon-
itoring Usage-Control Policies” by David Basin, Matus Harvan, Felix Klaedtke
and Eugen Zalinescu.

The Chairs would like to thank the Program Committee for their high-quality
reviews and hard work in making RV 2011 a successful event. Financial support
for the conference was provided by Microsoft Research, the ARTIST Network
of Excellence on Embedded Systems Design, Intel Corporation, Google Inc., the
PRECISE Research Center of University of Pennsylvania, Laboratory for Reli-
able Software (LaRS) at NASA’s Jet Propulsion Laboratory, and the University
of California, Berkeley. We would like to particularly thank the local Organizing
Chairs Jacob Burnim and Nicholas Jalbert, and Klaus Havelund for extensive
help in making arrangements and organizing the event, and Oleg Sokolsky for
handling the finances and accounting. Submission and evaluation of papers, as
well as the preparation of this proceedings volume, was handled by the Easy-
Chair conference management service.

We hope that the strength of programs at RV conferences will continue to
provide a flagship venue for the RV community and to foster new collaborations
with researchers in related fields.

November 2011 Sarfraz Khurshid
Koushik Sen
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D: Sampling and Specification Conformance

Runtime Verification with State Estimation . . . . . . . . . . . . . . . . . . . . . . . . . 193
Scott D. Stoller, Ezio Bartocci, Justin Seyster, Radu Grosu,
Klaus Havelund, Scott A. Smolka, and Erez Zadok

Efficient Techniques for Near-Optimal Instrumentation in
Time-Triggered Runtime Verification . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 208

Samaneh Navabpour, Chun Wah Wallace Wu,
Borzoo Bonakdarpour, and Sebastian Fischmeister

CoMA: Conformance Monitoring of Java Programs by Abstract State
Machines . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 223

Paolo Arcaini, Angelo Gargantini, and Elvinia Riccobene

Automated Test-Trace Inspection for Microcontroller Binary Code . . . . . 239
Thomas Reinbacher, Jörg Brauer, Daniel Schachinger,
Andreas Steininger, and Stefan Kowalewski

Invited

What Is My Program Doing? Program Dynamics in Programmer’s
Terms . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 245

Steven P. Reiss and Alexander Tarvo



Table of Contents XI

E: Real-Time

Algorithms for Monitoring Real-Time Properties . . . . . . . . . . . . . . . . . . . . . 260
David Basin, Felix Klaedtke, and Eugen Zălinescu
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