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Preface

It is our pleasure to welcome you to the fourth edition of the International
Symposium on Engineering Secure Software and Systems.

This unique event aims at bringing together researchers from software engi-
neering and security engineering, which might help to unite and further develop
the two communities in this and future editions. The parallel technical sponsor-
ship from the ACM SIGSAC (the ACM interest group in security) and ACM
SIGSOFT (the ACM interest group in software engineering) is a clear sign of
the importance of this interdisciplinary research area and its potential.

The difficulty of building secure software systems is no longer focused on mas-
tering security technology such as cryptography or access control models. Other
important factors include the complexity of modern networked software systems,
the unpredictability of practical development life cycles, the intertwining of and
trade-off between functionality, security and other qualities, the difficulty of deal-
ing with human factors, and so forth. Over the last few years, an entire research
domain has been building up around these problems.

The conference program include two major keynotes from Cristian Cadar
(Imperial College London) on improving software reliability and security via
symbolic execution and Thorsten Holz (Ruhr University Bochum) on an overview
of modern security threats, and an interesting blend of research and idea papers.

In response to the call for papers, 53 papers were submitted. The Program
Committee selected seven contributions as research papers (13%), presenting
new research results in the realm of engineering secure software and systems. It
further selected seven idea papers, which gave crisp expositions of interesting,
novel ideas in the early stages of development.

Many individuals and organizations contributed to the success of this event.
First of all, we would like to express our appreciation to the authors of the
submitted papers and to the Program Committee members and external refer-
ees, who provided timely and relevant reviews. Many thanks go to the Steering
Committee for supporting this and future editions of the symposium, and to all
the members of the Organizing Committee for their tremendous work and for
excelling in their respective tasks. The DistriNet research group of the K.U. Leu-
ven did an excellent job with the website and the advertising for the conference.
Finally, we are also grateful to Andrei Voronkov for his EasyChair system.

We owe gratitude to ACM SIGSAC/SIGSOFT, IEEE TCSP and LNCS for
supporting us in this new scientific endeavor.

December 2011 Gilles Barthe
Benjamin Livshits

Riccardo Scandariato
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Gary McGraw Cigital, USA
Bashar Nuseibeh The Open University, UK
Daniel Wallach Rice University University, USA

Program Committee

Davide Balzarotti Eurecom, France
Gilles Barthe IMDEA Software Institute, Spain
David Basin ETH Zurich, Switzerland
Hao Chen UC Davis, USA



VIII Conference Organization

Manuel Costa Microsoft Research, USA
Julian Dolby IBM Research, USA
Maritta Heisel University of Duisburg-Essen, Germany
Thorsten Holz Ruhr-Universität Bochum, Germany
Collin Jackson Carnegie Mellon University
Martin Johns SAP Research - CEC Karlsruhe, Germany
Jan Jürjens TU Dortmund and Fraunhofer ISST, Germany
Engin Kirda Eurecom, France
Ben Livshits Microsoft Research, USA
Javier Lopez University of Malaga, Spain
Sergio Maffeis Imperial College London, UK
Heiko Mantel TU Darmstadt, Germany
Fabio Martinelli IIT-CNR, Italy
Haris Mouratidis University of East London, UK
Anders Møller Aarhus University, Denmark
Frank Piessens K.U. Leuven, Belgium
Erik Poll Radboud Universiteit Nijmegen,

The Netherlands
Pierangela Samarati Università di Milano, Italy
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Nuñez, David
Pape, Sebastian
Perner, Matthias
Petrocchi, Marinella
Philippaerts, Pieter
Pironti, Alfredo
Ruhroth, Thomas
Schlaepfer, Michael



Conference Organization IX

Schmidt, Benedikt
Schmidt, Holger
Seehusen, Fredrik
Sgandurra, Daniele
Slankas, John
Smart, Nigel
Smith, Ben
Smyth, Ben
Snipes, Will

Solhaug, Bjørnar
Sprenger, Christoph
Starostin, Artem
Torabi Dashti, Mohammad
Van Acker, Steven
Vullers, Pim
Weinberg, Zack
Yskout, Koen



Table of Contents

Application-Replay Attack on Java Cards: When the Garbage Collector
Gets Confused . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1

Guillaume Barbu, Philippe Hoogvorst, and Guillaume Duc

Supporting the Development and Documentation of ISO 27001
Information Security Management Systems through Security
Requirements Engineering Approaches (Idea Paper) . . . . . . . . . . . . . . . . . . 14

Kristian Beckers, Stephan Faßbender, Maritta Heisel,
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