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Preface

The 16th Workshop on Selected Areas in Cryptography (SAC 2009) was held
at the University of Calgary, in Calgary, Alberta, Canada, during August 13-14,
2009. There were 74 participants from 19 countries. Previous workshops in this
series were held at Queens University in Kingston (1994, 1996, 1998, 1999, and
2005), Carleton University in Ottawa (1995, 1997, and 2003), University of Wa-
terloo (2000 and 2004), Fields Institute in Toronto (2001), Memorial University
of Newfoundland in St. Johns (2002), Concordia University in Montreal (2006),
University of Ottawa (2007), and Mount Allison University in Sackville (2008).
The themes for SAC 2009 were:

1. Design and analysis of symmetric key primitives and cryptosystems, includ-
ing block and stream ciphers, hash functions, and MAC algorithms

2. Efficient implementations of symmetric and public key algorithms

3. Mathematical and algorithmic aspects of applied cryptology

4. Privacy enhancing cryptographic systems

This included the traditional themes (the first three) together with a special
theme for 2009 workshop (fourth theme).

We received 86 submissions, of which one was withdrawn. The review was
double-blinded. Each paper was reviewed by three members of the Program
Committee and submissions that were co-authored by a member of Program
Committee received two additional reviews. No member of Program Committee
reviewed their own submission. The average quality of submissions was high
and this made final selection of the papers a challenging task. We accepted
28 papers with 10 papers in the area of hash functions. The high number of
papers in this area could be partially attributed to the interest generated in
this area by the NIST competition. The remaining 18 papers were on block
and stream ciphers, public key schemes, implementation, and privacy-enhancing
cryptographic systems.

In addition, the program included two invited talks:

— Jan Camenisch — Privacy-Enhancing Cryptography: Theory and Practice
— Andreas Enge — Elliptic Complex Multiplication in Cryptography

We would like to thank the Program Committee for their hard work and
careful reviews. We also benefited from the expertise of many external reviewers
who helped the Program Committee with high-quality reviews. A list of all
external referees appears here.

We also would like to thank Coral Burns and Elmar Tischhauser for technical
support, and Hadi Ahmadi, Mina Askari, Martin Gagné, Kris Narayan, Arthur
Schmidt, Michal Sramka, and Mohammed Tuhin, whose effort ensured smooth
running of the workshop.



VI Preface

Finally, we gratefully acknowledge the generous support of the Faculty of
Science and Department of Computer Science of the University of Calgary, the
University of Calgary University Research Grants Committee, the informatics
Circle of Research Excellence (iICORE), the Pacific Institute for the Mathemati-
cal Sciences (PIMS), and Microsoft Research for their generous financial support.

September 2009 Michael J. Jacobson, Jr.
Vincent Rijmen
Reihaneh Safavi-Naini
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