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Preface:  
Building Universally Accepted Norms, 
Standards and Practices

Steam was the protagonist of the first industrial revolution in the late eighteenth 
century. A century later, oil, electricity and assembly lines made mass production 
possible. In the 1970s, automation, computers and connected networks generated 
the third revolution. Today, the digital and the real mix inseparably. We are aligning 
artificial intelligence, IoT (Internet of Things), blockchain, 5G technology and digi-
tal analytics to drive real-world actions. It is the synergy between technological 
innovations and high scalability that leads to cost savings and facilitates access to 
new consumers.

While expanding, connectivity and the emergence of new information and com-
munication technologies (ICTs) have created opportunities for individuals and busi-
nesses, they also present a number of challenges, particularly regarding personal 
data regulation and cybersecurity governance. The increase in the number of new 
Internet users in the BRICS countries has been remarkable over the last decade. The 
projection for the coming years is that the regions with the highest user growth will 
be in Latin America, Africa and Asia. The next billion users will probably come 
from the BRICS, along with the innovation and data they will produce and the pol-
icy they will need. This growth is pointed as one of the main causes of concern 
about cybersecurity due to the process of adaptation and learning of the population 
and local institutions, which could be vulnerable to cyber threats such as cyber ter-
rorism, espionage, information sharing security, incident management, and cyber-
crimes of different natures, including economic.

In this context, the BRICS countries are increasing their cooperation in the fields 
of science and technology and promoting synergies in relation to digital policies. 
Attention to issues that specifically involve cybersecurity, sovereignty and global 
governance has been growing in the BRICS countries in recent years. These sub-
jects, which had been treated marginally at the official BRICS summits, became 
prominent from 2013. It was during the 5th BRICS Summit (2013) in Durban, 
South Africa, that countries signed the eThekwini Declaration recognizing the 
urgency of cybersecurity:
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We recognize the critical positive role the Internet plays globally in promoting economic, 
social and cultural development. We believe it’s important to contribute to and participate 
in a peaceful, secure, and open cyberspace and we emphasize that security in the use of 
Information and Communication Technologies (ICTs) through universally accepted norms, 
standards and practices is of paramount importance.

Since then, the debate has intensified, enlarging the scope of cybersecurity 
through cooperation, capacity building, research & development, criminalization 
and global governance. Under these circumstances, the BRICS member countries 
must especially join forces, as we are in an increasingly liquid world. This VUCA 
(volatility, uncertainty, complexity and ambiguity) world faces a new technological 
revolution and challenges such as increased protectionism, the danger of terrorism 
and cybersecurity issues.

It is important to understand that not only the technological evolution and the 
economic progress of the members, Brazil, Russia, India, China and South Africa, 
are at stake but also the security of the 3.2 billion people who live in the BRICS 
countries, whose lives are being radically transformed by the digital revolution. 
Some cybersecurity experts often use the following expression: There are only three 
types of users – those who have been hacked, those who will be hacked and those 
who are currently being hacked.

As such, the pillar-based CyberBRICS project of mapping existing regulations, 
identifying best practices and developing policy suggestions related to personal data 
protection and cybersecurity governance in BRICS is extremely adherent to the 
common challenges of block member countries. In addition, it is a vector to lever-
age digital transformation in developing common or – at least – compatible solu-
tions. CyberBRICS plays a key role in providing answers to these challenges by 
providing valuable – and as yet non-existent  – information about BRICS digital 
policies, based on rigorously collected evidence that can be used by researchers, 
regulators and companies.

This work, didactically structured in five dimensions – protection of personal 
data, consumer protection, cybercrime, protection of public order and cyberde-
fence – is a turning point and a great legacy as a way of what the BRICS must follow 
in this 4.0 world! The first and biggest challenge facing cybersecurity is raising 
awareness. This study connects directly with this gap; it examines and conveys what 
the real problems are. One of the most famous hackers in history, Kevin Mitnick, 
now one of the most respected cybersecurity professionals, has already said that a 
company can spend hundreds of thousands of dollars on firewalls, intrusion detec-
tion systems and other encryption technologies, but if an attacker can call one 
trusted person within the company, and that person complies, and if the attacker gets 
in, then all that money spent on technology is essentially wasted.

Minas Gerais, Brazil�   Sergio Suchodolski 
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Preface:  
Cybersecurity to Achieve the Goals  
of the 4th Industrial Revolution in BRICS

The advent of the Internet has brought about changes in the way that we communi-
cate, how we interact in our private lives and the way we trade. The use of electronic 
mail (e-mail), a variety of mobile services enabled by plain old SMS (short message 
service), and social media platforms such as Facebook and Twitter as an integral 
part of our personal lives, and the use thereof by government and their respective 
agencies, could never be anticipated.

Data protection as a facet of the fundamental human right to privacy has become 
the subject matter of much legal debate in the last 15 years as its applicability to 
information and communication technologies is a key factor that cannot be ignored. 
The fact that we are constantly giving away personal information to service provid-
ers raises the question as to what really happens with such personal information, 
whether it has been stored securely and who exactly has access to it.

The receipt and collection of personal information by various stakeholders has 
resulted in the analysis of big data which can be used for purposes that are not suit-
able with the collection thereof. The CyberBRICS Project shows that BRICS coun-
tries are increasingly considering data privacy regulations and other digital policies 
as a tool to curb the power of foreign technology companies and reassert their 
sovereignty1.

BRICS countries are all emerging economies that face common opportunities 
and challenges in cyberspace, which sets a solid strategic foundation for their cyber 
security cooperation. Representatives dealing with cyber security issues from 
Russia, South Africa, India and Brazil attended the seventh meeting of BRICS High 
Representatives for Security Issues in Beijing, China, in 2017 where the parties 
agreed that

1 Luca Belli (18 November 2019) BRICS countries to build digital sovereignty in OpenDemocracy 
<https://www.opendemocracy.net/en/hri-2/brics-countries-build-digital-sovereignty/>.



viii

a common strategic intention to reform global cyberspace governance has set a solid strate-
gic foundation for cyber security cooperation among the BRICS countries, the major 
challenges ahead call for further development of their agenda to help raise the voice of 
developing countries in the governance system2.

The birth of cybercrime has created ample opportunities for criminals to exploit 
cyber security vulnerabilities which result in the unlawful use and abuse personal 
information as well as information held by private entities and the state. The Council 
of Europe Convention on Cybercrime, which South Africa signed in 2001, has been 
used as an international benchmark for drafting cybercrime legislation to outlaw 
breaching cyber security measures that prevent the unlawful access to personal 
information.

The Convention on Cybercrime criminalizes unauthorized access to data and 
communications which, in turn, must be construed as outlawing the access of per-
sonal information. It is against this background that BRICS countries must ensure 
that their cybercrime, data protection and cyber security laws are up to date with 
evolving technologies to effectively deal with cyber security breaches that may 
result in serious data violations and other cyber security threats.

Cyber-war and cyber-terrorism are new frontiers in modern-day warfare where 
the ordinary traditional rules of engagement may not be useful nor applicable. It has 
become imperative that BRICS states take steps to ensure that their legislative and 
policy frameworks are appropriate to also effectively deal with such threats, without 
unnecessarily infringing on individuals rights. While not an easy task, balancing the 
right to privacy with the interests of national security is imperative.

The editor and authors of this volume have been given a unique opportunity to do 
a comparative law and policy review of the global data protection, cyber security 
and cyber-crime as well as explore new legal concepts such as cyber defence and 
cyber warfare legislation in BRICS countries.

This publication contains up-to-date (2019) legal texts from diverse BRICS 
jurisdictions which are based upon their own constitutional and legal philosophical 
dispositions on privacy and state security in this digital age. These legal develop-
ments have brought about changes in the legal discourse relating to e-commerce, 
data protection, cyber security and cyber-crime legislation in the BRICS Countries 
over the last decade.

This book is an important and necessary study of relevant legislation and policy 
to ensure the BRICS goals and relating to 4th Industrial Revolution are achieved.

Pretoria, South Africa�   Sizwe Lindelo Snail ka Mtuze  

2 Gao Wanglai (20 Jan 2010) BRICS Cybersecurity Cooperation: Achievements and  
Deepening Paths. in China International Studies. <https://www.pressreader.com/china/
china-international-studies-english/20180120/281513636564569>.
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