Appendix A

Lattice Based Cryptography

Lattice (L (B)) is a discrete additive subgroup of Rm , which corresponds to the
vector space generated by all linear combinations with integer coefficients of a set
−
→ −−→
B = { b0 . . . bn−1 }, with bi ∈ Rm . It can be represented as:
L (B) =

n−1

−
→
zi b0 : zi ∈ Z

(A.1)

i=0

−
→
Basic B can be represented as matrix B with vectors bi as rows and Eq. A.2 can
be represented as:
n−1

−
→
→
L (B) =
(A.2)
z ×B:−
zi ∈ Zn
i=0

Few key features of lattice are:
• Lattices can have an infinite number of bases for n ≥ 2.
• If two matrices B1 and B2 are associated with same lattice, they are related by an
integer matrix U such that |det(U )| = 1 Hence, absolute value of determinants
are same for all the bases of any lattice and denoted as det(L ).
• Every lattice base B has corresponding half open parallelepiped P(B) ←
n−1 −
→
−1 1
i=0 zi bi : zi ∈ ( 2 , 2 ]}
→
→
• Two vectors in a lattice are congruent (−
x =−
y (mod(L ))) if their difference is
−
→
−
→
in the lattice ( x − y ) ∈ L .
→
→
• The reduction of a vector y modulo a lattice base B, i.e (−
x =−
y (mod(B)))
−
→
→
→
corresponds to determining x ∈ P(B), that can be computed as: −
x =−
y −
−
→
−
→
−1
−1
 y ×B ×B= y ×B ×B
To understand why lattice is suitable for cryptographic purpose, next we shall
discuss few unique property and problems of lattice (Fig. A.1).
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Fig. A.1 Lattice basics

Hermite Normal Form (HNF)
HNF base is unique to every lattice corresponds to a base H with following properties:
• ∀i < j hi,j = 0
• ∀j hj,j > 0
• ∀i > j hi,j ∈ (−hj,j /2, hj,j /2]
HNF can be efficiently computed from any basis B of a lattice. Hence, this is
considered a good choice for the public key of Lattice-Based Cryptosystems. Basic
notion of security for Lattice-Based Cryptosystems are mostly dependent on the
following:
→
→
y ∈ Rm , find −
x ∈
• Closest Vector Problem (CVP): Given a base B ∈ Rn×m and −
−
→
−
→
−
→
−
→
→
||
y
−
z
||.
L (B) such that || y − x || = min−
z ∈L (B)
→
• Shortest Vector Problem (SVP): Given a base B ∈ Rn×m a, find −
x ∈ L (B) such
−
→
−
→
→
||
z
||.
that || x || = min−
z ∈L (B)
• General Learning with Errors (GLWE) (Brakerski et al. 2012): Let n, m, q ∈ Z
and R = Z[t]/φm (t)), Rq = R/qR. Let χ be a Gaussian distribution over R. Given
−
→ −
→
→
arbitrarily number of samples (−
xi , yi ) ∈ Rn+1
q , where yi = ( xi , s ) + ei , where
→
→
−
→
s ← Rnq sampled uniformly and ei ← χ , find −
s.
xi , −
Both LWE and lattices are connected in the following manner: Let us consider
→
xi samples as columns. If
lattice L (B)where the matrix B ∈ Zn×t has t numbers of −
−
→
closest vector y can be computed to y with these samples that is equivalent to have
a solution to LWE problem.
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Appendix B

LWE Based FHE

Initial proposed FHE schemes are based on Gentry’s seminal work with strong computational assumptions. These schemes are simplified with the learning with errors
(LWE) security assumption (Regev et al. 2006). In the subsequent sections, we first
mention the basics of LWE based schemes and discuss few basic constructions of
LWE based FHE.

B.1 Basics of LWE Based Cryptosystem
LWE was first introduced by Regev et al. (2006) generalizing learning parity with
q
noise problem. For positive integers n and q ≥ 2, vector s ∈ Zn , probability distribu
tion χ on Z , let As,χ be the distribution obtained by choosing a random vector a ←
Zqn uniformly and a noise term e ← χ and outputting (a, [(a, s) + e]q ) ∈ Znq × Zq .
The decision version of LWE (DLWE) is to distinguish between noisy inner products
and uniformly random samples from Znq × Zq . It is defined as follows:
Definition B.1 For an integer q = q(n) and an error distribution χ = χ (n) over Z,
DLW En,m,q,χ is a problem to distinguish with non-negligible advantage, m samples
chosen according to As,χ from m samples chosen from uniform distribution over
Znq × Zq . In this variant, the adversary gets oracle access to As,χ .
It is interesting to note how this LWE problem can form the basic notion of security of cryptosystem. In general, LWE based crypto schemes generate ciphertexts
Zq for modulus q, which upon decryption produces noisy version of the message.
Noise is added at encryption for security purposes. The decryption process is essentially computing an inner product of the ciphertext and the secret key vector. The
noise should be below a certain threshold to retain the homomorphic property of the
scheme. As discussed in Regev et al. (2006), parameters of LWE are mapped to any
cryptosystem in the following way:
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• Secret Key: Private key s is chosen as s ∈ Znq .
• Public Key: For i = 1 . . . m, m vectors are chosen at random a1 , . . . am ∈ Znq uniformly from the distribution. e1 , . . . em ∈ Zq independently according to χ . Public
key is considered as (ai , mi )m
i=1 where bi = (ai , s) + ei .
• Encryption: To encrypt a bit, random set S is chosen uniformly among 2m subsets
of [m]. The ciphertext (c) is:
c=
c=



i∈S




ai ,




bi , for bit = 0

(B.1)



p
+
ai ,
bi , for bit = 1
2
i∈S

(B.2)

i∈S

i∈S

• Decryption: Decryption of the ciphertext term with (a, b) pair is closer to 0 than
p
if b − (a, s) is 0, else 1.
2

B.2 Important LWE Based FHE Schemes
One of the notable scheme solely based on LWE assumption is explained in Brakerski et al. (2011), which shows a new simplified noise handling technique called
relinearization supporting SHE scheme with much simpler hardness assumptions
than ideals. Another important feature of this scheme is the formation of FHE from
this SHE scheme without costly squashing or assumption of subset sum problem as
detailed in Brakerski et al. (2011).
→
→
In this scheme, ciphertext −
c and secret key −
s are n dimensional vectors, where
−
→
−
→
dot vectors of ( c , s ) ≈ μ with small error that is removed by rounding. In this
process, multiplication blows up the ciphertext size. Relinearization is a procedure
→
→
s ⊗−
s . This
that takes the long ciphertext that encrypts μ1 .μ2 under a long key −
further compresses into a normal-sized n-dimensional ciphertext under a normal→
sized n-dimensional key −
s . This scheme is further improved by Craig Gentry, Amit
Sahai and Brent Waters in their notable contribution in the paper (Gentry et al. 2013b).
Now onwards we term that as GSW scheme.
Basics of GSW
• In this scheme, the requirement of relinearization has been removed using matrix
multiplication using sub-cubic computation.
• This scheme proposes an identity-based FHE scheme, in which user with only the
public parameters should be able to perform both encryption and homomorphism
operations. The homomorphism operations should allow a user to take two ciphertexts encrypted to the same target identity, and homomorphically combine them
to produce another ciphertext under the same target identity.
• These scheme can further be extended for a construction of homomorphic attributebased encryption (ABE) with minor modifications.
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Appendix C

GSW Based FHE Approach

Series of research contributions have been made in the direction of Gentry proposed
homomorphic scheme (as discussed in BGV scheme Brakerski et al. 2012 and others)
based on lattice based assumptions. In this contributions, circular security is one of the
important assumption to obtain a FHE scheme from a leveled HE scheme. However,
this is the main bottleneck in terms of performance while applying FHE in real world
applications.
Another GSW based direction of research includes achieving the power of fully
homomorphic computation in the simplest setting for bit-wise computation. Ducas
et. al in their work (Ducas and Micciancio 2015) has proposed such FHE scheme
where bootstrapping can be computed in less than seconds in bit level. In Table C.1,
a comparison has been shown between such BGV and GSW based schemes. BGV
based FHE construction details are discussed in chapter 2. In the subsequence section,
we provide a brief idea of FHE schemes where bit-wise homomorphy is supported.

Table C.1 Present FHE trends in literature
BGV based (Brakerski et al.
2012)
Performance
Operations
Limitations

Slow in operation but
processes huge number of bits
Limited set of operations due
to parameter set:
Operations can not be done 1.
Comparison 2. Bit Extraction
related operations 3. Addition
etc

GSW based (Gentry et al.
2013a)
Faster operation but single bit
processing
Can support any arbitrary
operation
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Table C.2 Modulo 2 to Modulo 4 translation
m1
m2
E(0)
E(0)
E(1)
E(1)

E(0)
E(1)
E(0)
E(1)

Dec[E(m1 + m2 )]
(modulo 2)

Dec[E(m1 ∧m2 )]
(modulo 4)

0
1
1
0

1
0
0
0

Fig. C.1 FHEW refreshing steps

C.1 Brief Details of Scheme Supporting Bit-Wise
Homomorphy
Given two encrypted bits E(b1 ) and E(b2 ), this scheme aims to compute logical
NAND of the two bits with following observation as shown in Table C.2. Computing
E(m1 + m2 ) in modulo 2 allows to homomorphically compute exclusive-or of two
bits. From moving arithmetic modulo 2 to modulo 4, logical NAND computation is
done during the bootstrapping process of this scheme. That indicates adding E(m1 )
and E(m2 ) generates E(m), such that E(m) of m = 2, if m1 ∧m2 = 0 or m ∈ (0, 1),
if m1 ∧m2 = 1.
This scheme homomorphically computes the NAND of two LWE encryptions.
The noise introduced in this case is much lower, hence the refreshing technique is
not so costly. The next step is the refreshing technique as shown in Fig. C.1. homomorphically evaluates LW Es2 (m, q/4) to LW Es4 (m, q/16). Details of the procedure
can be found in the paper (Ducas and Micciancio 2015).
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Refresh : LW Es2 (m, q/4) → LW Es4 (m, q/16)
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(C.1)

This scheme has been further enhanced in the paper (Chillotti et al. 2016a) where
the bootstrapping has been improved from less than 1 s to less than 0.1 s. Some further
improvements have been proposed in Chillotti et al. (2017a) with suitable packing
techniques. These works form the mathematical background of TFHE library as
discussed in the FHE library section.
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Appendix D

FHE Based Libraries in Literature

Few FHE based libraries have been reported in literature with different features
mentioned in Table D.1. In this section, we detail few of them:
Library HElib
HElib (Halevi et al. 2013b) is c++ based FHE software library based on BrakerskiGentry-Vaikuntanathan (BGV) scheme (Brakerski et al. 2012) along with few optimizations. The library mostly focuses on the optimizations present in the paper
(Gentry et al. 2012) and packing techniques from Smart and Vercauteren (2011).
Work in Smart and Vercauteren (2011) presented a modified version of Gentry’s fully
homomorphic public key encryption scheme which supports SIMD style operations.
This paper shows how to select parameters to enable such SIMD operations, whilst
still maintaining practicality of the key generation technique of Gentry and Halevi.
The proposed somewhat homomorphic scheme can be made fully homomorphic
by recrypting all data elements seperately. However, this paper has shown a SIMD
approach that can be used to perform recrypt in parallel supporting improved performance. this paper also demonstrates implementing AES homomorphically with this
library.

Table D.1 FHE libraries in literature
Libraries
LibScarab (Perl et al. 2011)

Scheme
SV (Smart and Vercauteren
2010)
HElib (Halevi et al. 2013b)
BGV (Brakerski et al. 2012)
FHEW (Ducas and Micciancio FHEW (Ducas and Micciancio
2014)
2015)
TFHE (Chillotti et al. 2017b) TFHE
SEAL (Laine et al. 2017)
FV12 (Fan and Vercauteren
2012)

Supporting libs
GMP, FLINT MPFR, MPIR
NTL, GMP
FFTW
FFTW
No external dependency
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Library FHEW
FHEW is open-source FHE library mathematically based on the paper “FHE bootstrapping in less than a second” (Ducas and Micciancio 2015). The name FHEW
that is “Fastest Homomorphic Encryption in the West” is more of a reference to
FFTW (“Fastest Fourier Transform in the West”) than a claim about performance.
In the paper, authors proposed method to homomorphically compute simple bit operations, and refresh (bootstrap) the resulting output within just about half a second
in a consumer grade personal computer.
Most interesting feature of this library is that it provides bootstrapping in simplest
possible setting which proved to be benificial later on in case of designing complex
encrypted algorithms. To provide homomorphy, this library follows simple steps of
encrypting single bits, and evaluating boolean NAND circuits on them. Basic idea is
as follows: Given two encrypted bits E(m1 ) and E(m1 ), computing noisier version
E(m1 + m2 ) is very straight-forward. For arithmetic modulo 2, this is equivalent to
compute exclusive-or of two bits. Next, logical NAND computation can be done by
extending modulo 2 to modulo 4 with a bootstrapping (refreshing) technique.
Library TFHE
TFHE or “Fast Fully Homomorphic Encryption over the Torus” is another opensource library for FHE broadly a modification of FHEW. The mathematical background of this work is detailed in the paper “Faster fully homomorphic encryption:
Bootstrapping in less than 0.1 s” (Chillotti et al. 2017b). This library supports the
homomorphic evaluation of the 10 binary gates along with negation and encrypted
multiplexer gate. Each binary gate takes about 13 ms single-core time to evaluate and
the multiplexer gate takes about 26 CPU-ms. The gate-bootstrapping of TFHE has
no restriction on the number of gates or on their composition that gives flexibility to
realize real world design in encrypted form.
Library cuHE
Library cuHE or CUDA Homomorphic Encryption Library (cuHE Library 2018) is a
GPU-accelerated library for HE schemes and homomorphic algorithms defined over
polynomial rings. This library shows different techniques of memory minimization,
memory and thread scheduling and low level CUDA related optimizations to take
full advantage of the mass parallelism and high memory bandwidth of GPUs. This
library is mostly SWHE with level limitations of HE.
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Appendix E

Attacks on SWHE and FHE

In spite of the fact that HE specially FHE is considered to be the holy grail of
cryptography, it is important to note that FHE is also susceptible to different kinds
of attacks. Following the discussion of Martins et al. (2018), here we mention few
important attacks against SWHE and FHE. In the next sections, the attacks are largely
classified in two types: Passive and Active attacks.

E.1 Passive Attacks Against HE
In this section, we start our discussion about attacks against some known SWHE
schemes like RSA and El-Gamal.
• Attacks against RSA: The notion of RSA security lies on the hardness of factoring
large integers. However, referring to RSA discussion in Chap. 2, an attacker can
find the secret key d by factoring modulus q since e is known. In the work (Boneh
et al. 1999), brute-force attack on RSA has been shown to obtain the secret key.
Most known and efficient algorithm about integer factorization is Pollard’s General
Number Field Sieve (GNFS) (Lenstra et al. 1990). Table E.1 mentions few notable
contributions in this direction.
• Attack against El-gamal cryptosystem: Compared to integer factorization problem, large amount of research has been done in the direction of solving discrete
logarithm problem which is the main notion of security for El-gamal Cryptosystem.
Few notable contributions in this direction are highlighted in Joux et al. (2014),
Menezes et al. (1996).
• Attack against Lattice based cryptosystem (LBC): Lattice based cryptography
is mostly dependent on two mathematical problems CVP and SVP. Overview of
CVP and SVP are given in previous discussions. Few Attacks against LBC are
mentioned in Table E.2 mostly against SVP and CVP problems.
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Table E.1 Different passive attacks
Algorithm
Integer factorization
Discrete logarithm problem
Lattice based attacks
NTRU and variant of Gentry’s scheme

SVP
CVP, SVP, RSA, AGCD problem

Table E.2 Few active attacks against HE
Scheme
Schemes with either HE additions or
multiplications
AGCD-, LWE-, and NTRU-based schemes

Variant of SV SHE scheme in

Appendix E: Attacks on SWHE and FHE

Attack
Pollard’s general number field sieve (Lenstra
et al. 1990)
Shor algorithm and others (Joux et al.
2014;Shor 1990)
Exploitation of ring structure leads to
subexponential and quantum polynomial
attacks (Albrecht et al. 2016; Cramer et al.
2016)
SVP solvers (Kuo et al. 2016)
Lattice basis reduction algorithms (Lenstra
et al. 1982)

Attacks
IND-CCA1 secured but not IND-CCA2
(Lipmaa et al. 2008)
key recovery attacks [adversary is capable of
getting the secret key with a polynomial
amount of queries to a decryption oracle].
(Dahab et al. 2015)
IND-CCA1 secured but not IND-CCA2.
(Loftus et al. 2010)

E.2 Active Attacks Against HE
All the attacks mentioned in the previous section refer to passive attacks which does
not require any direct interference of the attacker with the target system. On the
other hand, active attacks are based on the simple assumption that: If an attacker can
identify which of two possible plaintexts between m0 and m1 can encrypt c with a
probability more than 0.5, then the system is considered to be insecure. This type of
security requirements can be conceptualized with few indistinguishably assumptions
like:
• Chosen plaintext attack or IND-CPA
• chosen ciphertext attack or IND-CCA1
• adaptive chosen ciphertext attack or IND-CCA2
Semantic security assumptions are nicely explained in Loftus et al. (2011) by
defining game between a challenger and an adversary A. For FHE, an attacker can
decrypt arbitrary ciphertexts and the secret key is made public in an encrypted form.
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Hence, FHE is not considered as IND-CCA1 and IND-CCA2 secured but IND-CPA
secured. However, some of the SWHE schemes has proved to be IND-CCA1 secured
(Loftus et al. 2011). Finally, in the paper (Chillotti et al. 2016a) authors have shown
how FHE based applications can be susceptible to software fault injection attacks
due to its ability to compute function.
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Appendix F

Examples of Homomorphic Real World
Applications

In this final section, we mention (in Table F.1 and in Table F.2) few real world problems where power of homorphic encrypted computation is extensively used. Design
of these encrypted applications rightly justify the motivation of our book which discusses the steps and challenges of realizing traditional algorithms to their encrypted
counterpart.

Table F.1 FHE real world applications
Domain
Medical
Medical
Medical

Analytics [useful for business and medical]
Analytics
Analytics
Data analysis
Deep learning

Application
Encrypted cardiac risk factor algorithm
(Carpov et al. 2016)
Encrypted predictive analysis on medical data
(Bos et al. 2014)
Long-term patient monitoring via cloud-based
ECG data acquisition and encrypted analytics
design (Kocabas et al. 2014)
Logistic regression over encrypted data (Chen
et al. 2018)
Big data analytics over encrypted datasets with
seabed (Papadimitriou et al. 2016)
Encrypted classification in machine learning
(Graepel et al. 2012)
Encrypted statistical analysis (Lu et al. 2012)
Running convolutional neural networks (CNN)
on encrypted data (Badawi et al. 2018)
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Table F.2 FHE real world applications
Domain
Financial
Cyber Physical System (CPS)
Cyber Physical System (CPS)
Others

Others

Application
Encrypted financial computational model for
cloud framework (Peng et al. 2016)
Primitives for computations on encrypted data
for CPS systems (Hu et al. 2016)
Encrypting controller using FHE for security of
cyber-physical systems (Kim et al. 2016)
Secure distributed incremental information
aggregation for smart grids using HE
(Alabdulatif et al. 2017)
Secure friend discovery in social
strength-aware Proximity-Based Mobile Social
Networks (PMSNs) (Niu et al. 2015)
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