Summary of the discussion sessions:
FLP and real-time

Two extra evening discussion sessions during the workshop explored the implica-
tions of the Fischer-Lynch-Paterson Theorem (FLP) for practical system design,
and the various notions of “real time” used in distributed settings.

The FLP Theorem states that consensus is unsolvable in a distributed system
with asynchronous communications and one single faulty processors. This has
serious consequences, for example when data is replicated to make a system
fault tolerant. In order to keep replicated data globally consistent, the same
updates have to be applied in the same order to each replica. Agreement on
order, however, is a consensus problem.

Several ways of working around the consequences of the FLP Theorem were
suggested in the discussions. According to Sam Toueg, consensus can be solved
in an asynchronous system by adding a failure detector to the environment.
This work is described in the PODC-91 paper written by Chandra and Toueg.
However, not everyone understands the result. One objection is that, obviously,
the weakest failure detector to solve consensus still cannot guarantee progress in
an asynchronous environment. Moreover, it is not clear how the weakest failure
detector could actually be “implemented” in a real system. The approach advo-
cated by systems like Horus, Isis and Transis consists in weakening the notion
of consensus, and only try to achieve consensus among groups of “responsive
members”. Each process in such group agrees on the membership of the group,
and any process outside the group is ignored by the members. Processes outside
a group camnot do any damage, but they may block until communication to
the group is re-established. In the Horus system, the application programmer
is also allowed to plug in any arbitrary failure detector, so that an application-
dependent solution can be obtained. In these systems, however, network parti-
tioning can prevent progress.

It is hoped that, within a few years, a rigorous approach to consensus based on
a formally defined failure detector (for example, as advocated by Chandra, Toueg
and Hadzilacos), will be reduced to practice by the community building fault-
tolerant distributed systems. Such a development would lead to to systems with
well defined liveness properties and a more explicit characterization of limitations
stemming from FLP. ‘

The second discussion section focused on notions of “real-time” in distributed
computing systems. The correctness of many distributed real-time systems re-
lies on the fact that fault-free processors can deterministically reach a consensus
within a given upper time bound. The FLP Theorem states that in this case one
must make the so-called “synchronous communication” assumption, i.e., that
the underlying communication system delivers inter-processor messages within
a bounded delay. Of course, this is a very strong assumption for any real com-
munication system. Even if one fixes an upper bound on communication delay
that is several orders of magnitude higher than the mean delay, there is still a
non-zero probability of this assumption being violated due to repetitive message
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corruption and retransmission. When can such a system be claimed to be “100%
correct”?

During the discussions, David Powell argued that the validity of any as-
sumption should be quantified by an associated probability value (such as the
probability of messages being delivered within the assumed maximum delay).
He sketched a framework for so-called quantified proofs, in which the truth of
properties is always expressed in probabilistic terms, and he explored the no-
tion of “probabilistic validations”, The relevance of this concept was disputed
by several other participants, arguing that a proof is either correct or incorrect
and that no probability should be involved in a demonstration.

Ken Birman argued that protocols have properties and corresponding prob-
ability distributions, parameterized by the time scale on which the system is
examined. If one is concerned with real-time deadlines of minutes or tens of sec-
onds, that is if the temporal scale is sufficiently coarse, asynchronous protocols
are almost synchronous, and actually become real-time protocols whose perfor-
mance is often better than synchronous protocols for the same model. Gerard
LeLann disputed this view. According to him, one should not confuse perfor-
mance of protocols for a particular implementation with the algorithmic nature
of the protocols. He insisted on the fact that real-time issues arise whenever
a specification contains direct or indirect references to physical time, and that
real-time should not be defined with respect to the magnitude of the timeliness
constraints (i.e., requirements that refer to physical time).

According to Gerard LeLann, the main problem that arises in a real-time
environment is to schedule actions consistently with time constraints. Hard real-
time raises proof obligations, which mainly consist in giving an upper bound on
response times for all tasks under all possible situations. These proof obligations
must be fulfilled under knowledge (about arrival laws of external events etc.)
that is still limited by the information provided in the problem specification. In
distributed systems, knowledge about the behavior of subcomponents and the
arrival patterns of events is in general rather limited. Hence, correct scheduling
algorithms for real-time distributed systems can only be pure on-line algorithms.

There was also a discussion on real-time communications. David Powell, Far-
nam Jahanian, and others had the view that polling or token-passing offer cor-
rect solutions to general real-time communications problems. Gerard LeLann
disputed that view: Polling or token-passing inevitably rests on off-line deci-
sions regarding scheduling of messages. Such decisions being known, it is easy
to generate arrival scenarios whereby messages miss their deadlines, despite the

fact that the problem might have solutions that can be found by a pure on-line
protocol.

Finally, another issue was briefly addressed in one of the discussion sessions,
raised by a contribution from Paulo Verissimo about clock-less protocols in real-
time systems. Some participants insisted on the fact that either clocks (and some
notion of global time) are used and relied upon at some systemn level or not. If

this is not the case, then it is hard to see how a clock-less system can be shown
to exhibit real-time properties.
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