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Abstract. Information has been an essential element in the development of
collaborative and cooperative models, from decision making to the attainment
of varying goals, people are adept at making judgment on the trustworthiness of
information, based on knowledge and understanding of a normative model of
information. Contemporary narrative especially in high-impact contexts like
politics, health, business, government and technology, is eroding trust in
information, its source, its value and the ability to objectively determine the
trustworthiness of a piece of information, a situation made more complex by
social networks, social media have made the spread of information easier and
faster irrespective of their trustworthiness, hence the need for judgment on the
trustworthiness of a piece of information based on social cognitive construct, a
trust model for information.
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1 Introduction
Various information behavior models, suggest a normative model of information as
true, complete, valid, can be relied on as being correct and from a trusted source [1];
census data from statistics Canada can be regarded as valid and from a trusted source
which can be reliably used for planning purposes, and as an economic tool, such data
should carry more trusted weight than information sourced from a third party sources or
social media platforms. Other normative information behavior prescribes trusted
information as timely in the sense that it should be from a precise time period [1, 2], for
example when analyzing census data for planning and developmental purposes it is
paramount to look at current or the most recent ﬁgures. Information is of no value or
worth the investment of time and money, especially in making business decisions if it is
not relevant, does not have the right amount of details, cannot be easily stored in a way
that it can be accessed effortlessly, or easily understood by the end user [1, 2, 4]. Other
factors that add value and trustworthiness to information include but not limited to its
accuracy, consistency, and completeness. Despite the best effort of information scientist
on the nature of information, and work on information literacy behavior misinformation
and disinformation still permeates social networks [1, 4], social media platforms like
twitter and Facebook has helped in the spread of inaccurate information, a culture
emboldened by need to share information even when the validity of the information
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cannot be vouched for or when the person sharing such information does not believe it
but regardless still goes ahead to share because it serves a narrative, a means to
manipulate rather than to inform, as a source of social influence [3], as demonstrated by
the recent political and business climate in the west that have added relatively new
lexicons like fake news and alternate facts.
The consequences of deceptive and misleading information can be far-reaching for
governments, citizens, business institutions, data professionals, and designers, it can
create an atmosphere of mistrust, distrust, confusion, panic, and it can influence
decisions and damage reputations. Information agents, brokers may ﬁnd it difﬁcult to
use information, or seek alternate and less reliable sources of information because of
the air of uncertainty, hence the need for an information model based on computational
trust [5, 7], a paradigm drawn from a social, cultural, historical and psychological
context and much more aspects of relationships [6], trying to model the best in these
related milieus computationally.
Trust as a computational concept is important in understanding the thought process
with regard to choice, options and decision-making process in human and computer
interactions, especially in situations where there is a measure of risk [7, 8]. The goal is
to formulate a theoretical framework; a socio-cognitive construct for the trustworthiness of information based on cues of credibility and deception, a model to assist
judgment calls and an expectation of when, trust and its fulﬁllment can be expected.
Information does not exist in a vacuum, how it is perceived and used is influenced by
a number of social, cultural, and historical factors, hence the need for an inclusive and
context-aware information literacy behavior [1], our goal is to incorporate the characteristics of information; reliability, validity, and importance into a trust model, depending
on the context, the model will also factor in the reputation of a source, the value of the
information and cues to credibility and deception, with the aim of enabling agents to
make judgments and situational decisions about the trustworthiness of information.
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Abstract. The processing of the huge amounts of information from the
Internet of Things (IoT) has become challenging. Artiﬁcial Intelligence
(AI) techniques have been developed to handle this task eﬃciently. However, they require annotated data sets for training, while manual preprocessing of the data sets is costly. The H2020 project “Bonseyes” has
suggested a “Market Place for AI”, where the stakeholders can engage
trustfully in business around AI resources and data sets. The MP permits trading of resources that have high privacy requirements (e.g. data
sets containing patient medical information) as well as ones with low
requirements (e.g. fuel consumption of cars) for the sake of its generality. In this abstract we review trust and privacy deﬁnitions and provide a
ﬁrst requirement analysis for them with regards to Cloud-based Market
Places (CMPs). The comparison of deﬁnitions and requirements allows
for the identiﬁcation of the research gap that will be addressed by the
main authors PhD project.
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A Market Place for Artificial Intelligence and Data

Bonseyes’ Market Place (MP) for AI [1–4] aims at engaging the various stakeholders, e.g. data providers, model, or application designer, into business among
AI resources, i.e. data sets, models, training facilities, etc. The business around
the resources may accelerate the model design and reduces the design costs. The
MP will provide functions to oﬀer, sell, pay or use AI resources and data sets.
The proposed MP will be implemented by a cloud system in order to deal with
the large size of data sets and to permit elasticity for the AI resources. This led
to the notion of a CMP. As any MP, a CMP requires mechanisms to enforce
privacy and trust. However, the separation between resource location (e.g., storage location) and resource availability (e.g. data availability) in cloud systems
makes it more challenging to implement trustful mechanisms for these features
as in non-virtualised systems.
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Trust and Privacy Definitions for Network and Clouds

Trust and Trust Dimensions: a widely agreed deﬁnition for trust in networks,
Clouds and systems is given in IETF Internet security glossary: as “... the extent
to which someone who relies on a system can have conﬁdence that the system
meets its speciﬁcations, i.e., that the system does what it claims to do and
does not perform unwanted functions” [5]. The view of applications, Clouds and
networks as “systems” leads to the deﬁnition of multiple trust dimensions [6].
These dimensions comprise (a) “device trust”, i.e. the reliability of IoT devices to
produce data correctly, (b) “operation trust”, refers to the combination of data
traceability and analytics, (c) “communication trust”, builds on conﬁdentiality,
integrity, and authenticity in data transmission, (d) “infrastructure trust”, which
aims at the transparency and predictability of processing.
Privacy and Privacy Dimensions: the IETF glossary also provides a deﬁnition for privacy: “... the right of an entity to determine the degree to which
it will interact with its environment, including the degree to which the entity
is willing to share information about itself with others” [5]. R.S. Poore deﬁnes
privacy as a required context of personal Identiﬁable Information (PII) which
have to be under control of the individual person who is the owner of it [7].This
view on privacy leads to privacy dimensions such as, cf. [6, 8]:
–
–
–
–
–
–
–
–
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Identity privacy: avoid the disclosure of users identity
Location privacy: avoid the disclosure location information for speciﬁc user
Device privacy: avoid the disclosure of device and security information
Communication privacy: refers to encryption algorithm for conﬁdentiality
Access privacy: privilege levels for authorised data access
Operation privacy: avoid the disclosure of data processing techniques
Footprint privacy: avoid the identity disclosure by behavioural analysis
Query privacy: avoid the identity disclosure by analysis of the origin of queries

Privacy and Trust Requirements for CMPs

In general, the privacy levels for an AI resource or a data set depend on the
importance of the resource or of the type of PII stored in it. For example, medical
records need very high levels of protection since a leakage of information may
embarrass a speciﬁc person. Hence, if such data sets are traded then the speciﬁc
levels of privacy needs to be maintained at the various locations where the data
is accessed or processed, otherwise the users will lose their trust into the MP.
CMPs might host data sets with very diﬀerent privacy levels at very diﬀerent
locations. As a result, they must enable a diﬀerentiated, transparent and even
traceable handling of data. Some data sets may not be allowed to leave a certain
physical premise due to regulation or provider policy, while others can do so.
A CMP must support both modes of data availability at the required privacy
levels for the sake of its generality. This feature is often denoted as the ability
for “privacy by design” [9] of an architecture.
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Since data sets are associated in a MP with a value, the infringement of this
value by disclosing the data to other users needs to be avoided. Here, the privacy
requirements, as seen from the data provider, turn into the problem of “Digital
Right Management” that needs to be addressed by the MP architecture or its
mechanisms and functions.
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Conclusion

It is obvious that the deﬁnitions of trust and privacy do not directly address the
virtualisation features of Cloud system. Particularly, the implications by separating between storage location and data availability in the Cloud are not clear
yet. The privacy and trust dimensions might partly match with the application
requirements of CMPs. Hence, their suitability for evaluation Cloud mechanisms
needs to be investigated. These investigations as well as the design of mechanism
for privacy and trust in CMPs will deﬁne the work in this PhD project.
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In the age of digital services and everyday smartphone usage, the issue of online
privacy has gathered more and more interest for researchers, service providers and
consumers. Assuming one’s digital information is private is equivalent to trusting
service providers to handle one’s data in a certain way or ensuring protective measures
against loss of privacy. When a consumer registers for an online service or installs a
smartphone app, I assume an internal psychological process to relate the beneﬁts of
their decision to the risks associated with it. However, this process is considered to be
subject of uncertainty. Therefore, decisions in a socio-technical environment can be
viewed as decisions governed by a probabilistic amount of trust in an outcome, or, in
other words, the amount of belief one holds that a hypothesis about future events will
turn out to be true.
Previous research on human online behavior paints a fairly bleak picture of how we
handle said uncertainty. It often adopts the paradigm of the Homo Heuristicus [1],
relying on computational shortcuts rather than normatively rational inference. In a
scenario as complex as online privacy, it also points out how unlikely it is for users to
have a complete understanding of the capabilities and motives of involved parties [2].
However, psychological research on broader decision making processes includes
evidence that humans are in fact able to combine information in a rational sense [3].
The Sampling Hypothesis [4] may provide the grounds for unifying research on
heuristic or otherwise boundedly rational decision making on one hand with a rational
account on the other. It does so by approximating Bayesian inference, sampling from
probability distributions over possible hypotheses or parameter values instead of using
these full distributions and creating implausibly complex computations. Its application
shows that speciﬁc effects like the availability heuristic can actually be considered
by-products of its sampling process [5]. Vul [4] provides evidence that in many situations, sampling only a very limited number of times provides a computationally
similar result to using full yet analytically intractable probability distributions.
Speciﬁcally, he links the beneﬁts of sampling to the consumption of energy and time
while arriving at a decision: why make one time- and energy-consuming decision
perfectly maximizing my chance of success, when I can make many “good enough”
decisions that approximate optimal results in the long run? This globally optimal
solution however can produce seemingly irrational local behavior. Models that utilize
such approximate Bayesian inference are termed rational process models [6].
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It appears as though human subjects, while certainly limited in their cognitive
resources and computational capabilities as laid out by the bounded rationality paradigm, may make use of this process: they operate by maximizing success chances and
making rational choices, but on a global rather than local level. My work utilizes this
type of model to investigate how humans make decisions online, and more importantly
how to sensitize them to make more adequate decisions to protect their private information. A preliminary study [7] indicates that answers to these questions are not as
simple as pointing to a speciﬁc heuristic approach or a systematic gap between
privacy-related attitudes and behavior. When asked whether they wanted to install a
travel-related smartphone app involving beneﬁcial and non-beneﬁcial features, subjects
showed behavioral patterns that were predicted by a rational process model. Preference
trade-offs for the app’s features form the basis of the model prediction as a posterior
distribution. Then, sampling from said individual posterior provides the model with an
approximate probability of choosing to install the app. The model stochastically
chooses the option with higher utility according to its probability. It therefore allows for
a seemingly irrational decision on the local level when choosing the option with lower
utility instead. The rate with which subjects chose their higher utility option or deviated
from it was predicted by the model, with a deviation of approximately 5% between its
prediction and the empirical data. This deviation is not signiﬁcantly different from zero,
as indicated by a Bayesian estimation of the difference parameter between the two.
The model seems to capture the process with which subjects combine preferences
about features as well as their trade-off between utility maximization and cognitive
resource management. It is based on subjective utility distributions, thus avoiding the
assumption of complete situational knowledge proposed in previous research [2] to
arrive at a rational decision. These subjective utility distributions in turn can be learned
solely based on past experience [8]. It is worth noting that heuristic or
probability-weighted alternatives of the model, following a cumulative prospect theory
(CPT) approach, could possibly have resulted in a decent statistical ﬁt as well. CPT’s
parameter estimation [9] would likely capture stochastic variations descriptively if it
was retrospectively ﬁtted for a speciﬁc individual and trial. It would not, however,
explain the nature of the variation or the necessity of the sampling process on theoretical grounds. Meanwhile, the rational process model approach outlined here unites
the idea of Bayesian computational rationality in human cognition with limitations on
the algorithmic level [10]. Additionally, it allows for an explanation of other phenomena observed in decision making research, like probability matching.
Based on the preliminary study, I plan to ﬁrst adapt the model to other interactions
with socio-technical systems. Secondly, I will explore speciﬁc mechanisms of the
model to apply them to privacy interventions. For example, increasing the number of
samples drawn in the model increases the chance of choosing an option with higher
utility, instead of sometimes choosing a lower utility option. This may be achieved by
asking subjects to state their choice repeatedly. Assuming a privacy-protecting decision
(not installing an app that requires permissions to access private data) is a subject’s
higher utility option, an intervention increasing their internal sample count should
result in a higher probability of choosing that option. However, there is a chance that
they favor a privacy-disclosing option. In that case, an intervention designed to increase
sampling counts might reinforce the tendency to pick the disclosing option, resulting in
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the opposite of the intended purpose. Future work will draw inspiration from how the
mechanisms of sampling in decision making work to design privacy-protecting interventions tailored to individual preferences and thereby making use of the human
tendency to operate on a globally rational level of information integration. Building on
these rational process mechanisms, I aim to assess and direct user trust in the interaction with socio-technical systems as well as explain stochastic deviance from their
expected behavior.
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