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Input protection for the laboratory computer

STANLEY A. HERTEL and STEPHEN E. EDGELL
University of Louisville, Louisville, Kentucky

Circuit details are given for building protective interfaces between laboratory instruments and
a computer's analog and digital inputs. The protective interfaces will not only protect the computer
and its input interfaces from a misconnection, but they will themselves withstand misconnection
with no damage.

Although the growing utility of inexpensive computers
has led to their extensive use in research laboratory auto
mation, the electrical protection of signal input ports to
computer systems is frequently overlooked by researchers.
Dedicated systems, properly installed and operating per
manently in fixed configurations, often do not require in
put protection. Many laboratories, however, cannot af
ford separate, dedicated processors for each ongoing
experiment. In some laboratories, a single computer sys
tem is shared among many experiments and occasionally
among several experimenters. As various work is initiated
and concluded, digital and analog signal inputs are rou
tinely changed, frequently by users with no appreciation
for interface hardware limitations. Because a wide vari
ety of equipment is used in psychology laboratories, there
is little signal standardization in the instrumentation. Ex
perience has shown that even careful workers sometimes
make erroneous connections. Mistaken connection of ex
cessive input voltages to electrically fragile computer
interfaces can destroy them, and possibly even propagate
failure into the host computer itself. Furthermore, labora
tory equipment can fail, sometimes presenting excessive
voltages to downstream computer interfaces. Regardless
of the failure mode, the resulting downtime can be expen
sive, both in terms of cost of repair and lost laboratory
time. It is prudent to implement robust analog and digital
input circuits that will handle overloads with no adverse
consequences either to themselves or to interfaces and
computers downstream. Using this approach, otherwise
catastrophic misconnections simply result in temporarily
nonfunctional, but undamaged, inputs.

It is unlikely that students of electronic design will be
intrigued by the following circuits. However, psycholo
gists and other researchers who use computers to instru
ment their laboratories should find them to be a useful
investment. Consistent with adequate performance, our
primary design criteria in this project were circuit sim
plicity and ease of construction. In our laboratories this
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approach has enhanced long-term reliability, minimized
repairs, and eliminated the accidental destruction of
equipment.

INPUT PROTECTION AND ISOLATION

Although both are desirable, protection and isolation are
separate electrical characteristics. A protected input is one
that can, within reasonable limits, tolerate connection to
a signal in excess of normal specifications and then return
to normal operation once the offending signal is removed.
A protected input thus performs a buffering action when
presented with an excessive input, inhibiting the propaga
tion of such a potentially damaging signal to downstream
computer electronics. The protection circuits described
later merely saturate in the presence of excessive signals,
rendering them temporarily inoperative. Their saturated
outputs under this condition are harmless to downstream
connected computer hardware.

An isolated input, on the other hand, mayor may not
also be protected and is characterized by the absence of
ohmic continuity in signal transmission and ground paths.
An isolated stage breaks input-signal ohmic continuity at
the isolation barrier, yet allows accurate signal transmis
sion to its output. Such isolation provides electrical sepa
ration of an input fault from downstream electronics. Note
that, if unprotected, this stage may itself become damaged
by an excessive input, but the desired isolation prevents
failure propagation further into the computer system.

Ideally, input protection and isolation circuits should tol
erate, without damage, erroneous connections to 120 V ac.
An ac power line presents the largest voltage source found
in most psychology laboratories. Furthermore, such cir
cuits should not significantly bias the experimental proce
dure. Speed and accuracy of signal propagation through
these circuits must be acceptable with respect to ex
perimental tolerances. This paper describes construction
details for protecting and isolating digital inputs that offer
such performance. A similarly ideal arrangement for ana
log inputs, unfortunately, is more difficult. To minimize
circuit complexity and cost, therefore, the analog inputs
described are protected but do not provide isolation.

There have been several articles in this journal that have
advocated the use of optical isolators to isolate the
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computer's digital inputs, and in some papers the outputs,
from the laboratory environment (Algarabel, Sanmartin,
& Ahuir, 1989; Campbell & Forest, 1984; Gordon, Foree,
& Eckerman, 1983; Grisham & Frei, 1977; Palya & Doyle,
1978; Rayfield & Carney, 1981; Rosellini, Carlson, Dina,
Falcone, & Shapiro, 1983; Scoles, 1990; Solomon, Weisz,
Clark, Hall, & Baocock, 1983; Stoddard & Loftus, 1988).
However, all of the circuits presented in these articles
would suffer damage if 120 V ac were applied to them.
They would protect the downstream digital interfaces and
the computer, but considerable time could be lost repair
ing the isolation circuits. The circuits presented in the
present paper avoid that problem. Furthermore, we have
not found an article in this journal on protecting an ana
log input.

COMMERCIALLY AVAILABLE HARDWARE

Modular functional blocks that could simplify computer
input protection or isolation are available from several
commercial equipment manufacturers. Such input mod
ules generally process one analog or digital signal each,
with multichannel operation facilitated by the stacking of
individual modules in groups on a universal motherboard.
Input modules are attached as required to the appropriate
motherboard, which distributes power throughout the sys
tem and provides convenient signal connections. Such an
arrangement, then, could conveniently be connected be
tween various laboratory instruments and ~e laboratory's
computer system. On initial appearance, this seems an
ideal solution to computer input protection and isolation,
except for two problems: (1) Although available analog
input modules offer isolation and are self-protecting, they
are expensive, costing approximately $2,500 for a 16
channel system; and (2) digital modules, although offer
ing isolation, have not been found conveniently available
with protected inputs. In-house design of the required elec
tronics was therefore done. 1

DIGITAL INPUT PROTECTION
AND ISOLATION

A common computer interface in the psychology labora
tory is one that inputs digital information. These are used
in collecting subjects' responses via key or push-button
switches or in the monitoring of various instruments that
output data as binary information. In the circuits to fol
low, nominal inputs from the laboratory and outputs to
the computer digital interface are 0 to +5 V dc, voltage
levels compatible with most commercially available TIL
and 5-V CMOS interfaces. Digital input interfaces avail
able for computers such as the ffiM PC, the Macintosh,
and DEC computers typically use this voltage range.
Propagation time is 100 p.sec or less, well within psychol
ogy laboratory standards. Given proper construction, the
circuits described will withstand misconnection or other
inadvertent application of voltages up to 120 V ac for an
indefinite time with no damage to themselves or to down
stream interfaces and computers. One need only remove

the offending voltage by correcting the misconnection to
restore full functioning of the laboratory computer sys
tem. They further provide isolation that will prevent
damage to downstream interfaces and computers for even
larger voltages. While the illustrated design provides for
eight input bits, the circuit of Figure 3 can be reproduced
as necessary to provide additional inputs. To facilitate
hardware minimization, these circuits logically invert in
put signals, this usually being of little software conse
quence. However, referring to Figure 2, inverters could
be applied at Circuit B output points "G" and "H" by
those desiring positive true assertion.

Digital Input Circuit
Circuit A and Circuit B are shown in Figures 1 and 2,

respectively. Incorporation of these into a completed cir
cuit is shown in Figure 3. Layout of components is not
critical, and, for convenience, the circuits may be built
from left to right as drawn. Glass-epoxy, perforated cir
cuit board, and "push-through" solder terminals are sug
gested for component mounting and point-to-point wir
ing. The use of circuit board with perforations on O.l-in.
centers will facilitate mounting of sockets for all integrated
circuits.

Figure 3 illustrates the arrangement of eight input pro
tection channels into an eight-bit system. Input connec
tors are chassis isolated BNC style, Amphenol 31-10, or
equivalent. To achieve the desired isolation, it is neces
sary that connectors that are isolated from the chassis be
used. Miniature coaxial cable, Belden 8216, is used be
tween these and the Circuit A inputs. Connections to the
laboratory computer are machine specific and are left to
the builder's discretion. Belden 8216 cables of length as
short as practical are recommended.

Digital Input Theory of Operation
A representative channel of input protection consists of

an input clamp circuit, a buffer, and an optoisolator. The
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Figure 1. Circuit A, input clamp circuit for a digital input channel.
All resistors are 2-W, carbon-eomposition types, 10% tolerance.
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Figure 2. Circuit B, isolation circuits for two digital input channels. The dual-c:hannel
optical isolator i<; a General Instrument MCf6. AD resistors are I14-W, carbolH:Olllposition
types, Ul% tolerance.
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Figure 3. Eight-bit digital input protection/isolation system.
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input clamp utilizes two schottky diodes to limit voltage
excursions at point "B" of Circuit A, if an input applied
between points "E" and "D" exceeds the nominal 0 to
+ 5 V dc range. Excess voltage is dropped across the
lO-kU resistor in series between points "E" and "B."
A second lO-kU resistor terminates the input, should no
laboratory device be connected. Note that both lO-kU
resistors must be rated to dissipate at least 2 W RMS.

Point "B" of the input clamp drives a noninverting
buffer contained in a Sprague UDN2983A source driver
integrated circuit. Eight such buffer stages are provided
by a single UDN2983A; this integration facilitates ease
of construction and maintenance. (The Sprague UDN2981A
may be substituted for the UDN2983A in this application.
A Mitsubishi Electronic Corporation M54563P can also
be substituted. It should be noted that the authors have
not tested these substitutions, but Sprague indicates that
the UDN298lA and the M54563P are equivalent.)

An optically isolated transistor, one of two contained
by an MCT6 optoisolator, is driven by each buffer's out
put. This stage, shown as Circuit B, along with the power

supply arrangement discussed later, mechanizes an iso
lated coupling to the laboratory computer interface. A
2.2-kU pull-up resistor to +5 V dc is used at each iso
lator's output, thus providing the desired voltage levels.

The oscilloscope photographs of Figures 4 and 5 illus
trate representative propagation delays introduced by the
circuits of Figure 3. In each case, an input applied be
tween points "E" and "0" of Circuit A is shown as the
top trace. Similarly, in each case, the bottom trace rep
resents an output measured between points "G" and "I"
ofCircuit B. (Recall that the circuits are inverting.) Charac
teristics for positive- and negative-going inputs are shown
in Figures 4 and 5, respectively. A time base of I p.sec
per major division is represented in Figure 4, and 10 p.sec
per major division is illustrated in Figure 5. As can be
seen in the figures, the time delays are well within those
tolerable in psychology laboratory settings. Nominal switch
ing of the digital input circuit occurs at approximately
0.7 V de. Figures 4 and 5 illustrate the propagation delays
caused by the buffer and optical isolator circuits but do
not clearly illustrate the switching point.

Figure 4. Digital input protection/isolation cbamtel transient response for a positive-going input. Top and bottom traces are channel
input and output, respectively. Oscilloscope calibrations are: vertical, 2 V/division and horizontal, 1 pSeC/division.
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Figure S. Digital input protection/isolation channel transient response for a negative-going input. Top and bottom traces are channel
input and output, respectively. Oscilloscope calibrations are: vertical, 2 V/division and horizontal, 10,.sec/division.

Digital Input Power Supplies
To enhance electrical isolation of the laboratory com

puter from connected digital instrumentation, two power
supplies are used. This is desirable in addition to optical
isolation of input channels as it reduces the possibility
of damaging voltages migrating through a single, com
mon supply. Notice that 5-V dc Power Supply No. 1
(" +51 V dc") is used on the computer side of Circuit B,
while 5-V dc Power Supply No.2 (" +52 V dc") is used
on the laboratory side. Circuit grounds for these supplies
are separate, being annotated "D" (digital) for Supply
No. I and "DE" (digital experimenter) for Supply No.2.

It is recommended that commercially available en
closed, transformer-operated power supplies be used. A
line and load regulation of 1%is desirable, along with over
current and overvoltage protection. The supplies should
each have a continuous duty rating of 1 A for an eight
channel protection system and should be fused per man
ufacturer's recommendations.

ANALOG INPUT PROTECTION

Analog and digital inputs differ in that the former may
assume any value through a valid input range rather than
just one of two values representing a logical true or false.
Hence, in protecting a laboratory computer's analog in
puts, not only are circuit delays of concern, but also errors
in circuit gain and offset (which include deviations from
linearity). Gain is defined as the protection circuit's ampli
fication factor, the ratio of output to input within its linear
operating range. Offset describes the circuit's dc output
when zero input exists. Protection circuit delay, gain, and
offset errors combine with those of the computer's analog
to-digital converter to determine the performance of the
entire AID system. Again, as with the digital protection
circuits, these circuits, if properly constructed, will with
stand for an indefinite length of time misconnection to vol
tages up to 120 V ac with no damage either to the cir
cuits or to downstream interfaces and computers.
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Figure 6. Analog input protection channel. All resistors are 112-W, metal-mm type, 100 kD 1%
tolerance. Diodes Dl and D2 are type IN4148. Capacitor CF is a silver-mica type, 5 pF, S% tolerance.
Capacitors Cl are disk-ceramic type, 0.1 pF, 20% tolerance. AlI capacitors are rated at SO WV dc.

Analog Input Circuit
Circuit C, a representative analog input protection am

plifier, is shown in Figure 6. One such stage is required
for each channel in the computer's AiD conversion sys
tem. Note that the analog circuit ground is separate from
either of the digital input grounds discussed earlier.

Glass-epoxy board with terminals, point-to-point wir
ing, and sockets for all integrated circuits are again recom
mended in construction. Multiple protection amplifiers,
one for each computer analog input, may be constructed
on one board. However, care should be taken to place
each channel's components as close as possible to their
respective LF356N. Each channel's inputs and outputs
should be located on opposite ends of the circuit board,
thus avoiding a U-shaped construction that places inputs
closely adjacent to outputs. Furthermore, as much as pos
sible, each channel's wiring should be well separated from
its neighbor's. A long and narrow circuit board with in
dividual channels spaced into a single row is suggested.

Input connectors are chassis-isolated BNC style, Amphe
nol 31-10, or equivalent, with Belden 8216 cable used
between these and all Circuit C inputs. To achieve the
desired isolation, it is necessary that connectors isolated
from the chassis be used. Connections to the laboratory
computer are again left to the builder's discretion. Belden
8216 cables oflength as short as practical are recommended.

Analog Input Theory of Operation
Our laboratory computer's analog input range is speci

fied as a bipolar range of - 5 to +5 V dc. Most com
mercially available analog to digital converters are setable
to operate within this range. Circuit C has thus been
mechanized with an identical linear range. A National

Semiconductor LF356N is connected as an inverting stage
with a nominal closed loop gain of -1. To enhance cir
cuit simplicity, no adjustment of amplifier gain or offset
is provided. Operating software can conveniently com
pensate for small gain and offset errors as well as the am
plifier's inverting characteristic.

Diodes Dl and D2, along with resistor RIN, implement
the desired input protection. During normal operation,
feedback characteristics of the amplifier hold Node 1 at
ground potential. Should excessive signal be applied as
input, however, either diode D1 or D2 becomes forward
biased, limiting Node 1 to a voltage harmless to the
LF356N. Diode Dl becomes active for inputs less than
approximately -6 V peak, while D2 activates for inputs
greater than about +6 V. The difference in voltage thus
developed between Node 1 and the input is dropped across
resistor RIN. Under these overdrive conditions, protec
tion amplifier power supplies of +8 and - 8 V dc limit
the LF356N saturated output at values harmless to down
stream computer analog inputs.

One-percent-tolerance resistors throughout the circuit
have produced adequate performance for our needs.
Neglecting offset, estimated,worst-ease dc gain error with
these components is approximately ±2% of nominal out
put. If necessary, this perf~rmance could be improved
substantially by the use of 0.1%-tolerance resistors. Of
17 protection amplifiers constructed thus far, maximum
offset measured has been +13 mV dc. Amplitude fre
quency response at 3.5 V RMS sinusoidal input, within
our measurement capability, is flat from dc to 20 kHz.
The amplifier's measured phase shift remains constant at
-180° (the inverting characteristic) from dc through
6 kHz. Higher input frequencies gradually produce ad-
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Figure 7. Analog input protection channel transient response. Top and bottom traces are channel input and output, respectively. Oscil
loscope calibrations are: vertical, 2 V/division and horizontal, 2 psec/division.

ditionallag until at 20 kHz, the maximum frequency of
interest in our laboratories, an additional phase lag of 5°
was measured. These operating characteristics are more
than adequate for most psychology laboratory work.

Amplifier transient response is illustrated in Figure 7.
Both input and output signals, the upper and lower traces,
respectively, are referenced to analog circuit ground. As
shown, the input is a ground referenced pulse of ampli
tude +4 V dc and length 10 p.sec, with rise and fall times
of 0.1 p.sec. The resulting amplifier response is a pulse
of similar length, having an amplitude of -4 V dc (the
amplifier's inverting characteristic) with rise and fall times
of approximately I p.sec. No amplifier overshoot is evi
dent on the output trace. This transient performance is
ample for the measurement of nerve action and early pho
toreceptor potentials, among the fastest signals of interest
in psychology laboratories.

Protection amplifier input resistance, determined by
RIN, is 100 ldl. We have found this to be sufficiently high
for our needs. For laboratory instruments having output

source resistances of 1 kO or less, error due to the load
ing effect of this input resistance will be less than 1%.

Analog Input Power Supplies
It is recommended that commercially available en

closed, transformer-operated supplies be used as +8 and
- 8 V dc sources for the protection amplifiers. Note that
these supplies are separate from the digital input circuit
power sources previously discussed. Line and load regu
lation of at least I% is desirable, along with overcurrent
and overvoltage protection. Properly fused supplies each
rated for continuous duty at 250 rnA will be adequate for
a 16-channel protection system.
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NOTE

I. For the circuits described in this paper, the cost of all components,
including perforated board, push pins for the board, and all sockets,
is $42 for 8 channels (bits) of digital input and $41 for 8 channels (bits)
of analog output. This does not include the cost of wire, solder, con
nectors, cabling, and power supplies, which also would be required for
any off-the-shelf commercial module.
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