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Abstract—The new design of the relationship between risk reflection and information management, the for-
mation of trust in information in the context of the COVID-19 pandemic, and information parameters of the
coronavirus crisis were investigated here. An analysis of the characteristics of the information interpretation
conflict of risks and dangers has been carried out and a typology of risk reflections in assessing information
about coronavirus has been proposed. The conflict potential of information flows that impose forms of risk
perception and risk behavior, the mechanisms of formation of information inequality in the reflection of risks
and the exclusion of social information in the policy of distribution and compensation of risk are revealed.
Theoretical foundations for measuring behavior depending on the interpretation of information about risks
are proposed, possible information tactics for risk management during conflicting interpretations are struc-
tured, and the characteristics of institutional failures in the field of information risk management are revealed.
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INTRODUCTION

The COVID-19 pandemic has reshaped the institu-
tional parameters of information and communication
structures. The denominator of the socio-political
reflection of crises and the risks of a pandemic in the-
oretical and political-instrumental discourse was the
title of the article by the World Bank Chief Economist
Carmen Reinhart “This time truly is different” [1].

According to V.A. Mau [2], predictability and
uncertainty of an enemy’s actions, that is, a virus or
the potential for a common existential threat provide a
basis for drawing an analogy with war, which stimu-
lates the search for information strategies for risk man-
agement and decision making in conditions of uncer-
tainty, and a new design of communication.

According to W. Beck, the emergence of new com-
munication mechanisms, methods, and forms of
information exchange in the context of a structural
crisis is a conflict between scientific and social knowl-
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edge, which consists in an antagonistic struggle for the
definition of “what is risky and what is not.” The
inability to appropriate the constructive elements of
risk reflections in the strategy of information manage-
ment of threats, when managerial decisions are made
in situations of uncertainty, destroys the state of secu-
rity. According to the sociologist Viktor Vakhstein
“Information about threats changes the everyday life
of people ... It is important in what metaphor, logic,
or framework information about the epidemic is pre-
sented ... A virus is not a coronavirus, but a language
that is used ... The choice of the presentation format
has much more serious consequences in what it
seems to people who are trying to influence public
opinion” [3].

Thus, the interconnection of risk reflection by cit-
izens and information management and the formation
of trust in information in the context of the COVID-19
pandemic is the leitmotif of theoretical and expert dis-
cussions.



RISK REFLEXITY

Nobel laureate Elinor Ostrom noted that the main
internal source of uncertainty is the lack of knowl-
edge [4].

In the modern socio-humanitarian landscape, we
are witnessing an intensification of discussion of the
phenomenon of conflict of interpretations of risks and
dangers as the basis of many social conflicts. In the era
of the pandemic, the information configurations of
risk reflections have become the objects of close atten-
tion of modern social sciences.

The search for information parameters of pan-
demic risks is centered around the controversy about
the problems of responsibility and accountability for
risks, the definition of the characteristics of socially
approved behavior in a pandemic, and adequate crisis
communication strategies. This new situation is most
succinctly reflected in political and sociological theo-
retical programs that address ways to conceptualize
risk communication in the context of the fight against
the epidemic. In this perspective it can be noted that in
the scientific literature descriptions of communicative
reactions to a unique situation of a combination of
exogenous shocks and crisis political, managerial, and
economic transformations are very contradictory. The
dialectic of legitimization/delegimization of the con-
trol of the spread of COVID-19, the construction of
scientific and expert information about the tools of a
proactive response, taking the antagonistic definitions
of the dangers of COVID-19 in both scientific and
social discourse into account, is highlighted. An
equally difficult issue is the long-term psychological
and financial consequences, structural inequality,
deepening social division, discrimination under the
influence of COVID-19 of socio-economic strata,
ethnic minorities, women, and the elderly [5].

The most important issue for making sense of the
COVID-19 pandemic experience is the weak informa-
tion and political response to social anxiety in the pro-
cess of production, distribution, and management of
risks. The factors of social change are associated with
a crisis of trust in information.

In fact, the conclusions that were figuratively and
emotionally formulated by A. Rubtsov became con-
ventional in the sociology of the pandemic: “In the
‘strange’ and ‘inadequate’ (in other words, undesirable)
reactions of the population, regulators see a deficit of
reasonable responsibility of the instructed masses and
not their own failures of communication. .... All this
draws administrative structures and entire governments
into a funnel of technical and then political unpredict-
ability. The result is involuntary mutual provocations,
as if one was specially inviting entire categories of the
population to behave ‘inappropriately’” [6].

Thus, we are dealing with a political and problem-
atic situation; for its scientific understanding it is nec-
essary to resolve a number of theoretical and method-
ological issues.
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THE INFORMATION CONFLICT
OF THE INTERPRETATION
AND RISK-REFLECTION OF PANDEMIC

Nobel laureate Douglas North, emphasizing that
“the world in which we live is nonergodic: it is a world
of constantly emerging new changes.... new, funda-
mentally different types of uncertainty,” identified five
levels of uncertainty depending on the response of
society.

1. The increase in information within the existing
body of knowledge leads to an increase in predictabil-
ity and the transformation of uncertainty into risk.

2. Increasing the volume of knowledge within the
existing institutional framework.

3. Changing the institutional framework within the
existing belief structure.

4. Changing the structure of beliefs.

5. Residual uncertainty, which serves as the basis
for “irrational” beliefs; “in the case of a truly new phe-
nomenon, we are faced with uncertainty, the conse-
quences of which are simply unknown to us. In this
case, the probability of successful reduction of uncer-
tainty depends only on luck and the players will act on
the basis of irrational beliefs” [7, pp. 30—40]. It is
important that risk in this research tradition is under-
stood as the danger of loss, when the degree of uncer-
tainty or the likelihood of damage occurring can be
measured. In this situation, communication under
conditions of risk can determine the emergence of
forms of alienation of the information product, “com-
municative exploitation.”

“Communicative capitalism,” according to the
concept of Jody Dean [8], is characterized by:

* competition in the amount of information that
forms inequality and the hierarchy of communicative
capital;

+ reflexivity, that is, the ability to generate many
different and equally legitimate opinions, “endless
doubt” [9];

* “the fantasy of information abundance,” as char-
acterized by the impossibility of highlighting the
important and necessary in a huge information flow;

» “the fantasy of inclusion,” where information
technology turns into a fetish that replaces real politi-
cal activity with simple communicative actions
(polemics and commentary), the use of politicized
information technology platforms;

* “the fantasy of unity and integrity,” which is
understood as the transformation of information plat-
forms into “global zero institutions,” where one of
them politically appears as single and omniscient,
excluding everything external [10, 11].

In this regard, the question seems reasonable: how
does a modern social subject act in conditions of
“uncoupling of risky communications,” a combina-
tion of “communication abundance” and “communi-
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cation poverty,” selectivity and politicization of the
information flow, social inequality of access and the
ways of using digital technologies? [12].

The remarks of the researchers, which fix a per-
son’s tendency to emotional personal faith and not to
rational argumentation in questions of the danger of
the coronavirus and the ways of preventing and treat-
ing it, seem to be well-grounded. Facts are replaced by
meanings, while the person at risk in this information
environment either constructs his own meaning, or
focuses on the meaning that dominates in the infor-
mation field [13].

We have already noted [14] that the intensification
of the search for new approaches to the interpretation
of the influence of the information conflict of inter-
pretations on risk reflection is largely due to the culti-
vation of pathological affectations that determine the
direction of the communication process of the con-
stant exchange of risk perceptions.

When conceptualizing the phenomenon of risk-
reflection, we rely on the sociological model of differ-
ent types of reflexivity by Margaret Archer, which
define different positions in relation to risks and
threats. The theoretical premise seems to be of funda-
mental importance, according to which risk-reflec-
tion is the questioning of a person in a threat situation
“What’s next?,” while risk-reflexivity is “What should
I do next with this?” At the same time, the boundaries
between them are indistinct and reflection easily turns
into reflexivity.

In this regard, it seems promising in the study of risk
reflections to use the distinction of four types [15, 16]:

(1) communicative reflexivity—a type of reflexivity,
in which a social subject needs to get approval of his
actions from others before acting in a risky situation;

(2) autonomous reflexivity—the subject makes inde-
pendent decisions about actions in conditions of
uncertainty;

(3) metareflexivity—pronounced “internal conver-
sation,” a critical dialogue, in which the effectiveness
of one’s own action in a risky situation, as well as pos-
itive experience and selectivity in choosing forms of
risky behavior, is critically assessed;

(4) broken or impaired reflexivity—inability to use
power over oneself, lack of meaningfulness in actions
in conditions of risk, disorientation, and situational
expressiveness.

The problem is seen in the fact that the prevalence
of “categorical and personal-superstitious thinking”
(binary perception of danger and a tendency to per-
sonal superstition) in assessments of information
about coronavirus increases the susceptibility of peo-
ple to manipulative techniques and technologies
regarding the coronavirus [17].

The destructive potential of destructive informa-
tion, according to some scientists, is not inferior to the
actual viral threat and even surpasses it; it is reflected
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in social fatigue from the epidemic (“bad infinity”), is
an additional source of tension, leads to the loss of
people’s sense of belonging to society, loss of control
by society due to the erosion of social norms, “the
transformation of the norm into absurdity” (W. Beck),
and ignoring the rules of behavior. This state is defined
as social anomie, “abnormality,” in which “some
structures of society exert a certain pressure on indi-
vidual members of society, pushing them more
towards the path of insubordination than towards the
path of behavior consistent with generally accepted
rules” [18].

The coronavirus pandemic has exacerbated the
problem of the hierarchy of risks; in the modern world,
the logic of “distribution of wealth in society” has
been replaced by the “logic of risk distribution” [19,
p. 21]. The situation is complicated by the fact that in
modern society there is always a conflict between the
interpretations of risk, and “the cognitive equipment
of thinking with the images of Other—one’s own and
the Other—someone else’s allows us to identify the sit-
uation as a conflict, problematization, and decision
making” [20, p. 79].

INFORMATION AND DISINFORMATION
IN THE SUBSPACE OF RISK

In risk-reflection, information and misinformation
are elements of the reflection of the dominant dis-
course of power, which determines what is risky and
what is not, and who belongs to the groups that are in
the zone of special risk. According to L. Coser, “in
extremely polarized social systems where internal con-
flicts of different types are superimposed on each
other, a single reading of the situation and a common
perception of events by all members of the system are
hardly possible at all” [21]. Thus, in information flows
that impose forms of risk perception and risk behavior,
seemingly reasoned descriptions of risks conflict with
management practices that enhance the functionality
of prevention and distribution of threats, which are
often interpreted as something irrational and ficti-
tious.

In the system of stratification of risks and threats of
the bipolar society of information capitalism, the
social polarization of producers and consumers of
information about threats, as well as the issue of the
distributive fairness of risks and who should bear the
burden of their costs, is especially acute. An analysis of
M. Castells’s theory shows that such institutional
practices are “fundamental social faults in the infor-
mation age” [22].

In fact, we are talking about the processes and
mechanisms of formation of information inequality of
reflection of risks, the growth of social information
exclusion in the policy of distribution and compensa-
tion of risk, “exploitation of the second order” [23],
which entails preferences in a situation of threat to any
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social group to the detriment of others, since the risks
are hierarchical, and they are more exposed to the
strata of society that are least capable of minimizing
their consequences [24].

In this regard, P. Shtompkoy proposed the concept
of trauma as a certain pathology of society, when the
context of human life and social action loses homoge-
neity, consistency, and stability. Traumatic events
cause a violation of the usual way of thinking and act-
ing, and change people’s worlds, as well as their mod-
els of behavior and thinking, often tragically [25].

The observation of Yu. Kimelev and N. Polyakova
that today the possibility and ability of the individual
as a subject of social action to realize, comprehend,
and actualize the potential of the comprehensibility of
social historical reality and its potential transformabil-
ity is questioned [26].

At the same time, in the “risk subspace,” which we,
using the methodology of P. Bourdieu, consider an
asymmetric structure of production, reproduction,
ranking, and distribution of threats and risks that
function simultaneously as a tool and goal of struggle
in the information field [27], the blocking and substi-
tution of feedback information increases, the value of
information injections and provocations increases, as
well as threats and manipulation of the effects of dan-
gers (or their imitation). One can agree with the posi-
tion of Dmitry Evstafiev that “the networked informa-
tion society has demonstrated the absence of built-in
mechanisms to protect society against information
manipulations. The public involved in information
processes has basically come to terms with the manip-
ulative nature of today’s information society, which is
proved not only by the lack of efforts to neutralize the
processes of the fake information space, but by the
signs of political legalization of such fakes” [28].

In the context of the “reproducible algorithm of
successful extreme behavior without rules” [29] that is
characteristic of the COVID-19 pandemic, post-trau-
matic stress syndrome is enhanced by reflexivity, that
is, the ability of social actors (individuals and groups
of individuals) to interpret their own actions and the
actions of other people or social events, which influ-
ences the decisions they make.

REFLEXIVE RISK
INFORMATION MANAGEMENT

The perceived value of a risk depends on the “sub-
jective assessment of the probability of the event
occurring” asserted by O. Rennes [30].

If information is aimed at quantitative indicators of
risk (for example, vaccination or severe cases of the
course of the disease), then strategies for avoiding
danger, risk avoidance, are obvious, while the more
actively the information flow allows a reasonable risk
or considers it the norm, the higher the desire is to
meet the danger.
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We believe that explanations of how the interpreta-
tion of information about hazards and the recognition
of certain risks as socially acceptable are related, and
how this relationship affects the effectiveness of polit-
ical decisions on threat management, can be described
based on the concept of life styles of G.P. Miiller [31].
It involves the comprehension of structured patterns
of behavior in the face of risk, depending on informa-
tion resources at the disposal of risk producers and
consumers, and their value attitudes. Following
Miiller, there are four main dimensions of behavior,
depending on the interpretation of risk information:

» expressive (the tendency to seek strong sensa-
tions, when the possibility of loss is justified by the
subjective value of pleasure);

* interactive (risk taking due to circumstances with
an independent choice of forms of action);

* value (a conscious and value-based attitude to
risk, assessment of the possibility of loss of one and the
value of the other);

* cognitive (self-identification in a risk society per-
ceived on the basis of information when making a
decision in a situation of danger).

Proceeding from this, explanatory models of the
perception of risk acceptability and its admissibility
are built in the information flow either on the assess-
ments of the political and emotional perception of the
scale of “honesty” of their distribution, or on the anal-
ysis of decisions based on certain normative principles
and methods of substantiating assessments of threats
and dangers.

At the same time, it is important that “reflexive
control” [32] corrects the hierarchy of the significance
of risks in a multilevel system of feedback loops,
“determining the dependence of conditions, princi-
ples, norms, etc. (including control actions) on previ-
ous and current performance results and uncertain-
ties” [33].

As examples, regarding information tactics of risk
management during a pandemic, we observe [34]

m information seduction of the person at risk by
praising their merits. At the same time, it is important
if the person at risk realizes that the desire to make an
impression (for example, the actions of the authorities
when organizing vaccination) is associated with con-
cern for their own benefit; then, any manifestation of
seductive behavior will be regarded as manipulation;

m seduction of the person at risk by creating an
impression of mutual similarity;

m seduction of the person at risk through the provi-
sion of services;

m ruffling of feathers (to confuse or weaken one’s
persistence) is aimed at lulling the suspicions of the
person at risk by actions allegedly aimed at their bene-
fit, or by creating in them a sense of irresponsibility
and incompetence. This tactic is successful when con-

No.4 2021



262

fused people are unaware that they were deliberately
brought to confusion;

m hidden reproaches, here, under the guise of
harmless remarks about real facts, one can create
remorse;

® convincing argumentation, persuading a person
to reduce their claims with the help of logical argu-
ments;

m information containing threats to harm;

m tactics of inviolable obligations, when threats are
built according to the principle if ... then (risky pro-
ducers declare that they will behave in a certain way,
and persons at risk need to adapt to this).

CONCLUSIONS

The pandemic has introduced many changes in the
problem of reflexive information management in a
risky situation. Thus, the Director General of the
World Health Organization Tedros Ghebreyesus has
declared a fight not only against the epidemic of the
disease, but also against the information epidemic:
“Fabricated news spreads faster and more easily than a
virus and is no less dangerous” [36].

In this regard, a number of researchers have intro-
duced the extremely important concept of infodemia
(too much information), which is an overabundance
of information of varying degrees of accuracy about
the virus, coupled with political discourse, including
fake, partially truthful, false, and deliberately mislead-
ing information, which provokes risky behavior and dis-
trust of the authorities and the health care system [36].
At the same time, some note in parallel the phenome-
non of datademia (an excess of data on the epidemic,
statistics of diseases, etc.) [37].

Information in the field of risk management is
aimed, among other things, at minimizing the results
of a conflict of interpretations, whose results may well
reject rational decisions and lead to unrealistic opti-
mism or unrealistic pessimism in the perception of
threats and dangers, risk phobia or riskophilia, and
social ideas about strategies of behavior in conditions
of vulnerability. In this situation, the entire society is at
risk, aimed at maximizing popularity in information
management, since, in responding to the perception of
risks by the majority, it is outside the zone of effective
solutions for managing threats [38]. The paradox of
management, which is bad from the point of view of
the effectiveness of information risk management, is
that it costs society dearly and deforms stabilizing
mechanisms, while, nevertheless, it is attractive and
politically convenient [39].

A.Ya. Rubinstein proposed an original typology of
managerial failures [40]. Using this approach, in the
field of information risk management, one can distin-
guish institutional, distributive (unacceptable distri-
bution of risks), and behavioral (irrational behavior of
citizens in situations of uncertainty, threats and dan-
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gers) failures. The characteristics of information insti-
tution failures include

+ information violations of a reasonable degree of
risk differentiation, where the best of the worst options
for responding to threats is chosen, rather than the
optimal one;

* focus of information on polarization and radical-
ization of positions on the issues of determining the
acceptability of risk;

+ information discoordination in the choice of risk
alternatives and the order of steps for its prevention;

+ stimulation of the appearance of threat goods on
the information market;

» asymmetric and distorted information or lack of
information about real, predictable, perceived or arti-
ficial threats (illusions of risk and concern for society),
systematic bluffing, and increasing rates;

* in a situation of threats in information coping
strategies, the domination of compensation occurs for
social fears of a huge increase in one’s own impor-
tance, that is, herostratism and the desire to harm
strangers;

» uncoordinated information on social programs
to minimize risks and probable retribution for their
implementation;

* imposition of norms and rules of behavior under
uncertainty in the absence of good options that bring
the greatest utility (a zero or constant sum game,
excluding compromises);

* incorrect regulatory and legal settings in the
fields of forecasting and preventing risks;

* imitation of regulation of the level of risk, its con-
trollability and double standards in determining the
acceptable level of risk for various social groups;

» substitution of goal setting when making deci-
sions in information risk management (masking goals
when making unpopular political management deci-
sions in a situation of danger or forbidding the discus-
sion of results/indicators of achieving goals of elimi-
nating and or minimizing risk).

To sum up, it should be emphasized that a conflict
of interpretations of information about the dangers of
a virus arises in the event of a collision of two main
information models for combating a pandemic: soli-
darity and absintheist [41]. Solidarity is the purposeful
formation in the society of support for measures to
manage the coronavirus crisis based on trust in infor-
mation about the scale and consequences of the epi-
demic; absinthe is vague or fatalistic reflexivity of a
threat, contradictory information flows on the part of
the authorities about the risks and dangers of the epi-
demic, and manipulation of statistical data and restric-
tive measures.

Thus, there is reason to believe that information
management of risks should be studied from the
standpoint of analyzing the characteristics of their
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perception, that is, the risk reflexivity of information
flows about the coronacrisis.
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