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to patient-to-provider messaging using
the COM-B model and theoretical domains
framework: a rapid umbrella review
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Abstract

Background Virtual patient-to-provider messaging systems such as text messaging have the potential to improve
healthcare access; however, little research has used theory to understand the barriers and facilitators impacting
uptake of these systems by patients and healthcare providers. This review uses the Capability-Opportunity-Moti-
vation-Behaviour (COM-B) model and the Theoretical Domains Framework (TDF) to explore barriers and facilitators
of patient-to-provider messaging.

Methods A rapid umbrella review method was followed. Medline and CINAHL were searched for review articles
that examined patient-to-provider implementation barriers and facilitators by patients or healthcare providers. Two
coders extracted implementation barriers and facilitators, and one coder mapped these barriers and facilitators

on to the COM-B and TDF.

Results Fifty-nine unique barriers and facilitators were extracted. Regarding healthcare provider oriented barriers
and facilitators, the most frequently identified COM-B components included Reflective Motivation (identified in 42%
of provider barriers and facilitators), Psychological Capability (19%) and Physical Opportunity (19%) and TDF domains
included Beliefs about Consequences (identified in 28% of provider barriers and facilitators), Environmental Context and
Resources (19%), and Social Influences (17%). Regarding patient oriented barriers and facilitators, the most frequently
identified COM-B components included Reflective Motivation (identified in 55% of patient barriers and facilitators),
Psychological Capability (16%), and Physical Opportunity (16%) and TDF domains included Beliefs about Consequences
(identified in 30% of patient barriers and facilitators), Environmental Context and Resources (16%), and Beliefs about
Capabilities (11%).

Conclusions Both patients and healthcare providers experience barriers to implementing patient-to-provider
messaging systems. By conducting a COM-B and TDF-based analysis of the implementation barriers and facilitators,
this review highlights several theoretical domains for researchers, healthcare systems, and policy-makers to focus
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on when designing interventions that can effectively target these issues and enhance the impact and reach of virtual

messaging systems in the future.

Keywords Telemedicine, Text messaging, Professional-patient relations, Health communication, Communication

barriers

Background
With the rapid adoption of virtual healthcare services
seen during the COVID-19 pandemic [1-4], and wide-
spread acceptability of mobile devices, there has been
a shift towards electronic and mobile health (‘eHealth’
and ‘mHealth] respectively) solutions to augment tra-
ditional in-person healthcare services [5]. For exam-
ple, adoption of eHealth and mHealth (herein referred
to as ‘virtual care’) increased dramatically, with 86% of
patients in the province of British Columbia, Canada
connecting with their primary care physician virtually
between April and September 2020 [6]. To enhance
the effectiveness of primary care during COVID-19,
primary healthcare providers employed virtual care
solutions for remote triage, consultations, monitor-
ing, and prescriptions [7, 8]. The wide-scale adoption
and implementation of equitable virtual care services
has the potential to improve access to care, reduce risk
of disease transmission, reduce tension on healthcare
facilities, and support continuity of care [9].
Patient-to-provider messaging is a commonly used
virtual care service defined as any virtual messag-
ing system which facilitates written communication
between a healthcare provider and their patients. Some
examples of patient-to-provider messaging include
text messaging, emails, or messaging embedded within
smartphone applications. The low overhead costs and
time commitments required for patient-to-provider
messaging [10—15] has proven useful in supplementing
care services and has been shown to improve adher-
ence to health behaviours (e.g., medication adherence,
appointment attendance) [16]. Patient-to-provider
messaging also has the potential to improve continu-
ity of care by providing patients with ongoing support
from healthcare providers remotely [15]. Despite these
promises, the sudden shift to virtual care seen dur-
ing the COVID-19 pandemic has been criticized as it
was implemented in haste, and may have inadvertently
intensified the marginalization of those already expe-
riencing inequities in healthcare (e.g., older adults,
racialized communities, etc.) [17]. Given that virtual
care appears here to stay, there is a timely need to gen-
erate evidence to inform best practices for developing
and delivering equitable, person-centred virtual care
via patient-to-provider messaging.

Developing theory-based interventions
One effective approach to generate actionable evidence and
support virtual care delivery is by incorporating theory into
intervention development. The Behaviour Change Wheel
is a comprehensive intervention development framework
which includes both the Capability, Opportunity, Moti-
vation, Behaviour (COM-B) model, and the Theoretical
Domains Framework (TDF) [18]. The Behaviour Change
Wheel has been widely used to guide the development of
theory-based interventions for virtual care [19-21]. The
COM-B model and TDF (refer to Fig. 1) form the core of the
Behaviour Change Wheel (refer to Fig. 2), and are used at the
initial stages of intervention development to identify barriers
and facilitators which influence a target behaviour [22].
The COM-B model conceptualizes behaviour as part
of a system of interacting components including an indi-
viduals capability (physical and psychological), opportu-
nity (physical and social), and motivation (reflective and
automatic) [22]. Similarly, the TDEF, which is often used
alongside with the COM-B model [23, 24], provides a
framework of 14 theoretical domains used to explain the-
oretical constructs considered as determinants of behav-
iour [25]. The 14 TDF domains map directly onto the
COM-B components [25] (see Fig. 1), allowing interven-
tion designers the ability to use the TDF in conjunction
with the COM-B. Using an integrated approach allows
for the expansion of each component of the COM-B
model, providing more detailed insights by incorporating
the TDF [26-30]. Using the COM-B and TDF to examine
barriers and facilitators to patient-to-provider messaging
amongst existing evidence will result in a list of modifia-
ble factors to target; listing such factors can aid designers
to create theory-informed interventions, thereby poten-
tially improving the implementation and effectiveness of
virtual care services in the future.

Current study

Understanding how barriers and facilitators align with
theoretical insights on behaviour change is essential for
making system level improvements, healthcare service
planning, and policy formulation, all of which may con-
tribute to the sustained use of patient-to-provider mes-
saging within virtual care services. As such, the purpose
of this rapid umbrella review is to synthesize barriers and
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Fig. 1 Theoretical domains framework depicted in yellow mapped onto the COM-B model depicted in green. TDF domains include: Soc Social
influences, Env Environmental context and resources, Id Social/professional role and identity, Bel Cap Beliefs about capabilities, Opt Optimism,
Int Intentions, Goals Goals, Bel Cons Beliefs about consequences, Reinf Reinforcement, Em Emotion, Know Knowledge, Cog Cognitive and interpersonal
skills, Mem Memory, attention, and decision processes, Beh Reg Behavioural regulation, Phys Physical skills

facilitators to engaging with patient-to-provider messag-
ing using the COM-B model and TDF; this represents the
first step towards intervention development according to
the Behaviour Change Wheel.

Methods
A rapid umbrella review was conducting following pub-
lished recommendations [31]. Rapid reviews are a form
of knowledge synthesis which accelerates the process of
conducting traditional systematic reviews by omitting or
streamlining certain steps in the process [32], such as the
number of individuals required to screen and extract data.
Within the context of virtual care, in which innovations
are constantly evolving, rapid reviews are better suited to
provide actionable evidence in a more timely manner com-
pared to traditional systematic or scoping reviews [31].

To improve methodological rigour the Preferred Report-
ing Items for Systematic Reviews and Meta-Analysis

extension for Scoping Reviews (PRISMA-ScR) checklist
[33] and the PRISMA flow diagram were used to outline
key methodological processes (see Additional file 1 and
Fig. 3, respectively). This review was registered on Open
Science Framework [34].

Identify the research question

The current umbrella review aims to answer the follow-
ing questions to inform recommendations for improving
patient-to-provider messaging:

() What are patient and healthcare provider barriers
and facilitators to engaging with patient-to-
provider messaging?

(II) What COM-B components and TDF domains
should be targeted in future patient-to-provider
messaging services to improve implementation and
uptake?
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Fig. 2 The Behaviour Change Wheel (reproduced with permission from Michie, Atkins, et al., [18]). Protected by copyright

Identify relevant studies

Medline and CINAHL were searched for studies relat-
ing to: (I) patient-to-provider messaging (e.g., MeSH
terms “text messaging”, keywords “short messag* ser-
vice*, “email”), (II) barriers, facilitators, or best practice
(e.g., MeSH terms “communication barriers”, keywords
“best practice*”), and (III) review articles. Databases
were searched from inception until November 2022.
The full search strategy can be found on the published
registration [34], and the Medline search strategy can
be found in Additional file 2.

Eligibility criteria

For inclusion criteria as it related to the Population,
Intervention, Comparator groups, and Outcomes
(PICO), see Table 1. To improve the timeliness of this
review, articles were limited to review type articles
(including any type of review article; e.g., narrative,
rapid, scoping, systematic, qualitative, scans, etc.).
Conference proceedings, newspaper articles, disser-
tations, and non-peer review articles were excluded.
To be included, review articles had to refer to the use
of patient-to-provider messaging in the context of

healthcare. No limits on date of publication, geographi-
cal location, or research setting (e.g., lab, community,
hospital) were imposed. Only studies published in
English were included.

Study screening and selection

All studies obtained from the search were uploaded into
the systematic review software Covidence (Veritas Health
Innovation Ltd., Melbourne, Australia) for processing.
Removal of duplicate studies was completed automati-
cally within Covidence. Following this, one author (MM)
completed title and abstract screening. Full-text screen-
ing was performed by two authors (MM and SK). First,
a sample of five records was screened independently by
both authors to determine the degree of consistency in
individual assessment, which subsequently yielded 100%
agreement. Due to the high levels of agreement, the
remaining full-texts were screened by a single reviewer
for inclusion to improve the timeliness of this review.

Charting and extracting the data
A custom data extraction form was developed to char-
acterize general study information (author, title, year of
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publication, review location, review type); participant  Protocol deviations

information (gender, sex, age, ethnicity, race, health sta-
tus); and a description of the patient-to-provider messag-
ing system assessed (type of virtual messaging, barriers,
facilitators). Two reviewers independently extracted data
from half of the articles with 20% checked by both
reviewers.

Table 1 Inclusion and exclusion criteria

While the published registration states that qual-
ity evaluation/risk of bias was not going to be assessed,
review authors felt that contextualizing the rapid review
within the quality of evidence would benefit readers and
healthcare authorities wishing to utilize this informa-
tion in their decision making; therefore, a risk of bias

PICO Inclusion

Exclusion

Population ~ Human patients and/or healthcare providers

Intervention

Comparator A comparator group is not necessary for this review

Outcomes
provider messaging in a healthcare setting

Patient-to-provider messaging (as a sole intervention, or provided in addition
to other in-person or virtual services). Patient-to-provider message includes any
virtual written communication between healthcare provider and patients

Reviews had to discuss best practices, barriers, or facilitators to engaging in patient-

Non-human participants

Virtual care services which do not specify the use
of patient-to-provider messaging, in-person care

delivery without the inclusion of patient-provider
messaging, peer-support messaging, provider-to-
provider messaging

N/A

Reviews which identify that patient-to-provider
messaging is used but provide no further
information/recommendations on best-practice,
barriers, or facilitators
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was completed by both authors using the Assessment of
Multiple Systematic Reviews (AMSTAR) 2 tool [35]. This
tool evaluates the quality of review articles by answer-
ing 16 items. Five items (4, 9, 11, 12, and 15) are consid-
ered “critical” domains. Study quality was defined as high
(none or 1 non-critical weakness), moderate (>1 non-
critical weakness), low (1 critical weakness), and critically
low (>1 critical weakness). Further, to increase the gener-
alizability of results, one author (MM) used the TDF and
COM-B to code all extracted barriers facilitators accord-
ing to the 14 TDF domains and 6 COM-B components.

Results

After de-duplication, the search resulted in 796 records.
Of these, 69 were included for full-text review, result-
ing in a total of 12 included review articles (see Fig. 3).
Reviews were conducted primarily in the United States
[36-38], Canada [39, 40], and the United Kingdom [41,
42], with remaining reviews conducted in Australia [43],
China [44], Denmark [45], Germany [46], and New Zealand
[47]. Reviews were published from 2009 until 2022, with
the majority (92%) published in the past 10 years.

From the 12 included reviews, five (42%) were scop-
ing reviews [37-39, 44, 46], four (33%) were systematic
reviews [36, 40, 41, 43], two (17%) were narrative reviews
[42, 45], and one (8%) was an integrative literature review
[47]. Reviews included studies targeting both patient/
caregiver and healthcare provider perspectives across a
variety of patient populations (older adults, patients in
rural settings, and those with HIV, diabetes, cancer, or
overweight and obesity). Only four reviews (33%) sum-
marized demographic information beyond the patient
condition being treated [36, 38, 43, 44], none of which
provided information on participant race, ethnicity, culture,
or socio-economic status.

Patient-to-provider messages were sent via multi-
ple modalities including text messaging, social media,
emails, and web-messaging. Barriers and facilitators to
implementing or engaging with patient-to-provider mes-
saging were identified in 10 studies (83%), one study out-
lined facilitators only, and one outlined barriers only. A
total of 59 unique barriers and facilitators were identified;
see Table 2 for specific barriers and facilitators identified
for patients, and Table 3 for barriers and facilitators iden-
tified for healthcare providers.

Barriers

Of the 27 unique barriers identified amongst both popu-
lations, 21 (78%) were oriented towards the healthcare
provider or clinical practice (e.g., addition of technol-
ogy results in healthcare providers having to add “tech
support” to their scope of practice), and 19 (70%) were

Page 6 of 15

oriented towards the patient (e.g., digital health literacy).
Interestingly, from this list of 27 barriers, a total of 13
(48%) were coded as being oriented towards both the
patient and provider (e.g., blurring of boundaries in the
relationship).

Across studies, the most frequent barriers extracted
were related to privacy and confidentiality (reported
in n=7 reviews; 58%; TDF=Environmental Con-
text and Resources and Beliefs about Consequences;
COM-B=Physical Opportunity’ and Reflective Motiva-
tion), technical problems (n=3; 25%; TDF = Knowledge
and Environmental Context and Resources; COM-B = Psy-
chological Capability and Physical Opportunity), dispari-
ties in internet access (n=3; 25%; TDF = Environmental
Context and Resources; COM-B = Physical Opportunity),
affordability of technology for patient and clinician/
practice (n=3; 25%; TDF = Environmental Context and
Resources; COM-B=Physical Opportunity), perceived
increase in clinician workload (n=3; 25%; TDF = Beliefs
about Consequences; COM-B=Reflective Motivation),
and a lack of clinician training (n=3; 25%; TDF = Skills,
Knowledge, and Environmental Context and Resources;
COM-B="Physical Capability, Psychological Capability,
and Physical Opportunity).

Provider barriers
The most frequently coded TDF domains relating to bar-
riers for healthcare providers engaging with patient-to-
provider messaging were Environmental Context and
Resources (n=5 out of 21 provider-oriented barriers;
24%), Beliefs about Consequences (n=>5; 24%), Knowledge
(n=3; 14%), and Social or Professional Role and Identity
(n=3; 14%). See Table 4 for information on all domains.
Regarding the COM-B, Motivation was the most the
most frequently identified components for healthcare
provider barriers (n=9; 43% barriers identified within the
sub domain Reflective Motivation; n=0; 0% Automatic
motivation), followed by Opportunity (n=5; 24% Physi-
cal Opportunity, n=2; 10% Social Opportunity), then
Capability (n=4; 19% Psychological Capability, n=1; 5%
Physical Capability).

Patient barriers
The most frequently coded TDF domains relating to bar-
riers for patients engaging with patient-to-provider mes-
saging were Environmental Context and Resources (n=>5
out of 19 patient-oriented barriers; 26%), and Beliefs
about Consequences (n=>5; 26%). See Table 4 for informa-
tion on all domains.

Regarding the COM-B, Motivation was the most the
most frequently identified category for patient barriers
(n=11; 58% barriers identified within the sub domain
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Table 3 Provider-oriented barriers and facilitators to patient-to-provider messaging implementation

TDF Domain? COM-B Domain Theme—Barriers Theme—Facilitators
Skills Physical Capability - Lack of provider training® - None identified
Knowledge Psychological Capability « Lack of provider training® - Providers can better share detailed

Memory, Attention, and Decision
Processes

Social or professional role and identity

Beliefs about capabilities

Beliefs about consequences

Environmental context and resources

Social influences

Psychological Capability

Reflective Motivation

Reflective Motivation

Reflective Motivation

Physical Opportunity

Social Opportunity

- Lack of direction in policy guidelines
- Lack of institutional and professional
guidelines

- Simple errors when writing a message
may result in ambiguity and inaccurate
content

- Patient-to-provider messaging

is not currently seen as part of the pro-
vider's professional role, making it

a challenge for providers to adopt

into their professional practice

«"Tech support”is not within the scope
of healthcare providers practice

- Blurring of the boundaries in the rela-
tionship

+ Asynchronous nature makes building
a trusting relationship difficult®

+ Burden on provider (i.e,, increased
workload, responsibility)

« Privacy and confidentiality issues (con-
cerns about who is reading/answering
messages intended for a patient)

- Virtual messaging not appropriate

to share urgent issues

+ Unable to communicate using visual
cues making it difficult to recognize
misunderstandings

- Unable to provide instant feedback

« Lack of clinician training®

- Lack of time

- Lack of resources (i.e., infrastruc-
ture, equipment, access to internet
or mobile phones)

« Affordability of technology

- Technical issues with devices

+ Asynchronous nature makes building
a trusting relationship difficult®

« Blurring of boundaries

in the relationship®

information regarding patient care
- Providers can use graphical data
for interpreting data and identifying
trends

- Having a written record aids recall

- None identified

- Providers are better able to manage
their time (answer patient requests

at their own convenience vs interrupt-
ing their activities at unpredictable
times for phone conversations)

- Flexibility of access (i.e, messages can
be sent at a suitable time where conveni-
ent)

- Increased convenience

- Virtual messaging can allow for more
detailed informational exchanges

« Decreased provider burden (i.e,,
improves efficiency and productivity;
self-documenting nature of messages
decreases charting time)

+ Reduced clinic costs

- Increased accessibility of niche
education/training for rural healthcare
providers

- Providers have more time to contem-
plate their answers

«Increased access to healthcare provider
improves patient-provider relationship

- Providers have increased time to consult
with colleagues and provide more con-
sidered responses

- Informal nature of messaging can
strengthen patient-provider relationship
- Can help in establishing and maintain-
ing rapport with the patient

TDF Theoretical Domains Framework

? No barriers or facilitators were coded to TDF domain Goals, Behavioural regulation, Intentions, Reinforcement, Emotion, or Optimism

b A general lack of training was always coded under Skills AND Knowledge AND Environmental Context and Resources

€ Any barriers or facilitators relating to the therapeutic relationship between patient and provider was coded within Social Influence

Reflective Motivation; n=0; 0% Automatic motivation),
followed by Opportunity (n=>5; 26% Physical Oppor-
tunity, n=0; 0% Social Opportunity), then Capability
(n=2; 11% Psychological Capability, n=1; 5% Physical

Capability).

Facilitators

Of the 32 unique facilitators identified, 15 (47%) were
oriented towards the healthcare provider or clinical
practice, and 25 (78%) towards the patient. Interestingly,

from this list of 32 facilitators, a total of 8 (25%) were
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Table 4 Number of barriers and facilitators per TDF domain for healthcare providers and patients

Healthcare Provider

Patient

TDF Domain Barriers

Facilitators Barriers Facilitators

Knowledge

Skills

Social/Professional Role Identity
Beliefs about Capabilities

Beliefs about Consequences
Optimism

Reinforcement

Intentions

Goals

Memory, Attention, and Decision Processes
Environmental Context and Resources
Social Influences

Emotion

O O N U= O O O O Ul — W — W

Behavioural Regulation
Total

N
-

SO O AN — O O O O U= O O N
O O O U1 = O N O — U1 N — = =
— = NN WO O N O 0w N o =

-y
(V]
-y
(]
N
(9]

coded as being oriented towards both the patient and
provider.

Across studies, the most frequent facilitators identi-
fied were related to patients feeling empowered to ask
questions via virtual messaging that they may other-
wise not have asked (n=4; 33%; TDF =Beliefs about
Capabilities, Social or Professional Roles and Identity;
COM-B =Reflective Motivation), improved access to
information (n=3; 25%; TDF = Beliefs about Conse-
quences; COM-B=Reflective Motivation), having a
written record aids recall (n=3; 25%; TDF = Memory,
Attention, and Decision Processes; COM-B = Psycho-
logical Capability), and reduced travel time (n=3; 25%;
TDEF = Beliefs about Consequences; COM-B = Reflective
Motivation).

Provider facilitators

The most frequently identified TDF domains relating
to facilitators for healthcare providers engaging with
patient-to-provider messaging were Beliefs about Con-
sequences (n=>5 out of 15 provider-oriented facilitators;
33%), and Social Influences (n=4; 27%). See Table 4 for
information on all domains.

Regarding the COM-B, Motivation (n=6; 40% barri-
ers identified within the sub domain Reflective Motiva-
tion; n=0; 0% Automatic motivation) and Opportunity
(n=2; 13% Physical Opportunity, n=4; 27% Social
Opportunity) were the most the most frequently identi-
fied COM-B components for healthcare provider facili-
tators, followed by Capability (n=3; 20% Psychological
Capability, n=0; 0% Physical Capability).

Patient facilitators

The most frequently identified TDF domains relating to
facilitators for patients engaging with patient-to-pro-
vider messaging were Beliefs about Consequences (n=38
out of 25 patient-oriented facilitators; 32%), Beliefs
about Capabilities (n=3; 12%), and Memory, Atten-
tion, and Decision Processes (n=3; 12%). See Table 4 for
information on all domains.

Regarding the COM-B, Motivation was the most the
most frequently identified category for patient facili-
tators (m=13; 52% barriers identified within the sub
domain Reflective Motivation; n=3; 12% Automatic
motivation), followed by Capability (n=5; 20% Psy-
chological Capability, n=0; 0% Physical Capability),
and then Opportunity (n=2; 8% Physical Opportunity,
n=2; 8% Social Opportunity).

Study quality

Fromthe 12 included reviews, none were of high quality,
3 were moderate, 8 were low, and 1 was of critically
low quality (Additional file 3 shows the AMSTAR 2
evaluation for all included reviews). All, or nearly all,
of the included reviews reported on: all PICO com-
ponents within the research question (item 1), litera-
ture search (item 4), details on included studies (item
8), and discussion of heterogeneity in results (item
14). None, or nearly none, of the included reviews
reported on: a priori protocol (item 2), risk of bias
assessment (item 9), information on funding sources
(item 10), and accounting for risk of bias in interpretation
(item 13).
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Discussion
The development and implementation of patient-to-pro-
vider messaging is paramount to providing a cost-efficient,
sustainable, and accessible form of text-based virtual
care. With that said, various barriers and facilitators exist
towards its adoption and effectiveness. The current rapid
umbrella review represents the first systematic analysis
and integration of barriers and facilitators associated with
patient-to-provider messaging using the TDF and COM-B
model. While use of the TDF or COM-B model to syn-
thesize research literature is a relatively new concept [48],
both have previously guided data analysis in other reviews
focused on health behaviours and interventions [49—51].
This review provides valuable insights into the fac-
tors affecting healthcare providers and patients when
using virtual messaging services, and highlights that both
encounter numerous barriers and facilitators to imple-
menting and engaging with patient-to-provider mes-
saging. Further, the barriers and facilitators identified
in this review span all COM-B components and all TDF
domains (except for Goals); the most commonly identi-
fied COM-B category was Reflective Motivation which
was identified in 39 out of the 59 unique barriers and
facilitators (66%). Of the 39 barriers which fell within
Reflective Motivation, the majority were further specified
as Beliefs about Consequences using the TDF (23/39; 60%).

Barriers

The results of this review indicate that barriers to patient-
to-provider messaging are almost evenly distributed within
the literature between healthcare providers (8/27 barri-
ers oriented towards providers alone; 30%) and patients
(6/27 barriers oriented towards patients alone; 22%), with
13 out of 27 barriers (48%) affecting both groups. Barriers
oriented towards healthcare providers were primarily
found within the TDF domains Environmental Context
and Resources, Beliefs about Consequences, Knowledge, and
Social or Professional Role and Identity, and COM-B com-
ponents of Reflective Motivation, Physical Opportunity, and
Psychological Capability. These provider barriers focused on
aspects such as the addition of technology to their scope of
practice, perceived increases in workload, and a lack of train-
ing. Patient-oriented barriers were primarily found within
the TDF domains Environmental Context and Resources and
Beliefs about Consequences, and the COM-B components of
Reflective Motivation and Physical Opportunity. These patient
barriers highlight the importance of addressing issues such
as digital health literacy and disparities in internet access.
Notably, privacy and confidentiality emerged as a promi-
nent barrier across studies for both healthcare providers and
patients, emphasizing the significance of ensuring data secu-
rity and privacy safeguards in patient-to-provider messaging.
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Facilitators

Results demonstrate a higher proportion of facilita-
tors oriented towards patients (17/32 barriers oriented
towards patients alone; 53%) compared to health-
care providers (7 barriers oriented towards provid-
ers alone; 22%), with only 8 out of 32 barriers (25%)
spanning both groups. For healthcare providers, the
TDF domains Beliefs about Consequences and Social
Influences and COM-B components Reflective Motiva-
tion and Social Opportunity were the most frequently
identified facilitators. The asynchronous nature of
messaging allows healthcare providers to consult with
colleagues and provide more considered responses,
thereby allowing them the opportunity to prioritize
the content of their messages to build and maintain-
ing rapport with their patients. Contrary to the experi-
ences noted as barriers, providers reported a perceived
decrease in workload once patient-to-provider messag-
ing was integrated into their clinical practice. This find-
ing suggests that highlighting the potential benefits of
improved efficiency and productivity through messag-
ing could enhance provider motivation to adopt mes-
saging practices.

Patient related facilitators were primarily found
within the TDF domains Beliefs about Consequences,
Beliefs about Capabilities, and Memory, Attention, and
Decision Processes, and COM-B components of Reflec-
tive motivation, and Psychological Capability. These
patient facilitators emphasized patients feeling empow-
ered to ask questions, improved access to information,
the aid of written records in recall, and reduced travel
time. The findings suggest that patient-to-provider
messaging has the potential to enhance patient engage-
ment, information accessibility, and convenience, thereby
enabling patients to play a more active role in their
healthcare.

An interesting finding from this review is the poten-
tial impact of patient-to-provider messaging on the
therapeutic relationship, as indicated by barriers and
facilitators from both healthcare providers and patients.
Patients reported feeling more comfortable sharing
sensitive information through messaging, which they
otherwise might not feel comfortable discussing in
person. Additionally, the asynchronous nature of mes-
saging allows patients to ask relevant questions at their
convenience. However, providers expressed concerns
about the informal nature of messaging and its potential
to blur the patient-provider relationship. These results
appear to underscore the importance of maintaining
appropriate boundaries and ensuring clear communi-
cation channels within text-based patient-to-provider
messaging.
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Developing patient-to-provider messaging interventions
to target barriers and facilitators

The current analysis of barriers and facilitators using the
COM-B model and TDF provides a “behavioural diagno-
sis” of potentially modifiable factors which enables a tar-
get behaviour to occur, and can be linked to intervention
functions and behaviour change techniques through the
guidance of the Behaviour Change Wheel [18]. By using
the COM-B model, TDF, and associated intervention
functions linked by the Behaviour Change Wheel, future
researchers can develop and implement theory-based solu-
tions to address barriers and promote facilitators identified
within this review. Specifically, using the Behaviour Change
Wheel, the most commonly identified TDF domains and
COM-B components correspond to the following inter-
vention functions: Training, Restriction, Environmen-
tal Restructuring, Enablement, Education, Persuasion,
and Modelling [18]. For an example of how the Behav-
iour Change Wheel can be used in conjunction with the
COM-B model and TDF for intervention design, see Fig. 4.
Additionally, for example policy and clinical solutions
for the top identified barriers in this review, see Table 5.

Strengths and limitations

While the primary strength of this review is the use of
the COM-B model and the TDF to categorize provider-
and patient-level barriers and facilitators influencing
the implementation of virtual care identified in previous
research on patient-to-provider messaging, it is impor-
tant to also recognize its limitations. In conducting this
umbrella review, a rapid review methodology was used
which streamlines the systematic review process while
also potentially introducing bias into specific review
steps. For example, a limited number of databases were
searched, and inclusion was limited to English language
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review articles. By limiting to only review type articles,
the authors did not have access to the raw data from
each article within eligible reviews; therefore only barri-
ers and facilitators that were reported within the review
articles could be extracted and coded, and findings may
not encompass the full range of factors influencing
implementation of patient-to-provider virtual messag-
ing. Further, the majority of screening and data extrac-
tion, and the entirety of the TDF coding was completed
by a single author to expedite the review process. Future
research should consider a formal systematic review that
includes patient-to-provider messaging from other arti-
cle types to provide more comprehensive and generaliz-
able findings.

Most of the included reviews were assessed as having
low confidence (Additional file 3). Specifically, many
reviews lacked an a priori study protocol, and a quality
assessment of included studies. Another important lim-
itation for this work is the lack of demographic report-
ing within the included reviews. Only four of the twelve
included reviews summarized demographic informa-
tion beyond the patient condition being treated, and
none provided information on participant race, ethnic-
ity, culture, or socio-economic status. Such important
factors are likely to influence barriers and facilitators
for implementing and engaging with patient-to-pro-
vider virtual messaging and limit generalizability of
these results. Future research should prioritize col-
lecting and reporting on demographic information to
identify any differences in barriers and facilitators of
patient-to-provider virtual messaging experienced by
different populations so that potential differences in
the perception of barriers and facilitators of patient-
to-provider virtual messaging can be identified and
addressed.

GENERIC FLOW

COM-B & TDF
Barrier/Facilitator

# Intervention Function #

Behaviour Change
Techniques

Proposed
Intervention

EXAMPLE

Lack of clinician training
(COM-B = Opportunity &
Capability; TDF = Knowledge,
Skills, & Environmental
Context and Resources)

Training,
Education

Instruction on how to
perform behaviours,
demonstration of the
behaviour, behavioural
practice/rehearsal, etc.

Online or in-person
course on how to
# integrate patient-to-
provider technology
into clinical practice

Fig. 4 Simplified depiction of Behaviour Change Wheel flow with worked example
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Conclusions

This rapid umbrella review provides insights into the
barriers and facilitators to implementing patient-to-
provider messaging services (e.g., text messaging)
within healthcare settings. Barriers and facilitators
were primarily associated with the COM-B components
Reflective Motivation, Psychological Capability, and
Physical Opportunity and TDF domains Beliefs about
Consequences, Environmental Contexts and Resources,
Social Influences, and Beliefs about Capabilities. Using
a COM-B model and TDF-based analysis, this review
offers a theoretical foundation for researchers, health-
care systems, and policy-makers to design interventions
that can effectively target potential implementation
issues thus enhancing the impact and accessibility of
patient-to-provider messaging systems in the future.
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