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Abstract 

There has recently been a conscious push for cities across the globe to be smart and 
even smarter and thus more sustainable by developing and implementing big data 
technologies and their applications across various urban domains in the hopes of 
reaching the required level of sustainability and improving the living standard of citi-
zens. Having gained momentum and traction as a promising response to the needed 
transition towards sustainability and to the challenges of urbanisation, smart and 
smarter cities as approaches to data-driven urbanism are increasingly adopting the 
advanced forms of ICT to improve their performance in line with the goals of sustain-
able development and the requirements of urban growth. One of such forms that 
has tremendous potential to enhance urban operations, functions, services, designs, 
strategies, and policies in this direction is big data analytics and its application. This is 
due to the kind of well-informed decision-making and enhanced insights enabled by 
big data computing in the form of applied intelligence. However, topical studies on 
big data technologies and their applications in the context of smart and smarter cities 
tend to deal largely with economic growth and the quality of life in terms of service 
efficiency and betterment while overlooking and barely exploring the untapped 
potential of such applications for advancing sustainability. In fact, smart and smarter 
cities raise several issues and involve significant challenges when it comes to their 
development and implementation in the context of sustainability. With that in regard, 
this paper provides a comprehensive, state-of-the-art review and synthesis of the field 
of smart and smarter cities in relation to sustainability and related big data analytics 
and its application in terms of the underlying foundations and assumptions, research 
issues and debates, opportunities and benefits, technological developments, emerging 
trends, future practices, and challenges and open issues. This study shows that smart 
and smarter cities are associated with misunderstanding and deficiencies as regards 
their incorporation of, and contribution to, sustainability. Nevertheless, as also revealed 
by this study, tremendous opportunities are available for utilising big data analytics and 
its application in smart cities of the future to improve their contribution to the goals of 
sustainable development by optimising and enhancing urban operations, functions, 
services, designs, strategies, and policies, as well as by finding answers to challeng-
ing analytical questions and thereby advancing knowledge forms. However, just as 
there are immense opportunities ahead to embrace and exploit, there are enormous 
challenges and open issues ahead to address and overcome in order to achieve a 
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successful implementation of big data technology and its novel applications in such 
cities.

Keywords:  Smart cities, Smarter cities, ICT of pervasive computing, Big data analytics, 
Big data applications, Urban intelligence functions, Sustainability, Sustainable 
development, Urban systems and domains

Introduction
Cities have a central and defining role in strategic sustainable development; and there-
fore, they have increasingly gained a central position in operationalising and applying 
it. This is clearly reflected in the Sustainable Development Goals (SGDs) of the United 
Nations’ 2030 Agenda for Sustainable Development, which entails, among other things, 
making cities more sustainable and resilient [127], as well as well documented by Euro-
pean Commission [48]. This is anchored in the recognition that cities as the engines of, 
and the hubs of innovation that drive, economic development are the world’s major con-
sumers of energy resources and significant contributors to GHG emissions. It is esti-
mated that they consume about 67% of the global energy demand and generate up to 
70% of the harmful GHG emissions. Accordingly, they represent the key generators of 
environmental pollutants and the main hotspots of vulnerability to climatic hazards and 
related upheavals, in addition to social inequality, disparity, vulnerability, and insecurity 
[20]. In view of that, they are seen as the most important arena for instigating major 
sustainability transitions, adding to being the key sites of economic, environmental, and 
social dynamism and innovation and thereby holding great potential for making signifi-
cant contributions to social transformation and thus sustainable development [22]. As 
such, they provide ideal testing grounds and operating environments for innovative ICT 
solutions pertaining to diverse urban systems and domains. In this regard, the UN’s 2030 
Agenda regards ICT as a means to promote socio-economic development and protect 
the environment, increase resource efficiency, achieve human progress and knowledge 
in societies, upgrade legacy infrastructure, and retrofit industries based on sustainable 
design principles [127, 129]. Hence, the multifaceted potential of the smart city approach 
as enabled by ICT has been under investigation by the UN [128] through their study on 
‘Big Data and the 2030 Agenda for Sustainable Development’.

Unprecedented in their magnitude and influence in history, the spread of urbanisa-
tion and the rise of ICT are among the most important global shifts at play across the 
world today, and will undoubtedly change urbanism in a drastic and irreversible way. 
As widely estimated, the urban world will become largely technologized, computerised, 
and urbanised within just a few decades, and ICT as an enabling, integrative, and con-
stitutive technology of the twenty-first century will accordingly be instrumental, if not 
determining, in addressing many of the conundrums posed, the issues raised, and the 
challenges presented by urbanisation [20]. It is therefore of strategic value to start direct-
ing the use of emerging ICT into understanding and proactively mitigating the poten-
tial effects of urbanisation, with the primary aim of tackling the many intractable and 
wicked problems involved in urban operational functioning, management, planning, and 
development, especially in the context of sustainability which is another macro-shift at 
play across the world today. Indeed, the rapid and anticipated urbanisation of the world 
pose significant and unprecedented challenges associated with sustainability (e.g., [39, 
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46, 53]) due to the issues engendered by urban growth in terms of resource depletion, 
environmental degradation, intensive energy usage, air and water pollution, toxic waste 
disposal, endemic traffic congestion, ineffective decision-making processes, inefficient 
planning systems, mismanagement of urban infrastructures and facilities, poor hous-
ing and working conditions, public health and safety decrease, social vulnerability and 
inequality, and so on [20]. These accordingly affect the quality of life and well-being of 
citizens as well as the efficiency of urban operations and functions [40]. In short, the 
multidimensional effects of unsustainability in modern and future cities are most likely 
to exacerbate with urbanisation [20]. Urban growth will jeopardise the sustainability of 
cities [102]. Therefore, ICT has come to the fore and become of crucial importance for 
containing the effects of urbanisation and facing the challenges of sustainability. ICT 
becoming part of mainstream debate in this regard emanates from the increasing ubiq-
uity presence of, and new discoveries in, computing, coupled with the massive use of its 
technological applications across various urban systems and domains. In fact, advanced 
sophisticated technologies and novel complex approaches are now more needed than 
ever to address and overcome the challenges and issues facing modern and future cities. 
This pertains to the way these cities should be monitored, understood, analysed, and, 
hence, operated, managed, organised, and planned to improve and maintain their con-
tribution to the goals of sustainable development. There is an increasing recognition that 
emerging and future ICT constitutes a promising response to the challenges of urban 
sustainability due to its tremendous, yet untapped, potential to catalyse and boost sus-
tainable development processes (e.g., [6, 16, 20, 24, 25, 82]. Many urban development 
approaches reference the role of ICT in achieving the goals of sustainable development 
(e.g., [4, 6, 20, 122]. As pointed out by Bibri [20], ICT constitutes an effective approach 
to decoupling the health of the city and the quality of life of citizens from the energy 
and material consumption and concomitant environmental risks associated with urban 
operations, functions, services, designs, and policies.

In the wake of the rapid advancement of ICT of various forms of pervasive comput-
ing, recent research has started to focus on incorporating sustainability in the smart 
city concept and approach (e.g., [5, 6, 102]). The underlying assumption is that, as ICT 
becomes spatially omnipresent across urban environments, i.e., data sensing, data pro-
cessing, cloud/fog computing, and wireless communication networking become more 
and more combined with infrastructure, architecture, ecosystem services, human ser-
vices, and even citizens’ bodies, smart cities can become smarter and also so as to solv-
ing environmental problems and responding to socio-economic needs (e.g., [16, 20, 106, 
113, 124]). Therefore, most of the prospects and opportunities in this regard relate to 
what is labeled ‘smarter cities’, a class of cities which is viewed as future visions of smart 
cities, and is characterised by an ever-growing embeddedness and pervasion of ICT into 
the very fabric of the city [20]. They include ubiquitous cities, sentient cities, ambient 
cities, real-time cities, and cities as Internet-of-everything. For these cities, big data ana-
lytics is seen as a critical enabler and powerful driver in regard to the transformation of 
their ecosystem on several scales, including the way sustainability can be understood, 
applied, and planned.

Undoubtedly, the main strength of the big data technology is the high influence it will 
have on smart cities of the future or smarter cities and on citizens’ lives (e.g., [5, 16, 18, 
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20, 54, 73, 79, 83, 104, 124]). Thereby, the notion of big data analytics and its application 
in sustainable urban development has gained traction and foothold among urban schol-
ars, scientists, practitioners, and policymakers over the past few years. Indeed, big data 
computing as a new paradigm is fundamentally changing the way modern cities can sus-
tainably be operated, managed, planned, and developed, shaping and driving decision-
making processes within many urban domains [20], especially with regard to optimising 
resource utilisation, mitigating environmental risks, responding to socio-economic 
needs, and enhancing the quality of life and well-being of citizens in an increasingly 
urbanised world. This paradigm is clearly on a penetrative path across all the systems 
and domains of smart and smarter cities that rely on advanced ICT in relation to opera-
tional functioning, management, planning, and development. This is manifested in the 
proliferation and increasing utilisation of the core enabling technologies of big data ana-
lytics across those cities badging or regenerating themselves as both smart and smarter 
for storing, managing, processing, analysing, and sharing colossal amounts of urban data 
for the primary purpose of extracting useful knowledge in the form of applied intelli-
gence functions and simulation models. Big data are regarded as the most scalable and 
synergic asset and resource for smart and smarter cities to enhance their performance 
on many scales, as they have become the fundamental ingredient for the next wave of 
urban analytics [20]. As a result, many governments have started to exploit urban data 
and their numerous benefits to support the development of smart and smarter cities 
across the globe with regard to sustainability, efficiency, resilience, equity, and the quality 
of life. However, to facilitate big data analytics and achieve a successful implementation 
of the associated applications and services towards reaching this goal, huge investments 
in the underlying core enabling technologies are needed.

However, according to a recent literature review [25], while smart and smarter cities 
have played a key role in transforming different areas of human life, they are still associ-
ated with misunderstanding and deficiencies with regard to incorporating the goals of 
sustainable development. Also, there is a weak connection between smart targets and 
sustainability goals [6, 20, 28], despite the proven role of ICT in supporting modern 
cities in moving towards sustainability [25]. On this note [6], conclude that the smart 
city and sustainable city landscapes are extremely fragmented both on the policy and 
the technical levels, and there is a host of unexplored opportunities toward sustainable 
smart city development. In all, smart and smarter city approaches raise many issues and 
present significant challenges in the context of sustainability (e.g., [2, 20]).

Concerning big data analytics and its application, while research has recently been 
active in the realm of smart and smarter cities, the bulk of work tends to deal largely 
with economic growth (management, efficiency, innovation, productivity, etc.) and the 
quality of life in terms service efficiency and betterment (e.g., [15, 54, 73, 79, 83, 108]), 
while overlooking and barely exploring the untapped potential of big data applications 
for advancing the different aspects of sustainability. Indeed, many of the emerging smart 
solutions are not aligned with sustainability gaols [2]. In view of that, smart and smarter 
cities need to direct their focus towards utilising big data applications for improving 
their contribution to the goals of sustainable development across urban domains [20].

This paper provides a comprehensive, state-of-the-art review and synthesis of the field 
of smart and smarter cities as regards sustainability and related big data analytics and 
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its application in terms of the underlying foundations and assumptions, research issues 
and debates, opportunities and benefits, technological developments, emerging trends, 
future practices, and challenges and open issues. This extensive interdisciplinary and 
transdisciplinary review and synthesis endeavours to present a detailed analysis and syn-
thesis and critical evaluation and discussion of the available qualitative and quantitative 
research covering the topic of smart and smarter cities, with a particular emphasis on 
cross- and beyond disciplinary forms of knowledge. It is deemed important to identify 
and stimulate new research opportunities in the field. The added values of this review 
involve thoroughness, comprehensiveness, topicality, and original contribution in the 
form of novel insights as a result of analysing, synthesising, and critically evaluating a 
large body of recent works. The main motivation for this paper is to capture further and 
invigorate the application demand for the urban sustainability solutions that big data 
analytics can offer in the context of smart and smarter cities.

The remainder of this paper is structured as follows. “Methodical-topical literature 
review methodology” section outlines the literature review and synthesis methodology 
in terms of approach, search, selection, organisation, and purpose. In “Conceptual, theo-
retical, and discursive foundations and assumptions” section, the relevant conceptual, 
theoretical, and discursive foundations and assumptions are presented, described, and 
discussed. “A detailed survey of relevant work: issues, debates, gaps, benefits, challenges, 
opportunities, and prospects” section provides a detailed, two-part survey of the rele-
vant work in terms of issues, debates, gaps, benefits, opportunities, and prospects. The 
first part addresses smart cities in terms of general and particular research strands, defi-
ciencies, and potentials with regard to sustainability, as well as smarter cities in terms of 
characteristic features, social shaping dimensions, and the current issues of and future 
potentials for sustainability. The second part covers big data analytics and its applica-
tion in smart and smarter cities in terms of research status and data growth projection, 
the urban data deluge in city analytics and its sources and enabling capabilities, research 
issues and future prospects, core enabling technologies, and big data applications and 
their sustainability effects and benefits (specifically covering a critical evaluation of topi-
cal studies, analytical and practical applications for multiple smart/smarter city domains, 
and data-driven sustainable smart cities). “The main scientific and intellectual challenges 
and common open issues” section identifies the key scientific and intellectual challenges 
and sheds light on the common open issues associated with the use of big data analyt-
ics and related applications in (enabling, operating, managing, and planning) smart and 
smarter cities. The paper ends, in “Discussion, conclusion, and contribution” section, 
with concluding remarks, findings, reflections, and contributions.

Methodical‑topical literature review methodology
This extensive review and synthesis involves the exploration of a vast and diverse array 
of literature on the topic (including journal articles, conference proceedings, books, 
reports, and dissertations), and integrates and fuses various disciplinary, scientific, and 
technological areas at the core of this study, with an emphasis on the qualitative research 
in the field. In light of this, and given moreover the nature of this topic, adopting a topi-
cal approach to this review and synthesis is deemed more relevant than a systematic one. 
Indeed, this paper determines the usefulness of this substantive category of review and 
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synthesis to this endeavour. In addition, this review and synthesis is methodical in the 
sense that it is arranged according to, characterised by, or performed with a method or 
order. Also, it is done based on a loose coupling of technical and social perspectives (e.g., 
[87, 140]). In view of that, a review and synthesis method is developed as a means to 
indicate the issues (concepts, theories, academic discourses, themes, and topics) to be 
addressed, search strategy for retrieving the sought articles and other documents, inclu-
sion and exclusion criteria for identifying and selecting the relevant ones, and abstract 
review protocols. Prior to delving into such method, it is useful to elucidate what the 
interdisciplinary and transdisciplinary approach entails in the context of this paper.

Interdisciplinary and transdisciplinary approach

Interdisciplinarity and transdisciplinarity have become a widespread mantra for research 
within diverse fields, accompanied by a growing body of academic publications. The field 
of sustainable smart and smarter cities is profoundly interdisciplinary and transdiscipli-
nary in nature, so too is research within, and thus literature on, it. This also applies to 
any review and synthesis of this literature, which is accordingly multidisciplinary as well 
in the sense of using insights and methods from several disciplines, or involving several 
disciplines in an approach to a problem or topic. These disciplines include, but are not 
limited to: urban planning, urban development, geography, sustainable development, 
sustainability science, environmental science, data science, computer science, ICT, sys-
tems thinking, complexity science, policy, and innovation. However, multidisciplinary 
efforts remain limited in impact on theory building for coping with the changing human 
condition [99]. Clearly, sustainable smart and smarter city research naturally lends itself 
to multidisciplinary, interdisciplinary, and transdisciplinary approaches and strategies 
(e.g., [20, 138]). For a descriptive account of the interdisciplinary and transdisciplinary 
approaches to research, the interested reader can be directed to Bibri [20, 22]. However, 
they all require conceptual precision in order for research outcomes to be valid and usa-
ble (e.g., [89]). In all, this interdisciplinary and transdisciplinary literature review and 
synthesis is a topical, analytical, and organisational unit that is justified and determined 
by the essence and orientation of the research field of sustainable smart and smarter cit-
ies in terms of the underlying scholarly approach. As such, it is an opportunity to situ-
ate the researcher in an ecology of ideas, a process which can be approached from the 
perspective of complexity and intricacy. In this respect, the key dimensions that can be 
considered, especially in relation to transdisciplinarity, include: integrating rather than 
eliminating the researcher from the research, meta-paradigmatic rather than intra-para-
digmatic, research-grounded rather than discipline-grounded, and applying systems and 
complexity thinking rather than reductionism.

Hierarchical search strategy and scholarly sources

A literature search is the process of querying quality scholarly literature databases 
to gather applicable research documents related to the topic under review. A broad 
search strategy was used, covering several electronic search databases, including Cris-
tin, NTNU Open, Scopus, ScienceDirect, SpringerLink, ACM digital library, and Sage 
Journals, in addition to Google Scholar. The main contributions came from the leading 
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journal articles in relevance to the topic on focus. The hierarchical search approach to 
searching for literature involved the following:

•	 Searching databases of reviewed high quality literature;
•	 Searching evidence based journals for review articles; and,
•	 Routine searches and other search engines.

In addition, the collection process is based on [111] four criteria for assessing the qual-
ity of the sought material, namely:

1.	 Authenticity: the evidence gathered is genuine and of unquestionable origin.
2.	 Credibility: the evidence gathered is free from error and distortion.
3.	 Representation: the evidence obtained is typical.
4.	 Meaning: the evidence gathered is clear and comprehensible.

Selection criteria: inclusion and exclusion

To find out what has already been written on the topic of this multifaceted study, the 
above search approach was adopted, whose objective was to identify the relevant studies 
addressing the diverse research strands that constitute this interdisciplinary and trans-
disciplinary review and synthesis. The preliminary selection of available material was 
done in line with the issues being investigated as pertaining to those strands, using a 
variety of sources that are up-to-date and authoritative.

The selection was initially bounded with the issues intended to be investigated in 
relation to the topic of this study. This is underpinned by the recognition that once the 
research issues are set, it becomes possible to refine and narrow down the scope of read-
ing, although there may seem to be hundreds of sources of information that appear per-
tinent [25]. With that in mind, for an article or document to be considered of relevance 
for providing information or evidence on the issues in question, it should cover one of 
the conceptual/theoretical subjects or thematic/topical categories intended to be exam-
ined, as demonstrated by the sections and subsections of this paper. The focus was on 
the articles and documents that provided definitive primary information or evidence 
from an interdisciplinary and/or transdisciplinary perspective. While certain methodo-
logical guidelines were deemed essential to ensure the validity of the review, it was of 
equal importance to allow flexibility in the application of the topical literature review 
and synthesis methodology to capture the essence of research within the interdiscipli-
nary and transdisciplinary field on focus. The whole idea was to ‘accumulate a relatively 
complete census of relevant literature’ [140]. In all, scoring the articles and documents 
was based on the inclusion of issues relating to the topic on focus. Conversely, the arti-
cles and documents excluded were those that did not meet specific criteria in terms of 
their relevance to the issues being addressed. As to abstract review, the abstracts were 
reviewed to assess their pertinence to the review and to ensure a reliable application of 
the inclusion and exclusion criteria. Inclusionary discrepancies were resolved by the re-
review of abstracts. The process allowed to further refine and narrow down the scope of 
reading.
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The keywords searched included ‘smart cities’, ‘smart cities AND sustainability’, 
‘smart cities AND big data analytics’, ‘smart cities AND big data applications’, ‘smart 
cities AND sustainability AND big data applications’, ‘smart cities AND sustainable 
cities’, ‘smarter cities AND sustainability’, ‘smarter cities’, ‘ambient cities’, ‘sentient cit-
ies’, ‘ubiquitous cities’, ‘real-time cities’, ‘data-driven cities’, ‘smart cities and the IoT’, 
’smarter cities AND big data applications’, and ‘smarter cities AND sustainability 
AND big data applications’, and ‘urban sustainability AND big data applications’, and 
‘sustainable urban development and smart applications’, in addition to the derivatives 
of these keywords. These were used to search against such categories as the articles’ 
keywords, title, and abstract to produce some initial insights into the topic. To note, 
due to the potential limitations associated with relying on the keyword approach, 
backward literature search (backward authors, backward references, and previously 
used keywords) and forward literature search (forward authors and forward refer-
ences) were additionally used to enhance the search approach [140].

Combining three organisational approaches

This literature review and synthesis is structured using a combination of three organi-
sational approaches, namely thematic, inverted pyramid, and the benchmark studies. 
That is to say, it is divided into a number of sections representing the conceptual and 
theoretical subjects and the thematic and topical categories for the topic of sustain-
able smart and smarter cities. The examination and discussion of relevant issues is 
organised accordingly while, when appropriate, starting from a broad perspective and 
then dealing with a more and more specific one in terms of studies. In doing so, the 
focus is on the major writings and publications considered as significant in the field.

Purpose

The literature review is typically performed to serve many different purposes, depend-
ing on whether or not it is motivated by, or an integral part of, a research study, as 
well as on its focus, scope, and aim. Within the scope of this paper, however, it was 
carried out with the following specific objectives in mind:

•	 To examine and discuss the underlying foundational constructs and their integration 
and fusion from an interdisciplinary and transdisciplinary perspective, respectively.

•	 To analyse, evaluate, and synthesise the existing knowledge in line with such con-
structs as set for this study.

•	 To highlight the strengths, weaknesses, omissions, and contradictions of the exist-
ing knowledge, thereby providing a critique of the research that has been done 
within the field and related subfields.

•	 To discuss the identified strengths and weaknesses, with an emphasis on the 
performance of smart and smarter cities with respect to sustainability and the 
untapped potential of big data applications for its advancement in the future.

•	 To identify and discuss the knowledge gaps and opportunities within the field with 
regard to sustainability and related big data applications.
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•	 To identify the key relationships between the research findings by comparing various 
studies addressing the different topics of the study, with a particular focus on sustain-
ability and related big data applications.

Conceptual, theoretical, and discursive foundations and assumptions
Smart cities

According to a recent review conducted by Bibri and Krogstie [25], the roots of the smart 
city concept date back to the 1970s under what is labeled the ‘cybernetically planned cit-
ies’, and then in urban development and planning proposals associated with networked 
or wired cities since the 1980s. Several views claim that the concept was introduced in 
1994 [38], and that it is only until 2010 that the number of publications and scientific 
writings on the topic increased considerably, after the emergence of smart city projects 
as supported by the European Union [65]. As echoed by Neirotti et al. [102], the smart 
city concept’s origin can be traced back to the smart growth movement during 1990s. 
Yet, it is not until recently that this movement led this concept to be adopted within 
urban planning and development [16]. However, regarding its early conceptualisation 
and connotation, the concept was mostly associated with the efficiency of technological 
smart solutions with respect to the operational functioning, management, and planning 
pertaining to energy, transport, physical infrastructure, distribution and communication 
networks, economic development, service delivery, and so forth. Smart growth implies 
the ability of achieving greater efficiencies through coordinating the forces that lead to 
free growth (do-nothing policy): transportation, land use speculation, resource conser-
vation, and economic development, rather than letting the market dictate the way cities 
grow [16]. At present, however, many cities across the globe compete to be smart cities 
in the hopes of reaping the efficiency benefits economically, socially, or, more recently, 
environmentally by taking advantage from the opportunities made possible by big data 
analytics and its wider application across urban domains. It is also in this context that it 
has increasingly become attainable to achieve the required level of sustainability, resil-
ience, and equity, in addition to improving the quality of life and ensuring higher lev-
els of transparency and openness and hence democratic and participatory governance, 
citizenry participation, and social inclusion. Achieving all these benefits require sophis-
ticated approaches, advanced technologies and their novel applications and services, 
resources, financial capabilities, regulatory policies, and strategic institutional frame-
works, as well as an active involvement of citizens, institutions, and organisations as city 
constituents. Worth noting is that the growing interest in building smart cities based 
on big data analytics as an advanced technology is increasingly driven by the needs for 
addressing the challenges of sustainability and to contain the effects of urbanisation. 
Besides, the main features of smart cities have become a high degree of information and 
technology integration and a comprehensive application of computing resources.

In recent years, the smart city as a catchphrase and phenomenon has drawn 
increased attention and gained traction among universities, research institutes, gov-
ernments, policymakers, businesses, industries, and consultancies across the globe. 
Notwithstanding this prevalence worldwide, the smart city concept is still without 
a universally agreed definition. In other words, a shared definition of smart city is 



Page 10 of 64Bibri ﻿J Big Data            (2019) 6:25 

not yet available or offered. It is difficult to identify common trends of smart cities at 
global level [102]. Moreover, despite the wide use of the concept and its operationali-
sation today, there is still obscure and inconsistent understanding of its meaning (e.g., 
[2, 5, 8, 16, 20, 25, 36, 93, 119, 137]). Consequently, multiple meanings have been, 
and continue to be, adopted by different people within different contexts. The concept 
having different connotations and being approached from a variety of perspectives is 
clearly manifested in the various ways in which many governments set initiatives or 
implement projects to enable their cities to become, badge, or regenerate themselves 
as, or manifestly plan to be, smart. In all, a large number and variety of definitions 
(e.g., [3, 5]) have been suggested with different foci and orientations. Table 1 depicts a 
set of other definitions of smart cities with other foci and orientations.

The smart city continues to be a difficult concept to pin down or strictly delineate. 
The best way of looking at it is by the context within which it can be applied, as hinted 
at above. This implies that smart city projects, programs, and initiatives tend to be 
based on specific objectives, technological capabilities, financial abilities, human and 
social resources, regulatory policies, institutional frameworks, political mechanisms, 
governance arrangements, and so on [20]. They can also be determined or driven by 
the state-of-the-art research, development, and innovation in the area of ICT and 
related applications, infrastructures, platforms, systems, models, methods, compu-
tational analytics, and so forth. However, in relation to the objectives, for example, 
Batty et al. [16] identify a number of smart city projects, including modelling urban 
land use; modelling network performance; sensing, networking, and the impact of 
social media; mobility and travel behaviour; transport and economic interactions; 
integrated databases across urban domains; participatory governance and planning 
structures; and decision support as urban intelligence. Concerning the financial abili-
ties, many governments are funnelling huge expenditures (colossal investments) into 
ICT research, development, and innovation, which is manifested in the high number 
of jointly funded research endeavours as well as smart initiatives and implementation 
projects (e.g., [2]).

Table 1  Definitions of smart cities

Different foci and orientations of smart city definitions

‘A smart city is…a city which invests in ICT enhanced governance and participatory processes to define appropri-
ate public service and transportation investments that can ensure sustainable socio-economic development, 
enhanced quality-of-life, and intelligent management of natural resources’ [5]

‘A smart city is a very broad concept, which includes not only physical infrastructure but also human and social 
factor’ [102]

‘Connecting the physical infrastructure, the IT infrastructure, the social infrastructure, and the business infrastruc-
ture to leverage the collective intelligence of the city… A city striving to make itself “smarter” (more efficient, 
sustainable, equitable, and livable’ [36]

‘Smart cities is a term…that describe cities that, on the one hand, are increasingly composed of and monitored 
by pervasive and ubiquitous computing and, on the other, whose economy and governance is being driven by 
innovation, creativity and entrepreneurship, enacted by smart people’ [79, p. 1]

A smart city is ‘a city in which ICT is merged with traditional infrastructures, coordinated and integrated using 
new digital technologies’ [16]

‘As presently understood, a smart city is one that strategically uses networked infrastructure and associated big 
data and data analytics to produce a: smart economy…; smart government…; smart mobility…; smart environ-
ments…; smart living…; and smart people…’ [80, p. 8]
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Yet, scholars, academics, planners, ICT experts, and policymakers converge on the 
idea that the use of ICT pertains to all domains of smart cities, and hence on considering 
it as an inseparable facet thereof [20]. In this line of thinking, a common thread running 
in most of the definitions of smart city is its characteristic features and technological 
components, which are usually observed in smart city proposals, projects, and initia-
tives, irrespective of their scale, scope, national context, and available resources. In the 
context of this paper, however, a smart city can be described as a city that is increasingly 
composed of, and monitored and operated by, various forms of pervasive computing, 
as well as whose planning and governance are being driven by innovation as enacted 
by various stakeholders that capitalise on and exploit cutting-edge technologies in their 
endeavours and practices. In this light, being instrumented and pervaded with digital 
devices, systems, and platforms that generate big data, smart cities can enable real-time 
analysis of urban life, environment, and dynamics as well as new modes of urban plan-
ning and governance, and also provide the conditions that are conducive to envision-
ing and enacting more sustainable, efficient, resilient, transparent, and open human and 
urban environments. Accordingly, a smart city can also be taken to mean a technologi-
cally and data-analytically advanced city that is able to understand its environment and 
citizens and explore and analyse various forms of urban data to generate useful knowl-
edge in the form of applied intelligence that can immediately be used to solve different 
kinds of problems, or to make changes to improve the quality of life and the health of the 
city in terms of sustainability, efficiency, and resilience. In this line of conceptualisation, 
Batty et al. [16] describe smart cities as ‘constellations of instruments across many scales 
that are connected through multiple networks which provide continuous data regarding 
the movements of people and materials in terms of the flow of decisions about the physi-
cal and social form of the city’. However, the financial abilities, human/social resources, 
and regulatory policies required to develop, implement, and sustain smart cities are the 
most significant challenges governments around the world are concerned about and are 
dealing with. Positively, the emerging technologies such as big data analytics hold great 
potential to transform such challenges into opportunities.

Furthermore, based on a recent survey of the field of smart cities [25], there are two 
main approaches to smart city: (1) the technology-oriented approach, i.e., infrastruc-
tures, architectures, platforms, systems, applications, and models and (2) the people-ori-
ented approach, i.e., stakeholders, citizens, knowledge, services, and related data [20]. In 
other words, there are smart city strategies that focus on the efficiency and advancement 
of hard infrastructures in terms of transport, energy, communication, and distribution 
networks, and so on (e.g., [45, 52, 74, 79, 83, 93]) and those that prioritise the soft infra-
structures in terms of social and human capital, participation, equity, safety, cultural 
heritage, and so forth (e.g., [7, 17, 75, 76, 88, 102]). There are also smart city strategies 
that combine these two perspectives (e.g., [16, 73]). To gain a broad understanding of the 
concept of smart city, the interested reader can be directed to Song et al. [119] who pro-
vide a detailed overview of the foundations, principles, and applications of smart cities. 
Also, Nam and Pardo [101] conceptualise smart city with the dimensions of technology, 
people, and institutions.

It is of particular relevance in this paper to highlight the body of the literature focus-
ing on the defining role of ICT (e.g., big data analytics and its application) as well as 
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human and social capital in smart cities in terms of the dimensions of sustainability (e.g., 
[5, 6, 10, 16, 82, 102]). This strand of research is concerned with smart cities as urban 
innovations whose focus is on advancing, harnessing, and integrating physical, human, 
and social infrastructures for environmental protection, economic regeneration, and 
enhanced public and social services [20]. The most cited definition in this regard is pro-
vided by Caragliu et al. [30]: a city is smart city ‘when investments in human and social 
capital and traditional (transport) and modern (ICT) communication infrastructure fuel 
sustainable economic growth and a high quality of life, with a wise management of natu-
ral resources, through participatory governance.’ This definition is linked to a model that 
has been used as a ranking system—developed based on six smart dimensions, namely, 
economy, environment, mobility, living, people, and governance—against which smart 
cities can be assessed in terms of their development and implementation. However, this 
model neither specifies how these dimensions can be prioritised as to the contribution 
to sustainability, nor how they can, combined, add value to sustainable development. 
However, as an extension of this definition, Pérez-Martínez et  al. (2013, cited in [2]) 
describe smart cities as ‘cities strongly founded on ICT that invest in human and social 
capital to improve the quality of life of their citizens by fostering economic growth, par-
ticipatory governance, wise management of resources, sustainability, and efficient mobil-
ity, whilst they guarantee the privacy and security of the citizens.’ In this line of thinking, 
Batty et al. [16, pp. 481–482] describe smart cities as cities ‘in which ICT is merged with 
traditional infrastructures, coordinated and integrated using new digital technologies,’ 
and where ‘intelligence functions…are able to integrate and synthesise…[urban] data to 
some purpose, ways of improving the efficiency, equity, sustainability, and quality of life 
in cities.’ In all, this view of smart cities highlights—at the level of discourse though—the 
potential of ICT in catalysing and improving sustainable development processes. In this 
context, a sustainable smart city is an innovative city that uses ICT and other means to 
improve the efficiency of urban operations, functions, and services as well as enhance 
the quality of life of citizens, ‘while ensuring that it meets the needs of present and future 
generations with respect to economic, social, environmental as well as cultural aspects’ 
[130].

In light of the above analytical account, the available definitions of smart cities have 
several commonalities as well as distinctions, i.e., converging on some dimensions and 
diverging on others apart from technological aspects, including economic, environ-
mental, physical, political, social, cultural, institutional, organisational, and futuristic, in 
addition to the extent of different sustainability dimensions and their integration. Yet, 
the majority of these definitions tend to focus on integrated solutions for achieving a sus-
tainable utilisation of resources, efficient operation of infrastructures and facilities, high 
quality of life, and effective urban planning and governance. In more detail, as an attempt 
to provide a comprehensive definition of smart city from a generic perspective that com-
bines the core features of smart cities as a broad concept [20], describes smart city as a 
city that badges or regenerates itself as smart, or manifestly plans to be so, in terms of 
achieving efficiency, sustainability, resilience, equity, and livability by investing in, and 
hence enhancing and continuously advancing, the ICT infrastructure, physical infra-
structure, economic infrastructure, and social infrastructure to leverage collective intel-
ligence for the purpose of integrating urban systems and coordinating urban domains in 
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ways that these components exceed their sum as to the collective behaviour of the whole 
city. In other words, it is an innovative city that focuses on developing, implementing, 
and applying advanced ICT to all its systems and domains, and accordingly perform 
in an innovative, forward-looking, strategic, and participatory way to enhance its key 
features: environment, economy, people, mobility, living, and governance, on the basis 
of the intelligent combination of endowments and activities of independent and aware 
citizens together with other urban stakeholders (organisations, institutions, industries, 
enterprises, etc.), thereby ensuring and maintaining socio-economic development, the 
quality of life, the efficiency of service delivery, the intelligent management of natural 
resources, and the optimised operation of infrastructures and facilities—ideally in line 
with the fundamental goals of sustainable development.

Smarter cities and other faces of cities

Smart cities come in many faces depending on the way ICT is applied, the extensive-
ness of its use, the degree and form of its ubiquity, and/or the focus of its orientation, 
as well as the kind of digital technology by which it is coordinated and integrated 
[20]. The common faces that emerged before, or in parallel with (only for a few of 
them), the adoption of the concept of smart city in urban planing and development 
around the mid 1990s include: networked cities, wired cities, cyber cities, digital cit-
ies, virtual cities, intelligent cities, knowledge cities, and cyber cities, among other 
nomenclatures. For example, digital cities tend to focus on the hard infrastructure 
whereas intelligent cities on the way such infrastructure is used [12–14], and wired 
cities embrace ICT as a development strategy, pioneer in embedding digital infra-
structure and systems into their urban fabric and utilize them for entrepreneurial and 
regulatory effect [43]. However, they all share a focus on the effects of ICT on urban 
forms, processes, and modes of living, and have largely been subsumed within the 
label ‘smart cities’ in recent years, although each of those terms is used in a particular 
way to conceptualize the relationship between ICT and contemporary urbanism [79]. 
There are also hybrid cities which merge two faces of smart cities or one from smart/
smarter cities and one from sustainable cities, such as cyber-physical cities, ubiqui-
tous eco-city, knowledge eco-city, and smart compact city, and so forth. In addition 
to these faces are the ones that are inspired by the prevalent ICT visions of pervasive 
computing, including ambient cities, sentient cities, ubiquitous cities, real-time cit-
ies, and cities as Internet-of-everything (e.g., [79, 84, 105, 108, 113, 114, 123, 143]). 
For example, the real-time city is likely to become a reality in many cities over the 
next decade, as urban administrations seek to capitalise on new data streams and new 
products are bought to market that help governments and citizens make sense of the 
city [79]. These cities have materialised as a result of the advance of ICT of perva-
sive computing, or rather the evolvement of the dominant ICT visions into achievable 
and deployable computing paradigms. Seen as future forms of smart cities, they are 
quite different from what has been experienced hitherto in terms of smartness and its 
effects on human life at several levels. They have come to be identified or labelled as 
‘smarter cities’ due to the magnitude of ICT and the extensiveness of data with regard 
to their application and use across urban systems and domains. The prospect of 
smarter cities is increasingly becoming the new reality with the massive proliferation 
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of the core enabling technologies underlying ICT of pervasive computing, namely 
sensor networks, data processing platforms, wireless communication networks, and 
cloud and fog computing models across different spatial scales [25]. The initiatives of 
smarter cities in several countries across Europe, the USA, and Asia are considered as 
national urban development projects epitomising the increasing significance and role 
of advanced ICT, especially big data analytics, in enhancing the operations, functions, 
services, strategies, and policies of smart cities of the future associated with planning, 
management, development, and governance [20]. The conceptualisation of smarter 
cities is built upon the core features of the prevalent ICT visions in terms of the per-
vasion of technology into the very fabric of the city, the omnipresence and always-
on interconnection of computing resources, applications, and services across many 
spatial and temporal scales. The emerging connotations of smart cities of the future 
or smarter cities are numerous. Townsend [124] defines a smart city as an urban envi-
ronment where ICT ‘is combined with infrastructure, architecture, everyday objects, 
and even our own bodies to address social, economic and environmental problems’. 
Piro et al. [106] conceive of it ‘as an urban environment which, supported by pervasive 
ICT systems, is able to offer advanced and innovative services to citizens in order to 
improve the overall quality of their life’. Su et al. [121] describe it as city which mainly 
focuses on embedding the next-generation of ICT into every conceivable object or 
all walks of life, including roads, railways, bridges, tunnels, water systems, buildings, 
appliances, hospitals, and power grids, in every corner of the world, and constituting 
the IoT. In addition, the concept of smarter cities has been associated with the ori-
entation of smart cities towards achieving the goals of sustainability in the future. In 
this line of thinking Chourabi et al. [36], describe a smart city as a city which strives 
to become smarter as to making itself more sustainable, equitable, efficient, and liv-
able. This is also consistent with what smart cities of the future entail according to 
Batty et al. [16]. The underlying assumption is that smarter cities or smart cities of the 
future have tremendous potential compared to current smart cities as to advancing 
sustainability. Indeed, there has recently been a conscious push for cities in Europe to 
be smarter and thus more sustainable, leading to the need to benchmark these cities’ 
efforts using advanced assessment frameworks to rank them based on how smarter 
and more sustainable they are. For a detailed account of smarter cities, the interested 
reader can be directed to Bibri [20] where there is a whole chapter about the transi-
tion of smart cites to smarter cities and the future potential of the underlying ICT of 
pervasive computing for advancing environmental sustainability. This is projected to 
happen because of the prospective advancements and innovations pertaining to big 
data analytics as an advanced form of ICT (e.g., [5, 16, 20]).

In light of the above, a smarter city can be understood as a city where advanced 
ICT is combined with physical, infrastructural, architectural, operational, functional, 
and ecological systems across many spatial scales, as well as with urban planning 
processes and governance models, with the primary aim of improving sustainability, 
efficiency, equity, and livability. Here, smartness should go beyond the technologi-
cal advancement and efficiency of solutions to include a focused orientation towards 
incorporating, considering, and achieving the goals of sustainable development. Of 
relevance to underscore here is that current smart cities strive for smartness targets 
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instead of sustainability goals (e.g., [2, 93]). In all, common to all smart cities of the 
future or smarter cities as urban development approaches is the idea that ICT is, and 
will be for many years yet to come, central to urban operations, functions, services, 
strategies, and policies.

Irrespective of which ICT vision smart cities of the future or smarter cities tend to 
instantiate or be built upon, whether be it Sentient Computing, Ambient Intelligence, 
Ubiquitous Computing, the IoT, or a combination of two or more of these technological 
visions, such cities are taken to mean urban spaces loaded with clouds of data intended 
to shape the life and experience of citizens and bring about major transformations to 
their environments. Here, big data analytics is given a prominent role, as all over the 
city, the underlying core enabling technologies can monitor urban areas (in terms of 
activities, citizen behaviours, events, social dynamics, locations, spatiotemporal settings, 
environmental states, etc.); analyse, interpret, evaluate, model, and simulate the con-
tinuously collected steams of data; and then deploy the obtained results in the form of 
intelligence and planning functions applicable to various urban domains across several 
spatial scales. While the current notion of smart cities can ‘be understood as a collection 
of plural research traditions, performed and commissioned by divergent actors all with 
their own motivation and implicit understanding of what a city is or should be’ [113], 
the impetus behind the concept of smarter cities or smart cities of the future [16, 20] 
based on big data analytics and its application—is to mobilise and align urban stakehold-
ers through research and development endeavours for the purpose of promoting and 
advancing sustainability by using advanced ICT to continuously evaluating and strate-
gically planning the contribution of such cities to the goals of sustainable development 
[20]. Indeed, this goal of big data analytics and its application in smarter cities is more 
in conjunction with the aspiration and intention of the diverse stakeholders that support 
the integration of big data technology and the associated information sources.

Big data computing

Big data: concept and characteristics

There is no definite definition of big data. Therefore, many definitions have been sug-
gested and are available in the literature, with each tending to offer a particular or differ-
ent view of the concept based on the context of use and hence serving as, as one way of 
looking at it, a constituting or complementary aspect of the full picture of the concept. 
For example, a survey of the emerging literature conducted by Kitchin [79] denotes a 
number of key characteristic features. Big data are:

•	 Huge in volume, consisting of terabytes or petabytes of data;
•	 High in velocity, being created in or near real-time;
•	 Diverse in variety, being structured and unstructured in nature, and often temporally 

and spatially referenced;
•	 Exhaustive in scope, striving to capture entire populations or systems (n = all), or 

at least much larger sample sizes than would be employed in traditional, small data 
studies;

•	 Fine-grained in resolution, aiming to be as detailed as possible, and uniquely indexi-
cal in identification;
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•	 Relational in nature, containing common fields that enable the conjoining of differ-
ent data sets;

•	 Flexible, holding the traits of extensionality (can add new fields easily) and scaleabil-
ity (can expand in size rapidly).

A great deal of the existing definitions tend to converge on three main attributes of big 
data: the huge volume of data, the wide variety of data types, and the velocity at which 
the data can be collected and analysed. These are identified as the most agreed upon Vs 
(e.g., [49, 86]). Yet, big data tend to be characterised by a number of other Vs than these 
three, including inveracity, validity, value, and volatility (e.g., [72]). See Bibri [20] for a 
descriptive account of these Vs. In the context of this paper, the term ‘big data’ is essen-
tially used to mean collections of datasets whose volume, velocity, variety, exhaustivity, 
relationality, and flexibility make it so difficult to manage, process, and analyze the data 
using the traditional database systems and software techniques. In other words, big data 
refer to humongous volumes of both structured and unstructured data that cannot be 
processed and analysed with conventional applications, or that exceed their computa-
tional and analytical capabilities. However, as a common thread running through most 
of the definitions of big data, the associated information assets are, to reiterate, of high-
volume, high-variety, and high-velocity, and thus require cost-effective, innovative forms 
of data processing, analysis, and management. In the context of smart and smarter cities, 
the term can be used to describe a colossal amount of urban data, typically to the extent 
that their manipulation, analysis, management, and communication present significant 
computational, analytical, logistical, integrative, and coordinative challenges. Such data 
are invariably tagged with spatial and temporal labels, commonly streamed from a large 
number and variety of sources, and mostly generated automatically and routinely; hence, 
it is near on impossible to make sense of, or decipher, the big data generated in smart 
and smarter cities based on computing technology in current use [20]. Therefore, the 
big data deluge flooding within smart and smarter cities entails rather the use of novel 
technologies and their integration in terms of algorithms and techniques that are based 
on supervised and unsupervised learning methods (e.g., classification, clustering, regres-
sion, causal modelling, etc.), techniques (e.g., data mining, machine learning, statisti-
cal analysis, database querying, etc.), and processing platforms (Hadoop, Spark, HBase, 
MongoDB, etc.) that could work beyond the limits of the existing analytic systems 
employed to extract useful knowledge from large masses of data for timely and accurate 
decision-making and enhanced insights.

Big data analytics: concept and characteristics

The term ‘big data analytics’ denotes ‘any vast amount of data that has the potential to 
be collected, stored, retrieved, integrated, selected, preprocessed, transformed, ana-
lyzed, and interpreted for discovering new or extracting useful knowledge. Prior to 
this, the analytical outcome (the obtained results) can be evaluated and visualised in 
an understandable format before their deployment for decision-making purposes (e.g., 
an enhancement of, or a change in, an operation, function, service, design, strategy, or 
policy). Other computational mechanisms involved in big data analytics include search, 
sharing, transfer, querying, updating, modelling, and simulation. In the context of 



Page 17 of 64Bibri ﻿J Big Data            (2019) 6:25 

sustainable smart and smarter cities, big data analytics refers to a collection of sophis-
ticated and dedicated software applications and database management systems run by 
machines with very high processing power, which can turn a large amount of urban data 
into useful knowledge for enhanced, well-informed decision-making and deep insights 
in relation to various urban domains, such as transport, mobility, traffic, environment, 
energy, land use, waste management, education, healthcare, public safety, planning and 
design, and governance’ [21, p. 234].

The common types of big data analytics being used in the context of smart and smarter 
cities are: descriptive, predictive, diagnostic, and prescriptive [20]. They are to be applied 
to extract useful knowledge of different forms of intelligence from large datasets, 
which can in turn be used to serve various purposes depending on the urban applica-
tion domain. As far as the complexity of big data analytics is concerned, it is commonly 
characterized by four Is, namely (1) In-situ analytics which directly operates on the data 
where it sits without requiring an expensive process of Extract, Transform, Load (ETL), 
(2) interactive analysis where the analysts work interactively with data and the subse-
quent questions are formulated depending on the results of the previous ones, (3) incre-
mental analysis which requires maintaining models under high data arrival rates and 
datasets be interactively analyzed based on the previous results, and (4) iterative analysis 
which iterates over the data several times in order to build and train a model of the data 
(e.g., predictive data mining) rather than just extract data summaries or make grouping 
(e.g., descriptive data mining).

Big data processing platforms

There exist many data processing platforms that can be used to perform big data ana-
lytics in terms of storage, manipulation, management, analysis, and evaluation of large 
masses of data to extract useful knowledge deployable in the form of intelligence in rela-
tion to various urban domains as to operations, functions, strategies, designs, and poli-
cies. The use and implementation of such platforms depend, or vary based, on several 
factors pertaining to the computational, analytical, logistic, integrative, and coordinative 
requirements of big data projects as well as their objectives (e.g., environmental sustain-
ability, social sustainability, public services, etc.). Among the existing data processing 
platforms being used in smart and smarter cities based on cloud computing and fog/
edge computing (see [21] for a detailed account and comparison of these two models) 
include Hadoop MapReduce, Spark, Stratosphere, and NoSQL-database system man-
agement (e.g., [5, 20, 49, 69, 73, 115]). These platforms ‘perform big data analytics related 
to a wide variety of large-scale applications intended for different uses associated with 
the process of sustainable urban development, such as management, control, optimisa-
tion, assessment, and improvement, thereby spanning a variety of urban domains and 
sub-domains… Thus, they are prerequisite for data-centric applications in the context of 
sustainable smart and smarter cities’ [21, p. 203].

Underpinning technologies

As a new paradigm, big data computing amalgamates, as underpinning technologies, 
large-scale computation as well as new data-intensive techniques and algorithms and 
advanced mathematical models to build and perform data analytics. It demands a huge 
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storage and computing power for data curation and processing for the purpose of dis-
covering new or extracting useful knowledge typically intended for immediate use in 
an array of multitudinous decision-making processes to achieve different purposes. It 
entails the following components, of which [23] provides a descriptive account:

•	 Advanced techniques based on data science fundamental concepts and computer 
science methods.

•	 Data mining models.
•	 Computational mechanisms involving such sophisticated and dedicated software 

applications and database management systems.
•	 Advanced data mining tasks and algorithms.
•	 Modeling and simulation approaches and prediction and optimization methods.
•	 Data processing platforms.
•	 Cloud and fog computing models.

Big data application

Big data analytics has become a key component of the ICT infrastructure of smart and 
smarter cities due to its role in improving sustainability, resilience, efficiency, and the 
quality of life (e.g., [5, 6, 16, 20–22, 25, 26, 54, 83]) through effective decision-making 
processes and thus desired outcomes. In this context, it targets the intelligent decision 
support and optimisation and simulation associated with the operational functioning, 
planning, design, and development of urban systems as operating and organizing pro-
cesses of urban life in terms of control, automation, management, efficiency, enhance-
ment, and prediction as urban intelligence functions. One example of such functions 
concerns the provision of ecosystem services and the delivery of human services, as well 
as the effectiveness of strategies and policies based on emerging trends and shifts, in line 
with the long-term goals of sustainability [20]. The target of big data analytics entails the 
implementation of decision-taking processes, optimization strategies, and simulation 
models. All in all, there is a growing consensus that big data analytics and its application 
will create and enable, in light of the projected advancements and innovations within 
related platforms, techniques, processes, and methods, immense possibilities and fasci-
nating opportunities in the near future.

A detailed survey of relevant work: issues, debates, gaps, benefits, challenges, 
opportunities, and prospects
Smart and smarter cities

Research strands from a general perspective

In the field of smart and smarter cities, research in its various forms is inherently inter-
disciplinary and transdisciplinary and remarkably heterogeneous in terms of programs 
and endeavours. As such, it involves a plethora of issues, debates, challenges, risks, 
impacts, benefits, opportunities, prospects, trends, global shifts, and practices, or an 
amalgamation of these. In this respect, the topic of smart and smarter cities brings 
together a wide variety and large number of studies, including research directed at 
conceptual, theoretical, applied theoretical, analytical, empirical, practical, discursive, 
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futuristic, visionary, socio-technical, and so on with such directions as computational, 
technical, technological, architectural, environmental, spatial, social, political, cultural, 
institutional, economic, and overarching. Indeed, the recent years have witnessed a 
great interest in, and a proliferation of publications and scientific writings on, the topic 
of smart and smarter cities from diverse multi-perspectival approaches, reflecting the 
magnitude, breadth, depth, and heterogeneity of research within the field [20, 25]. This 
continues to rapidly and dynamically evolve with varied and new emphases and aims, 
as well as with more integrated and holistic approaches, manifested in the miscellane-
ous contributions being, and will continue to be, made or produced by a great deal of 
researchers, scholars, academics, planners, and experts to the conceptualisation, design, 
development, and implementation of smart and smarter cities and related future visions. 
In all, the field of smart and smarter cities merges broad streams of scholarship, which 
entail many research strands, and as the body of literature on smart and smarter cit-
ies has evolved remarkably over the past 10 years or so, new social issues and concerns 
have been brought to the analysis, and new uses of technology and their ends have been 
proposed and criticised, respectively. Speaking of such issues and concerns, to note, the 
challenge is that, as pointed out by Lytras and Visvizi [89], research originating in the 
social sciences tends to reduce the centrality of ICT in smart city research, and hence, 
the depth and breadth of implications that emerge at the intersection of ICT in urban 
spaces and innate social problems remain underexplored.

In a recent extensive interdisciplinary literature review [25], provide a comprehensive 
review of the field of smart and smarter cities in terms of the underlying foundations 
and assumptions, state-of-the art research and development, research opportunities and 
horizons, emerging scientific and technological trends, and future planning practices. 
There are several research strands addressed in their review, which can be seen from 
a general perspective in the context of this paper. Theses strands (supported by recent 
research) are presented below:

Theory and  practice  The theory and practice of urban computing, urban ICT, and 
urban science and related sub-areas (e.g., data sensing, big data analytics, context-
aware computing, urban informatics, cloud computing, fog/edge computing, middle-
ware infrastructures, intelligence functions, simulation models, database management 
and integration, wireless communication networks, decision-support systems, etc.) 
and their relation to the operational functioning, management, planning, develop-
ment, and implementation of smart and smarter cities with respect to such diverse 
urban domains as energy, natural environment, built environment, transport, mobility, 
traffic, water, waste, design, education, healthcare, public safety, governance, econ-
omy, and science and innovation. The main focus of this strand of research is on the 
advancement, use, and application of ICT of ubiquitous computing for optimisation, 
control, automation, management, and assessment purposes, particularly in relation 
to economic development, service delivery, and the quality of life. Owing to its origins, 
smart and smarter city research remains dominated by analytical perspectives and 
applicable insights from broadly conceived ICT of pervasive computing. Even though 
smart and smarter city research has, over the past few decades, transformed into a 
multidisciplinary, interdisciplinary, and transdisciplinary field, housing, integrating, 
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and fusing a variety of domains and disciplines, it is still heavily based on computer 
science and engineering, with an explicit focus on how advanced technologies and 
their applications and services may be applied in urban environments [22, 89].

Conceptual and  theoretical work  The body of the conceptual and theoretical work 
focuses on developing and examining the existing definitions and theoretical models 
to provide both a shared conceptualisation and understanding of smart and smarter 
cities as well as a basis for discussions or debates on what the smart and smarter city 
approach aspires or claims to deliver with respect to smartness and sustainability and 
their integration and synergy. The second part of this strand of research focuses fur-
ther on the theories and academic discourses underpinning the thinking about and the 
conception of the subject and phenomenon of smart and smarter cities. It is concerned 
with analysing the discourse of smart urban development and discussing how diverse 
political mechanisms and policy measures are devised and implemented to institu-
tionalise this discourse, and therefore make it function and culturally and publicly 
disseminate it, as well as how the ensuing decisions are made in relation to the imple-
mentation of ICT and its use for operationalising smart urban development. Among 
the issues related to this strand of research involve the definition of theoretical terms 
and models and the creation of discursive notions and constructions along with differ-
ent understandings, adding to how these underlying issues are germane to the subject 
of smart and smarter cities. Accordingly, ‘this subject has a theoretical base that is 
open to interpretation, evaluation, and examination, or in it, theoretical debate seems 
to be rife and a key aspect of the discipline of smart urban planning and development. 
Having a practical application, the subject of city within this discipline relies on theo-
retical assumptions and foundations. And it requires environmental, social, cultural, 
economic, and physical issues to be addressed…, as well as institutional priorities and 
technological considerations…to be set apart from theoretical matters of urban plan-
ning and development as internally consistent models… In all, this strand of research 
is concerned with comparing and evaluating concepts and approaches, weighing up 
arguments, rethinking issues, and challenging discursive assumptions’ [25, p. 15].

Analytical work  The analytical work investigates propositions about what makes a 
new city badges itself, and an existing city regenerates itself, as smart, or what shows 
that a city is manifestly planning to become smart, as well as the extent to which a 
modern city uses advanced ICT to fashion advanced urban intelligence functions and 
simulation models pertaining to different domains and thus directed for various pur-
poses. This strand of research covers descriptions, elaborations, assessments, and/or 
classifications of smart and smarter cities based on the use and application of emerg-
ing and future ICT in relation to operations, functions, services, designs, strategies, 
and policies by analysing previous and ongoing projects, initiatives, and programs and 
their potential effects on the different aspects of urbanity. The recent propositions 
being investigated tend to put an emphasis on specific technologies (e.g., big data ana-
lytics, context-aware computing, cloud and fog computing, etc.) and their novel appli-
cations and services, along with the challenges involved in achieving various smart and 
smarter city statuses accordingly.
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Advanced ICT impacts  The impacts advanced ICT can have on how we think about and 
conceive of cities in the sense that the technology propels us to rethink or alter some of 
the fundamental or established concepts and approaches through which we understand, 
analyse, operate, organise, assess, and value urban life towards creating and discovering 
novel ways of living and working in the city and interacting with the environments in 
terms of, for example, sustainability. Here, the argument is that smart and smarter cities 
may thrive further or get smarter by leveraging their informational landscape in ways 
that allow to improve and maintain their contribution to the goals of sustainable develop-
ment. This is due to the fact that ICT is founded on the application of data science and 
complexity science, which are well positioned to tackle the complex challenges of urbani-
sation and sustainability. The focus in this context is on understanding the link between 
the smart and smarter city technologies and their pertinence for providing innovative 
solutions for sustainability. In this case, the cities standing on a smartness scale spectrum 
can well embrace and pursue the goals of sustainable development through related initia-
tives, programs, and projects, and thereby achieve the required level of sustainability as 
to operations, functions, services, strategies, designs, and policies within urban domains.

Deficiencies and  misunderstandings pertaining to  sustainability  The emphasis in this 
strand of research is on the lack or week connection between smart cities and sustainable 
cities, and whether or the extent to which the concept of smart and smarter city incor-
porates the goals of sustainable development. In this regard, it has been argued that the 
existing definitions of smart and smarter city set up no baseline for sustainability, and 
do not include what sustainable development entails, although defining this concept is 
of crucial importance for identifying and specifying the purpose for which smart solu-
tions should be used and applied, and also for assessing whether or the degree to which 
such solutions contribute to sustainability. In fact, the concept of smart and smarter city 
seems to say little about the manner in which the substance behind the smart solutions 
is linked to the goals of sustainable development, especially in relation to environmental 
sustainability.

A recent research wave has started to investigate technological propositions about 
what makes cities particularly smarter in terms of achieving the goals of environmen-
tal sustainability; however, these propositions are too often, if not always, mentioned 
without consideration of the rather established strategies (design concepts and princi-
ples and planning practices) through which environmental urban sustainability can be 
achieved, namely density, diversity, compactness, and mixed-land use, as well as ecologi-
cal design, passive solar design, and sustainable transportation, in addition to environ-
mental management and control, environmental policy, renewable energy, and design 
coding. The underlying premise is that ICT as an integrative and constitutive technol-
ogy can make a substantial contribution to enhancing the outcome of these strategies if 
planned strategically and its implementation is directed for the purpose in the context of 
smart and smarter cities. The way forward is to adopt the cutting-edge solutions being 
offered by big data analytics and its novel applications and services associated with envi-
ronmental sustainability. This strand of research is also part of, and hence, related issues 
are examined and discussed in, the next section given their high relevance to the topic of 
this study.
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Scientific challenges  The scientific challenges facing smart cities of the future or smarter 
cities and pertaining to the use and application of emerging and future technologies such 
as big data analytics and its novel applications. Such challenges include, but are not lim-
ited to, the monitoring of urban infrastructure and its connection with its operational 
functioning, planning, and development through control, automation, optimisation, 
management, and simulation; the exploration of the idea of smart and smarter cities as 
innovation labs in terms of developing and applying intelligence functions across differ-
ent urban domains; the construction and aggregation of many urban simulation models 
pertaining to various urban systems and domains in terms of their integration and coor-
dination, respectively, and thereby providing portfolios of such models that inform future 
designs; the development of effective technologies that ensure equity and fairness and 
improve the quality of city life; the optimisation of physical mobility and the improve-
ment of virtual mobility for reducing environmental impacts and enhancing spatial and 
non-spatial accessibility to opportunities, services, and facilities for citizens; the crea-
tion of technologies that enhance citizen participation and engagement as well as create 
shared knowledge for democratic governance.

Potential risks of  ICT to  sustainability  This strand of research looks at the negative 
implications of the development and implementation of smart and smarter cities in 
terms of the design, use, application, and disposal of ICT for environmental and social 
sustainability. Smart and smarter cities pose significant risks to the environment due to 
the massive use of ICT of pervasive computing. Driving this line of research is a set of 
questions addressing the way smart and smarter cities should measure and identify risks, 
uncertainties, and hazards associated with ICT use and set safety standards accordingly, 
i.e., sustainable design principles and environmental policies. The involved risks of ICT 
go beyond environmental sustainability to include social sustainability in terms of equity, 
fairness, participation, inclusion, privacy, security, and so on. In particular, it is important 
to address the digital divides pertaining to education, age, social status, culture, ethnic-
ity, gender, and disability. Angelidou [9] found that most smart city strategies are poorly 
adapted to accommodate the local needs of their area, fail to incorporate bottom-up 
approaches, and fall short in considering issues of privacy and security. In a recent work, 
Carrasco-Sáez et al. [31] propose a new pyramid of needs for the digital citizens as a way 
of transitioning towards smart human cities or socially sustainable smart cities. Regard-
less, socio-economic factors affect the use of smart technologies, and to fully optimise 
their potential, such factors need to be addressed so that smart and smarter city technolo-
gies can play a part in contributing to sustainability. As stated by Batty et al. [16], ‘New 
technologies have a tendency to polarise and divide at many levels and we need to explore 
how new forms of regulation at the level of urban transport and planning, and economic 
and community development can be improved using future and emerging technologies’. 
And one way this can be accomplished is by, according to the authors, balancing efficiency 
and equity. For a detailed account and discussion on the relevant digital gaps associated 
with ICT of pervasive computing, the interested reader can be directed to Bibri [19]. 
Visvizi and Lytras [134] address the role of policy in making smart cities more socially 
inclusive. Further, however, the most eminent threat of ICT in the context of smart and 
smarter cities lies in its multidimensional effects on the environment, as ICT as an ena-
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bling, Integrative, and constitutive technology is embedded into a much wider socio-
technical landscape (economy, institutions, policy, politics, and social values) in which 
a range of factors and actors other than techno-scientific ones are involved. In addition, 
the prospect of smarter cities as future visions of smart cities is becoming increasingly 
the new reality with the massive proliferation of the core enabling technologies of ICT 
of pervasive computing across urban systems, domains, and environments. Indeed, they 
typically instantiate the dominating ICT visions in Europe, Asia, and the USA, namely 
Ubiquitous Computing, Ambient Intelligence, and the Internet of Things. The evolve-
ment of this smart urban development approach is increasingly driven by the growing 
application of, and the rising demand for, big data analytics and its novel applications 
and services as a set of novel technologies. Of importance to underscore in this regard, 
though, is that these technologies need to be well understood when placing high expecta-
tions on and marshalling huge resources for developing and deploying smarter cities or 
smart cities of the future. There exist intricate tradeoffs and relationships between and 
among the positive impacts, negative effects, and unintended consequences of ICT of 
pervasive computing in relation to the environment—flowing mostly from the design, 
development, use, application, and disposal of ICT throughout smart and smarter cities 
[20]. Nevertheless, there are several potential ways to mitigate the potential risks per-
taining to the development of ICT of pervasive computing and thus smart and smarter 
cities. Especially, most of the related novel applications are still under development, and 
thus, a lot more can be done in this direction prior to their deployment. It remains to see 
the extent to which new technological innovation opportunities will be embraced and 
exploited in this regard, and their effects be realised with regard to environmental sus-
tainability in the context of smarter cities or smart cities of the future, in particular. Bibri 
[20] provides a detailed overview and discussion of the key technical, social, political, 
institutional, and organisational remedies to deal with the multiple effects triggered by, 
and associated with, the design, use, application, and disposal of ICT, including direct and 
indirect effects, rebound effects, systemic effects, and constitutive effects. See Bibri and 
Krogstie [24] for a detailed discussion. These remain, however, complex and intricate and 
thus problematic to tackle. Regardless, it is high time to link ICT research, development, 
and innovation with the agenda of sustainable development and thus to justify future 
ICT investments by environmental concerns and socio-economic needs in the context of 
smarter cities or smart cities of the future.

Frameworks, models, and  infrastructures  The smart and smarter city frameworks, 
models, and infrastructures are associated with the assessment, development, and 
implementation of smart and smarter cities, and are shaped by socio-cultural fac-
tors, technological capabilities, available resources, regulatory policies, institutional 
practices, and so on. The existing frameworks and models are being used to rank or 
benchmark the existing and emerging smart and smarter cities in relation to smartness 
and sustainability as well as their synergy and integration. They are based on a vari-
ety of dimensions with a set of factors or criteria gauging success, including mobility, 
environment, energy, transport, life quality, economy, and governance. The existing 
infrastructures involve the different aspects of ICT in terms of its development and 
implementation in smart and smarter cities (e.g., sensor technologies, data process-
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ing platforms, cloud and fog computing models, wireless communication networks, 
middleware infrastructures, etc.). The purpose is to provide a smart and smarter city 
basic backbone for enabling ICT-based control, automation, optimisation, manage-
ment, and planning, as well as privacy and security in relation to urban operations, 
functions, services, designs, and policies.

All in all, the state of the scholarly research within the rapidly burgeoning interdis-
ciplinary and transdisciplinary field of smart and smarter cities shows that the large 
body of the topical studies carried out thus far tend to focus largely on the advance-
ment and potential of emerging and future technologies and their novel applications 
and services as new opportunities offering numerous benefits and robust solutions. 
This relates to diverse urban domains in terms of enhancing the efficiency of urban 
systems and improving the quality of life of citizens. However, the rapid pace of ICT 
development and innovation seems to happen ad hoc when new technologies and 
their applications and services become available—rather than grounded in a focused 
overall approach or directed to solving the most pressing issues and significant chal-
lenges associated with sustainability in an increasingly urbanised world. Indeed, more 
efforts need to be done for developing and implementing the kind of smart solutions 
that are oriented towards addressing, or for a realistic tackle of, environmental con-
cerns and socio-economic needs, especially in the context of smarter cities or smart 
cities of the future. Findings from a recent study carried out by Angelidou et al. [6] 
suggest that the smart city and sustainable city landscapes are extremely fragmented 
both on the technological and policy levels, and that there is a host of unexplored 
opportunities and horizons toward new approaches to sustainable smart develop-
ment, many of which are still unknown. Moreover, the research field of smart and 
smarter cities is currently fragmented due to its ill-defined character and scattered 
research programs, thereby fostering discontinuity, and consequently, smart perspec-
tives remain too diverse to resolve [20]. At the practical level, to add, there is a great 
deal of diversity among smart and smarter cities in terms of the previous and ongoing 
projects and initiatives. And in this sense, it is of relevance to look at the smart and 
smarter city endeavour as an ambition which can be driven by a wide range of target 
objectives as well as available resources, technical capabilities, and policy regulations, 
and also shaped by diverse disruptive technologies and how these are embedded in 
the socio-cultural context as part of the socio-technical landscape. Obviously, there 
will be multiple ways to achieve such objectives, manage available resources, design 
and execute policy regulations. This should have direct implications for the success of 
smart and smarter cities, including in relation to their sustainability performance and 
its continuation.

Research strands of particular relevance to the topic of the study

The topic of this study entails other relevant research strands than the above men-
tioned ones in terms of review. These strands are also part of the broad streams of 
scholarship that constitute the field of smart and smarter cities. With that in mind, 
the focus of this subsection is on reviewing the field of smart and smarter cities in 
relation to sustainability and related big data applications.
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The inadequate contribution of smart cities of today to the goals of sustainable devel-
opment and thus their poor sustainability performance  Since its adoption in urban 
planning and development in 1994 until recent years, the concept of smart city has 
been criticised for not explicitly incorporating the goals of sustainable development 
in its definition, as well as for lacking the connection with that of sustainable city (e.g., 
[2, 6, 20, 25, 28, 55, 56]). According to a recent study carried out by Ahvenniemi et al. 
[2] on the difference between smart cities and sustainable cities, in the former eco-
nomic and social aspects tend to dominate over environmental aspects. Also, Kram-
ers et  al. [82] point out that the concept of smart city says little about the environ-
mental sustainability performance of cities. Moreover, in examining the concept of 
smart city through the lens of strategic sustainable development, Colldahl et al. [37] 
conclude that this concept is associated with limitations pertaining to sustainability, 
i.e., ‘does not necessarily allow for cities to develop in a sustainable manner’. There-
fore, Ahvenniemi et al. [2] suggest a redefinition of the smart city concept towards a 
more integrated direction, a definition that highlights the dimension of environmental 
sustainability. Furthermore,  Bibri [23] notes that the contribution of smart cities to 
sustainable development remains vague. In relation to this, while some of the chal-
lenges pertaining to urbanisation are already being addressed through the develop-
ment of smart technologies [29, 40, 133], many of the proposed smart solutions in this 
regard are not aligned with sustainability targets, thereby the emergence of sustainable 
smart cities [2, 20]. Overall, as concluded by Bibri and Krgostie [25], the existing smart 
city approaches raise critical issues, pose special conundrums, and involve significant 
challenges—when it comes to their development and implementation as to their con-
tribution to the goals of sustainable development. In more detail, Bibri [20] provides 
a detailed review of the field of smart and smarter cities in terms of its state-of-the art 
research and development and foundations and assumptions, and presents a tabulated 
version of his discussion on the shortcomings of smart cities in terms of sustainability 
performance. Among the points mentioned and that are of more relevance to the topic 
of this study are presented below:

•	 There is no general consensus about whether there needs to be any substance 
behind the claim of smartness for, or how it is linked to, sustainability.

•	 Smart technologies are less focused on providing solutions for the challenges and 
pressing issues related to sustainability and more focused on optimising the effi-
ciency of solutions.

•	 There is a discrepancy between smart solutions and sustainability problems.
•	 There particularly is a weak connection between smart solutions and environmen-

tal problems.
•	 There is a mismatch between smart targets and sustainability goals.
•	 There are gaps between theory and practice and visions and their realisation with 

regard to the sustainability dimension.
•	 Current ICT investments and technological innovation orientations fall short in 

considering or embracing the goals of sustainable development.
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•	 The field is unable to proceed in anything like a cumulative fashion and to contrib-
ute systematically and constructively to the development of innovative technolo-
gies for sustainability.

•	 Smart technologies mostly provide pre-configured/pre-formatted solutions for 
yet-to-find urban problems, rather than the needed solutions for tackling the chal-
lenge of sustainability.

•	 ICT research, development, and application are directed mainly towards eco-
nomic development.

•	 There are divergences in terms of the current and future use of big data applica-
tions, as well as in terms of related innovation.

•	 The existing assessment performance frameworks lack environmental indicators 
and tend to overemphasise economic aspects.

•	 ICT poses great risks to and negative implications for environmental and social 
sustainability.

Furthermore, concerning the lack of connection, integration, and synergy between 
smart cities and sustainable cities, Bibri and Krogstie [25] provide a list of the key dis-
crepancies in this regard, which include in relevance to the topic of this paper:

•	 Smart cities focus mostly on ICT advancement and the efficiency of solutions and 
fall short in considering, if not ignoring, design concepts and principles and plan-
ning practices of urban sustainability and their effects and benefits.

•	 Smart cities continue to strive for smart targets rather than integrating them with 
sustainability goals.

•	 Sustainability goals and smartness targets are misunderstood as to their intercon-
nection.

•	 The two landscapes of the smart city and sustainable city are extremely frag-
mented on the technical and policy levels.

•	 Smart cities need to leverage their informational landscape together with their 
physical landscape in line with the vision of sustainability.

•	 Smart technologies are still being developed for building and enabling smart cities 
without any orientation towards, or any consideration of, improving the contribu-
tion to the goals of sustainable development.

•	 The existing smart city performance assessment frameworks need to be redevel-
oped in ways that incorporate the design concepts and principles and planning 
practices of sustainability as well as environmental indicators.

In relation to the latter point, while a recent wave of research work has started 
to focus on various technological propositions about what makes cities smart and 
smarter as to contributing to, or achieving, the goals of sustainable development 
[25], such propositions are too often investigated without consideration of the rather 
established strategies for achieving urban sustainability, specifically design con-
cepts and principles and planning practices, such as compactness, mixed-land use, 
density, diversity, passive solar design, sustainable transport, ecological design, and 
design coding. In line with this, Angelidou et al. [6] conclude that there is a host of 
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unexplored opportunities towards new approaches to sustainable smart development 
as a way to address and overcome the existing fragmentation between smart cities and 
sustainable cities pertaining especially to the technical level. Of importance to under-
score here is that for many contemporary urban scholars, theorists, and planners, the 
adoption of the strategies through which sustainable urban forms can be achieved is 
necessary for achieving the required level of sustainability (e.g., [42, 62–64, 67, 141, 
142]). This is irrespective of how intelligently, by using advanced ICT, urban systems 
(built environment, infrastructure, ecosystem services, human services, and admin-
istration) can be managed and integrated and urban domains (transport, energy, 
mobility, traffic, water and waste, natural environment, health and safety, education, 
governance, economy, science and innovation, etc.) can be coordinated and coupled, 
as well as how these systems and domains can be planned and developed [20, 26]. 
Rather, cities can well become smartly sustainable pr sustainably smart if the ubiquity 
and massive use of ICT could primarily be directed towards improving sustainability 
(e.g., [16, 20, 28, 55, 82, 112]). In this regard, smarter cities remain well positioned for 
providing the kind of computationally augmented urban environments that can pro-
vide the favourable conditions and offer the cutting-edge solutions that are conducive 
to boosting the process of sustainable development [25]. Overall, regardless of the 
type of the innovative solutions proposed for enhancing sustainability performance in 
smart and smarter cities, it is of crucial importance to ensure that urban development 
initiatives and projects resonate with the significant themes in debates on the design 
concepts and principles and planning practices pertaining to sustainable urban forms. 
Bibri [20] provides a detailed account of these themes and propose a matrix linking 
them with big data applications in the context of smart sustainable cities of the future.

Moreover, Ahvenniemi et  al. [2] contrast 8 smart city and 8 sustainable city assess-
ment frameworks as performance measurement systems with respect to 12 application 
domains as a way to examine how the former compares with the latter regarding both 
commonalities and differences. They observe a much stronger focus on modern ICT in 
the former in relation to economic and social aspects and a deficiency in environmen-
tal indicators, to reiterate. The 12 application domains included in this study comprise 
transport; energy; water and waste management; natural environment; built environ-
ment; health and safety; education; well-being; and citizen engagement; governance; 
economy; culture, science and innovation; and ICT, based on 3 impact categories: envi-
ronmental, economic, and social sustainability, involving 958 indicators altogether. They 
conclude that smart cities need to improve their sustainability performance with sup-
port of advanced technologies. They suggest, based on the main identified gap between 
the two classes of assessment performance frameworks, the improvement of smart city 
ones in ways that incorporate and use impact indicators that measure the environmen-
tal and social targets of sustainable development, in addition to the economic ones, and 
thus gauge the contribution of smart cities to sustainability. As indeed noted by Marsal-
Llacuna [92], in the academic debate, smart cities are criticised for their focus on the 
economic dimension of sustainability while disregarding environmental and social 
dimensions.

In light of the above, smart cities need to direct more efforts into embracing the goals 
of sustainable development and harnessing their informational assets and physical 
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structures together accordingly so as to mitigate their shortcomings associated with sus-
tainability. This can occur through (re)developing urban environments, areas, and spaces 
in ways that (re)orientate ICT use and innovation towards contributing to, and enhanc-
ing design concepts and principles and planning practices of, sustainability. Especially, 
several topical studies performed in recent years emphasise the need for pursuing this 
alternative developmental path for advancing sustainability (e.g., [6, 20, 25, 26]). Smart 
cities can become sustainable and sustainable cities smart when ICT is primarily uti-
lised for and directed towards enhancing sustainability performance with respect to 
what each of these two urban development strategies lack in terms of any potential inad-
equacy as to this performance (e.g., [5, 16, 18, 20, 26, 55, 82, 112]). This pertains mainly 
to environmental sustainability. Indeed, Ahvenniemi et  al. [2] and Angelidou et  al. [6] 
report the misalignment between the targets of smart urban growth and sustainable 
urban development, with the former stating that smart city assessment frameworks 
downplay the importance of environmental sustainability, and the latter highlighting the 
unexplored role of smart applications in advancing environmental sustainability.

Realising the  tremendous potential of  smart cities of  the  future for  advancing sustain-
ability  In the early 2010s, Erdmann and Hilty [44] highlighted the crucial role that 
ICT could play in sustainable urban development by decoupling resource consumption 
and environmental impact from economic growth, while noting that the topic of ICT 
for sustainability had not attracted actionable political interest as of yet. In looking at 
smart cities through the lens of strategic sustainable development, Colldahl et  al. [37] 
note that smart cities hold great potential for advancing sustainability, as it is a powerful 
approach to enabling cities to become more sustainable due to the role of ICT in pro-
viding advanced solutions for addressing the complex challenges and pressing issues of 
sustainability, in addition to planning cities in a more innovative and forward-thinking 
manner. In reference to smart cities of the future, Batty et al. [16] point out that cities can 
only be smart if there are intelligence functions that are able to integrate and synthesise 
the data to some purpose, ways of improving efficiency, sustainability, equity, and the 
quality of life. Future ICT in its form of big data analytics and its application is concerned 
with researching smart cities not simply in terms of their instrumentation: ‘constellations 
of instruments across many scales that are connected through multiple networks which 
provide continuous data regarding the movements of people and materials in terms of 
the flow of decisions about the physical and social form of the city’ [16], but also in terms 
of the way this instrumentation is opening up new opportunities for and new forms of 
advancing sustainability.

It is not until very recently that smart sustainable/sustainable smart urban develop-
ment as an intellectual discourse did elicit and attract great attention among urban 
scholars, practitioners, and policymakers, as well as ICT experts and computer scien-
tists working within the area of applied urban science or urban informatics, especially in 
the subfield of big data and its relation to urban analytics, planning, and development. 
Evolving subsequently into a more powerful and established techno-urban discourse 
emanates from the fact that the strategic urban actors are increasingly relating to it in 
a structured way in different contexts of their practices—socially anchored and cultur-
ally institutionalised actions [20]. The accordingly increasing insertion, functioning, and 
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dissemination of such discourse is increasingly shaped and influenced by the emerging 
smart technologies and their future generation being under vigorous investigation and 
scrutiny by ICT industry consortia, collaborative research institutes, policy networks, 
and Quadruple Helix of University-Industry-Government–Citizen relations in terms 
of research, development, and innovation within ecologically and/or technologically 
advanced nations [20].

Concurrently, the concept of smart sustainable/sustainable smart cities has gained 
momentum as both a holistic approach to urban development as well as an academic 
and societal pursuit, not least in technologically and ecologically advanced nations [24]. 
That is to say, it has become important not only in urban planning and policymaking, 
but also in urban research and practice, generating worldwide attention as a powerful 
framework for strategic sustainable urban development [20]. Further, this concept has 
emerged as a result of three important global trends at play across the world, namely the 
rise of ICT, the diffusion of sustainability, and the spread of urbanisation [25]. As echoed 
by Höjer and Wangel [55], the development of ICT, sustainability awareness, and urban 
growth as interlinked shifts have recently converged under what is labelled ‘smart sus-
tainable cities’. Accordingly, such cities represent a new techno-urban phenomenon that 
materialised around the mid–2010s (e.g., [2, 4, 6, 25, 55, 60, 82, 130]). The underlying 
idea revolves around leveraging the prevalence and advance of ICT of pervasive com-
puting in the transition towards the needed sustainable development in an increasingly 
urbanised world [20]. Worth pointing out is that there are several differences between 
sustainable smart cities and smart sustainable cities. One obvious distinction to high-
light is that the former involves those cities that badge themselves as smart and are 
striving to become sustainable, and this class of cities often relates to technologically 
advanced nations. The latter entails those cities that badge themselves as sustainable 
and are striving to improve and maintain their contribution to sustainability using the 
advanced forms of ICT, and this class of cities pertains to ecologically advanced nations.

However, the development of sustainable smart cities is increasingly gaining trac-
tion and pre-eminence worldwide, surpassing all other urban development approaches, 
especially in the world’s major cities, supported by policymakers, governments, research 
institutions, universities, and industries. Given the apparent relevance and usefulness of 
the findings produced in the field of smart cities, the related research and development 
has been embraced and advocated by the United Nations (UN), the European Union 
(EU), and the Organisation for Economic Co-operation and Development (OECD) 
(e.g., [89]). For example, a common understanding shared by the European Commis-
sion and reflected in the Smart Cities and Communities European Innovation Partner-
ship (SCCEIP) is that smart technologies in their various forms hold great potential 
for achieving sustainability in smart cities, particularly in relation to the intersection 
between energy, transport, and ICT, where the associated industries have been invited 
to collaborate with cities to address their challenges and needs [47]. This will enable 
innovative, integrated, and efficient technologies to roll out and enter the market more 
smoothly, making cities the nexus of innovation [47]. Accordingly, the European Union’s 
policies highlight the synergy between smart technologies and sustainable urban devel-
opment, as manifested additionally by the EU’s current 10-year development strategy 
through which the objectives of fostering smart, inclusive, and sustainable development 
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in Europe were set, and at the heart of which innovation is seen as a means to tackle 
the environmental challenges associated with climate change and intensive energy use 
and its inefficiency. Moreover, recent research and policy reports highlight synergies and 
benefits at the intersection of smart and sustainable urban development [6]. The most 
widely cited report of the World Urbanisation Prospects series of the United Nations 
[126] clearly states that this trend of integrating both urban development paradigms in 
terms of polices and practices will continue to rise at least up to 2050, highlighting the 
growing role of ICT in mitigating the rising challenges of sustainability. As stated in the 
report, the policy implications drawn from this study include the use of ICT in facilitat-
ing a sustainable mode of urbanisation, one that enhances and efficiently delivers ser-
vices to diverse urban stakeholders, as well as the necessity to have accurate, consistent, 
and timely data to inform city-related policy-making, among others. The United Nations 
has already begun to explore the role of big data for sustainable development in the form 
of action-oriented research in that direction [127].

In addition, many governments have recently set ambitious targets to transition their 
cities to being sustainable smart using a variety of initiatives and programs, or have 
adopted the concept of smart city and implemented big data applications to reach the 
required level of sustainability and to improve the living standards. Accordingly, it has 
become of crucial importance to develop and utilise new methods for measuring the 
performance of sustainable smartness (e.g., [36, 61, 139]). This is due to the growing 
realisation of the untapped potential of the emerging smart technologies, especially big 
data analytics and its application, for addressing the challenges of sustainability and con-
taining the effects of urbanisation.

While there is a growing interest in this flourishing field of research, the academic 
discourse on sustainable smart urban development within the relevant literature is 
still scant and also heavily weak on empirical grounding—yet rapidly burgeoning [25]. 
Indeed, a few studies exploring the subject of sustainable smart cities have been pub-
lished in the mainstream journals. The case is evidently different from smart cities as 
an urban development strategy that has been around for more than two decades or so, 
thereby witnessing a proliferation of academic publications and scientific writings and 
thus demonstrating a large body of successful practices. However, the extent to which 
the field of sustainable smart cities is blossoming gives a clear indication of its future 
developmental path and research direction. In fact, this field of research has materialised 
in response to the need for overcoming the numerous challenges and issues pertaining 
to the existing approaches to smart cities with regard to sustainability and urbanisation, 
as adequately discussed in the previous section.

The research on sustainable smart and smarter cities is garnering increased attention, 
and its status is consolidating as one of the fanciest and fertile areas of research today. 
This hot topic and recent wave of research has started to highlight and explore, respec-
tively, the growing significance and role of the advanced forms of ICT in increasing the 
contribution of smart and smarter cities to the goals of sustainable development. This 
research wave has become more established about two decades or so after the adoption 
of the concept of smart city in the domain of urban planning and development in 1994, 
and in parallel with the emergence and success of the aforementioned discourse of sus-
tainable smart urban development. Explicitly, when this concept has become widespread 
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and mature, and concurrently, most of the core enabling technologies (sensor technol-
ogy, cloud computing, fog computing, distributed computing, data processing platforms, 
wireless communication networks, etc.) of smart and smarter cities have become rela-
tively financially affordable, technically advanced, and widely deployed across urban 
environments. This has been enabled and fuelled by the most prevalent ICT visions of 
pervasive computing becoming deployable and achievable computing paradigms and 
thus the new reality in different parts of the world, especially Europe, Asia, and the USA. 
This new paradigmatic shift in computing as heralding a drastic change in ICT in its var-
ious forms and thereby giving rise to innovative solutions and sophisticated approaches 
increasingly pervading urban domains and environments has made the vision of build-
ing and living in sustainable smart cities an achievable and attainable reality [24]. Other 
driving factors for, or global shifts triggering, the wave of research and phenomenon in 
question, in addition to the rise, advance, prevalence, and convergence of ICT, is the 
unprecedented urbanisation of the world’s population and the rising concerns over 
its multidimensional effects, coupled with the mounting challenges of urban sustain-
ability [20]. In particular, as pointed out by Angelidou et al. [6], what has brought the 
two disciplines of smart urban growth and sustainable urban development closer than 
ever before, despite the different development trajectories followed until recently, is the 
growing realisation of the role of technological advancements in monitoring urban envi-
ronments and making well-informed technical and policy decisions, as well as in reduc-
ing resource consumption whose unsustainability is bringing humanity closer to a future 
where basic goods will be unavailable to large parts of the population. In all, research on 
sustainable smart cities has attracted attention and evolved on the basis of these differ-
ent, yet related, developments: smart cities, sustainable cities, ICT of pervasive comput-
ing, sustainable development, sustainability, and urbanisation.

Consequently, smart cities have gained traction among particularly many national 
governments and international policymakers as a promising response to the challenges 
of sustainable development in an increasingly technologised and computerised, yet 
unsustainable, urbanised world [20]. It is of particular relevance here to emphasise that 
it is not until more recently that the development of smart cities came to the fore as a 
sort of panacea for solving the kind of wicked and intractable problems that characterise 
the urban domain—thanks to the advent of big data analytics as a set of advanced tech-
nologies, coupled with the recognition of the untapped potential of their novel appli-
cations and services for advancing various aspects of sustainability (e.g., [5, 16, 18, 20, 
93]). Worth noting is that ICT has in fact gained the recognition of offering unsurpassed 
ways to deal with the environmental, societal, and economic concerns of cities and 
hence to transform them into urban areas that can adapt to environmental, societal, and 
economic shocks since the mid 1990s, a few years after the widespread diffusion of the 
concept of sustainable development and the prevalence of ICT worldwide. Ever since, 
ICT has been socially and discursively constructed as having an enabling and catalytic 
role in sustainable development and in envisioning its future form in the context of sus-
tainable smart cities [24]. In smart cities, ICT is proposed as a set of solutions to urban 
challenges and issues of a complex nature, including sustainability and living standards 
[16, 54]. In other words, and more detail, smart cities represent an urban development 
paradigm that emerged in the late twentieth century as a result of the drive of cities to 
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be more responsive to citizen needs through offering conditions conducive to promot-
ing and enhancing the quality of life in an increasingly globalised world [6], and then to 
become more sustainable in an increasingly urbanised world [60, 130] with support of 
advanced ICT.

The assessment of smart cities builds on ‘the previous experiences of measuring envi-
ronmentally friendly and livable cities, embracing the concepts of sustainability and 
quality of life but with the important and significant addition of technological and infor-
mational components’ [93], cited in [2]. This relates particularly to big data technology 
and its diverse applications and services, which span many urban domains with regard 
to improving operational functioning, monitoring and optimising infrastructures and 
facilities, reducing resource consumption, providing efficient and faster services to citi-
zens to enhance the quality of their life, and streamlining planning and decision-making 
processes, all in line with the goals of sustainable development [20]. By means of ICT 
innovations and thus advanced smart solutions, cities can well evolve in ways that can 
address environmental concerns and respond to socio-economic needs in a more stra-
tegic manner, as they are the incubators, generators, and transmitters of creative and 
innovative ideas [25]. Indeed, the clear prospects of many major cities to overcome the 
complex challenges pertaining to sustainability and urbanisation through the advanced 
forms of ICT is the key reason why smart cities of the future has recently gained traction 
as a holistic urban development strategy among universities, research instituters, policy 
makers, city governments, and industries. Besides, when discussing ICT solutions for 
improving the different aspects of sustainability, reference is made to smart cities of the 
future or smarter cities (e.g., [16, 20]) This is predicated on the assumption that ICT of 
pervasive computing offers great opportunities for monitoring, understanding, and ana-
lysing various aspects of urbanity for operating, managing, and planning urban systems 
in ways that can be leveraged in the needed transition towards, and the advancement 
of, sustainability. It is in smart cities of the future that the key to a better world—which 
is held by emerging and future ICT—will be most evidently demonstrated [16]. The 
underlying premise is that the use of ICT of pervasive computing and related big data 
analytics and its application is increasingly contributing to the further integration of 
urban systems and the effective assessment of their performance in terms of sustain-
ability; facilitating collaboration and coordination among urban domains for energy and 
environmental efficiency gains; enhancing and mainstreaming ecosystem and public and 
social services; and pinpointing which kinds of networks need to be coupled or amal-
gamated. This is due to the merging wave of urban analytics for which big data consti-
tute the fundamental ingredient, thanks to the opportunity of fashioning and utilising 
powerful intelligence and planning functions and simulation models in relation to urban 
monitoring, planning, and design [20]. In the meantime, the promises of smart cities is 
leading to an exponential increase in data by several orders of magnitude. Worth point-
ing out is that most of the sustainability benefits and opportunities of smart cities tend 
to be associated with what is labeled ‘smarter cities’.

Smarter cities: characteristic features, social shaping aspects, and  current issues 
of and future potentials for sustainability  Smarter cities typically rely on the fulfilment 
of the prevalent ICT visions of pervasive computing, namely Ubiquitous Computing, 
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Ambient Intelligence, Sentient Computing, and the Internet of Things. See Bibri [20] for a 
descriptive account of these visions. Big data analytics is one of the key prerequisite tech-
nologies for realising these visions in terms of the novel applications and services being in 
use in a wide variety of urban domains, such as transport, mobility, traffic, energy, envi-
ronment, power grid, building, planning, design, governance, scientific research, innova-
tion, and so on, to improve sustainability. Recent discoveries in computer science and 
its advanced ICT applications have given rise to those socially disruptive technologies 
and thus ubiquitous cities, ambient cities, sentient cities, cities as Internet-of-everything, 
and real-time cities. Of importance to note is that the orientation of these cities towards 
sustainability through embracing and incorporating the goals of sustainable development 
as part of national urban development initiatives and projects within technologically and 
ecologically advanced nations is considered as a new research endeavour that aims to 
leverage the informational landscape of smart cities in the needed transition towards sus-
tainability [20]. In addition, these cities are associated with the core characteristic features 
of the future vision of technology in the sense that everyday objects communicate with 
each other and their surroundings in various ways and collaborate across heterogene-
ous and distributed environments to provide valuable information and limitless services 
in the form of intelligence to multiple, diverse urban entities in connection with opera-
tions, functions, activities, designs, strategies, and policies. For what this vision entails, 
the prospect of smarter cities is becoming the new reality with the massive proliferation 
of the core enabling technologies underlying ICT of pervasive computing [113]. Enabling 
diverse computationally augmented urban environments in modern cities and seeking to 
connect city constituents with each other together with their environments, the underly-
ing technologies will enable different kinds of big data applications to usher in nearly very 
urban domain, thereby opening up new windows of opportunity for enhancing sustain-
ability performance.

Visions of future advances in science and technology (S&T) (and predominately com-
puter science and ICT) inevitably bring with them wide-ranging common visions on 
how societies and hence cities as social fabrics will evolve in the future, as well as the 
immense opportunities this future will bring [24]. This relates to the role of science-
based technology in modern society in terms of its development, a subject area which 
is positioned within the research and academic field of Science, Technology, and Soci-
ety (STS). This is concerned with the ways in which new technology emerges from dif-
ferent perspectives, why it becomes institutionalised and interwoven with politics and 
policy—cultural dissemination, as well as the risks it poses to environmental and social 
sustainability [24]. In this context, however, S&T is associated with ICT of pervasive 
computing and the increasing role it plays in advancing sustainability within contempo-
rary cities. This rapidly evolving form of S&T and related role in sustainable smart cities 
has recently permeated urban and academic debates as well as politics and policy across 
the globe, as mentioned and documented above, and is accordingly seen as key for solv-
ing the environmental and socio-economic challenges pertaining to sustainability and 
urbanisation facing modern and future cities. ICT of pervasive computing is drastically 
changing long-standing forms of city structures, systems, and processes, and revolu-
tionising city transformation models in terms of sustainability and the quality of life [16, 
20]. In particular, major urban transformations are promised as a result of the advent of 
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big data analytics and its application as an instance of ICT of pervasive computing. The 
existing evidence (e.g., [5, 6, 18, 20]) already lends itself to the argument that the use 
of big data technology and its novel applications across various urban domains makes 
this technology a salient factor for improving the goals of sustainable development and 
thereby advancing sustainability. If its research, development, and innovation continue 
further to be linked with the agenda of sustainable development and the goals of sustain-
ability, i.e., to be utilised meaningfully and strategically, ICT of pervasive computing will 
have positive, profound, and long-term impacts on smarter cities or smart cities of the 
future. It is projected to yield hitherto unrealised environmental gains and socio-eco-
nomic benefits, owing to its technological superiority in terms of the novel applications 
and services that provide high performance and concrete value [20].

In light of the above, smart cities are ever-changing and morphing into new faces char-
acterised by the profusion of data and massive use of its analytics and related applica-
tions. This has been fuelled by the modern world becoming rapidly technologised and 
hence fully computerised. Adding to this is the increasing convergence and advance of 
ICT as a powerful enabler and driver for ecological modernisation and societal trans-
formation, thereby playing a key role in addressing and overcoming the challenges of 
sustainability and containing the effects of urbanisation [24]. At the heart of ecological 
modernisation as an analytical approach, policy strategy, environmental discourse, and 
academic field is an established view of the potential of ICT innovations to bring about 
advanced solutions to complex environmental problems. Ecological modernisation as a 
theoretical concept is used to analyse those shifts in ‘the central institutions and core 
practices of modern society deemed necessary to solve, avoid, or mitigate the ecologi-
cal crisis’ [19, p. 35]. One of its key dimensions is technology and the transformation of 
society [100], meaning particularly that environmental problems are most likely to be 
tackled through the development and application of advanced sophisticated technolo-
gies [100], such as big data analytics and related applications. Several ideas arising from 
the intended ecological switchover have gained footholds in the context of smart cities 
of the future. Indeed, the pertinence of such cities with that of environmental sustain-
ability is reflected in the EU’s urban development policy, whereby sustainable technology 
is seen as an asset toward optimising energy efficiency and thus reducing GHG emis-
sions as well as fostering urban collective intelligence and innovation [48].

From a societal perspective, ICT is socio-culturally constructed to have a determinant 
role in instigating major social changes on multiple scales due to its transformational 
power residing or embodied in its disruptive, synergistic, and substantive effects, cou-
pled with being of an enabling, integrative, and constitutive nature [24]. In relation to 
this, the coalescence of computing, data processing, and communication technology is 
unleashing a wealth of opportunities and proving a powerful driver for innovation and 
change, as well as blurring the boundaries between domains within different societal 
spheres [59]. In the meta-discourse of the information society and other derived dis-
courses which metonymically represent it, such as smart cities and sustainable smart cit-
ies, advanced ICT is seen as a powerful driver for major transformations. As stated by 
ISTAG [59, p. ii], ‘ICT offers a means to respond to many challenges. It is the “constitu-
tive technology” of the first half of this century… ICT does not just enable us to do new 
things; it shapes how we do them. It transforms, enriches and becomes an integral part 
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of almost everything we do. As ICT becomes more deeply embedded into the fabric of 
European society it is starting to unleash massive and far-reaching societal…change. ICT 
is essential for bringing more advanced solutions for societal problems. These constitu-
tive effects amount to a paradigm shift in how our…society function.’ ICT research plays 
a key role in unlocking the transformational effects of ICT for societal sustainability [59]. 
It is important not to underplay the radical social transformations that are likely to result 
from the implementation of ICT visions of pervasive computing [58]. For a detailed ana-
lytical account and deep discussion of the diverse dimensions of the social shaping of 
sustainable smart cities, the interested reader can be directed to Bibri and Krogstie [24].

Smarter cities or smart cities of the future are the product of socio-culturally-condi-
tioned frameworks, including the way the related sustainable practices have emerged 
and become disseminated at the urban level and hence discursively constructed and 
materially produced through diverse socio-political institutions and organisations [24]. 
Therefore, as noted by Bibri [20], smarter cities should not be conceived of as ‘isolated 
islands’; rather, the interplay between them and other scales and their relation to politi-
cal and regulatory processes on a macro level ought to be recognised. Macro processes 
of political regulation and policy are deemed of crucial importance for the discursive-
material dialectics of smarter cities as urban transformation. In this regard, political 
action is necessary for the production, insertion, functioning, dissemination, and evolu-
tion of smarter cities as an amalgam of innovation systems or a techno-urban discourse. 
Indeed, political practice is at the core of the theoretical framework of innovation sys-
tem [32, 70, 71, 109] and the theory of discourse [50]. Recommendations for smarter 
cities as drastic urban transformations are unlikely to proceed without parallel political 
actions [116]. Drastic shifts to technological or sustainable regimes ‘entail concomitantly 
radical changes to the socio-technical landscape of politics, institutions, the economy, 
and social values’ [116]. Besides, technology and society and hence cities are shaped at 
the same time in a mutual process, i.e., the former develops dependently of the latter and 
then they affect each other and evolve in that process [19]. As succinctly put by McLu-
han [97] many decades ago, we shape technology and thereafter it shapes us. This in fact 
is the kind of challenge that needs to be resolved in the development and implementa-
tion of smarter cities with regard to directing ICT towards enhancing their contribution 
to the goals of sustainable development. To put it differently, the intellectual challenge 
facing smarter cities lies in that advanced technologies such as big data analytics are 
not only developed to enable us to shape and alter how we create new and do things 
in many domains, but also to investigate and assess the processes of their own applica-
tion and impact on cities as to their concrete contribution to sustainability [20]. Regard-
less, the way modern cities as complex systems and dynamically changing environments 
can be operated, managed, developed, and planned requires sophisticated approaches 
and innovation solutions to understanding and analyse them and to avoid and mitigate 
potential environmental and social impacts resulting from urban operational function-
ing, planning, and governance in the context of sustainability, respectively.

The current state of research in the realm of smarter cities shows that not enough 
focus has been given to the potential of ICT of pervasive computing for responding 
to the challenges of sustainability and containing the effects of urbanisation [20]. Such 
cities are mainly striving for smart targets instead of sustainability goals [25], just like 
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current smart cities [2, 93]. In more detail, notwithstanding the relative increase of 
research on smarter cities—pushed particularly by big data analytics and its applica-
tion across various urban domains—the bulk of work has tended to deal largely with 
the advancement of ICT of pervasive computing and its potential only in terms of the 
use of its novel applications to optimise economic efficiency in terms of productivity, 
management, cost-effectiveness, and time saving. As well as to improve the quality of 
life of citizens in regard to better, faster, and more efficient services. This leaves more rel-
evant questions largely ignored or barely explored to date involving the rather untapped 
potential of emerging and future ICT in terms of big data analytics and its application 
for catalysing and boosting the process of sustainable development towards achieving 
the long-term goals of sustainability, including the integration of its dimensions [20]. To 
put it differently, despite the proven role of the advanced forms of ICT in enhancing 
urban sustainability performance, the evolving approaches to smarter cities raise sev-
eral issues, involve special conundrums, significant challenges, and pose potential risks 
to the environment—when it comes to their development and implementation in the 
context of sustainability [25]. It is highly important that future studies should go beyond 
only passing reference to the role of big data competing in addressing and overcoming 
the challenges of sustainability to emphasise and exploit the numerous opportunities 
available in this regard. However, for a detailed review of the field of smarter cities in 
terms of its materialisation, characterisation, research issues, challenges, and risks, the 
interested reader can be directed to Chapter 10 of a recent book published by Bibri [20]. 
Overall, most of the critical issues discussed earlier concerning smart cities of today as 
to their inadequate contribution to the goals of sustainable development and thus poor 
sustainability performance do apply to the emerging smarter cities, so do the tremen-
dous potential for advancing sustainability. The latter has indeed become a topic of 
major importance in recent years, a mainstream theme in the debate on ICT innovation 
for sustainability in the context of smart cities of the future, as well as a key research 
direction and new wave of urban thinking, as adequately discussed above.

Smarter cities, which are characterised by the infiltration of computer and information 
intelligence into the operating and organising processes of urban life, are extremely well 
positioned to do a lot more in respect of sustainability. Besides, it is high time for smart 
cities in their transition to smarter cities to go beyond the technical advancement and 
industrial competitiveness that have prevailed for more than two decades or so to start 
focusing their efforts towards solving the urgent problems and pressing issues pertaining 
to sustainability and urbanisation. Especially, future ICT will pervade urban operations, 
functions, designs, strategies, services, and policies in the context of smarter cities, 
thereby being in strong position in instigating major transformations. This is anchored 
in the recognition that it offers fascinating possibilities for monitoring, understanding, 
analysing, probing, and planning smarter cities to strategically improve and maintain 
their contribution to the goal of sustainable development [20]. The underlying premise 
is that future ICT blends, and its application is founded on, data science, computer sci-
ence, and complexity sciences in terms of designing, constructing, and planning smarter 
cities capable of tackling the kind of intractable and wicked problems associated with 
sustainability and bringing about drastic transformations (e.g., [18, 20]). In reference to 
smart cities of the future, Batty et al. [16] note that future ICT is said to unleash the kind 



Page 37 of 64Bibri ﻿J Big Data            (2019) 6:25 

of science that can be mobilised to instigate profound changes. Already, emerging ICT 
is being leveraged in accelerating environmental sustainability in both smart cities and 
sustainable cities (e.g., [5, 16, 21, 82, 112]), making it possible to approach a range of 
issues around environmental sustainability in cities from a whole new perspective. Fur-
ther, it has been suggested that as ICT pervades urban environments, i.e., data sensing, 
data processing platforms, cloud and fog computing infrastructures, and wireless com-
munication networks become more and more embedded throughout urban systems and 
domains as well as in citizens’ objects, smart cities can become smarter as to improving 
sustainability and enhancing the quality of life of citizens (e.g., [16, 20, 106, 113, 124]).

All in all, smarter cities will open new windows of opportunity for drastic sustainable 
change, especially they are still at the early stage of their development, and thus could, if 
planned strategically and implemented purposefully, do a lot more to advance sustain-
ability and enhance the quality of life of citizens, including the mitigation of environ-
mental risks and digital divides posed by ICT itself. In particular, the big data computing 
paradigm that is driving the transition from smart cities to smarter cities is noticeably 
in a penetrative path across various urban systems and domains towards safely fuel-
ling unhindered progress on many scales, and hence paving the way for catalysing and 
accelerating sustainable development. However, failing to exploit the disruptive and sub-
stantive effects of ICT of pervasive computing on sustainability in an increasingly com-
puterised and urbanised world means that the battle for sustainability will be lost in the 
world’s major cities [20].

Big data analytics and its application in smart and smarter cities

Research status and data growth projection

Having recently, as a research wave and direction, permeated and dominated academic 
circles and industries, coupled with its research status being consolidated as one of the 
most fertile areas of investigation beyond the realm of smart and smarter cities, big data 
analytics has attracted researchers, scholars, scientists, experts, and practitioners from 
diverse disciplines and professional fields—given its importance and relevance for gen-
erating well-informed decisions and deep insights of highly useful value to many sec-
tors of society. Therefore, big data analytics is a rapidly expanding research area merging 
computer science, data science, and complexity sciences [16, 20], and becoming a ubiq-
uitous term in understanding and solving complex challenges and problems in such 
fields as sustainable urban development, engineering, economics, education, healthcare, 
medicine, and telecommunication. The big data movement has been propelled by the 
intensive R&D activities taking place in academic and research institutions, as well as in 
industries and businesses—with huge expectations being placed on the upcoming inno-
vations and advancements in the field. This includes the high influence big data analytics 
and its application will have on many facets of smart and smarter cities and their citi-
zens (e.g., [5, 16, 18, 20, 54, 73, 79, 83, 104, 124]). Further to the point, however, a large 
part of ICT investment is being directed by giant technology companies, such as Google, 
IBM, Oracle, Microsoft, SAP, and CISCO, towards creating novel computing models 
and enhancing existing practices pertaining to the storage, processing, analysis, manage-
ment, modelling, simulation, and evaluation of big data, as well as to the visualisation 
and deployment of the analytical outcome for different purposes [20]. Adding to this is 



Page 38 of 64Bibri ﻿J Big Data            (2019) 6:25 

the active, ongoing research within so many universities across the globe, especially in 
relation to smart and smart cities, for the purpose of enhancing the acquisition of data 
from multiple distributed sources, the management of data streams, the integration of 
heterogeneous data into coherent databases as well as the definition of observables to 
extract relevant information from available datasets, data transformation and prepara-
tion, methods for distributed data mining and network analytics, the organisation and 
composition of the extracted models and patterns as well as the evaluation of their qual-
ity, tools for visual analytics to study the behavioural patterns and models, methods for 
the simulation and prediction of the mined patterns and models, and so forth. Big data 
analytics is considered as a prerequisite technology for realising the novel applications 
and services offered and promised by the ICT visions of pervasive computing, which is a 
determinant enabler and powerful driver for such cities.

The deluge of urban data is, and will continue to be, unfolding and soaring, amount-
ing to hundreds of exabytes every year, if not more than that, and covering so many 
aspects of urbanity in its complexity, breath, depth, and heterogeneity as manifested 
in, among others, the nature of urban systems and their continuous integration, that of 
urban domains and their coordination, and that of urban networks and their coupling 
This urban data growth will undoubtedly continue in this direction, and expectedly, the 
resulting datasets are set to proliferate and be coalesced, integrated, and coordinated. 
Generally, the digital data are projected to grow from 2.7 Zettabytes to 35 Zettabytes by 
the year 2020 [90, 146]. Manyika et al. [91] projects a growth of about 45% in the global 
data produced per year. It is estimated that more data are produced every 2 days at pre-
sent than in all of history prior to 2003 [79, 117]. This explosive data growth is due to a 
number of the core enabling and driving technologies of ICT of various forms of perva-
sive computing, and their ever-growing embeddedness into the very fabric of modern 
and future cities.

Research issues and future prospects

The past few years have witnessed extensive investments in the ICT infrastructure of 
smart and smarter cities in terms of large-scale deployments across the globe, espe-
cially in big data analytics and its core enabling technologies. This is making it increas-
ingly feasible to collect, store, manage, and analyse large amounts of data throughout 
urban domains and to deploy the analytical outcome to serve many purposes, despite 
the limited capacities of the prevailing analytic systems or data processing platforms 
in use. This new development is opening new windows of opportunity for invigorating 
the application demand for the urban sustainability solutions that big data analytics can 
offer. Concurrently, the application of big data analytics has been expanded beyond the 
realm of business intelligence (e.g., [33, 107]) in the wake of this development to include 
the field of smart and smarter cities in terms of their domains (e.g., [5, 16, 18, 20, 54, 79, 
83, 108]). However, research on big data analytics and its application tends to deal largely 
with economic development (i.e., management, optimisation, effectiveness, innovation, 
productivity, etc.) and the quality of life in terms of service efficiency and betterment 
(e.g., [15, 41, 54, 73, 77, 108]) while overlooking and barely exploring the issues related 
to the different dimensions of sustainability. This paucity of research pertains particu-
larly to the untapped potential of big data technologies and their novel applications 
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for enhancing the environmental and social aspects of sustainability [20]. This in fact 
relates to the deficiencies of smart and smarter cities in this regard. As discussed above, 
such cities have, irrespective of which ICT visions they tend to instantiate in relation 
to their operational functioning, management, planning, and development, been subject 
to much debate, generating a growing level of criticism that essentially questions their 
added value to sustainability due to the lack of incorporating the fundamental goals of 
sustainable development, as well as falling short in considering the environmental and 
social indicators of sustainability (e.g., [2, 20, 25, 55, 82, 92]). Consequently, a recent 
research wave has started to focus on enhancing smart and smarter city approaches to 
achieve the required level of sustainability through alining urban operations, functions, 
designs, strategies, services, and policies with the goals of sustainable development using 
big data applications under what is labelled ‘sustainable smart cities’ (e.g., [5, 16, 18]).

Data sensing and processing, cloud and fog computing, and wireless networking tech-
nologies associated with big data analytics are being fast embedded into the very fab-
ric of cities badging or regenerating themselves as smart and smarter to pave the way 
for utilising and applying the upcoming innovative solutions to overcome the challenges 
of sustainability and urbanisation in the years ahead. Also, the increasing convergence 
and advance of ICT is giving rise to new computationally augmented urban spaces that 
are both drastically changing living and working modes as well as enabling sophisticated 
operating and organising processes of urban life, which are quite different from what 
has been experienced hitherto on many scales. This is in response to the event of cities 
becoming more and more complex as systems and dynamically changing environments 
together with their domains getting more and more coordinated, their systems inte-
grated, and their networks coupled. This concern those domains, systems, and networks 
that rely heavily on complex technologies to realise their full potential for responding to 
the challenges of sustainability and urbanisation or, possibly, addressing them from the 
source. All the above points well to new opportunities and alternative ways to develop, 
operate, probe, plan, and govern smart cities of the future or smarter cities.

The expansion and success of big data computing trend is increasingly stimulating 
smart and smarter city initiatives and projects as well as research opportunities to an 
increasing extent, especially in technologically and/or ecologically advanced nations. 
However there are significant challenges to address and overcome prior to achieving a 
more effective utilisation of big data analytics and related applications in the realm of 
smart and smarter cities, including technological, computational, organisational, social, 
cultural, and political. These are the object of the next section.

Urban data deluge

Datafication  The big data revolution will transform the way we live, work, and think 
in the city. Datafication has become a buzzword in the era of big data. This buzzword 
describes an urban trend of defining the key to core city operations and functions through 
a reliance on big data computing and underpinning technologies. There is no official defi-
nition of datafication, at least in terms of it being in the dictionary. In the context of this 
paper, the notion of datafication denotes that cities today are dependent upon their data 
to operate properly—and even to function at all with regard to many domains of urban 
life, especially in relation to sustainable development [23]. It also refers to the collective 
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tools, processes, and technologies used to transform a city to a data-driven enterprise. In 
all, datafication involves turning many aspects of urban life into computerized data and 
transforming this information into useful knowledge and valuable insights.

Datafication is also known as datafy. A city that implements datafication is said to be 
datafied. To datafy a city is to put it in a quantified format so it can be structured and 
analyzed. The so-called quantifiable information is what the data miners or data analysts 
look for and rely on different sources to find it. Cities are taking any possible quantifiable 
metric and squeezing useful knowledge out of it for enhanced decision-making and deep 
insights pertaining to many domains of urban life. Thus, they require data and extract 
knowledge to perform critical urban processes related to the operation and organiza-
tion of urban life. Datafication entails that in a modern data-oriented urban landscape, 
a city’s performance is contingent on having control over the storage, management, and 
analysis of the data as well as on the extracted knowledge in the form of applied intel-
ligence. Datafying cities occurs through the data obtained from the sensors that are 
deployed across urban environments so that issues that can arise will be noticed and 
tackled before they become serious as related to diverse urban systems and domains in 
terms of operations, functions, services, designs, strategies, and policies. Tackling sus-
tainability issues is one of the key concerns of the datafication of the city. With these 
sensors, cities can have, for example, a more detailed understanding of the various prob-
lems of environmental sustainability and can enact new policy regulations based on real-
time data.

In recent years, there has been a marked intensification of datafication. This is mani-
fested in a radical expansion in the volume, range, variety, and granularity of the data 
being generated about urban environments and citizens (e.g., [20, 23, 79, 81, 120]), with 
the aim of quantifying the whole of the city. We are currently experiencing the acceler-
ated datafication of the city in a rapidly urbanizing world and witnessing the dawn of 
the big data era not out of the window, but in everyday life. Our urban everydayness is 
entangled with data sensing, data processing, and communication networking, and our 
wired world generates and analyzes overwhelming and incredible amounts of data. The 
modern city is turning into constellations of instruments and computers across many 
scales and morphing into a haze of software instructions, which are becoming essential 
to the operational functioning, planning, design, development, and governance of the 
city [23]. The datafication of spatiotemporal citywide events has become a salient factor 
for the practice of smart sustainable urbanism.

Urban data potentials and sources  There has been much enthusiasm in the domain of 
smart sustainable/sustainable smart urbanism about the immense possibilities and fas-
cinating opportunities created by the data deluge and its extensive sources with regard 
to improving urban operational functioning, management, planning, and design in line 
with the goals of sustainable development as a result of thinking about and understand-
ing sustainability and urbanization and their relationships in a data-analytic fashion for 
the purpose of generating and applying knowledge-driven, fact-based, strategic decisions 
in relation to such urban domains as transport, traffic, mobility, energy, environment, 
education, healthcare, public safety, public services, governance, economy, and science 
and innovation [20]. The exponentially growing amount of the data being constantly pro-
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duced across many urban domains, whether separated or coordinated, is at such a high 
value that it has become of astuteness and strategic value for urban planners, strategists, 
and policymakers in collaboration with ICT experts and data analysts to exploit, har-
ness, and analyze these data for the purpose of increasing the contribution of smart and 
smarter cities to the goals of sustainable development [20]. Within such cities, citizens, 
activities, movements, processes, physical structures, urban infrastructure, distribution 
systems and networks, natural ecosystems, spatial organisations, scale stabilisations, 
socio-economic networks, facilities, services, spaces, and citizen objects all contribute 
to the generation of the huge amounts of data collected from heterogeneous and dis-
tributed sources. Basically, virtually every aspect of urbanity has become open to, and 
instrumented for, data collection, processing, and analysis. As a result, vast troves of 
information have become widely available on numerous aspects of urbanity, including 
social trends, global shifts, environmental dynamics, socio-economic needs, spatial and 
scalar patterns, land use patterns, travel and mobility patterns, traffic patterns, energy 
consumption patterns, life quality levels, and citizens’ lifestyles and participation levels 
[20, 27]. The data from these sources and on these aspects cascade into urban data del-
uge, which calls for prudent big data applications that can churn out useful knowledge 
and valuable insights from this huge deluge. The sustainability of smart and smarter cit-
ies as well as the smartness of sustainable cities are being digitally fuelled and driven by 
the enormous data collected for analysis and deployment for enhanced decision-making 
purposes.

The evolving data deluge resulting from the increasing availability of the data being 
generated in continuous streams on daily basis (e.g., [15, 23, 79]) is pushing research on 
and the use of big data analytics to expand remarkably and its technologies to prolifer-
ate in urban domains on a massive scale. The rationale is that it is increasingly enriching 
and reshaping our experiences of how smart and smarter cities can evolve and further 
advance at many levels, thanks to its analytics which is indeed offering new opportuni-
ties for generating well-informed decisions and enhanced insights with respect to our 
knowledge of how fast and best to advance sustainability [20]. This is due to the ana-
lytical power of big data as a fundamental ingredient for the next wave of city analytics 
with regard to the useful knowledge that can be extracted and immediately applied to 
improve sustainability performance. The increased use of big data analytics as well as 
the profusion and proliferation of data are being driven by the emerging core enabling 
technologies: techniques, algorithms, devices, systems, infrastructures, platforms, and 
networks, as advances in ICT of pervasive computing, and their continuous embedded-
ness into a wide variety of urban practices, enabling more effective accessibility, produc-
tion, and sharing of data more than ever (e.g., [79]). Important to note, though, big data 
are about the way they are exploited and their analytics is applied, as well as how new 
innovations are facilitated and diffused throughout the domains of smart and smarter 
cities through data themselves, especially in the context of sustainability and in connec-
tion with urbanisation [20].

City analytics  City analytics entails the application of various techniques, algorithms, 
models, and processes based on the fundamental concepts of data science—i.e., data-
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analytic thinking and the principles of extracting useful knowledge from large masses of 
data for decision making [20]. Big data analytics techniques include, but are not limited 
to, data mining, machine learning, statistical analysis, and database querying, and whose 
application involves significant challenges due to the interdisciplinary and transdiscipli-
nary character of urban data. Also, their use depends on the nature of the problem to be 
tackled or solved in relation to a given urban domain. Worth noting is that the process of 
data mining is the most applied technique in urban analytics within smart and smarter 
cities (e.g., [16, 20, 73]). The main difference between data mining and other techniques is 
that it focuses on the automated search for or extraction of useful knowledge from large 
masses of data (e.g., [107]). However, while this technique has recently become of focus in 
city analytics in relation to various domains of smart cities of the future (e.g., [16, 73, 79]) 
as well as to those of sustainable smart cities of the future [20, 27], much of the existing 
knowledge of urban sustainability has long been gleaned from studies characterised by 
data scarcity (‘small data’ studies) and involving the use of traditional data collection and 
analysis methods [20]. This form of academic and scientific research in the domain of sus-
tainable urbanism has prevailed for three decades or so. This has consequently impacted 
the robustness of the obtained research results and hence the way sustainability as under-
pinned by theoretical perspectives and empirical investigations based predominately on 
such methods has been adopted as a set of practices in urban planning and development 
[20, 26]. Commonly, in the academic and scientific research within smart sustainable 
urbanism domain, ‘small data’ studies are associated with high cost, quick obsolescence, 
infrequent periodicity, incompleteness, inaccuracy, and inherent biases; moreover, they 
capture a relatively limited sample of data that are tightly focused, restricted in scope and 
scale, time and space specific, and relatively expensive to generate and analyse [16, 20, 79]. 
Therefore, there is a need for advanced or sophisticated approaches into data collection 
and analysis in the domain of smart sustainable urbanism that can provide additional 
depth and insight with respect to complex urban phenomena and dynamics. Accord-
ingly, using big data techniques in city analytics holds great potential for transforming the 
knowledge of sustainable smart and smarter cities through the creation of a data deluge 
whose analysis can provide, as part of big data studies, much more sophisticated, more 
inclusive, finer-grained, wider-scope and -scale, realtime understanding and control of 
different aspects of urbanity in terms of its complexity and intricacy [20].

Core enabling technologies

Strands and permutations  Like many domains or areas to which big data analytics can 
be applied, smart and smarter cities require the big data ecosystem and its components to 
be put in place as part of their ICT infrastructure prior to designing, developing, deploy-
ing, implementing, and maintaining the diverse applications that support sustainability 
through enhancing and optimising urban operational functioning, management, plan-
ning, and governance accordingly. As a scientific and technological area, the research 
strand concerned with the core enabling technological components underlying the big 
data ecosystem involves such sub-areas as low-level data collection and fusion, interme-
diate-level data processing, and high-level application action and service delivery, adding 
to cloud and fog computing models for hosting the associated devises, systems, and net-
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works [20]. These are under vigorous investigation in both academic circles as well as the 
ICT industry towards the development of computationally augmented urban environ-
ments and spaces in smart and smarter cities as part of their informational landscape and 
as a result of the ICT visions of pervasive computing becoming deployable and achievable 
computing paradigms. In this respect, big data analytics as a prerequisite technology for 
realising such visions entails a number of permutations of the underlying core enabling 
technologies pertaining indeed to various forms of pervasive computing, and also shaped 
by the way these forms can be applied and integrated depending on the urban domain 
concerned and the scale, complexity, and extension of the smart and smarter city pro-
jects and initiatives to be developed and implemented. Regardless of the several pos-
sible ways in which a set or number of the core enabling technologies can be arranged, 
it is necessary, as suggested by Chourabi et al. [36], to take into account flexible design, 
quick deployment, extensible implementation, comprehensive interconnections, and 
advanced intelligence. However, while there are various permutations of the core ena-
bling technologies that may well apply to most domains, there are some technical aspects 
and details that remain specific to the area of smart and smarter cities, more specifically, 
to the requirements, objectives, and resources of the smart and smarter city projects that 
are to be developed and implemented, which are usually determined by the nature, scale, 
and extension of the endeavor within a given context [27]. Most of, if not all, the possible 
permutations, though, involve sensing technologies and networks, data processing plat-
forms, cloud computing and/or fog computing infrastructures, and wireless communica-
tion and networking technologies. These are intended to provide a full analytic system of 
big data and related functional applications based on advanced decision support systems 
and strategies and the underlying intelligence functions and simulation models that can 
be directed towards improving the contribution of smart and smarter cities to the goals 
of sustainable development and thus achieving the required level of sustainability. On 
this note, Batty et al. [16] state that much of the focus on smart cities of the future, ‘will 
be in evolving new models of the city in its various sectors that pertain to new kinds of 
data and movements and actions that are largely operated over digital networks while at 
the same time, relating these to traditional movements and locational activity. Very clear 
conceptions of how these models might be used to inform planning at different scales and 
very different time periods are critical to this focus… Quite new forms of integrated and 
coordinated decision support systems will be forthcoming from research on smart cities 
of the future’.

A survey of related work  Many reviews or surveys have, over the last few years, been 
carried out on big data analytics and its core enabling technologies. They tend to offer 
different perspectives on, or emphasise various dimensions of, the topic, while overlap-
ping in many computational, analytical, and technological aspects [21, 27] pertaining 
to such components as techniques, algorithms, models, software tools, data processing 
platforms, and application forms, adding to related research issues and opportunities 
as well as challenges (e.g., [34, 35, 68, 69, 115, 125, 145]). Regarding the orientation of 
most of these surveys and other studies conducted thus far, they tend to focus on the 
business domain (e.g., [33, 54, 107]). This implies that the literature and thus research 
addressing big data analytics and its core enabling technologies in relation to the 
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domain of sustainable urban development literature and thus research remains scant. 
In response to this paucity of literature and thus research on the core enabling tech-
nologies of big data analytics and its application in the context of sustainable smart 
cities, Bibri and Krogstie [27] provide a thorough survey on the topic by identifying 
and reviewing such technologies, in addition to synthesising and illustrating the key 
computational and analytical techniques, processes, and frameworks associated with 
the functioning and application of big data analytics. In doing so, the authors bring 
together research directed at a more conceptual, technical, and overarching level, a 
multi-perspectival approach which is intended to stimulate new research opportuni-
ties within the city domain, with a particular emphasis on the use of big data analytics 
and its core enabling technologies for advancing sustainability, as well as to add more 
depth and rigour to the existing studies in the field. The topics of the core enabling 
technologies of big data analytics addressed in rather more detail by the authors in 
their topical literature review include, but are not limited to, the following:

•	 Pervasive sensing for urban sustainability in terms of collecting and measuring 
urban big data; the IoT and related RFID tags; sensor-based urban reality mining; 
and sensor technologies, types, and areas in big data computing.

•	 Wireless communication network technologies and smart network infrastructures.
•	 Data processing platforms.
•	 Cloud and fog/edge computing in terms of characteristics, benefits, commonali-

ties, and differences.
•	 Advanced techniques and algorithms.
•	 Privacy mechanisms and security measures.
•	 Conceptual and analytical frameworks with a focus on the process of data mining.

It might be useful to elaborate on, for instance, data processing platforms as one of 
the key technological components of the ICT infrastructure of smart and smarter cit-
ies. To begin with, while there exist many data processing platforms that can be used 
to perform big data analytics in terms of storage, manipulation, management, analysis, 
and evaluation of large masses of data, Hadoop MapReduce platform tends to be the 
most commonly applied one in the realm of smart cities (sse, e.g., [73, 108]) and sus-
tainable smart cities [20, 21] due to the suitability of its functionalities as to handling 
urban data as well as to its benefits related to load balancing, flexibility, processing 
power, and cost effectiveness [21]. Additionally, it has become the primary data pro-
cessing platform given its simplicity, scalability, and fine-grain fault tolerance [145]. 
It has various extensions, including Co-Hadoop, Hadoop++, HadoopDB, Cheeta-
hand, and Dare. And numerous technologies (e.g., Apache PIG, Apache Hive, Apache 
Tez, Apache Giraph, Apache Cassandra, Apache Spark, Apache Scoop, Apache Zoo-
keepe, Apache HBase, Apache Flume, and Scribe) can, together with HDFS, be built 
on the top of the Hadoop system to form a Hadoop ecosystem to enhance efficiency 
and functionality [20]. Several reviews of data processing platforms have been carried 
out from different perspectives, including conceptual, technological, computational, 
analytical, and general (e.g., [69, 115, 145]). However, Spark is considered one of the 
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more efficient data processing platforms in terms of real-time data handling. Apache 
S4 platform is designed for processing continuous data streams in real time [103].

In addition, data processing platforms, standalone or as part of cloud computing or 
fog computing model, have the function of collecting, storing, coalescing, processing, 
managing, analysing, evaluating, and interpreting large masses of data in relation to a 
given urban system or domain/sub-domain to discover useful knowledge in the form 
of intelligence intended primarily to enhance decision-making processes by deploying 
the obtained analytical outcome or feeding it into decision support systems pertaining 
to urban operations, functions, services, strategies, and policies. Accordingly, the value 
of resulting intelligence lies in optimising the efficiency of infrastructures and facilities, 
integrating and coupling networks, reducing resource consumption, enhancing service 
delivery, streamlining planning and governance processes, and smarting up urban forms 
and physical structures. These occur through such functions as control, automation, 
optimisation, management, modelling, and simulation in the context of sustainability. 
However, merely keeping up with data flood coming from a single urban domain or sub-
domain and storing the more relevant bits are daunting enough, not to mention effec-
tively managing and analysing colossal datasets to spot hidden patterns and discover 
meaningful correlations. Nevertheless, massive efforts are being deployed to further 
advance the existing data processing platforms in the context of smart and smarter cities 
in response to the emerging wave of city analytics for which big data are the fundamen-
tal ingredients, to reiterate, and the underlying role in tackling and responding to the 
challenges of sustainable development and urban growth [20]. That is, this advancement 
is necessary for both enhancing the operational functioning and planning of urban sys-
tems as well as facilitating the coordination and coupling of urban domains in line with 
the vision of sustainability in the context of smart and smarter cities.

Further to the point, other topical studies tend to address varied technological com-
ponents of big data while focusing on their use in relation to specific technologies, 
especially the IoT. For example, Ahmed et al. [1] explore the recent advances in big data 
analytics for the IoT systems as well as the key requirements for managing and analysing 
big data in an IoT environment. Bibri [21] reviews and synthesises the existing litera-
ture with the main objective of identifying and discussing the state-of-the-art big data 
applications enabled by the IoT and related sensor technologies, data processing plat-
forms, and cloud and fog computing models in the context of sustainable smart cities of 
the future. In establishing an IoT-based smart city using big data analytics, Rathore et al. 
[108] describe their proposed system by its architecture and implementation prototype 
using Hadoop ecosystem and a wide variety of sensors for different purposes. This sys-
tem entails data generation and collection, aggregation and integration, filtration, clas-
sification, preprocessing, computational analytics, and decision making.

Enabling capabilities  Big data analytics as a set of advanced hardware technologies: 
devices, systems, platforms, architectures, and networks, constituting a key component 
of the ICT infrastructure of smart and smarter holds great potential to alter how such 
cities can be operated, managed, designed, and developed with regard to sustainability. 
This prospect has become clear as the underlying core enabling technologies will be, in 
the near future, the dominant mode of monitoring, understanding, analysing, and plan-
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ning such cities to improve their contribution to the goals of sustainable development 
[16, 20]. Moreover, the broad availability of urban data is pushing research ever more into 
further advancing software technologies, including methods, techniques, algorithms, 
models, simulations, and protocols towards enhancing the efficiency of the extraction of 
useful knowledge pertaining to sustainability for the purpose of enhancing related urban 
intelligence functions and simulation models associated with energy, transport, mobility, 
healthcare, education, planning, and so on [27]. In reference to smart cities of the future 
and in relation to planning, Batty et al. [16] point out that sustainability issues will be 
dealt with using more effective models and simulations in city planning; in the era of big 
data, and this new technology will be a salient factor for planning forms of operation and 
organisation.

Big data applications and their sustainability effects and benefits

A critical evaluation of  topical studies  The intent here is to point out the differences 
between the notable topical studies carried out on big data applications that are particu-
larly significant. Critically evaluating this research entails providing opinions as to what 
extent the findings or statement within this research are true, or to what extent they can 
be agreed with, as well as providing evidence taken from a range of sources which both 
agree with and contradict the presented arguments. With that in mind, significant oppor-
tunities exist for big data analytics and its application in relation to modernising and 
advancing smart and smarter cities as urban development models in terms of sustainabil-
ity dimensions, among other things, as there is a broad range of urban domains and sub-
domains that can utilise big data technology as an advanced form of ICT in connection 
with sustainable development processes (e.g., [6, 16, 20, 21]). In other words, there exist 
numerous big data applications whose effects are compatible with the goals of sustainable 
development, as the knowledge resulting from the analysis of urban data in the form of 
applied intelligence usher in nearly all the domains of smart and smarter cities. This is due 
to the ubiquitous nature of ICT of pervasive computing and the associated extensiveness 
of data and the massive use of its analytics. However, while some topical studies address 
big data applications, they tend to deal largely with their use in relation to the efficiency 
of the proposed solutions, and there only are a few recent studies that focus on their use, 
yet only, in relation to some aspects of sustainability, or pass reference on the role of big 
data application in improving environmental sustainability.

A short review conducted by Al Nuaimi et al. [5] describes only a few big data applica-
tions in smart cities, namely power grid, traffic lights and signals, and eduction, and also 
explores the opportunities, benefits, and challenges of incorporating big data applica-
tions in smart cities. The authors conclude that while many opportunities are available 
for utilising big data technology in smart cities, there are still many issues that need to be 
addressed to achieve better application of this technology. Hashem et al. [54] describe a 
few big data applications in terms of efficiency and sustainability, including power grid, 
transport and traffic, healthcare, and governance, and also discuss the visions of big data 
analytics as to supporting smart cities by focusing on how big data can change urban 
populations at different levels. Another detailed survey of big data applications provided 
by Bibri [21] includes more urban domains than the above reviews, including transport, 
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mobility, traffic, energy, power grid, environment, buildings, infrastructure, and large 
scale deployment, yet only in relation to environmental aspects of sustainability and in 
the context of the IoT as one ICT vision of pervasive computing. In investigating the 
potential contribution of smart city to environmentally sustainable urban development, 
Angelidou et al. [6] analyse comparatively a total of 32 smart city applications that can be 
found in the Intelligent Cities Open Source (ICOS) community repository. The authors 
classify the applications according to, among other criteria, the environmental issue 
they address, namely high traffic density, high amount of waste, increasing air pollution, 
increasing energy consumption/sinking resources, loss of biodiversity and natural hab-
itat, and sinking water resources. However, they neither specify, or provide any detail 
on, which of these applications, and how they, relate to big data analytics. Kumar and 
Prakash [83] investigate the real potential of using big data analytics by decision makers 
and city planners in smart cities using a large number of case studies across the globe 
and hence including many undergoing pilot project for making cities smarter along with 
well-being benefits, yet with only a focus on power grids and traffic congestion. Focusing 
on social sustainability issues in terms of digital divides, Gebresselassie and Sanchez [51] 
ask, in their recent study on smart tools for socially sustainable transport, how smart-
phone applications (apps) can address social sustainability challenges in urban transport, 
if at all, with a particular focus on transport disadvantages experienced by citizens due to 
low income, physical disability, and language barriers and based on a review of 60 apps. 
This study reveals that transport apps have the potential to address or respond to the 
equity and inclusion challenges of social sustainability by employing universal design in 
general-use apps, including cost-conscious features and providing language options, as 
well as by specifically developing smartphone apps for persons with disabilities. How-
ever, while this is not to imply that such apps are a panacea for the equity and inclusion 
issues related to urban transport—but only one of the tools that can be used to address 
them, there nevertheless are other urban domains where new apps of similar use need to 
be developed and mainstreamed to address the same issues, including healthcare, edu-
cation, and public and social services, and so on. Moreover, while this study brings the 
social aspects of sustainability to the forefront, and helps to gain a better understand-
ing of the application of smart tools for socially sustainable transport, there is no men-
tion of the role of big data analytics in the functioning of such apps, or how they relate 
to it at all, despite the mention of some articles that in fact address big data analytics 
and its application in smart cities in terms of the new smart applications proliferating 
urban transportation systems. Indeed, their operation must be based on big data on 
travel behaviour, mobility models, and multimodal transport. Furthermore, Bibri [20] 
provides a list of the other domains where big data can be applied to reach the required 
level of the different dimensions of sustainability, including dematerialisation and demo-
bilisation, water management, natural ecosystem management, public safety and civic 
security, ecosystem service provision, urban design and land use, urban planning, and 
participatory governance.

Furthermore, big data applications can be categorised into two classes in the realm of 
smart and smarter cities: real-time applications and offline applications. As elucidated by 
Bibri [20, p. 491] regarding the former, ‘the input is instantaneous or near real-time, anal-
ysis is fast, and system behaviour or application action is based on real-time mining…
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for decision-making since all real-time applications require immediate responses. This 
implies that if decisions, …based on analytical results…, cannot be made within a spe-
cific time line, they simply become of no value or effect. Hence, it is crucial in this regard 
to provide the kind of data necessary for mining in a timely manner and to conduct the 
analysis…in a fast and sound fashion for accurate decision-making purposes. As to the 
latter, the input tends to be periodic and thus analysis occurs sporadically. System behav-
iour or application action comes in the form of delayed responses. For example, traffic 
control requires immediate responses to mange traffic in real-time; while environmental 
monitoring and management is associated with more delayed responses, as decisions are 
generally made over medium or long-term period’. Mohamed and Al-Jaroodi [98] pro-
vide an account of real-time and offline applications in the context of smart cities, with a 
focus on big data analytics.

All in all, in smart and smarter cities, big data analytics and its application are asso-
ciated with such diverse intelligence functions as control, automation, optimisation, 
management, prediction, and enhancement, which are involved in the operational func-
tioning and planning of urban systems as part of various urban domains. Hence, big data 
applications are well positioned to enhance the sustainability, efficiency, and resiliency 
performance of such cities, as well as the life quality, well-being, and equity of their 
citizens. Yet, the literature and thus research on the uses of big data analytics and its 
application in relation to sustainable development remains scant in the context of smart 
and smarter cities. This implies that, to reiterate, the potential of big data computing 
for advancing sustainability remains untapped and underexplored in the context thereof, 
and therefore needs to be fully exploited and investigated, respectively.

The key practical and analytical applications of big data technology for multiple urban 
domains  Big data technologies and their applications are increasingly permeating the 
systems and domains of smart and smarter cities due to their potential for enabling their 
needed transition to sustainable development in an increasingly urbanised world. The 
range of the emerging big data applications as novel analytical and practical solutions that 
can be utilised for enhancing their sustainability performance is potentially huge, as many 
as the case situations where big data analytics may be of relevance to enhance some sort 
of decision or insight in connection with their domains or sub-domains. Bibri [23] identi-
fies and enumerates the most common big data applications in relation to these domains 
or sub-domains, and also elucidates their sustainability effects associated with the under-
lying functionalities pertaining to the operations, functions, services, designs, strategies, 
and policies related to these domains or sub-domains, which specifically include the fol-
lowing:

•	 Transport and traffic.
•	 Mobility.
•	 Energy.
•	 Power grid.
•	 Environment.
•	 Buildings.
•	 Infrastructures.
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•	 Urban planning.
•	 Urban design.
•	 Academic and scientific research.
•	 Governance.
•	 Healthcare.
•	 Education.
•	 Public safety.

For a detailed account of the big data applications associated with these domains or 
sub-domains, the interested reader can be directed to Bibri [23]. The reason for not 
including the rather long table containing these applications and their description in the 
form of a series of bullet points in this paper is that it would make it an unusually long 
paper. However, those applications are by no means, or intended to be, exhaustive. Also, 
they are synthesised and distilled from many studies conducted in more recent years, the 
most notable of which in order of priority in terms of their contribution to the synthesis 
and extracted essential meaning below are: Bibri [20, 21], Batty et  al. [16], Angelidou 
et al. [6], and Al Nuaimi et al. [5], including the other works that are referenced (cred-
ited) in these studies. Of relevance to add, as to the technical processes, tools, and other 
details underpinning the functioning of big data applications, the interested reader can 
be directed to Bahga and Madisetti [11], one of the many books available out there on 
the topic, for a detailed account from a general perspective, and to Bibri [20] for an over-
view focusing mainly on sustainable smart and smarter cities.

Towards data‑driven sustainable smart cities

Data-driven smart sustainable cities’ is a term that has recently gained traction in aca-
demia, government, and industry to describe cities that are increasingly composed and 
monitored by ICT of ubiquitous and pervasive computing and thereby have the ability 
of using advanced technologies by city operations centers, planning and policy offices, 
research centers, innovation labs, and living labs for generating, processing, and analyz-
ing the data deluge in order to enhance decision making processes and to develop and 
implement innovative solutions for improving sustainability, efficiency, resilience, equity, 
and the quality of life. It entails developing a citywide instrumented system (i.e., inter-
agency control, planning, innovation, and research hubs) for creating and inventing the 
future. For example, a data-driven city operations centre, which is designed to monitor 
the city as a whole, pulls or brings together real-time data streams from many differ-
ent agencies spread across various urban domains and analyze them for decision mak-
ing and problem solving purposes related to urban operational functioning. As cities are 
routinely embedded with all kinds of ICT forms, including infrastructure, platforms, sys-
tems, devices, sensors and actuators, and networks, the volume of data generated about 
them is growing exponentially and diversifying, providing rich, heterogenous streams of 
information about urban environments and citizens. This data deluge enables the real-
time analysis of different urban systems and interconnects data across different urban 
domains to provide detailed views of the relationships between different forms of data 
that can be utilized for advancing the various aspects of urbanity through new modes of 
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operational functioning, planning, design, development, and governance in the context 
of sustainability, as well as provides the raw material for envisioning more sustainable, 
efficient, resilient, and livable cities [23].

We are moving into an era where instrumentation, datafication, and computation are 
routinely pervading the very fabric of smart or smarter cities, coupled with the interlink-
ing, integration, and coordination of their systems and domains. As a result, vast troves 
of contextual and actionable data are being produced and used to operate, regulate, man-
age, and organize urban life. At the heart of this emerging era of data-driven urbanism is 
a computational understanding of urban systems and processes that reduces urban life 
to a set of logic, calculative, and algorithmic rules and procedures. Such understanding 
entails drawing together, interlinking, and analyzing urban big data to provide a more 
holistic and integrated view and synoptic intelligence of the city. This is being increas-
ingly directed for improving, advancing, and maintaining the contribution of smart or 
smarter cities to the goals of sustainable development. In other words, the data-driven 
approach to urbanism has become the mode of production for sustainable smart cities, 
which are accordingly becoming knowable, tractable, and controllable in new dynamic 
ways, responsive to the data generated about them by reacting to the analytical outcome 
of many domains of urban life in terms of enhancing and optimizing operational func-
tioning, planning, design, development, and governance in line with the goals of sustain-
able development. In a nutshell, a new era is presently unfolding wherein sustainable 
smart urbanism is increasingly becoming data driven. For supra-national states, national 
governments, and city officials, smart cities of the future or smarter cities offer the entic-
ing potential of environmental and socio-economic development—more sustainable, liv-
able, functional, safe, equitable, and transparent cities, and the renewal of urban centres 
as hubs of innovation and research (e.g., [5, 16, 20, 23, 84]).

The main scientific and intellectual challenges and common open issues
While there is a growing consensus among urban scholars and applied urban science 
experts that big data analytics and its application will be a determining or salient fac-
tor in the operational functioning, management, planning, design, and development of 
smart cities of the future or smarter cities, there still are significant scientific and intel-
lectual challenges as well as open issues that need to be addressed and overcome for 
building such cities based on big data computing and underpinning technologies, and 
then for accomplishing the desired outcomes related to sustainability and urbanisation. 
Such challenges and issues pose interesting and complex research questions, and consti-
tute fertile areas of investigation awaiting interdisciplinary and transdisciplinary teams 
of scholars, scientists, experts, and researchers working in the field of sustainable smart 
urbanism.

The rising demand for big data analytics and its core enabling technologies, coupled 
with the growing awareness of the associated potential to transform the way urban sys-
tems can be operated, managed, planned, and designed in the context of sustainability, 
comes with major challenges and open issues related to the design, engineering, devel-
opment, implementation, and maintenance of data-centric applications in sustainable 
smart cities of the future or smarter cities. The challenges are mostly computational, 
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analytical, and technical in nature, and sometimes logistic in terms of the detailed organ-
isation and implementation of the complex technical operations involving the installa-
tion and deployment of the big data ecosystem and its components as part of the ICT 
infrastructure of such cities. They include, but are not limited to, the following, as com-
piled in Table 2.

There are many studies available (e.g., [5, 15, 16, 20, 66, 68, 78–81, 85, 124, 132, 133]) 
that provide a descriptive or analytical account of some of the above listed challenges 
(and also some of the open issues addressed below) as related to big data analytics and 
its applications and uses in smart and smarter cities. For example, Bibri [20] provides 
an overview of some of those challenges and potential ways to address and overcome 
them in the context of sustainable smart cities of the future, including data management, 
database integration across urban domains, urban growth and data growth, data sharing, 
data uncertainty and incompleteness, data accuracy and quality, and data governance.

Most of the challenges of big data analytics and its application arise from the nature 
of the data generated in smart and smarter cities in terms of their attributes in terms of 
(e.g., [16, 20, 23, 79, 86, 95, 96, 146]):

•	 Consisting of exabytes or terabytes of data;
•	 Being structured and unstructured in nature;
•	 Being often tagged with spatial and temporal labels; being commonly streamed from 

a large number and variety of sources;
•	 Being mostly generated automatically and routinely; being created in, or near, real-

time;
•	 Being exhaustive in scope and scale by striving to capture entire populations or sys-

tems;
•	 Dramatically exceeding sample sizes commonly in use for small data studies;
•	 Being relational in database systems by containing common fields that enable the 

conjoining and combination of different datasets;
•	 Being fine-grained in resolution by aiming to be very detailed and uniquely indexical 

in identification; and holding the traits of extensionality (can add new fields easily), 
evolvability (can change dynamically), and scaleability (can expand in size rapidly).

Adding to the above primarily technological challenges are the financial, organi-
sational, institutional, social, political, regulatory, and ethical ones, which are asso-
ciated with the implementation, retention, and dissemination of big data across the 
domains of sustainable smart and smarter cities of the future [20]. In this regard, con-
troversies over the benefits of big data analytics and its application involve limited 
access and related digital divides and other ethical concerns about accessibility [49]. 
For a detailed discussion of the challenges of urban big data and sustainable devel-
opment, the reader can be directed to Kharrazi e al. [144]. Kitchin [79] provides a 
critical reflection on the implications of big data and smart urbanism, examining five 
emerging concerns, namely:

1.	 The politics of big urban data.
2.	 Technocratic governance and city development.
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3.	 Corporatisation of city governance and technological lock-ins.
4.	 Buggy, brittle and hackable cities.
5.	 The panoptic city.

Furthermore, to effectively and successfully use big data analytics for smart and 
smarter city applications, there are some open issues that need to be addressed and 
resolved, which mostly stem from the different challenges mentioned above. These 
issues are currently under investigation by the relevant industry and research communi-
ties. Regardless, no full solutions and robust approaches based on big data analytics can 
be offered in the context of such cities, and therefore, there is always room for improve-
ments and innovations in the field of data-driven sustainable smart urbanism in terms 
of operational functioning, planning, design, and development. However, as regards 
he key open issues, there is, and will be, a growing need or increased demand for well 
qualified professionals and experts to design, develop, deploy, implement, operate, and 
maintain smart cities of the future or smarter cities with regard to their infrastructures, 
platforms, and applications. Specialised education and focused training in the field need 
to be strategically planned, carefully designed, and widely offered to obtain the needed 
human resources for fulfilling the purpose and meeting the expectations. In addition, it 
is necessary to set common assessment methods, measurements, and control policies 
for big data applications in such cities. Monitoring, controlling, and managing initiatives 
and implementations using advanced techniques and procedures is of crucial impor-
tance for ensuring the effectiveness, viability, quality, and durability of big data applica-
tions in the context of sustainability. Furthermore, as discussed previously in relation to 

Table 2  Computational, analytical, technical, and logistic challenges. Source: Bibri [23]

Computational, analytical, technical, and logistic challenges

Design science and engineering constraints

Data processing and analysis

Data management in dynamic and volatile environments

Data sources and characteristics

Database integration across urban domains

Data sharing between city stakeholders

Data uncertainty and incompleteness

Data accuracy and veracity (quality)

Data protection and technical integration

Fault tolerance and scalability

Data governance

Urban growth and data growth

Cost and large-scale deployment

Evolving urban intelligence functions and related simulation models and optimization and prediction methods 
as part of exploring the notion of smart cities as innovation labs

Building and maintaining data-driven city operations centres or citywide instrumented system

Relating the urban infrastructure to its operational functioning and planning through control, automation, man-
agement, optimization, enhancement, and prediction

Creating technologies that ensure fairness, equity, inclusion, and participation

Balancing the efficiency of solutions and the quality of life against environmental and equity considerations

Privacy and security
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smarter cities, political action is determining in the functioning, insertion, and evolution 
of sustainable smart cities of the future or smarter cities as an academic discourse which 
epitomises a socio-technical transition that is of significance to society. The political 
effects on smart and smarter cities play a pivotal role in how they will perform in terms 
of sustainability [20]. Also, the privilege of access to data by different city constituents 
with different political positions or powers must be taken into account and addressed 
carefully [5]. For a detailed account and discussion on the shaping role of political action 
in sustainable smart cities of the future, the interested reader can directed to Bibri and 
Krogstie [24]. In addition, it is important to investigate the side or harmful effects of 
technology use by citizens on their health and living, and hence to consider all the pos-
sible risks and unintended consequences in this regard.

Another open issue requiring special attention and careful consideration in the 
context of smart cities of the future or smarter cities is security and privacy con-
cerns. When all systems become integrated, networked, and ubiquitous, data will be 
shared among all urban entities. It is a commonly held view that the more technol-
ogies monitor urban environments and collect information, the larger becomes the 
privacy threats, and the larger the networks, the higher the security risks (see [27] 
for a discussion of privacy mechanisms and security measures). Therefore, the ICT 
infrastructure and related data processing and cloud/fog computing platforms and 
infrastructures must be secured, privacy must be preserved, and information must be 
protected and thus not abused. Privacy—to selectively reveal oneself to the world—
remains though the most critical issue in the context of the use of big data analytics 
and related applications in such cities. In fact, privacy is considered a basic human 
right in many democratic states, enshrined in national and supra-national laws in 
various ways, and related debates concern acceptable practices as to accessing and 
disclosing personal and sensitive information about a person [81]. Such sensitive 
information can relate to a number of a personal facets and domains creating a num-
ber of inter-related privacy forms, including [94, 110]:

•	 Identity privacy (to protect personal and confidential data);
•	 Bodily privacy (to protect the integrity of the physical person);
•	 Territorial privacy (to protect personal space, objects and property);
•	 Locational and movement privacy (to protect against the tracking of spatial behav-

iour);
•	 Communications privacy (to protect against the surveillance of conversations and 

correspondence); and,
•	 Transactions privacy (to protect against monitoring of queries/searches, pur-

chases, and other exchanges).

These forms of privacy can be threatened and breached through a number of what 
are normally understood as unacceptable practices, each of which produces a differ-
ent form of harm, as compiled by Kitchin [81] (Table 3) and detailed by Solove [118].

Data-driven smart sustainable/sustainable smart urbanism, urban science, data 
science, and big data computing and underpinning technologies create a number of 
potential privacy harms for several reasons. Kitchin [81] addresses five reasons, each 
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of which raises significant challenges to existing approaches to protecting privacy 
(privacy laws and fair information practice principles), namely:

1.	 Datafication, dataveillance and geosurveillance.
2.	 Inferencing and predictive privacy harms.
3.	 Anonymization and re-identification.
4.	 Obfuscation and reduced control.
5.	 Notice and consent is an empty exercise or is absent.

There are clearly a number of ethical issues that arise from the development, 
deployment, and implementation of smart or smarter city technologies and accom-
panying urban science. The ethical dimensions of big data computing and underpin-
ning technologies and urban science need to be seriously addressed and much more 
thoroughly mapped out. As widely acknowledged, many smart urban technologies 
capture data without the consent of citizens—who ought actually to have full details 
of what data are being generated, for what purpose these data are being used for, 
what kind of insights are being extracted from them or additional data inferred from 
them, how they are being captured, in addition to having shared control and benefit 
in how all data concerning them are subsequently used. This necessitates full con-
sent together with full transparency with regard to the actions of those who control, 
process, and analyze data. Urbanism researchers and urban scientists need to con-
sider the ethical implications of their work with respect to privacy harms and citizen 
permissions, and the purposes their research is intended for—even in the context of 
sustainability. As suggested by Kitchin [81], ‘Beyond complying with relevant laws 
and institutional research board requirements, analysts have a duty of care to their 
fellow citizens not to expose them to harm through their analysis. Admittedly, what 
constitutes harm is often difficult to define and harms can occur directly or indi-
rectly but nonetheless there is a need to consider how research might be used and 
to act responsibly. In addition, professional bodies should review their ethical stand-
ards in the light of big data and revise accordingly. City managers need to consider 
the potential pernicious effects of the roll-out of smart [urban] technologies and 
that notice and consent are all but impossible in many cases and take a pro-active 
role in brokering privacy and security arrangements on behalf of citizens through 
relevant contracting procedures and parameters. Here, all vendors would be com-
pelled to comply with service level agreements concerning the operation of systems, 
what data are generated and how these can be used and shared, and be subject to 
privacy impact assessments.’

From a social perspective, new ethical frameworks based on gifting or sharing, in 
which citizens swap their data for a tangible return, offer an alternative underpin-
ning for smart cities of the future or smarter cities and urban science. However, the 
‘gifting’ remains compulsory with no alternatives and is also done without consent, 
and the benefits of ‘sharing’ data are most often stacked in favour of those captur-
ing the data [81]. From a technical perspective, while there are several solutions and 
frameworks (especially modelling and simulations) that have recently been pro-
posed (e.g., [77, 85]), the problem persists in the quest for unconventional security 
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measures and privacy-enhancing mechanisms [20]. In this respect, several research-
ers (e.g., [132]) have recently provided clear directions for further empirical research 
and theory development about privacy concerns, in addition to sensitising tech-
niques to identify the emergence, absence, or presence of privacy concerns among 
citizens. The same directions apply to security concerns. Regardless, the generation, 
accumulation, and processing of various data streams across urban domains are pro-
jected to continue to raise privacy and security issues, which is in fact, of concern to 
all the city constituents and stakeholders. Therefore, there is a need for novel meas-
ures and mechanisms that can ensure trustable data acquisition, transmission, and 
processing, not least to legitimate service provisioning associated with transport, 
traffic, mobility, accessibility, healthcare, utility, and public and social services, while 
ensuring citizens’ privacy and guaranteeing services’ integrity in the context of sus-
tainability. Of importance to also consider is to develop smart cities of the future or 
smarter cities and urban science that have a set of ethical principles and values at 
their heart, which in fact is at the heart of social sustainability. The challenge is to 
acknowledge that there are a number of real ethical issues that need to be addressed 
and overcome, and to search for and find the kind of solutions (i.e., privacy-enhanc-
ing mechanisms and security measures) that also enable the sustainability benefits 

Table 3  A taxonomy of privacy breaches and harms. Source: compiled by Kitchin [81] from 
Solove [118]

Domain Privacy breach Description

Information collection Surveillance Watching, listening to, or recording of an individual’s 
activities

Interrogation Various forms of questioning or probing for information

Information processing Aggregation The combination of various pieces of data about a person

Identification Linking information to particular individuals

Insecurity Carelessness in protecting stored information from leaks 
and improper access

Secondary use Use of information collected for one purpose for a differ-
ent purpose without the data subject’s consent

Exclusion Failure to allow the data subject to know about the data 
that others have about her and participate in its han-
dling and use, including being barred from being able 
to access and correct errors in that data

Information dissemination Breach of confidentiality Breaking a promise to keep a person’s information confi-
dential

Disclosure Revelation of information about a person that impacts the 
way others judge her character

Exposure Revealing another’s nudity, grief, or bodily functions

Increased accessibility Amplifying the accessibility of information

Blackmail Threat to disclose personal information

Appropriation The use of the data subject’s identity to serve the aims 
and interests of another

Distortion Dissemination of false or misleading information about 
individuals

Invasion Intrusion Invasive acts that disturb one’s tranquillity or solitude

Decisional interference Incursion into the data subject’s decisions regarding her 
private affairs
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of big data computing and underpinning technologies to be realized. This is no easy 
task, but one that needs urgent redress, supported by viable, strategic pathways.

Addressing different kinds of challenges and open issues, Kitchin [80] provides a 
critical overview of data-driven urbanism, and critically examines a number of urban 
data issues, namely:

•	 Data ownership, data control, data coverage and access.
•	 Data security and data integrity.
•	 Data protection and privacy, dataveillance, and data uses such as social sorting 

and anticipatory governance.
•	 Technical data issues such as data quality, veracity of data models and data ana-

lytics, and data integration and interoperability.

Discussion, conclusion, and contribution
The principal aim of this paper was to provide a comprehensive, state-of-the-art review 
and synthesis of the field of smart and smarter cities as regards sustainability and related 
big data analytics and its application in terms of the underlying foundations and assump-
tions, research issues and debates, opportunities and benefits, technological develop-
ments, emerging trends, future practices, and challenges and open issues. These issues 
were addressed through dividing the paper into many sections and sub-sections where 
the relevant conceptual and theoretical subjects as well as thematic and topical catego-
ries were adequately elaborated on and thoroughly discussed from a variety of perspec-
tives. This interdisciplinary and transdisciplinary review explored a broad array of the 
literature at the intersection of various disciplinary and scientific fields and technologi-
cal areas. As such, it is meant to facilitate collaboration among these fields and areas for 
the primary purpose of generating the kind of interactional and unifiable knowledge that 
is necessary for a more integrated and deeper understanding of the topic of smart and 
smarter cities in relation to sustainability and related big data analytics and its appli-
cation, as well as new insights and perspectives. The outcome of this extensive review 
allowed to establish the status of current knowledge about the sustainability of smart 
and smarter cities in their current state, as well as to highlight the potential of big data 
analytics and related novel applications for advancing their sustainability in the future.

First, the conceptual theoretical, and discursive constructs that make up this study, 
namely smart cities, smarter cities, and big data computing, were identified, described, 
examined, and discussed while emphasising the relevant issues and aspects relating to 
the cross-disciplinary integration underlying the multidisciplinary topic of this study. 
Worth noting, however, is that despite the prevalence of the concept and phenomenon 
of smart city worldwide, there still is obscurity facing its definition; nevertheless, there 
seems to be an agreement on what the smart or smarter city should achieve as to sus-
tainability and urbanisation, and how advanced ICT (particularly big data analytics and 
its application) should be utilised to mitigate or solve the associated challenges and 
issues.

Second, a detailed, two-part survey of the relevant work in terms of issues, debates, 
gaps, benefits, opportunities, and prospects was provided. The focus of the first part on 
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smart cities was on general and particular research areas, deficiencies, and potentials 
with regard to sustainability, and that on smarter cities was on characteristic features, 
social shaping dimensions, and the current issues of and future potentials for sustain-
ability. The review indicates that smart and smarter cities in their current state involve 
several issues, pose special conundrums, and present significant challenges as to their 
development and implementation with regard to their contribution to sustainability. 
Accordingly, there are many critical questions that are worth investigating, which per-
tain to conceptual, theoretical, analytical, empirical, practical, social, and environmental 
aspects as related to sustainable development and the role of advanced ICT (especially 
big data applications) in achieving its goals. These aspects constitute new research 
avenues and thus opportunities which need to be pursued and realised, respectively, to 
advance the sustainability of smart cities of the future or smarter cities based on big data 
applications. This is anchored in the growing recognition that emerging and future ICT 
is extremely well positioned to make substantial contributions in this regard due to its 
disruptive, innovative, substantive, and transformational effects on forms of urban oper-
ations, functions, services, designs, strategies, and policies.

Third, big data analytics and its application in smart and smarter cities was addressed 
in terms of research status and data growth projection, the urban data deluge in city 
analytics and its sources and enabling capabilities, research issues and future prospects, 
core enabling technologies, and big data applications and their sustainability effects and 
benefits. With respect to the latter, a set of varied topics was dealt with, which included 
a critical evaluation of topical studies, analytical and practical applications for multiple 
smart/smarter city domains, and data-driven sustainable smart cities. The review reveals 
that tremendous opportunities are available for utilising big data applications in smart 
cities of the future or smarter cities to improve their contribution to the goals of sustain-
able development by optimising and enhancing urban operations, functions, services, 
designs, strategies, and policies, as well as by finding answers to challenging analytical 
questions and thereby advancing knowledge forms. The most common data-centric 
applications identified concerning urban domains: transport and traffic, mobility, energy, 
power grid, environment, buildings, infrastructures, urban planning, urban design, aca-
demic and scientific research, governance, healthcare, education, and public safety. The 
potential of big data technology lies in enabling smart cities of the future or smarter cit-
ies to harness and leverage their informational landscape in effectively understanding, 
monitoring, probing, and planning their systems and environments in ways that enable 
them to achieve the required level of sustainability. To put it differently, the use of big 
data analytics is projected to play a significant role in realising the key characteristic fea-
tures of such cities in terms of sustainability, namely the efficiency of operations and 
functions, the efficient utilisation of natural resources, the intelligent management of 
infrastructures and facilities, the improvement of the quality of life and well-being of 
citizens, and the enhancement of mobility and accessibility. In all, the untapped poten-
tial of big data applications is evident and needs to be unlocked and exploited within 
such cities. In all, the untapped potential of big data applications is evident and needs to 
be unlocked and exploited within such cities. Already, many major cities have, whether 
within ecologically or technologically advanced nations, started to implement big data 
applications to reap their sustainability benefits [23].
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Fourth, the key scientific and intellectual challenges were identified and the common 
open issues associated with the use of big data analytics and related applications in (ena-
bling, operating, managing, and planning) smart and smarter cities were examined and 
discussed. Just as there are many new opportunities and benefits ahead to embrace and 
exploit, there are significant challenges and open issues ahead to address and overcome 
in relation to big data analytics to achieve a successful implementation of related novel 
applications in the context of smart cities of the future or smarter cities. These chal-
lenges are mostly of computational, analytical, technical, and logistic kinds. While most 
of these challenges and open issues are currently under investigation and scrutiny by 
the relevant research and industry communities, supported by technology and innova-
tion policies, deploying big data applications in smart cities of the future or smarter cit-
ies requires overcoming other organisational, institutional, political, social, ethical, and 
regulatory challenges. These are likely to hinder the development and implementation 
of big data applications in such cities. Nevertheless, with all the success factors in place, 
coupled with a deep understanding of the emerging phenomenon of smart cities and an 
acknowledgement of the potential of big data computing, making such cities smarter in 
achieving sustainability becomes an attainable goal in an increasingly urbanised world. 
Important to add, while smart city and big data computing research is still in its infancy, 
the solutions to the involved challenges and issues can make it a very practical field. 
Worth noting moreover is that, as smarter cities are still emerging and in the early stage 
of their development, could, if planned strategically and linked to the agenda of sustain-
able development as part of related research, do a lot more for sustainability before they 
become widely adopted.

Concerning the value of this review and synthesis, the findings enable researchers and 
scholars to focus their work on the identified real-world challenges and open issues and 
the existing knowledge gaps pertaining to smart and smarter cities as urban develop-
ment strategies in the context of technology and sustainability, respectively. Practitioners 
and experts can make use of these findings to identify common weaknesses and poten-
tial ways to solve them as part of the ongoing and future endeavours of sustainable smart 
urban development. In view of that, this interdisciplinary and transdisciplinary review 
provides a valuable reference for researchers and practitioners in related research com-
munities and the necessary material to inform these communities of the latest develop-
ments in the field. It moreover serves to inform various city stakeholders about the yet 
unexploited benefits of big data applications with regard to sustainability.

As an emerging field of research, data-driven smart urbanism is remarkably hetero-
geneous with a diversity of research problems, integrating various theoretical and disci-
plinary perspectives. Accordingly, there are many avenues for future research, and here, 
I identify a few of them as deemed highly relevant to this paper. Considering what this 
paper intended to establish and highlight, one area of future research should focus on 
exploiting the upcoming innovations in big data computing and underpinning technolo-
gies for enhancing and advancing the practice of sustainable smart urbanism, in addi-
tion to finding more effective ways of addressing the extreme fragmentation of and 
weak connection between smart cities and sustainable cities as landscapes and strate-
gies, respectively, on the basis of big data computing. This is practiced within the field 
of urban science. Of particular relevance also is to address the various issues associated 
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with the current approaches to smart and smarter cities, namely shortcomings, inad-
equacies, deficiencies, and misunderstanding with respect to sustainability. This specifi-
cally pertains to the question of the need for such cities to incorporate, or increase their 
contribution to, the goals of sustainable development in their conceptualization and 
operationalization as part of future pathways towards achieving sustainable smart cities. 
Furthermore, an enticing area of research is the exploration of the available opportuni-
ties towards new approaches to sustainable smart urbanism. Indeed, sustainable smart 
cities as a leading paradigm of urbanism tends to take multiple forms of combining the 
strengths of smart cities and sustainable cities based on how the concept of sustainable 
smart cities can be conceptualized and operationalized.

Lastly, this paper provides a form of foundation for further discussion to debate 
over the disruptive, substantive, synergetic, and transformational effects of big data 
analytics and its application on forms of the operational functioning, management, 
planning, and development of smart and smarter cities in terms of sustainability 
practices in the future. Also, it presents a sort of basis for stimulating more in-depth 
research on smart and smarter cities and big data computing in the form of both 
qualitative analyses and quantitative investigations focused on establishing, uncov-
ering, substantiating, and/or challenging the assumptions and claims underlying the 
relevance and meaningfulness of big data applications as technological advancements 
with regard to advancing sustainability. For example, owing to the disciplinary origins 
of ICT-oriented literature which resorts to what is labelled ‘normative bias’ of smart 
city research [135], and thus respective authors’ literacy in advanced sophisticated 
technologies, there is a fertile area of research that may challenge the promises and 
claims that new discoveries in big data computing as futuristic advances in ICT hold 
for urban spaces at the expense of the basic consideration of factors that hamper or 
facilitate the implementation of big data applications. Indeed, attempts at dwelling at 
this intersection regarding technological advancements exist in the body of research 
on smart cities (e.g., [57, 89, 131, 136]). Nevertheless, much more needs to be done to 
fully exploit it and thus promote sustainable interdisciplinary and transdisciplinary 
smart and smarter city research (e.g., [20, 23, 135]).
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