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Sensor networks are autonomous structures in which the sensor nodes can enter or
leave the network at any time instant. If the entering node is attacker node it will moni-
tor the network operation and can cause security issues in the network that can affect
communication. Existing literature presents security improvements in such networks
in the form of cryptography, asymmetric techniques, key distribution, and various
protocols. However, these techniques may not be effective in the case of autonomous
structures and can increase computational complexity. In this paper, a convolutional
technique (CT) is proposed that generates security bits using convolutional codes to
prevent malicious node attacks on WSNs. Different security codes are generated at
different hops and the simulation results demonstrate that the proposed technique
enhances network security and reduces computational complexity compared to exist-
ing approaches.
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Introduction
Wireless sensor networks (WSNs) are used for wireless data transfer from source to
destination by employing sensors as intermediate nodes. Sensors are capable of storing
and processing limited volumes of data. WSNs were primarily developed for complex
military communications that do not support wired networks. The wireless sensors are
spatially distributed, self-organized, and can form a network without any predominant
structures. Sensors are mobile and can enter or leave the network at any time instant.
This nature of sensor mobility creates security concerns related to malicious node
attacks on of the network. The authors in [1, 2] present a discussion on the importance
of security at different levels of network communication. The authors also presented dif-
ferent techniques for securing sensor networks, including network requirements.

In terms of securing such networks, a method commonly discussed in the existing
literature is cryptography, which involves securing the original data through a key. The
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same key may be used for data encryption and decryption (symmetric cryptography)
or there may be a different key for encryption and another for decryption (asymmet-
ric cryptography). The keys used in cryptography consume significant energy and stor-
age space, which are limited resources in WSNs. In addition, key distribution is complex
because it is distributed to all nodes in the network, irrespective of malicious nodes.
Cryptography needs keys for encryption and decryption, each node enters into the net-
work is provided with the unique key. Hence for large networks, the generation of a key
becomes complex and consumes more space with the requirement of more hardware,
which in turn increase the power consumption. Hybrid cryptographic techniques such
as elliptic cryptography, digital signatures, and a combination of symmetric and asym-
metric cryptography techniques are also employed to provide security. However, these
techniques may not be efficient in WSNs as the complexity increases when a huge net-
work is considered [3-5].

In the proposed approach, convolutional codes are used to generate a security code at
multiple hops, which must be matched by the node that wants to access the data. The
generation of security code can be discussed as follows:

i. Select the initial security bits as per the network requirement.

ii. By using the convolutional code generator the final security code is obtained by
performing EX-OR operation on the initial security bits (as per the convolutional
code generation technique).

The IPV4 header is used to store the proposed mathematical technique in the security
section comprising 32 bytes. At each hop, different security codes are generated so that
the malicious node will not be able to crack the generated code before time to live (TTL),
where TTL is the active period of data packets in the link beyond which the data packets
are dropped or retransmitted to a legitimate node within the given TTL. Therefore mali-
cious nodes can be easily detected using the proposed technique. This method is sim-
ple and less complex and is efficient compared to the key distribution approaches. The
remainder of this paper is organized as follows: “Related work” section presents related
work, “Proposed approach” section includes a discussion on the proposed approach,
“Simulation results” section presents the simulation results, and “Conclusion” section
concludes the paper.

Related work

Perrig et al. [3] presented a discussion on the combination of two security protocols
to secure sensor networks and improve confidentiality and authentication between
the sender and the receiver. But merging two protocols can combine the effects of the
demerits of each protocol. Murat [4] analyzed the different protocols used to secure
wireless sensor networks from attackers. The author also presented various encryption
methods and discussed several attacks and secure network requirements. Necla and
Ismail [5] proposed a security technique that combines the Scalable Encryption and
Cipher Block Chaining-Message Authentication Code algorithms to ensure dynamic
security in the network. However, if the number of transmitted bits increases, power
consumption also increases in the network. Chan et al. [6] presented an approach in
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which a pair-wise random key is distributed among the nodes to ensure confidentiality
in communications. However, pre-distribution of the key itself requires an establishment
of trust on the node to which the key is given.

Sathees and Balasubadra [7] presented a discussion on an end-to-end secure method
that uses location information to prevent attacks from adversaries, secure routes from
source to destination, and increase network lifetime by employing hierarchy routing.
Ranjeetha et al. [8] proposed a zone routing model for securing mobile ad-hoc networks
by using key distribution. However, key distribution in such networks can be complex
because of the lack of central authority. A secure method of data transmission from
source to destination is presented in [9], which uses a binary hex residue technique. This
method prevents various attacks in mobile ad-hoc networks. Jiye et al. [10] presented
an approach in which a session key is employed instead of assigning a permanent key to
users of network clusters through Elliptic Curve Diffie—Hellman (ECDH).

Du et al. [11] presented a discussion on time synchronization security techniques that
employ high end-sensors in heterogeneous networks. Guo and Shen [12] presented a
discussion on a rekeying algorithm, which is pair-wise and is used to ensure the for-
ward and backward privacy of data. In [13], security in WSNs is provided based on the
pre-distribution of keys among the nodes that are collaborative. However, cooperation
among the nodes may not be possible as the networks are autonomous. Zang et al. [14]
proposed an approach for managing keys in hierarchical networks by providing ses-
sion keys to cluster heads, base stations, and cluster nodes instead of using a common
key to secure such networks. Zhengwang et al. [15] proposed a model in which secu-
rity is provided against malicious attacks by using a dynamic trust. The dynamic trust
is determined by the weights of the direct and indirect trusts and uses a sliding win-
dow to improve flexibility. However, updating the parameters on a regular basis may be
problematic.

Imad et al. [16] presented an approach in which trust among the nodes is established
based on the trust factors of the nodes in the network. This trust is established on the
records of the nodes, which are used for successful data transmission. However, the node
energy is reduced each time the trust participates as a router for transferring information.
Padmaja and Marutheswar [17] presented a discussion on the comparative analysis of vari-
ous methods for detecting malicious nodes and for securing data transmission. Noor et al.
[18] developed an energy efficient method of providing security to the network by using the
secondary gateway and secondary routing in cluster networks. However, clustering may be
difficult in the autonomous structure of networks. An optimized algorithm that is energy
efficient is used to improve the trust, prevent attacks on the network, and improve per-
formance [19]. Li et al. [20] developed a localization method for detecting various attacks
on WSNs and for minimizing overhead. Kaur et al. [21] presented a secure key distribu-
tion method based on a node to node interactions and segregated the attacker nodes to
obtain a secure route from source to destination. However, this approach fails when bursts
of malicious nodes enter the network at any time interval and mask themselves as active
nodes. All the existing approaches use key distribution techniques to secure the data trans-
fer. Key distribution is not efficient as it consumes more energy and storage space to gener-
ate the encryption pin and store the decryption pin. Each node entering into the network is
provided with these pins therefore for large networks it becomes more complex and more
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storage space is required which is limited. In the proposed approach an encoding technique
is used to secure the network as it is already available in all the digital communication sys-
tems and does not require any additional hardware and different codes are generated at
different hops and there is no complexity in key distribution and power consumption is
comparatively low because ex-or gates are used to generate the security codes. Hence the
proposed approach is applicable for heterogeneous multi-hop networks.

Proposed approach

In this approach, a security code is generated based on the digital encoding technique (i.e.
Convolution Coding Approach). Initially, security bits can be selected based on the network
requirement. After selecting the security bits the application of the convolutional code is
used to finalize the security code word by the use of EX-OR operation on the initial security
bits (see Eqgs. 2, 3, 4). Table 1 represents the notations used in the proposed approach.

Our approach presents a security model known as the convolutional technique (CT).
The security code is obtained by using the convolutional method for preventing malicious
attacks against WSNss. In this paper, a 6-bit code is generated at each hop, depending on the
initial security bits. The initial security bits ‘I’ is expressed as

Isc = Hc — 1, (1)
where His Cth hop count and

if the hop count is 1 then

Isc =Hc —1
=1—-1=0.

As the convolutional technique is presented as a digital method, ‘0’ can be represented as
a 3-bit binary number system (because a 3-bit convolutional code generator is used). There-
fore I5- can be expressed as

Isc = S1cS2cS3¢
Is1 = 81181831 =000

If the hop count is 2 then Ig, =1

S$12852283, =001

Table 1 Notations

lsc 3-bits initial security code

He Cth hop count

Sie Soer Sac Three bits of Is at Cth hop

Gio Goo Gy Generated bits at Cth hop

Cg Final security code

N Total number of initial security bits
j Active nodes

A Attacker nodes

Ty Source node

Ry Destination node

Th Total number of hops
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And if the hop count is 3 then g3 =2

811821831 =010.
In this paper, a three-bit convolutional code generator is used for simplicity and ease of
describing the proposed technique (refer to Fig. 1). The equations G, G, and G are
obtained using the modulo 2 addition of the initial security bits and are expressed as follows

Gic = S1c ® Sac 2)
Goc = Sic 3)
G3c = S1c ® Soc @ S3¢ (4)

where S;¢, S, Ssc are the initial security bits at the Cth hop andG,¢, G, G, are the
generated bits at the Cth hop.

For hop 1, the initial security bits are S;;S,;S5; =0 0 0 and the generated bits are G,
G4,G5;, =0 0 0; therefore, the six bits of the security code used to analyze the trust of
a node is a concatenation of the initial security bits and the generated bits, which are

denoted by Cy
N
Cg = HSiCGiC (5)

i=1

where S,-G,- are placed in a concatenation series and N is the total number of initial bits
considered (here N=3).

Therefore, at hop 1, C5=S5,,5,155,G1,G4,G5;, =00 0 0 0 0. This method continues until
the destination node is reached in the network. Each node in the routing process is veri-
fied for the respective Cj, and if it is matched with the security code word expressed in
Eq. 5 within the defined TTL, then the data is transmitted to that particular node or the
node is considered an attacker node.

Evaluation of proposed method at different hops

Consider a network (refer Fig. 2) with active nodes (Mj) and attacker nodes (Aj), where Ty,
is the source node, Ry, is the destination node, and j=1,2,3,...... indicates the node num-
ber. Let T)y communicate with Ry through intermediate nodes M;. In this paper, the IPV4
header is used by the active nodes to access the data and security operations from source to

destination as per the designed algorithm.

Initial
" |a. . > Sic ‘ Sz ‘ Ssc ‘
security bits

> Gz

> Gic

Fig. 1 Block diagram of CT code generator
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Fig. 2 Example network for evaluating CT

The source node broadcasts the data, including security information, to all its neighbor-
ing nodes and if the node is legitimate, it can access the data and again broadcast the data
to its neighboring node for further processing. This process continues until the destination
node is reached. If the node is malicious, it will not have access to the data because the
security operation is unknown to it and would not be able to generate the security code (Cp)
within the TTL as the length of the security code is 6 bits and it requires 2 combinations,
making it a complex process.

The proposed approach is evaluated at multiple hops as

Athop 1
The initial security bits are S;,5,,5;;=00 0 and
Gy, Gy; and Gg; can be calculated as

Gi11 =811 Su (from Eq. 2)
=040

Gi1=0

Gy =811=0 (from Eq. 3)

G31 = S11 @ S21 @ S31 (from Eq.4)
=000®0

G3; =0.

The 6-bit security code Cz=0000 0 0. If this code is matched with a node, then the data
can be accessed by that particular node. If Cz is not matched within the TTL, then the node

is considered as a malicious node.

Athop 2
The initial security bits are 0 0 1 from (Eq. 1) and

Gp=S2®S»=0
Gy =3S812=0
G3=511885 PS5 =1

Therefore the 6-bit code at hop 2is C;=00100 1.
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Athop 3
The initial security bits are 0 1 0 from (Eq. 1) and

Gr=830S83=1
Gy =S83=0
G =818 85 DS =1

Therefore the 6-bit code at hop 3 is Cz;=01 0 1 0 1. In a similar fashion, different
codes are obtained at each hop depending on the initial security bits. Table 2 illustrates
the 6-bit code with 8 hops.

Because the initial security bits are 3, the total hops covered are 2°=8. In general, if
the initial security bits are ‘N, then the total number of hops covered can be expressed as

T, = oN (6)
where T}, are the total number of hops covered and ‘N’ is the number of initial security
bits, 2> 3 (minimum condition). However the selection of ‘N’ is user defined, and the

user can select the initial security bit number according to the network.

Simulation results

In this section, the simulation results of the proposed approach are discussed in com-
parison with the Zhang approach [14], Ranjeetha approach [8] and Tao approach [19] as
they are fairly recent approaches that provide security to WSNs. MATLAB is used for
evaluating the approaches.

The simulation parameters and the required fields related to the size, data, routing,
etc. of the network are presented in Table 3. (LAEERP) [22] is used as a routing type. To
observe network performance and maintain network dynamicity, pause time is set to 0,
25, 50, 100 ms and the speed of mobility is maintained as 3, 6,9, 12 m/s.

Figure 3 presents the total number of packets sent by the receiver versus the rate of
packet loss. From the figure, it can be observed that the loss rate of packets is com-
paratively less for the proposed approach as the attacker nodes can be easily detected
and removed from the routing path, which minimizes traffic and in-turn reduces the
packet loss rate in the network. Figure 4 illustrates the variation in packet overhead
in the network in terms of hop count. The packet overhead of the proposed approach
is minimal compared to the other three approaches. The complexity of the proposed
approach is less because there is no need for key distribution to each node entering

the network and updating the key at a regular instance.

Table 2 6-Bit code generation using CT

Hop count(C) S, S, S3 G, G, G; Cg

1 0 0 0 0 0 0 000000
2 0 0 1 0 0 1 001001
3 0 1 0 1 0 1 010101
4 0 1 1 1 0 0 011100
5 1 0 0 1 1 1 100111
6 1 0 1 1 1 0 101110
7 1 1 0 0 1 0 110010
8 1 1 1 0 1 1 111011
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Parameters

Considered values

Time for simulation
Nodes count considered
Maximum hop count
Propagation model
Type of link layer
Type of MAC used
Type of queue
Packet size

Routing type

Traffic

Pause time

Network area

Speed of node

650's

210120

9

Two-ray ground
Logical link
802.11

Drop-tail

512 bytes
LAEERP

Video

0, 25,50, 100 ms
1000 m x 1000 m
3,6,9,12m/s

60%

50%

&
[=]
&

Rate of Packet Loss
w
[=]
&

20% e Y Zhang Approach
weflles Ranjeetha Approach
10% ==e== Tao Approach

=== Proposed Approach

0%

Packet Sent

Fig. 3 Packets sent v/s rate of packet loss

a 20,000 40,000 60,000 80,000 100,000 120,000 140,000

08
07
- 06
£ 05
o
& 04
g 03
= 02 g Zhang Approach
: === Ranjeetha Approach
0.1 === Tao Approach
i Proposed Approach
0
0 2 4 6 8 10
Hop Count
Fig. 4 Hop count v/s packet overhead

12

Figure 5 presents information on the packet delivery ratio (PDR) at different simula-

tion times. The PDR of the proposed approach is initially almost equal to that of existing

approaches as the initial security bits are loaded into S, S, and S;. After elapse of time,
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300
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c
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3 100 st Y. Zhang Approach
5 === Ranjeetha Approach
€ 50 Tao Approach
=i Proposed Approach

0 5 10 15 20

Simulation time (min)

Fig. 5 Simulation time v/s PDR

the PDR of the proposed approach is better when compared to conventional approaches
because the malicious nodes are removed from the routing path and packets are deliv-
ered with minimal loss.

The proposed approach is quite efficient as it generates the security codes at each hop
easily using mathematical operations, unlike the complex key distribution methods. The
simulation results of the proposed technique outperform the existing methods as the
packet overhead and packet loss is minimal which improves the PDR.

Conclusion

WSNss are precise and consistent in the efficient transfer of data. The proposed approach
provides security to such networks through convolutional codes without any key dis-
tribution, which consumes more power and storage space. The proposed technique is
efficient as it can be generated by simple mathematical equations that reduce computa-
tional power and easily detect malicious nodes for secure data transmission from source
to destination. The simulation results demonstrate that the proposed approach provides
better results compared to conventional approaches, and it is simple and effective for
providing security to WSNs.
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