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Abstract

In this paper, we propose to utilize an intelligent reflecting surface (IRS) as a promising
technology to enhance the coverage and physical layer security of non-orthogonal
multiple access (NOMA) system. In particular, an IRS-assisted NOMA system is consid-
ered with the aid of careful channel ordering of the NOMA users, in which the trans-
mitter sends superposed signals to multiple legitimate users by virtue of the IRS in

the presence of multiple eavesdroppers. Meanwhile, the secrecy performance of the
IRS-assisted NOMA system is investigated under two wiretapping cases: non-colluding
and colluding external eavesdroppers. In the non-colluding case, eavesdroppers
operate independently, while in the colluding case, every eavesdroppers can combine
their observations to decode the messages. To this end, we derive the approximate
closed-form expressions for the secrecy outage probability (SOP) and the asymptotic
SOP for each wiretapping case. Also, we assume that the phase of the IRS elements is
set by using the ON-OFF control method. Based on analytical results, we show that
the secrecy diversity order of the IRS-NOMA at legitimate users is in connection with
the number of reflecting elements. From the numerical results, it can be seen that the
IRS-NOMA can achieve superior secrecy performance with increasing the number of
reflecting elements of the IRS. However, we also find out that using the finite ON state
reflective elements can improve the secrecy performance. Actually, increasing the
number of ON state reflective elements above five has a negative effect on the system's
secrecy performance.

Keywords: Intelligent reflecting surface, Secrecy outage probability, Physical layer
security, Non-orthogonal multiple access

1 Introduction

An intelligent reflecting surface (IRS), also known as a reconfigurable intelligent sur-
face (RIS), is a green technique that passively reflects the incident signal with low-power
consumption. IRS does not amplify or reflect noise when reflecting signals and provides
the full-duplex transmission [1]. Moreover, an essential application of IRS is to com-
bine it with wireless communication techniques such as non-orthogonal multiple access
(NOMA) in order to improve performance. For example, in [2], the closed-form expres-
sions for the outage probability and the ergodic rate have been derived for the downlink
and uplink IRS-NOMA and orthogonal multiple access (OMA) systems. Considering
hardware limitations in practice, the ON—OFF control strategy, which is also known as a
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1-bit coding scheme, has been applied in [3, 4] to establish the IRS-NOMA network. For
the first time in [5], the concept of digital metamaterials, which manipulates the elec-
tromagnetic waves by a 1-bit coding scheme, has been proposed. In [3], a simple design
of IRS-NOMA transmission has been proposed. Also, the outage probability has been
expressed by considering the complex Gaussian distribution for the IRS channels. In [4],
the exact and asymptotic expressions of outage probability and ergodic rate for the m-th
user with imperfect successive interference cancellation (ipSIC) and perfect successive
interference cancellation (pSIC) in IRS-NOMA networks have been derived. Since the
integral of outage probability with ipSIC is non-analytic, the Gauss—Laguerre integra-
tion has been used to achieve the closed-form expression for outage probability with
ipSIC. Also, simulation results have shown that the outage behaviors of IRS-NOMA are
superior to those of IRS-OMA, amplify-and-forward (AF) relay, and decode-and-for-
ward (DF) relay. Further, the authors in [6] have analyzed the required power and outage
performance by introducing continuous and discrete phase shifting in IRS-NOMA with
multiple antennas.

Furthermore, physical layer security has been extensively studied for various wireless
networks. The secrecy performance of systems using the IRS has been recently consid-
ered in [7-12]. In [7, 8], the beamforming at the transmitter and reflecting coefficients
at the IRS have been optimized. The differences between [7, 8] are in the objective
functions and the constraints of the optimization problem. Nevertheless, the authors
in [9-15] have focused on obtaining the closed-form expression for the secrecy out-
age probability (SOP). The SOP is a common performance metric for evaluating the
secrecy of wireless communication. The authors in [9] have shown that utilizing the IRS
enhances the secrecy performance in wireless systems. However, the authors in [10]
have shown that increasing the number of intelligent elements on the IRS has a negative
impact on the secrecy performance of the IRS-NOMA system. Moreover, in [10], it has
been assumed that only one eavesdropper exists, and the independent Rayleigh fading
channels have been considered. Also, the SOP has been approximated by using the cen-
tral limit theorem (CLT) for the high number of intelligent elements on the IRS. So, the
derived closed-form expression in [10] cannot be used for the low number of intelligent
elements. In [12], closed-form analytical expressions for the average secrecy rate and the
SOP have been derived. In particular, the upper incomplete gamma function has been
substituted by the power series, which would considerably reduce the complexity of the
integration of SOP. Then, a genetic algorithm (GA) has been utilized to find an optimal
allocation and phase shift adjustment strategy for the IRS. Based on the eavesdropper
behavior, in [11, 13, 14], the secrecy performance in wireless communication has been
evaluated by considering the non-colluding and colluding scenarios. Actually, different
eavesdropping models have been investigated there, namely, the cooperative and inde-
pendent eavesdropper cases. In detail, in [11], the secrecy performance of an IRS-aided
unmanned aerial vehicle (UAV) communication system has been studied by modeling
the distribution of eavesdroppers with stochastic geometry theory. For achieving the
closed-form expressions of the SOP for both cases, the gamma approximation and the
CLT have been used. In [13], the analytical and asymptotic expressions for the SOP of
the NOMA system over Nakagami fading have been evaluated. In [14], by using tech-
niques of Laplace transforms and Cauchy integral theorem, the closed-form expressions
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of the SOP for the internet of things (IoT) networks have been derived. In [15], the
closed-form expressions for the SOP and the ergodic secrecy capacity in device-to-
device (D2D) communications underlaying cellular networks have been determined. In
[16], the closed-form expressions for the SOP and the asymptotic SOP at an IRS-assisted
D2D communication underlaying cellular networks in the presence of multiple eaves-
droppers have been derived. The authors in [17] have investigated the effective secrecy
throughput and SOP of IRS-NOMA networks by considering only single external or
internal eavesdropper. In [18], a secure robust design of IRS-NOMA networks has been
proposed with the impractical assumption of continuous phase shift.

The theoretical literature previously mentioned provides a strong foundation for
understanding IRS-NOMA networks. Inspired by [5], in this paper, we specifically aim
to investigate the secrecy performance of an IRS-NOMA network by invoking a 1-bit
coding scheme, in which the signals are transmitted from the source to multiple non-
orthogonal legitimate users via the assistance of IRS while accounting for the presence
of multiple eavesdroppers. In this regard, both non-colluding and colluding eavesdrop-
pers are taken into consideration with the aid of careful channel ordering of the NOMA
users. To overcome impractical continuous phase shifting caused by excessive signaling
overhead and finite resolution of phase shifters at the IRS, we assume the ON-OFF con-
trol as a feasible scheme to redesign the phase shifts of IRS for the secure transmission of
IRS-NOMA networks similar to [3—5, 17]. More specifically, we derive approximate and
asymptotic closed-form expressions of SOP based on the Gauss—Laguerre quadrature
rule under both non-colluding and colluding wiretapping cases. To glean more insights,
the secrecy diversity orders at high SNRs are obtained. We confirm that the SOP value
converges to the asymptotic SOP value in the high SNR region. The remainder of the
paper is organized as follows. In Sect. 2, Methods/Experimental are presented. Results
and Discussion are explained in Sect. 3. Finally, Sect. 4 concludes the paper.

2 Methods/experimental

In this section, the formulation of the work is described. Primarily, the system model
is presented by considering the multiple eavesdroppers and multiple legitimate users.
Actually, external eavesdroppers are considered for non-colluding and colluding cases.
In the non-colluding case, eavesdroppers operate independently, while in the colluding
case, every eavesdroppers can combine their observations to decode the messages. In
the continue, we derive the approximate closed-form expressions for the SOP and the
asymptotic SOP of the IRS-NOMA system under two wiretapping cases. More specifi-
cally, non-analytic integrals of the SOP are solved by the Gauss—Laguerre quadrature

rule.

2.1 System model

According to Fig. 1, we consider an IRS-NOMA system including a source equipped with
M antennas, W legitimate users, S eavesdroppers, and one IRS which has R reflection ele-
ments controlled by the communication-oriented software. All the nodes except the source
are equipped with a single antenna. The baseband equivalent channels from the source to
IRS, from IRS to the w” legitimate user, and from IRS to the sth eavesdropper are denoted
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Fig. 1 The system diagram for IRS-NOMA with S eavesdroppers and W legitimate users

byF € CRxM, h],',lw e C1*R and gfs e CIxR respectively. We assume that there is no direct
link between the source and the legitimate users or eavesdroppers. Therefore, all channels
such as F, h, and g are subject to complex Gaussian random variables (RVs) with zero mean
and unit variance. By applying the channel estimation method based on the maximum-
margin matrix factorization (MMMEF) [19], we assume that the perfect channel state infor-
mation (CSI) of F and h links can be obtained. Also, according to a generic assumption on
the physical layer security, the channel distribution information of the eavesdropping links
(g) is available. Similar to [3, 4], in IRS-NOMA networks, we assume that the source sends
the superposed signals to W legitimate users by the virtue of an IRS by using the superposi-
tion coding scheme. Hence, the received signal y; reflected by IRS at the i-th legitimate user

is shown as:
w
yi = hi—}lQFW Z OleSxi + n; (1)
j=1

where x; is assumed to be normalized unity power signal for the i-th legitimate user, i.e.,
E(xlz) = 1. n; denotes the noise, Ps is the transmit power at the source (transmitter), and
w denotes the beamforming vector. Q £ diag (rk exp(j@k)) is a R x R diagonal matrix,
where r; € (0,1] and 6; € [0,27) are the amplitude reflection coefficient and reflection
phase change applied by the k% element of the IRS. The source using power allocation
factors o; sends the transmitted symbols as x; for i = 1,..., W. It is considered that D;
(the poorest user) and Dy (the strongest user) are paired to perform NOMA. Without
loss of generality, we assume 0 < @y, < -+ <@z <o < land Zl‘il a; = 1. According
to the successive interference cancellation (SIC) principle, ; is decoded by considering
the interference caused by x; (i <j < W) while x; is decoded after removing the inter-
ference caused by x; (1 < i <j). So, the received SINR of x; at D; (1 <i < W) can be
expressed as follows:

7 0l 7N . . ®
B — —
S s o [REQEW]” +1 Y, gl LA + 1

where f = Fw and ¢ are an R x 1vector containing the elements on the main diagonal of
QM. H, is the diagonal matrix with its diagonal elements obtained from hi{i. We denote
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pg = Ps/ (SZZ; as the transmit SNR for the legitimate users’ channels, where 8123 is the vari-
ance of additive white Gaussian noise (AWGN) at legitimate users. Similar to [4], with-
out loss of generality, the effective cascade channel gains from the BS to IRS and then
to legitimate users are ordered as HgoHH,,lsz < HgaHH,,ZfHZ <-o-< H(pHH,,WfHZ. Like
[20], we assume that each of the eavesdroppers can detect x; (1 < i < W) without being
interfered with x; (i <j < W). Under this assumption, the achievable secrecy rate in the
worst-case scenario can be used as a lower bound for other scenarios because eaves-
droppers have strong detection abilities. Regarding the eavesdropper behavior, we focus
on two wiretapping scenarios such as the non-colluding and colluding cases.

For non-colluding case, we assume that eavesdroppers can be modeled as a set of inde-
pendent and identical uniformly distributed points without cooperation with each other.
Under this assumption, the one that can obtain the greatest SNR is the most detrimental
eavesdropper [11]. Forasmuch as the received SNR at eavesdroppers is limited to the
most detrimental eavesdropper, the received SNR of x; (1 <i < W) at eavesdroppers

2
| ) 3)

where G is the diagonal matrix with its diagonal elements obtained from g}L.

can be given by:

2
gffsQFw“ > = msax (a,',oEHwHGr,sf

Yi= max }(a,’pE‘

g = Ps/ 8% is the transmit SNR for the eavesdroppers’ channels, and 8125 is the variance of
AWGN at the eavesdroppers.

For colluding case, we assume that all eavesdroppers’ received signals are combined at
a central node. So, the received SNR of x; (1 < i < W) at eavesdroppers can be given by:

S
V}é = Z aiPE‘
s=1

(4)

‘ 2

S
2
gt QEw|| =Y aine[¢" Gt
s=1

As such, the secrecy capacity of the i legitimate user in the IRS-NOMA system can be
written as follows:

Cé = [log,(1 + y,é) —log,(1 + )/E")]+ (5)

where [x]T = max{x; 0}. Since the use of ON-OFF control which is a typical type of dis-
crete phase shift design leads to better performance than the DFT-based design [3], we
consider the ON-OFF control in the design of IRS. So, each element of ¢ is either 0
(OFF) or 1 (ON). Like [3, 4, 17], without loss of generality, we assume R = PL, where P
and L are integers. Define V £ \%Ip ® 11, where Ip is a P x P identity matrix, 1z is a

L x 1 all-ones vector, and ® denotes the Kronecker product. By denoting v, as the P
column of V, it is easy to show that v;[vl = 0for p # [ and v[];[vp = 1. According to [3, 4,
17], the reason for this particular configuration is that defining V satisfies two important
properties for the ON—-OFF control. First, each element of ¢ in the ON-OFF control is
either 0 (OFF) or 1 (ON), which implies that only a subset of reflective elements are
active at any given time. Second, the matrix V is designed to have orthogonal columns,
which ensures that the reflected signals from different active elements do not interfere
with each other. For non-colluding and colluding cases, the optimal ¢ to maximize the
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secrecy capacity is selected based on the following criterion, denoted as (6) and (7),
respectively.
2
aiPBH\/Z";Hr,if ‘

2

w
POLAREIY “ﬁv;{ﬂ,_if +1

max min_log,
vy i={1,.,W)

3 (6)
1 - H IvHG f‘
+max <oesz VLV}!Grs

2
aipB HﬁV;[Hr,if ’
Z,“Zprl @ pB HﬁV;{Hr,if

1+ 305 e | VIVEGr o

14 5
+1

max min_log,

vy i=(1,... W} 2 (7)

Due to the structure of v, ¢ = ﬁvzp “indicates which IRS elements are ON or which of
them are OFF. Accordingly, ¢ can be obtained by using Algorithm 1. Algorithm 1 starts
by calculating P and V based on inputs such as R and L. Then, x is initialized to 0, and
for each column vector in V, an iterative loop begins. Within this loop, y is initialized to
infinity, and for each value from 1 to W, the objective function referred to as (6) or (7) is
calculated per i and the current column vector. If this value is less than the current value
of y, then y is updated to that value. After completing the inner loop, if y > x, then x is
updated to y, and ¢ is set to a value based on the current column vector. This algorithm
proceeds to the next column vector in V until all column vectors have been considered.
Finally, the optimal value for ¢ is returned by this algorithm. The main symbols related

to this scenario are summarized in Table 1.

2.2 Secrecy outage probability analysis

In this section, we derive the approximate closed-form expression for SOP. Accord-
ing to [15], the SOP is derived as “the probability that the secrecy capacity is less than
the target secrecy rate”” In this regard, based on (5), the SOP for the i legitimate user
(1 <i < W) can be expressed as follows:

) 14yl
Pi(n) = Pr (C§ <) =Pr (HZB < 2'7> (8)
E

where 7 is the target secrecy rate. To obtain the SOP for the non-colluding and colluding
cases, the required channel statistics are calculated below.

Lemma 1 Let us definewand v as L x 1 complex Gaussian RVs. The cumulative distri-
bution function (CDF) of HuTvH2can be expressed as follows:

2

- @ \/EKL (2v/x) 9)

Pty @ =1
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1 Proof
Ifuand v are L x 1 complex Gaussian RVs, the cross product of two independent RVs
(u™v) based on Appendix 1 has a statistical distribution with the following probability

density function (PDF):
4, L
fury @) = ﬁKH(zx) (10)

where K(.) and I'(.) denote the modified Bessel function of the second kind and the
gamma function, respectively. The PDF of ||uTvH2 is as follows:

uly 2 _
Sjare2® A Z(J‘f) =0 Va1, (27/7) (11)

The CDF of||uTvH2 can be expressed as follows:
r2 -1
F||uTV||2(x) = /0 @\/TKL—I (2\/5)(15 (12)

By applying the change of variable w = /€ /x, we have:

4 1
F||uTVI|2(x) = ﬁ/o WKL* (2w+/x)dw (13)

According to Eq. (6.561.8) in [21], we have:
1
/ WK, (aw)dw = 2" 2T(n+ 1) — a ' K,41(a) (14)
0

By substituting (14) into (13), the CDF ofHuTvHann be expressed as (9).
O

We define the random variables X; as X; £ (oHH,,,«f (1 <i< W). Since the effec-
tive cascade channel gains from the BS to IRS and then to legitimate users are ordered as
||<pHH,,1f||2 < ||<pHH,’2fH2 <. < H<pHH,’Wf 2, according to [22], the CDF of the sorted

variable X; is given by:

W—i

4! D* (W =i\ [ i+k
Fyx, 2 (%) = (W — )l —1)! Z G+ k) < k ) {F”Xinz(x)} (15)

k=0

where 1?” X,'Hz(x) denotes the CDF of unsorted cascade channel gain. Since the elements
of vector ¢ are either 0 (OFF) or 1 (ON) for the IRS with the ON-OFF control, the ele-
ments of vector H, ;f are obtained from [hf,{if]. So, X is derived by the cross product of
two complex Gaussian RVs, and also, X; for 1 < i < W has the same statistical distribu-
tions. Therefore, the CDF of unordered random variables || X;||? (f”Xi”z) forl<i<WwW

DliiOB”Xi”2 (1 <i< W) and
119 lIXI12+1 -

®  the CDF of vi 1 <i<W for o —Ezj‘ziaj > 0) and yp" is as

can be expressed as (9). Since = s
=i

V}QX/ = Oy Pp HXW
follows:
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o pp 1 X1 §
E,i(6)="Pr | — <&| =i W
> sl Xill* +1 OB <ai —§ Z%‘)
j=i+1 j>i
_ W ‘g (—DF <W—i>
S W-li-D & G\ K
s ik
1o 2 d K |2 :
(L) w L4
,03(0!1—520(;) PB(OH_SZO[])
j>i j>i
(16)
§
Fy];v(é) =DPr (OlW/OBHXW” 5) Fixw i <OlW,0B>
TWo0l-D & G\ K ra) \awps) \ 7\ awps
(17)

In (16) for o; — 520{1 <0 and F (E) =1, the argument for (16) is also given in

j>i
Appendix 2.

On the other hand, we define the random variable Y; as Y; £ ¢ Gr sf. Since G, 5 and
f have the complex Gaussian distributions, and the elements of vector ¢ are either
0 (OFF) or 1 (ON) for the IRS with the ON-OFF control, and the elements of vec-
tor G, ;f are obtained from [gf}sf], Y; is derived by the cross product of two complex
Gaussian RVs, and also the CDF of ||Y;||% can be expressed as (9). In continues, the
CDF of yg;, = a;pgl Y;||? is as follows:

Fy, (§) =Pr (a,pE||Y|| <g) |Ys|2(ai,>
iPE

o (o) <)
=1—- — K (2
(L) aipg oipg

In (18), i denotes the i legitimate user (1 < i < W), and s denotes the st eavesdropper.

Theorem 1  For the non-colluding case, the PDF of yi can be found as follows:

L
2

S-1
51601 = st (af) s/ 55) (1~ af) )

(19)

1 Proof
Based on (3), we have yé = {r1112ax . (ygm). So, the CDF of y]é can be expressed as follows:
s

------
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F ; =Pr ma
VE © <s€{1,2,?.(.,8}

S
(ve,) < E) =115:.® (20)
s=1

By applying (18) and (20), the CDF of yé can be written as follows:

L S
_ 2 (& \? 3
F,i(§) = (1 O <amg> K, (2 aip}g)) (21)

Based on f.:(x) = dF. i (x)/dx, the PDF of ¥ can be found as (19). ]
VE VE E

Theorem 2  For the colluding case, the PDF of yﬁ can be found as follows:

1 sl
fu6) = ( ¢ ) exp (_5>
% aipg(L+2)T (%) @ipg (L + 2) aipg (L + 2) (22)

1 Proof
See Appendix 3. O

As shown in Fig. 1, the baseband equivalent channel from the source to IRS (F) is com-
mon between the legitimate user and eavesdropper. Since F is subject to complex Gaussian
RVs with zero mean, we can easily show that the SINRs of the legitimate user and eaves-
dropper are uncorrelated. Nevertheless, in [11, 12], it is assumed that the SINRs of the
legitimate user and eavesdropper are independent. So, according to (8), the SOP for the i
legitimate user (1 < i < W) can be given by:

oo
Pin) = / F,i(21(1+€) — 1)f,; (§)d (23)
0
By using (16), (17), (19), and (22), the SOP for the i? legitimate user can be simplified as
follows:
oo
P = [ e nds, 1isw (1)
0

where g;(§,n) for1 <i < W and gy, (£, n) can be written as (25) and (26), respectively. In
these equations, ¥;(£) and hy (&, y, n) are mentioned in (27) and (28), respectively. Since
the PDF of . is different for the non-colluding and colluding cases, h; (£, x) is shown as
(29) and (30). For the non-colluding case, h; (§,x) can be written as (29). Also, h; (§,x)
can be written as (30) for the colluding case.

_ [l aippha (&, ppii(6),i) for yi(€) > 0
gi@'”)—{ 1 Ehlé(,aipb for)wi@)so (25)
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gw (&, m) = h1(§, ay pp)ha (€, pp, W) (26)
w
Vi) =i - QMA+E6H -1 Y o (27)
j=i+1

hy(§,y,0) = (W — )l — 1)! /Z; (i+k ( k )

. L i+k (28)
o1 2 <2 (1+$)—1>2KL 9 21(1+&)—1
') y y
4 5—1
ha (6,%) 255 6/ T Kot (2VETR) (1= 156/ T K, (2VET) ) (29)
SL/(L+2)—1
hi(§,%) = x(L+2)F(}§L/(L+2)) (x(L+2)) exp (_x(LéTD) (30)

Since the integral of Eq. (24) is non-analytic, this integral can be approximated by the
Gauss—Laguerre quadrature rule. So, we first convert the above-mentioned integrals to
the standard form of this rule. Since the integral is defined over an unbounded interval
[0, 00), we can use (31) for obtaining the approximate closed-form of the SOP of the i
legitimate user.

x N
Pi(n) = / exp(A)g; (A mexp(—A)di = _ B exp(in)g;(in 1) (31)
0 n=1
P = 8 32
"N+ DALy ) (32)
N _qym
v =3 (Z)( BT )

m=0

where N is the number of points, and /, is one of the roots of the N order Laguerre
polynomial, which is given in (33). The B,s in (32) denote the weights of the Gauss—
Laguerre quadrature rule [23]. On the other hand, one can easily verify that V;[Hr,if,
V;G,,if, v;'[Hr,if, and v}'[Gr,if are independent and identically distributed (i.i.d.) for
p # [. In this paper, based on the perfect SIC and the strong detection of eavesdroppers,
(1 + yé)/(l + y]f:) isindependent of (1 + yé)/(l + y]]g) for i # j. As a result, the use of
the mentioned selection criterion ensures that the SOP of the selected legitimate user
can be given by:
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i p i
SOP(’?):Pr(maxmin{l-’_yE} ) H (mln{1+y]3,}<2n>
Vpo 1+)/é =1 i 1—|—7/If:
. P w P
)1+
({52} <2)) = (- THa-ron)

By substituting (31) into (34), the SOP of the selected legitimate user can be simplified as

(34)

follows:

P

w N
SOP(y) = <1 -1 (1 — > Buexp(Zn)g;(n, n))) (35)

i=1 n=1

where g;(&,n) for1 < i < W and gy, (&, n) are derived in (25) and (26).

2.3 Asymptotic behavior of the SOP
According to [24] for achieving the asymptotic behavior of the SOP, we can consider

pg —> 00, which means that é — 0. According to [3] for x — 0, K (x) can be approxi-

mated as follows:

%—i—gln(g) for L=1
Ki)~ 41 <(LZ 1 L=20) for L>2 (36)
() (1)
When py — o0, we can approximate (28) as follows:
w (1—2W(1+§) In (2n(1+s)—1))i for L = 1
Asy Nisda i ¥y y
hy 7 (&,y,0) =~ (37)

W (2a46)-1)!

For the non-colluding and colluding cases according to (26)—(29), h1 (£, o;0p) and ¥;(§)
are independent of p for1 <i < W. So, when pg — o0, g;(§,n7)for1 <i < W canbe
approximated as follows:

ASY(%~ )PB%OO {h1(5,0h,0]3)h SY(g-' pBK[h(f) ) for ¥;(§) >0 (38)
hi (€ i) for ;(§) <0
g‘/‘}sy(g’ n)pB;OOhI(S)aWIOE)h?SY(S: Oy PBs W) (39)

By substituting (38) and (39) into (35), the asymptotic SOP of the selected legitimate
user can be obtained as follows:

w N P
SOPAY () = (1 -1I (1 ~ > Buexpln)g; ™ U, n))) (40)

i=1 n=1

Page 11 of 21
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According to [24], the secrecy diversity order for legitimate users is defined as follows:

log (SOPASY(n))

Dgee = — lim (41)

pg—>00 log ()
By substituting (40) into (41), the secrecy diversity order of IRS-NOMA at legitimate
users for L = 1and L > 2 in the non-colluding and colluding cases is Dsec = P.

3 Results and discussion

In this section, Monte Carlo simulation results are presented to verify analytical results.
We consider W = 3, a1 = 0.6, @p = 0.3, a3 = 0.1, and p; = —10 dB. Similar to (3, 4, 17],
these parameters are chosen for a behavioral validation of the system.

In Figs. 2, 3, and 4, we plot the SOP of the selected legitimate user by using (34) versus
the number of IRS elements with ON state (L) by assuming pg = 10 dB. In Fig. 2, when
the target secrecy rate (n) increases for P = 1 and S = 1, the SOP becomes higher. Fig-
ure 3 for n = 0.1 bits per channel use (BPCU) and S = 1 shows that increasing P leads
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to increasing the number of choices for which the IRS elements to be ON or OFF. So,
according to (6), the optimal vector of v, can be found such that the SOP has less value.
In Figs. 2 and 3, for L <=5, we observe that increasing the number of IRS elements
(L) leads to decreasing the SOP because the transmitter information, that is blocked by
obstacles, can be more reflected by using more IRS elements. Also, the signal reflection
does not amplify or reflect noise due to the nature of the IRS. Moreover, the IRS instead
of amplifying the signal sends L copies of the signal. For L >= 5, increasing the number
of IRS elements (L) leads to increasing the SOP since increasing L allows eavesdroppers
to extract more information. Actually, eavesdroppers receive L copies of the signals from
the IRS. Figure 4 shows that increasing the number of IRS elements (R) reduces the SOP.
In Fig. 4, unlike the previous figures, it is assumed that each of the curves has the fixed
R. Since R = PL, increasing L leads to decreasing P for fixed R. As a result, the SOP is
reduced. So, the case for which only one of the IRS elements is ON (L = 1) has better
secrecy performance in comparison with the case wherein all the IRS elements are ON
(L =R).
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In Figs. 5, 6, and 7, we plot the SOP of the selected legitimate user versus the trans-
mit SNR for the legitimate user (pg) at different  and P. We can see that our theoreti-
cal analysis and simulation results are closely matched. At the higher transmit SNR,
the exact SOP curves converge to the asymptotic SOP curves. Figure 5 shows that the
SOP becomes higher for different transmit SNRs when 5 increases for R = 20, L =5,
P =4,and S =1. In Figs. 6 and 7 for S =1 and n = 0.1 BPCU, it can be found that
increasing P can effectively reduce the SOP for the different transmit SNRs. The dif-
ference between Figs. 6 and 7 is that in Fig. 6, the value of R is fixed as R = 20 and
with increasing P, L decreases; but in Fig. 7, the value of L is fixed as L = 1 and with
increasing P, R also increases. In addition, Fig. 6 confirms the optimality of the choice
of L = 1in the multiuser scenario.

In Figs. 8, 9, 10, and 11, the behavior of eavesdroppers, which can be non-colluding
and colluding, has been compared by increasing the number of eavesdroppers (S). In
Figs. 8 and 9, we plot the SOP of the selected legitimate user versus the number of IRS
elements with ON state (L) for the different number of eavesdroppers (S) by assum-
ing P =1 and n = 0.1 BPCU. Figures 8 and 9 show that the SOP becomes higher in
the non-colluding and colluding cases when § increases. Also, due to the fact that
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Table 1 List of the main symbols

Symbol Description

L The number of reflective elements with the ON state

P The number of activity vectors (vp)

R The number of reflective elements

S The number of eavesdroppers

w The number of legitimate users

Q; The power allocation factor of the i legitimate user at the source
Pg The transmit SNR for the legitimate user

Pe The transmit SNR for the eavesdropper

eavesdroppers argue with each other to extract information in the colluding case, this
case has less SOP values compared to the non-colluding case at high values of S. But,
both cases necessarily lead to the same curve in § = 1.

In Figs. 10 and 11, we plot the SOP of the selected legitimate user versus the transmit
SNR for the legitimate user (pp) at the different number of eavesdroppers (S) by consid-
ering R =20, L =5, P =4, and n = 0.1 BPCU. Figures 10 and 11 show that increasing S
leads to increasing the SOP in the non-colluding and colluding cases. Also, the colluding
case has less SOP values compared to the non-colluding case at high values of S. At the
higher transmit SNR, the exact SOP curves converge to the asymptotic SOP curves.

4 Conclusions

In this paper, we have investigated the secrecy performance of an IRS-assisted NOMA
system by considering the channel ordering of the NOMA users. Meanwhile, we have
derived expressions for the SOP and the asymptotic SOP of IRS-assisted NOMA sys-
tems in the presence of multiple legitimate users and multiple non-colluding and col-
luding eavesdroppers. More specifically, the approximate closed-form expressions for
the SOP and the asymptotic SOP have been validated through simulations. Based on
the approximated analyses, the secrecy diversity order of the IRS-NOMA at legitimate
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users has been related to the number of reflecting elements. Also, numerical results
have shown that applying the IRS can improve the secrecy performance when we use
the ON-OFF control. Actually, increasing the number of reflecting elements (R) can be
achieved superior secrecy performance. However, we also find out that using the finite
ON state reflective elements (L) can improve the secrecy performance. Actually, increas-
ing the number of reflective elements with the ON state above five has a negative effect
on the system secrecy performance, and L = 1 is the optimal choice of L when we use
the ON-OFF control.

Algorithm 1 The ON-OFF control
calculate P = %

calculate V = %Ip ®1r,

initialize x = 0
for p=1to P step 1 do
consider v, as the p*" column of V
initialize y = oo
for i =1 to W step 1 do
consider t* as the value of objective function shown in (6) or (7) per ¢ and v,
if y > t* then
10: y<=t*
11: end if
12: end for
13: if y > = then
14: T &=y
15: P &= \Evp
16: end if
17: end for

LoOoNITORW N =

Appendix 1

If u and v are L x 1 complex Gaussian RVs with zero mean and unit variance, the cross
product of two independent RVs (a = u’v) has the real (ar) and imaginary (ar) parts,
and their conditional distribution agr and aj, are independent of each other with a com-
plex Gaussian distribution.

agllu ~ CN(0, [u]*/2) (2)

auflu ~ CN (0, ul?/2) (43)
Hence, the joint conditional characteristic function of ar and ay, is obtained as follows:

W} +w§)||u||2>

Wapar [u w1 llw, jwallw) = E(exp (j(wiar + woap)|lu)) = exp ( 2

(44)

The joint characteristic function of ag and ay, is also obtained as follows:
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Wa s, (W1, j12) = / Wa i w1 10, ) f ()l

(45)
%/exp <—(1+( 14 2)>||u||2>du

According to [25], we know that

1 , 1 IblI* — llell* — j2R(bTc
I / exp <—ﬂ||ll||2 + 2R<uTb) + 2/R(uTC>)du = exp < o 4 ( )

(46)
So, the joint characteristic function can be simplified as follows:
L W +w3)
Vaga, W1, jw2) = (1 + = (47)

After transforming the Cartesian coordinates to the polar coordinates, we can obtain the

P,(r)as:
2w +00 400
Py(r) = / / / ag,ar (W1, jw2) exp(—jr(wy cos(8) + wy sin(0)))dwidw,dé
—00 —0O0

(48)
By using change of variables w; = t cos(¢) and wy = ¢ sin(¢), we have

2w 2w

Py(r) =/ (1—1— > //exp(—]rt cos(f — ¢))dOdedt = F(L) —K;—1(2r) (49)
0

Appendix 2
The CDF ofyé l<i<Wfora; — & Z}Zi aj > 0) is as follows:

OliPB||<PHHr,if||2
ZIZHI O‘/’PB||¢HHrJf||2 +1

F,(6) =Pr

w
2 2
=Pr a,-pBH<pHHr,if’ <& Z ajpBHgaHH,,,'f‘ +1
)
2 v (50)
=Pr H(pHHm»fH ajpp —§& Z ajpg | <&
j=i+1
§

o 2
el :
Pg (Oli =& min 0‘/‘)

In the above equation for «; — SZPL i <0 and F (E) =1, as shown in (51), the

expression of @ THf is expressed as the cross product of two independent RVs (u T v).
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Hto .ol

0 K
PHE= [0 ay ]| 0 (]
o . onl| (51)
u; .
Al L=
=[gh g || = Z W ogfi =uly
L i=1

Since we have defined the random variables X; as X; = @'H, ;f (1 < i < W), the CDF of
unordered random variables || X;||2 (f”Xl_”z) for1 < i < W can be expressed as (9).

Appendix 3
Based on (18) and nyiS ) = dFyEis (x)/dx, the PDF of yg,  is shown in (52). The mean and

variance values of yg,  are given by (53) and (54), respectively.

L-1

2 x 2 [ x
fygm (x) = m (051101;) Ki—1 (2 Oli,OE> x>0 (52)

n= E(VEi,S) = a;ppl (53)

0> =V(y,) =E(r2,) = E2(ve,) = 2L + Dwipg)” — (eipl)”

) (54)
= L(L +2)(cipg)

As the PDF of yg, is zero for x < 0 and lil’_{l fye. (x) = 0, the Laguerre series can be
” xXx— 400 LS

used for approximating the PDF of yg, [26]. According to [27], the first term of the
Laguerre series, which is the gamma distribution, provides a good approximation. So, we

have:
1 x\A x
Fre @ gra (E) xp (_E) #20 (55)
2
s L
A=——-1=—-—-1 56
02 L+2 (56)
o2

In (55), A and B are written as (56) and (57), respectively, where i and o2 are mentioned
in (53) and (54), respectively. Hence, the characteristic function of yg, is obtained as
follows:

Uy ) = B(exp (W) = [ fr, 060 () = (1= )

Page 19 of 21



Ghavami and Akhbari J Wireless Com Network ~ (2023) 2023:57 Page 20 of 21

Based on (4) in the colluding case, we have y{ = Zle YE;,- S0, the characteristic func-
tion of { is obtained as follows:

S

. . . . —S(A+1

lI/yEi Gw) =V (Gw) = H WVEL-,S (Gw) = (1 —]WB) @+D (59)
VEss —1

s=1

The PDF of }: can be found as follows:

1 i . , _ 1 x\S@A+D)-1 x
100 = 5 [ Byomew (o = gt (5 e (<)
(60)

where A and B are mentioned in (56) and (57), respectively.

Abbreviations

AF Amplify-and-forward

AWGN Additive white Gaussian noise

BPCU Bits per channel use

CLT Central limit theorem

csl Channel state information

D2D Device to device

DF Decode-and-forward

loT Internet of Things

ipSIC Imperfect successive interference cancellation
IRS Intelligent reflecting surface

GA Genetic algorithm

MMMF Maximum-margin matrix factorization
NOMA Non-orthogonal multiple access

OMA Orthogonal multiple access

pSIC Perfect successive interference cancellation
RIS Reconfigurable intelligent surface

RVs Random variables

SOP Secrecy outage probability

UAV Unmanned aerial vehicle
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