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Abstract

In this paper, we investigate the joint resource allocation to provide secure information transmission in a five-node
cooperative cognitive radio network, which contains a primary transmitter (PT), a primary receiver (PR), a secondary
transmitter (ST), a secondary receiver (SR), and an eavesdropper (E). To ensure the information is securely
transmitted, PT and PR use a part of the power to transmit artificial noise (i.e., jamming signal) to confuse the
eavesdropper. Specifically, in the first phase, PT transmits its signal, which contains secrecy information and artificial
noise, by using all of its power and bandwidth. In the second phase, ST accesses to the PT’s licensed bandwidth as
a trusted relay by allocating a fraction of the bandwidth and power to forward PT’s information with decode-and-
forward (DF) relaying protocol. As a reward, ST can utilize the remaining bandwidth and power to transmit its own
information simultaneously. We study the joint optimization of the time, bandwidth, and power allocation to
maximize ST’s transmission rate while satisfying PT’s secrecy transmission rate requirements. Numerical results
demonstrate that our strategy can achieve a win-win result.
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1 Introduction
Communication security is always a critical issue due to
the openness and broadcast nature of the wireless trans-
mission. Physical layer security (PHY) has received sig-
nificant attention due to its potential to improve the
security of information transmission in wireless commu-
nication [1–3]. Wyner [2] firstly introduces the concept
of wiretap channel in his early pioneering works, and it
was expanded to broadcast channels by Csiszar and
Korner [3] who prove no information leakage to eaves-
dropper by channel coding technology later. Secrecy
rate, which is defined as the difference between the
achievable rate of primary channel and wiretap channel,
is usually taken to evaluate the effectiveness of the se-
crecy system model. In the traditional wireless networks,
a positive secrecy rate can be obtained if the primary
channel is more “advantageous” than the wiretap chan-
nel. In other words, communication security can be
achieved by encoding and decoding technology. How-
ever, the phenomenon that wiretap channel is better

than primary channel is very common in wireless envir-
onment due to the non-controllability of channel.
In such a situation, the problem can be solved reasonably

with the help of cooperative nodes. In the sight of
information-theoretic, the essence of PHY security is to
extend the superiority of the primary channel to wiretap
channel. Cooperative relaying and cooperative jamming [4–
8] have been deeply and widely studied. In a cooperative re-
laying system, cooperative nodes act as relays and help for-
ward the source node information to the destination node
by using decode-and-forward (DF) or amplify-and-forward
(AF) relaying protocol to gain channel diversity gain and
greatly improve the primary system’s performance. Differ-
ent with the cooperative relaying system, in cooperative
jamming system, cooperative nodes act as jammers aiming
to interfere eavesdroppers around by sending jamming sig-
nals to decrease the wiretap link’s performance while
impairing the primary link performance. Deng et al. [4] and
Deng et al. [5] investigate that whether the cooperative
nodes should operate as relay or jammer in two proposed
schemes, namely, direct transmission scheme (DTS) and
relay transmission, respectively (RTS). A relative, detailed,
and thorough of cooperation technology in PHY security
are presented in [6].
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Another issue is the poor bandwidth utilization due to
the rarity of available bandwidth resources and the fixed
bandwidth assignment stratagem in the conventional
wireless networks. Once the bandwidth resources are
assigned to the specific users, the others will not be
allowed to access, even if it is not used by the authorized
users. To improve the bandwidth utilization, various dif-
ferent dynamic bandwidth access and sharing technologies
[9–11] have been proposed and attract considerable atten-
tion. An anti-interference cooperative bandwidth sharing
strategy in [9] is proposed to maximize the secondary
user’s rate while guaranteeing primary user’s service with
joint optimization of time and bandwidth. There are
mainly two typical bandwidth access strategies. (1) Under-
lay: cognitive user access to the licensed bandwidth, coex-
istent and shared bandwidth that is authorized as long as
the designed threshold is satisfied. (2) Overlay: secondary
users keep sensing bandwidth and utilize the unused li-
censed bandwidth, which requires the secondary user to
empty out the bandwidth immediately once the autho-
rized user needs to use the bandwidth, thus designing an
effective bandwidth sensing algorithm is very important.
In this paper, we take the achievable secrecy rate as

the primary system performance metric. In order to en-
sure the primary information is securely transmitted, we
introduce artificial noise [12–16] and redesign the se-
crecy information transmission. Furthermore, an anti-
interference spectrum sharing strategy is proposed to
improve the bandwidth utilization, in which the second-
ary user serves as a trusted relay for the PU in DF relay-
ing protocol to improve the performance of the primary
link. As a reward, the secondary user can obtain oppor-
tunity to access the primary bandwidth and then trans-
mit its own information at the same time.
The main contributions of this paper are as follows:

Firstly, we propose an anti-interference spectrum shar-
ing strategy based on trusted relay for secure transmis-
sion in cooperative CR networks. Secondly, the joint
optimization of time, bandwidth, and power is obtained
to maximize secondary transmission rate while guaran-
teeing the primary secrecy performance. Finally, simula-
tion results demonstrate that our proposed scheme can
benefit for both primary and secondary systems.
The rest of this paper is organized as follows. Section 2

presents the system model, and Section 3 formulates the
optimization problem. The joint optimization of time,
bandwidth, and power is derived in Section 4. In Section
5, simulation results are presented to evaluate our pro-
posed scheme. Finally, Section 6 concludes the paper.

2 System model
As shown in Fig. 1, the system consists of five nodes in-
cluding a primary transmitter (PT), a primary receiver
(PR), a secondary transmitter (ST), a secondary receiver

(SR), and a passive eavesdropper (E) which is only inter-
ested in PT’s information. We assume ST is trusted and
adopting DF relaying protocol to forward PT’s informa-
tion. PR works in a full-duplex mode. The channel is
considered to be a quasi-static Rayleigh channel and
keeps static in several time slots. For simplicity, the
noise at all nodes are assumed to be complex additive
white Gaussian (AWGN) with zero mean and unit vari-
ance σ2n . hi denotes the channel coefficient. The power
of PT and ST are constrained to P and Ps, respectively.
In order to keep PT’s information transmission security,

the transmission process is divided into two phases. In the
first phase, PT broadcasts the designed signal, which con-
tains the secrecy information and artificial noise, to PR
and ST with all the licensed bandwidth. Meanwhile, PR
utilizes this period to transmit the corresponding designed
artificial noise. In the second phase, PT stops transmitting
signal and authorizes the bandwidth resource to ST. As
soon as ST accesses to the PT’s licensed bandwidth, it allo-
cates a part of the power and bandwidth to relay PT’s sig-
nal with DF relaying protocol. As ST helps the primary
system achieve the target secrecy rate, as a reward, the left
bandwidth will be granted to ST to transmit ST’s signal to
SR at the same time. Our target is to maximize the sec-
ondary system rate while keeping primary system achieves
the target secrecy rate.

3 Problem formulation
PT tries to seek help from the neighboring nodes as it is
not safe to directly transmit its information to PR. ST can
obtain the cooperation opportunity and access to the li-
censed bandwidth if and only if it can help PT achieve the
target secrecy rate through the following two phases.

PT

SR

E

ST

PR

Phase 1:

Phase 2:

1h

2h 3h

4h

5h 6h

Fig. 1 System model
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In phase 1: This phase occupies a fraction of t during one
time slot. To keep information safe, the source transmits a

designed signal xPT ¼ ffiffiffiffiffiffi
Pα

p
sþ ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi

P 1−αð Þp
u1z by using all

the bandwidth w while PR transmits the artificial

noise xPR ¼ ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
P 1−αð Þp

u2z simultaneously, where s and z
denotes the secrecy information and artificial noise, respect-
ively, P denotes PT’s total power, and α denotes the allocation
factor between the secrecy information and artificial noise.
The received information at ST and E can be

expressed respectively as

rST ¼
ffiffiffiffiffiffi
Pα

p
h2sþ

ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
P 1−αð Þ

p
z u1h2 þ u2h3ð Þ þ nST ð1Þ

rE ¼
ffiffiffiffiffiffi
Pα

p
h5sþ

ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
P 1−αð Þ

p
z u1h5 þ u2h6ð Þ þ nE ð2Þ

where nST~CN(0, σ
2) and nE~CN((0, σ

2) is the noise at
ST and E, respectively, and u1 and u2 are the complex
weight coefficients, selected from null space. To avoid
the interference to the secondary user, the artificial noise
is designed to be canceled at ST. Then

u1h2 þ u2h3 ¼ 0

u21 þ u22 ¼ 1

�
ð3Þ

Thus, (1) can be rewritten as

rST ¼
ffiffiffiffiffiffi
Pα

p
h2sþ nST ð4Þ

For notational convenience, we define

ρ1 ¼ P h1j j2=σ2
ρ2 ¼ P h2j j2=σ2
ρ3 ¼ Ps h3j j2=2σ2
ρ4 ¼ Ps h4j j2=2σ2
ρ5 ¼ P h5j j2=σ2
ρE ¼ P u1h5 þ u2h6j j2=σ2

8>>>>>>>>>><
>>>>>>>>>>:

Then, the transmission information rate at ST can be
calculated as

R1
p ¼ tw log2 1þ αρ2ð Þ ð5Þ

Similarly, the information rate that eavesdropper wire-
tap from PT can be calculated as

R1
E ¼ tw log2 1þ αρ5

1þ 1−αð ÞρE

� �
ð6Þ

As PR has a priori knowledge of artificial noise, it can
remove the jamming signal directly. The received signal
at PR can be expressed as

rPR ¼
ffiffiffiffiffiffi
Pα

p
sþ nPR ð7Þ

where nPR~CN(0, σ
2) is the noise at PR. We can obtain

the information rate at PRas

R1
d ¼ tw log2 1þ αρ1ð Þ ð8Þ

In phase 2, this phase occupies a fraction of 1 − t dur-
ing one time slot. PT authorizes ST to access to the li-
censed bandwidth. ST utilizes DF, relaying protocol to
forward the received signal by using its half power and
bw bandwidth. Meanwhile, it uses the rest bandwidth
and power to transmit its own information to SR. Then,
the information rate at PR and SR can be calculated re-
spectively as

R2
d ¼ 1−tð Þbwlog2 1þ ρ3

� � ð9Þ
RS ¼ 1−tð Þ 1−bð Þwlog2 1þ ρ4ð Þ ð10Þ

Using maximum ratio combination (MRC), the infor-
mation rate at PR can be given as

R
2
p¼

tw log2 1þ αρ1 þ ρ3
� �þ b 1−tð Þ−t½ �wlog2 1þ ρ3

� �
b 1−tð Þ≥t

1−tð Þbwlog2 1þ αρ1 þ ρ3
� �þ t−b 1−tð Þ½ �wlog2 1þ αρ1ð Þ b 1−tð Þ < t

(

ð11Þ
After two phases of transmission, the information rate

between PT→ PR links can be represented as

Rp ¼ min R1
p;R

2
p

n o
ð12Þ

The achievable secrecy rate is defined as the difference
between the achievable rate of main channel and the
achievable rate of eavesdropper channel. Obviously, the
achievable secrecy rate is the lower bound of the secrecy
capacity.

RSEC ¼ RPR−RERVð Þþ ð13Þ
where RPR and RERV denotes the instance achievable se-
crecy rate of primary receiver and eavesdropper,
respectively.
With this definition, the instance secrecy rate of pri-

mary system can be expressed as

RQ ¼ RP−REð Þþ ð14Þ
Note that the eavesdropper is only interesting in wire-

tapping the primary information, and it has no know-
ledge that the primary information is forwarded by ST.
Thus, it keeps silence in the second phase. Then, we
have RE ¼ R1

E.
With the objective of maximizing secondary system

rate by joint time, power, and bandwidth allocation with
the primary secrecy rate constraint, the following joint
optimization problem is formulated.

max
α;t;b

RS ð15Þ

subject to
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0≤α≤1
0≤b≤1
0≤t≤1
RQ≤RT

8>><
>>:

ð16Þ

where RT is the target secrecy rate of primary system.

4 Optimal solutions
In this section, we study the joint optimization of time,
power, and bandwidth with the primary system target se-
crecy rate constraint.
Obviously, the last condition of (16) can be equivalent

to the following two conditions

R1
p−R

1
E≥RT ð17Þ

R2
p−R

1
E≥RT ð18Þ

Problem (15) is difficult to solve directly, mainly due
to the non-convex constraints of (17) and (18). The
above problem can be solved with the following three
steps: (I) find the optimal bandwidth allocation b∗ with
fixed time and power allocation, (II) find the optimal
time allocation t∗ with fixed power allocation, and (III)
find the optimal power allocation α∗. We will show in
the numerical results that there is no performance gap
between the above solutions with the exhaustive search
method.
For simplicity, we define

R2 ¼ w log2 1þ αρ2ð Þ
R3 ¼ w log2 1þ ρ3

� �
R4 ¼ w log2 1þ ρ4ð Þ
R5 ¼ w log2 1þ ρ3 þ αρ1

� �
Rd ¼ w log2 1þ αρ1ð Þ

RE ¼ w log2 1þ αρ5
1þ 1−αð ÞρE

0
@

1
A

8>>>>>>>>>>>>><
>>>>>>>>>>>>>:

With the above definitions, R1
p;R

2
p and RS in (5), (11)

and (10) can be rewritten as follows

R1
p ¼ tR2 ð19Þ

R2
p ¼

tR5 þ b 1−tð Þ−t½ �R3 b 1−tð Þ≥t
b 1−tð ÞR5 þ t−b 1−tð Þ½ �Rd b 1−tð Þ < t

�

ð20Þ
RS ¼ 1−tð Þ 1−bð ÞR4 ð21Þ

In (20), we can find that R2
p has two different values.

Then, the optimal time, power, and bandwidth is ob-
tained by analyzing the different value of R2

p.

Condition 1: when b(1 − t) ≥ t, then R2
p ¼ tR5

þ b 1−tð Þ−t½ �R3. We can obtain b≥ t
1−t.

(I) To satisfy the condition (18), we can obtain

b≥b1 ¼ RT−t R5−R3−REð Þ
R3 1−tð Þ ð22Þ

Thus, we can obtain

max
t

1−t
; b1

n o
≤b≤1 ð23Þ

From (21), it is easy to find that RS monotonically de-
creases with b. Thus, the optimal bandwidth allocation
can be given as

b� ¼ max
t

1−t
; b1

� 	
ð24Þ

(II) To satisfy the condition 0 ≤ b∗ ≤ 1, we can obtain

t≤min
1
2
;

R3−RT

2R3 þ RE−R5
;

RT

R5−R3−RE

� 

ð25Þ

In (24), we can find that b∗ may have two different
values. Thus, the optimal time allocation is based on the
different values of b∗.
Case 1: when b� ¼ t

1−t , which means t
1−t ≥b1 . We can

obtain

t≥
RT

R5−RE
ð26Þ

To satisfy the condition (17), we can obtain

t≥
RT

R2−RE
ð27Þ

Thus, we can obtain

max
RT

R2−RE
;

RT

R5−RE

� 

≤t≤min

1
2
;

R3−RT

2R3 þ RE−R5
;

RT

R5−R3−RE

� 

ð28Þ

From (21), it is easy to find that RS monotonically de-
creases with t. Thus, the optimal time allocation can be
given as

t� ¼ max
RT

R2−RE
;

RT

R5−RE

� �
ð29Þ

Case 2: when b∗ = b1, which means t
1−t ≤b1 . We can

obtain

t≤
RT

R5−RE
ð30Þ

Thus, we can obtain
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RT

R2−RE
≤t≤min

1
2
;

R3−RT

2R3 þ RE−R5
;

RT

R5−R3−RE
;

RT

R5−RE

� 


ð31Þ
Substituting b∗ = b1 into (21), Rs can be rewritten as

RS ¼ R4 R3−RT−t 2R3 þ RE−R5ð Þð Þ
R3

ð32Þ

From (32), we can find that when 2R3 + RE − R5 ≥ 0, RS

monotonically decreases with t. Thus, the optimal time
allocation can be given as

t� ¼ RT

R2−RE
ð33Þ

When 2R3 + RE − R5 < 0, RS monotonically increases
with t. Thus, the optimal time allocation can be given as

t� ¼ min
1
2
;

R3−RT

2R3 þ RE−R5
;

RT

R5−R3−RE
;

RT

R5−RE

� 


ð34Þ
(III) With the optimal bandwidth and time allocation,

the optimal power allocation can be obtained by equiva-
lently solving the following problem

α� ¼ arg max
0≤α≤1

RS α; b� αð Þ; t� αð Þð Þ ð35Þ

Remarkably, problem (35) is still difficult to solve dir-
ectly due to the non-convex property of the target func-
tion. We apply one-dimensional search to obtain the
optimal power allocation.
Condition 2: when b(1 − t) < t, then R2

p ¼ b 1−tð ÞR5

þ t−b 1−tð Þ½ �Rd . We can obtain b < t
1−t.

(I) To satisfy the condition (18), we can obtain

b≥b2 ¼ RT−t Rd−REð Þ
1−tð Þ R5−Rdð Þ ð36Þ

Thus, we can obtain

b2≤b <
t

1−t
ð37Þ

From (21), it is easy to find that RS monotonically de-
creases with t. Thus, the optimal time allocation can be
given as

b� ¼ b2 ð38Þ
(II) Substituting b∗ = b2 into (21), Rs can be rewrit-

ten as

RS ¼ R4

R5−Rd
R5−Rd−RT−t R5 þ RE−2Rdð Þ½ � ð39Þ

From (39), we can find that when R5 + RE − 2Rd ≥ 0, RS

monotonically decreases with t.

To satisfy the condition 0 ≤ b∗ ≤ 1, we can obtain

RT−R5 þ Rd

2Rd−RE−R5
≤t≤

RT

Rd−RE
ð40Þ

Thus, we can obtain

max
RT

R2−RE
;
RT−R5 þ Rd

2Rd−RE−R5

� �
≤t≤

RT

Rd−RE
ð41Þ

And the optimal time allocation can be given as

t� ¼ max
RT

R2−RE
;
RT−R5 þ Rd

2Rd−RE−R5

� �
ð42Þ

When R5 + RE − 2Rd < 0, RS monotonically increases
with t. To satisfy the condition 0 ≤ b∗ ≤ 1, we can obtain

t≤min
RT−R5 þ Rd

2Rd−RE−R5
;

RT

Rd−RE

� �
ð43Þ

Thus, we can obtain

RT

R2−RE
≤t≤min

RT−R5 þ Rd

2Rd−RE−R5
;

RT

Rd−RE

� �
ð44Þ

And the optimal time allocation can be given as

t� ¼ min
RT−R5 þ Rd

2Rd−RE−R5
;

RT

Rd−RE

� �
ð45Þ

(III) With the similar method used in condition 1, the
optimal power allocation can be given as

α� ¼ arg max
0≤α≤1

RS α; b� αð Þ; t� αð Þð Þ ð46Þ

5 Simulation results
The performance of our proposed strategy for a five-
node model is investigated with MATLAB in this sec-
tion. We assume the five nodes are located in a two-
dimensional X-Y plane. PT, PR are fixed at points (0, 0)
and (1, 0), respectively. Let ST move from PT to PR on
the positive X-axis. The distance between ST and SR is
set to be half of the distance between ST and PR. Thus,
d1 = 1, d2 = 1 − d3, d4 = d3/2. The eavesdropper is fixed
at the point where d5 = 0.3, d6 = 1. The path loss expo-
nent is set to be 3. The power of PT and PR are both
10 dB. Unless otherwise stated, other parameters such as
bandwidth and noise are set to 1 in our simulation.
Figure 2 describes the secondary system transmission

rate versus the location of ST under different target se-
crecy rate. It can be observed from Fig. 2 that there is
no performance gap between our proposed algorithm
and exhaustive search method. In Fig. 2, we can find that
when RT = 2 bps/Hz, at the very start, 0 ≤ d2 ≤ 0.062, ST
is close to PT, which means the PT→ ST link is good;
with the help of ST, PT can achieve the target secrecy

Lu et al. EURASIP Journal on Wireless Communications and Networking  (2017) 2017:193 Page 5 of 8



rate and ST can access to the licensed spectrum. As ST
moves to PR, 0.062 ≤ d2 ≤ 0.52, the PT→ ST link is get-
ting worse; meanwhile, wiretap channel is becoming bet-
ter and the eavesdropper wiretap more information. The
target secrecy rate cannot be satisfied; Rs returns to zero
and ST cannot access to the licensed spectrum. With ST
moving further to PR, when 0.52 ≤ d2 ≤ 0.81, the wiretap
channel is not very good and the ST→ PR link is good
enough for ST to help primary system achieve its target
secrecy rate. Therefore, ST can access to the licensed
bandwidth and the secondary user rate is positive. When
d2 > 0.81, ST is far away from PT and the PT→ ST link
becomes terrible; ST cannot access to the licensed band-
width and Rs return to zero. We can also observe from
Fig. 2 that the secondary user can obtain larger access
range when the target secrecy rate becomes smaller.
Figure 3 shows the optimal time, power, and band-

width allocation ratio versus the different location of ST
when RT = 2 bps/Hz. When 0 ≤ d2 ≤ 0.062, PT is very
close to ST and the PT→ ST link is very good; PT only
needs to allocate a small amount of time to achieve se-
crecy rate. Only a small part of the power is allocated
for PT’s information transmission, and the left power is
used to transmit the artificial noise for secure transmis-
sion. With ST moves far away from PT, PT needs to al-
locate more time and bandwidth resources to achieve
the target secrecy rate. When 0.062 ≤ d2 ≤ 0.52, ST can-
not help PT achieve the target secrecy rate and ST can-
not access to the licensed bandwidth. Thus, t∗ = 1, b∗ = 0.
As ST moves further away from PT, when 0.52 ≤ d2 ≤
0.81, the PT→ ST link is becoming worse and PT needs
to allocate more time and power to guarantee the pri-
mary system achieve the target secrecy rate in phase 1.
When d2 ≥ 0.81, the PT→ ST link is becoming terrible
and ST cannot access to the licensed spectrum and t∗ =
1, b∗ = 0.

Figure 4 shows the optimal time, power, and band-
width allocation ratio versus the different location of ST
when RT = 1.5 bps/Hz. In Fig. 4, we can find that the
secondary user can obtain larger access range with
smaller target secrecy rate. We can also observe from
Fig. 4 that with the same location of ST, more time,
power, and bandwidth will be left for the secondary user
transmission when the target secrecy rate becomes
smaller, which will lead larger secondary user rate, which
can be also illustrated in Fig. 2.
Figure 5 shows the secondary user rate comparison

between our proposed scheme and the scheme proposed
in [16], in which ST forwards the primary signal and
transmits its own signal simultaneously by using the
same bandwidth in the second phase. Thus, the primary
and secondary system will interfere with each other,
which will affect the performance of both primary and
secondary systems. In Fig. 5, we can observe that the
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secondary system transmission rate of the scheme in
[16] is worse than our proposed scheme, and the
spectrum access region of the scheme proposed in [16]
is also smaller with different transmit power, which is
due to the interference caused at PR and SR.
Figure 6 shows the transmission rate of secondary sys-

tem and eavesdropper wiretapped versus the different lo-
cation of ST with different location of eavesdropper
when RT = 1.5 bps/Hz. In Fig. 6, we can find that the ac-
cess region becomes larger when the eavesdropper is far-
ther away from PT. It is because that when the distance
between the eavesdropper and PT becomes larger, the
channel between them will be worse. Then, the eaves-
dropper wiretapped transmission rate becomes smaller,
which means that the primary system can use less power
to transmit the artificial noise. More power can be used
to transmit the primary information in the first phase.

Thus, in the second phase, ST can use less power to for-
ward the primary information, and more power will be
left for transmitting its own information, which leads to
larger access region.

6 Conclusions
In this paper, we proposed a joint resource optimization
based on spectrum sharing strategy for a secure trans-
mission. Specifically, the secondary user serves as a
trusted DF relay for the primary user, in which it uses a
part of the bandwidth and power to forward PT’s infor-
mation. And in reward, it uses the remained resources
to transmit its own information. We study the joint
optimization of time, bandwidth, and power to maximize
the secondary user’s rate while guaranteeing the primary
user achieves the target secrecy rate. Moreover, the
closed-form expression of optimal time and bandwidth
allocation are derived. Numerical result demonstrates
that the proposed strategy can achieve a win-win result.
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