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roadmap for future investigations.

Background: Mobile health applications (mHealth apps) offer enormous promise for illness monitoring and treat-
ment to improve the provided medical care and promote health and wellbeing.

Objective: We applied bibliometric quantitative analysis and network visualization to highlight research trends and
areas of particular interest. We expect by summarizing the trends in mHealth app research, our work will serve as a

Methods: Relevant English publications were extracted from the Scopus database. VOSviewer (version 1.6.17) was
used to build coauthorship networks of authors, countries, and the co-occurrence networks of author keywords.

Results: We analyzed 550 published articles on mHealth apps from 2020 to February 1, 2021. The yearly publications
increased from 130 to 390 in 2021. JMIR mHealth and uHealth (33/550, 6.0%), J. Med. Internet Res. (27/550, 4.9%), IMIR
Res. Protoc. (22/550, 4.0%) were the widest journals for these publications. The United States has the largest number
of publications (143/550, 26.0%), and England ranks second (96/550, 17.5%). The top three productive authors were:
Giansanti D, Samuel G,, Lucivero F, and Zhang L. Frequent authors'keywords have formed major 4 clusters represent-
ing the hot topics in the field: (1) artificial intelligence and telehealthcare; (2) digital contact tracing apps, privacy and
security concerns; (3) mHealth apps and mental health; (4) mHealth apps in public health and health promotion.

Conclusions: mHealth apps undergo current developments, and they remain hot topics in COVID-19. These findings
might be useful in determining future perspectives to improve infectious disease control and present innovative solu-

tions for healthcare.
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Introduction

mHealth is an acronym for mobile health, a term used
to describe the use of mobile devices in the practise of
medicine and public health to improve the quality of
care and minimize costs to patients [1]. Smartphones
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are commonly used electronic products to identify con-
sumer features, such as spatial and temporal trajectory
and social contacts. In addition, they can be sued to
deliver medical services through websites and applica-
tions (apps) like WeChat, Twitter, and Facebook, which
was the beginning of mobile health (mHealth) research.
mHealth practices are primarily patient surveys, pro-
grams on chronic illness, and health promotion in con-
junction with infectious diseases [2]. This technology
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can be applied to prevent and control infectious diseases;
therefore, particular systems need to be built to lever-
age the critical knowledge needed, such as personal spa-
tial-temporal trajectory data that can be obtained using
Global Positioning System (GPS) and artificial geospatial
intelligence (GeoAl) technologies [3].

mHealth provides innovative approaches to detect,
monitor, and control infectious diseases and enhance the
health system’s performance in tandem with internet-
connected medical equipment [2]. The use of mHealth
in the health sector has received considerable attention,
especially during the outbreak of EVD, and may, in the-
ory, lead to the implementation of the basic principles
of Integrated Disease Surveillance and Response [4].
mHealth is committed to addressing many connectivity
and management challenges and delays in communica-
tion and transport infrastructure-limited countries [5].
The World Health Organization study conducted in 2009
found that most Member States provide mobile commu-
nications to health contact centers and toll-free ambu-
lance services, but these systems rarely use mHealth for
monitoring, public awareness-raising, and decision sup-
port system. This needs increased capability and facilities
and thus cannot be a financially limited health priority in
affiliate States [6].

To evaluate cost-effectiveness, assessment is essential
and requires educating the population about the benefits
of mHealth, which relates to government policy. Despite
the need for assessment, the survey showed that mHealth
implementation results-based evaluation is not regularly
done, and only 12% of Member States reported evalua-
tion of mHealth services [7]. mHealth systems either use
integrated or external sensors attached to the phone and
establish a connected diagnostic device by their compu-
tational properties. The related diagnostic test identifies
physical to molecular disease markers by sensors installed
inside/outside the handset [2]. mHealth is now aggres-
sively embracing mobile phones and smartwatches, with
functional sensors to measure pulse, burned calories, and
detect movement. Manufacturing companies introduce
new sensors and imaging features to the latest wearable
devices. Three-dimensional sensors, such as the infrared
depth sensor device used in the iPhone X, can help in
remote visual assessment [2, 8].

mHealth technologies could play a significant role in
surveillance individuals infected with COVID-19, who
are recommended to self-quarantine at home when they
experience mild symptoms. mHealth technologies can
detect poor prognosis and implement the appropriate
therapeutic management before more problems arise.
mHealth technologies are considered a powerful method
to help in reducing or eliminating the spread of COVID-
19 cases by using different monitoring tools.

Page 2 of 11

In the current study we used bibliometric quantitative
analysis and network visualization to highlight research
trends, areas of particular interest, rising subjects, and
cooperation partners in the field of mHealth apps.
mHealth apps research is a new and exciting topic with a
lot of promise for improving patient care and increasing
health throughout the world. We hope that by summariz-
ing the trends in mHealth apps research, our work will
serve as a roadmap for future research initiatives, allow-
ing us to progress this field of study even further.

Methodology

Search strategy and inclusion criteria

A literature search was performed on February 1, 2022,
we used bibliometric quantitative analysis and network
visualization to summarize the trends in mHealth app
research. We applied the following query in the Scopus
database:

(TITLE-ABS-KEY (“m*health” OR “mHealth” OR
“mobile health app*” OR “tracing app*”) AND TITLE-
ABS-KEY (COVID-19 OR SARS-CoV-2 OR nCoV-2 OR
Coronavirus)).

Only publications published in journals were consid-
ered, and the language was limited to English. All of the
data from the retrieved articles were combined in a CSV
Excel file. The research strategy was validated by manu-
ally reviewing the retrieved papers to remove the dupli-
cate publications and inspect data reliability [9].

Bibliometric analysis

Bibliometric analysis often entails visualizing bibliomet-
ric maps [10]. It can identify hotspots in particular fields
measure the productivity of authors, journals, coun-
tries, or institutions [11, 12]. Therefore, we deployed this
method to visualize and analyze the bibliometric infor-
mation in mHealth field. We calculated the frequency
of co-occurrence of bibliographic information using co-
word analysis. The clusters were performed using the co-
occurrence information [10, 13]. Finally, the clusters were
visualized graphically using VOSviewer version 1.6.17
(http://www.vosviewer.com/; Leiden University, Nether-
lands [14];) to build the bibliometric networks [10].

We constructed bibliometric maps that incorporated
coauthorships of authors, countries/regions, and co-
occurrence of author keywords using network mapping
techniques. A circle with a label represents each node in
a map — the larger the circle, the more frequent the item.
The color of each circle (node) represents its cluster.
The association strength between related nodes is rep-
resented by the length of edges (the line connecting two
nodes).


http://www.vosviewer.com/;
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Research ethics

Scopus was used to search for and download data from
bibliographic information. These were openly avail-
able data. No human participants or animal models were
involved in the study. Therefore, no ethical approval was
required.

Results

Source journals ranking

A total of 550 publications related to mHealth were
retrieved from Scopus. The major theme was general
health, focusing on medical informatics. Annual publica-
tions have been increased by almost 200% (from 130 to
390 in 2021). Two hundred ninety-six journals published
these publications; Table 1 lists the top 10 contribut-
ing journals — accounting for 30.72% of all publications
concerning mHealth during COVID-19. JMIR mHealth
and uHealth published the most papers (33/550, 6.0%),
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followed by J. Med. Internet Res. (27/550, 4.9%), then
JMIR Res. Protoc. (22/550, 4.0%).

Coauthorship of countries

We identified 74 countries contributing to retrieved pub-
lications. Figure 1 shows the top 30 countries publishing
mHealth research and their citations. The United States
has the most significant number of publications (143/550,
26.0%) and England ranks second (96/550, 17.5%), fol-
lowed by Germany (47/550, 8.5%) and Australia (44/550,
8.0%). The collaboration between the highest 32 produc-
tive countries is visualized in Fig. 2, representing four dis-
tinct clusters.

Coauthorship of authors

Overall, 2770 authors wrote 550 publications — only
202 authors had published at least two papers. The top
10 authors are listed in Table 2. The first authors were

Table 1 Top 10 journals publishing research on mHealth research, 2020-Feb. 1, 2022

Rank CiteScore 2020 SNIP 2020 Journal Country Categories Publications, Percentage?,
n %
1 6.3 1.705 JMIR mHealth and uHealth Canada Health Informatics 33 6.0
2 6.9 207 Journal of Medical Internet 27 49
Research
3 23 0.469 JMIR Research Protocols 22 4.0
4 14 0.754 JMIR Formative Research 17 3.1
5 34 1.356 International Journal of Envi- Switzerland Public Health, Environ- 15 27
ronmental Research and Public mental and Occupational
Health Health
6 53 1.349 PLoS ONE United States Multidisciplinary Science 15 2.7
7 4.8 1421 IEEE Access Computer Sciences 13 24
8 6.2 1.630 JMIR Public Health and Surveil- ~ Canada Health Informatics 10 1.8
lance
9 14.9 3116 IEEE Internet of Things Journal United States Computer Sciences 1.6
10 7.1 1.377 Scientific Reports United Kingdom  Multidisciplinary Science 8 1.5
2The total number of retrieved papers on mHealth from 2020 to Feb. 1, 2022 (N =550) was used as the denominator
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Fig. 1 Top 30 countries/regions publishing mHealth research, 2020-Feb. 1, 2022
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Giansanti D. and Samuel G. (6 publications), followed by
Lucivero F. (5 publications), Zhang L. (4 publications),
and Aguilera A. (3 publications). Further analysis shows
the most extensive coauthorship network was 31 authors
visualized in 3 clusters Fig. 3.

The areas of particular interest

We used the author keywords that were mentioned at
least ten times to identify the areas of particular inter-
est in the field. The highest frequently used keywords are
COVID-19 (302), mHealth (165), digital health (50), and
SARS-CoV-2 (27). The colors represent the 4 clusters:
purple (cluster 1), green (cluster 2), blue (cluster 3), and
yellow (cluster 4) as shown in Fig. 4.

Discussion

mHealth apps linked coauthorship networks

The visualized coauthorship maps highlight the collabo-
ration status between researchers and countries. They
also shape the current opportunities and possibilities for
future collaboration.

The United States was the most significant country
published in mHealth research field. The United States,
United Kingdom, Germany and Australia were the cur-
rent global leaders in mhealth app research as they pub-
lished around 60.0% (330/550) of research concerning
mHealth. Figure 2 reflects the extended collaboration
with other Europe countries such as Germany, Austria,
Spain, France and Italy (dominant of the purple clus-
ter), and the Asian countries such as China, India, Iran
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Table 2 Top 10 most productive authors in mHealth research,
2020-Feb. 1, 2022

Rank Author Publications, n Citation, n
1 Giansanti D. 6 19
2 Samuel G. 6 23
3 Lucivero k. 5 23
4 Zhang L. 4 25
5 Aguilera A. 3 58
6 Ahmed RM. 3 12
7 Ahsan N. 3 12
8 Chen X. 3 46
9 Choi SW. 3 6
10 Figueroa C.A. 3 58

and Singapore (dominant of the green cluster). The dis-
tribution of clusters also explains the regional proper-
ties of collaboration. European institutions tend to work
together, similar to Asian institutions.

The initial high number of authors contributing to
papers was 2770 authors. However, the best-visualized
network highlighted only the collaboration between 31
authors with three clusters (Fig. 3). Therefore, mHealth
field is attractive to many authors while there is a lack
of collaboration. Those who dominate the purple clus-
ter perform extensive research together. They are col-
laborating with only one co-author from the blue cluster.
Another explanation could be that the field is highly
specialized, and only experts or researchers within one
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research group or institution can perform their work
together.

The areas in particular interest in mHealth apps research
Keywords co-occurrence frequency analysis provides
information about the broad topics in each field. How-
ever, having new frequent keywords in a specific timeline
indicate the trending topics [15]. As shown in Fig. 4, four
clusters of mHealth app articles are highlighted and dis-
cussed in the following sections

Artificial intelligence and telehealthcare

Cluster 1 (purple nodes) primarily focuses on Al and
telehealthcare, including 9 high-frequency keywords,
such as Al, deep learning, machine learning (ML), digital
health, telemedicine, telehealth, and eHealth. Currently,
smartphones are rapidly utilizing the potential of Al and
ML to offer reliable and real-time insight into diverse
areas of healthcare. Smartphones can use GPS or Blue-
tooth technology for touch monitoring purposes. While
the practical implementation of contact tracing can seem
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challenging, previous epidemics have been successfully
regulated by contact tracing and isolation initiatives [16].

The Chinese National Health Commission and China
Electronics Technology Group Company are releas-
ing the Close Contact Detector app, which uses big data
from public authorities to track people during transpor-
tation and traveling; in addition to case reports, to ver-
ify if the user has had any close contact with confirmed
or suspected cases in the recent past. The website will
warn users about whether they worked together, shared
the lecture room, stayed at the same building, or trave-
led by train or airplane with a person who was or has
become suspect of the virus, based on their positioning
and recent movement in their last 2 weeks (the presumed
incubator period for COVID-19). A person can access
‘Close contact detector’ through three of China’s most
common apps such as Alipay (payment app), WeChat
(social media and mobile payment app), and QQ (social
network app). The platform may pose some data pro-
tection concerns for some users, although it explicitly
requests its customers to abide by China’s cybersecurity
laws and not exploit private information [17, 18].

The AarogyaSetu is surveillance software introduced
by the Ministry of Electronics and IT in India to tackle
COVID-19, enabling individuals to identify and deter-
mine their risk of coronavirus infection. It based on blue-
tooth technologies, ML algorithms, and Al This software
serves four main functions: it warns users when they are
close to an infected human and reminds users of appro-
priate medical advice; it is highly secure and available in
11 languages on all standard operating systems, Android
and iOS [19]. The outline of AarogyaSetu’s system is pre-
sented in Fig. 5. The officials contact the infected person
and isolate him if it is necessary. If the case suffers from
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the symptoms but does not demand full quarantine, the
person is recommended to isolate himself. If the indi-
vidual is recovered, he/she shall be informed to continue
practicing social distance. Furthermore, The Aarogya-
Setu app displays the person’s status all the time, offers
an upgrade to COVID-19, and an E-pass feature allows
an entity to apply for a passport to travel or move around
during any lock-down. AqrogyaSetu is used to share best
practices and frequently amended Advisories. All user
inputs are registered in the National Informatics Center
(NIC) secure servers along with their geographical loca-
tion (via GPS) after obtaining the user’s proper permis-
sion to capture and analyze the data. An application
programming interface can be provided by the server so
that other apps can benefit from the shared data [20].

The nCOVnet is a deep neural network that can ana-
lyze lung X-ray images for fast detection of COVID-19
in X-Rays and detect whether a human is testing posi-
tive for the virus. In particular, the convolutional neural
networks (CNN) have been tremendously influential in
computer vision and medical image analysis tasks among
different DL classifiers. CNN’s observations have proved
its cogency in mapping image data to reliable and antici-
pated performance. As the primary focus of the virus is
the lungs, analyzing the lungs’ modifications will provide
a precise result of the existence of the virus [21]. Panwar
et al. propose a model based on CNN capable of training
photographs of corona virus-infected lungs and healthy
lungs. By recognizing the symptoms of infected patients
as hazy or shadowy spots in the X-ray images of the
lungs, the proposed model can diagnose the COVID-19
cases at a faster level [21].

The proposed model can detect a positive COVID-19
patient in less than 5seconds. With the small data they

Fig. 5 Working outline of the Indian AarogyaSetu App

Uses location data to show
individuals who are nearby.

App request basic information,
health status and the history of
global travel of recent weeks.

The self-assessment test is
suggested to verify the health
condition that helps to diagnose
symptoms of COVID-19.

Consequently, the case is
submitted.
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had, they could reach an actual positive rate of 97.62%.
By adding more chest X-ray samples to the training data
set, using the same model architecture already used,
they can get higher precision. The unavailability of real-
time RT-PCR Kkits is also resolved by nCOVnet, as it only
includes an X-Ray system already available in most hos-
pitals worldwide. Hence, countries will no longer wait for
massive real-time RT-PCR kit shipments. Through the
accelerated identification of COVID-19, we will contact
and separate COVID-19 patients and eliminate popula-
tion transmission [21].

The spatial distribution of diseases was identified and
analyzed by GeoAl, and the impact of positional factors
on disease outcomes was studied. For example, in an
Ivory Coast sample of Africa, researchers tried to gather
information from georeferenced mobile data on the prev-
alence and incidence factors of the Human Immunode-
ficiency Virus (HIV) through a machine. Such extracted
characteristics are evaluated in relation to departmental
HIV prevalence rates, where researchers have concluded
that the predominant HIV conditions are correlated
with variables, such as the phone usage region and total
migration [22].

Digital contact tracing apps, privacy and security concerns
Cluster 2 (green cluster) focuses on digital contact trac-
ing apps, privacy and security concerns, including eight
high-frequency keywords such as contact tracing apps,
SARS-CoV-2, coronavirus, pandemic, surveillance, and
privacy.

Contact tracing is the method of identifying and
recording people contaminated with COVID-19. Such
approaches have resulted in inadequate detection of con-
tacts and delays in communication tracing, such as iden-
tifying contacts involved in suspicious cases involving
isolation [16]. Healthcare services can be provided across
borders using technologies to facilitate communica-
tion between patients and physicians overseas. They can
monitor, educate, diagnose, and even treat patients via
video calls in a time- and cost-effective manner. Moreo-
ver, physicians can use these tools for collecting and stor-
ing data about their patients [23, 24].

Surveillance Outbreak Response Management and Anal-
ysis System (SORMAS) is a free Android and web-based
App developed for handling laboratory samples and tests
for case management, contact traceability, and surveil-
lance [25]. Based on real-time health facility information,
SORMAS helps surveillance officers and epidemiologists
to diagnose diseases. SORMAS helps decision-makers,
through public health officers, to promptly respond to take
the appropriate action. Case and communication informa-
tion is made freely available for intervention, quality assur-
ance, and separation activities [26].
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The SORMAS can be deployed and executed in regions
that face the spreading of contagious diseases; also, the
open-source design feature makes it possible to modify
SORMAS taking into account particular countries’ pub-
lic health requirements. SORMAS is seeking storage
and processing of passive data for clinical trials in the
future and monitoring of zoonotic diseases [27]. With
the advent of COVID-19, Helmholtz Centre for Infection
Research quickly established a virus identification and
control module. In over 400 regions using SORMAS and
countries’ entry points such as harbors and airports, the
Ghana Health Service and Center for Disease Control of
Nigeria instantly enabled this latest module to cover over
85 million people. For epidemiological surveillance and
containment, the Nigerian Public Health Service uses
SORMAS. SORMAS in Nepal is planning to be deployed
for the COVID-19 pandemic. Fiji Island in other coun-
tries has disseminated SORMAS for COVID-19 [25].

TraceTogether is a smartphone App built by the Singa-
porean Ministry of Health (MOH) on March 20, 2020, to
assist in COVID-19 contact tracking [28]. The software
uses Bluetooth technologies to identify people who have
been in direct contact with COVID-19 cases [29]. Trace-
Together helps the MOH recognize who is logged close
to confirmed cases of COVID-19; a contact tracer may
investigate to identify suitable follow-up actions. Once
TraceTogether sends a notification of a suspected con-
tact, the Singapore MOH provides guidance, and the
diagnosed person is not provided with more informa-
tion. Thus, TraceTogether preserves each other’s identity
except for what can be taken based on the entire con-
tacts list of the user since the only data the user has is
the binary display, which is the least possible data release
for the device [30]. TraceTogether does not privilege con-
sumers’ privacy from the authority but uses a compara-
tively high degree of confidence in the government for
this purpose. It only collects the required data for con-
tact tracing. For instance, GPS positioning information
is not allowed to be used, and Bluetooth provides a good
way to identify contacts. It does not attempt to conceal
data from the Singaporean government. When a person
has been infected and submits a list of close contacts
to the MOH, the government may recall the telephone
numbers of all persons with which the user has not been
contacted. As a result, neither the diagnosed user nor the
revealed contact has any anonymity whatsoever from the
authorities [30]. There is no justification to distrust the
TraceTogether team when they emphasize that people
are not tracked, but their information could be used to
do so. American citizens who believe in the officials are
far less inclined to doubt than Singaporeans because the
privacy trade-offs that Singaporeans can make will not be
similar to what the Americans would consider [30].
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The Australian Government launched the COVID-
safe App on April 26, 2020 to monitor communication
and help health agencies quickly realize and resolve
Coronavirus transmission [31]. The person installs the
App to their mobile, and then the registration process
requires them to provide their names (or pseudonym),
personal information such as age, sex, phone number,
and residential postal codes are then transferred from
the users’ smartphone to the highly secure informa-
tion storage system hosted in Australia. The data store
transmits a PIN to the registrant when the registration
information is received and accepted. The registrant
then enters the PIN of the COVIDSafe App. After suc-
cessful registration, an encrypted reference code is cre-
ated for the COVIDSafe App on the consumer’s mobile
phone. Every 2 hours, the encrypted reference code is
changed. The final steps for the App are to allow Blue-
tooth to be activated on the mobile device and to ensure
that “COVIDSafe operates while you are out or are pos-
sibly in touch with others” [32]. The Bluetooth feature
of COVIDSafe ensures that a user’s smartphone sends
a continuous stream of Bluetooth pings. A digital hand-
shake happens when a user has activated smartphone
pings another user’s enabled smartphone. This hand-
shake is captured in encrypted form on every device
the consumer has been in touch with. “The COVIDSafe
website suggests that the proximity for direct contact
is roughly 1.5 meters, for 15 minutes or more.” [32]. If
a person is tested positive for COVID-19, he might be
asked to use his uploaded data in the COVIDSafe data-
base. It then proceeds a screening process and sends
unencrypted contact tracing data to the applicable State
or Territorial Health Authority, facilitating the contact
tracing process [32].

Health care records, together with the financial record
of an individual, patterns of social activity, and genomic
information, are constantly being used, whether for legit-
imate businesses involved in direct advertising or indi-
viduals pursuing illegal access to services at the expense
of others or for criminals who profit from the sale of
identification bundled or invented. All the aforemen-
tioned information can be easily accessed globally via the
internet from all types of computers, traditional desk-
tops, cell phones, and wearables. Technology is going
forward, but the obstacles are moving just as quickly. The
ability to ensure confidentiality, integrity, transparency,
and non-repudiation (identity authenticity) of the infor-
mation offers unique advantages and risks. Cyber-attacks
have become more complex, widespread, and successful
as perimeter defenses have dropped. Standard authenti-
cation measures, such as efficient complicated passwords
(when used), are insufficient for the modern wired envi-
ronment [33].
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Also, the number of digital health companies has
grown, and many digital health apps and systems have
become available at the industrial level; however, the
quantity does not guarantee the quality. Therefore, DH
companies should validate their digital health products
and services by either healthcare providers or a hospital
system to guarantee accuracy and efficiency. On top of
that, privacy issues and limited access to DH could be the
foremost challenges that digital health providers should
address [34].

mHealth apps for mental health

The third cluster (blue) mainly concentrates on mHealth
apps for mental health. It is composed of four major fre-
quent words such as depression, mental health, anxi-
ety, and mobile health. The novel coronavirus’s global
spread has resulted in neuropsychiatric disorders such
as suicidal deaths, depression, fear, anxiety, panic attacks,
and a general decrease in overall wellbeing [35]. Simi-
larly, people infected with COVID-19 are more likely to
develop mental health problems because they face stigma
and discrimination from their own family members [36].
mHealth apps can offer immediate assistance, confiden-
tiality, personalization, and minimal cost. These qualities
have the potential to increase access to mental health care
and the equality of mental health resource allocation.
mHeath apps may be used to offer online interventions
for diagnosis, treatment, monitoring, and independent
self-help mental health evaluation tools. Importantly,
mHealth apps increase treatment accessibility by using
momentary ecological assessment to remove obstacles to
face-to-face help, particularly in patients suffering from
depression, anxiety, stress, and other symptoms [37, 38].

mHealth apps in public health and health promotion

The fourth cluster (yellow) highlighted mHealth apps
use in public health and health promotion with frequent
mentioned keywords such as public health, smartphone,
and mobile apps. mHealth applications may now give
self-tracking capabilities due to the advancement of
wearable technologies and smart sensors [39]. Wearable
technology applications, such as weight management
and physical activity tracking, are intended to help peo-
ple prevent disease and enhance their overall well-being.
People can keep track of weight, calories consumed,
heart rate, respiration rate, exercise status, and how
they feel or respond to therapy (e.g., side effects). Wear-
able devices are also used in hospital treatment and ill-
ness management. Some are used to improving medical
care, mentioning patient recovery outside of the hospi-
tal to decrease the expenses. The wearable technology
enables payers and provider organizations to boost and
deliver real-time knowledge about medical services by
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expanding patients’ insights into providers. Wearable
appliance demand might reach 27 billion dollars by 2022.
This expansion creates enormous opportunities for dis-
ruption and innovation, both in the healthcare market
and elsewhere [40]. People can utilize this type of track-
ing capabilities to encourage the adoption of healthy hab-
its such as physical activity, a balanced diet, and obesity
prevention [39, 41].

The public health sector has faced enormous chal-
lenges since the emergence of the coronavirus disease
(COVID-19) pandemic in 2019. Digital health services
have been widely adopted to respond to this public health
emergency, which includes implementing comprehensive
monitoring technologies, telehealth, creative diagnostic
and therapeutic decision-making methods, greater pen-
etration of wearable physiological parameters, and the
development of broadcast networks to disseminate infor-
mation related to COVID-19 to the public [12].

Precisely, mHealth technologies could predict the risk of
infection and give preference to laboratory tests that indi-
cate the probability of infection for each person [42]. Dester
et al. assume that integrating three mHealth technologies
(ePRO devices, smartwatches, and contact tracing apps)
into an integrated, comprehensive mHealth approach could
help in offering the ability to deploy an end-to-end solution
that involves screening software, risk profiling, early warn-
ing, infection monitoring, tracking [42].

The global perspective in the era of mHealth

mHealth, and the data generated as a result of it, when
combined with analytics, provides a plethora of interest-
ing potential for all stakeholders (patients, providers, and
manufacturers). These prospects include but are not lim-
ited to, drug development facilitation and acceleration,
diagnostic algorithm advancement, patient-reported data
collecting, and a trend toward customized care. Further-
more, mHealth data may give real-world safety informa-
tion, enhance predictive modeling, and aid comparative
effectiveness studies, all of which can lead to considerable
advantages for patients. Collaboration between health-
care providers, academic institutions, and the pharma-
ceutical sector, on the other hand, will be required to
extend the usage of mHealth and the consequent influ-
ence the data may have on healthcare policy and delivery.
There are several advantages for mHealth to meet unmet
medical necessities, generate more patient-centric end-
points, and enhance existing trial endpoints; neverthe-
less, careful attention must be given to the inclusion of
technology-derived metrics. As manufacturers explore
using mHealth in pre or post-launch activities, it is neces-
sary to create a digital health roadmap to guide the devel-
opment, marketing, and implementation of mHealth to
achieve optimum success.
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Strength and limitations

This research highlights new technologies, including detec-
tion, surveillance, and disease tracking, are powered by evi-
dence and accessible at different stages of the COVID-19
pandemic. We also clarified the privacy and security issues
that researchers need to know and examined the resources
and strategies available to mitigate hazards. Concerning the
limitations, the present data for analysis were only collected
from Scopus (Elsevier), not from other search engines like
WOS, PubMed, or Google Scholar (Google LLC). As a
result, it’s conceivable that articles only available through
one of these other search engines were overlooked. Only
publications published in journals were considered, and the
language was limited to English. The paper discusses the
current advances in digital health services that enhance the
management of infectious diseases; however, these technol-
ogies might be outdated in the future and will be replaced.
Also, the research focuses only on trending mHealth apps
during COVID-19 time. Other mHealth apps might be ben-
eficial but were not trending during our analysis.

Conclusion and recommendations

mHeath apps have played an important role dur-
ing COVID-19 crisis. It helped countries to manage
the spread of infection. There is a lack of collaboration
between countries and authors worldwide, although
mHealth field requires complex knowledge. Privacy
issues remain a concern toward mHealth, and govern-
mental and institutional regulations should provide a
transparent policy toward using the users’ data.

Finally, awareness of digital health is required as a facil-
itator of medical care in many specialties, and the ability
to rapidly change from in-person to virtual visits should
help with chronic disease management and treatment
continuity during infectious outbreaks and other signifi-
cant disasters that interrupt traditional care models. We
hope that this work will serve as a roadmap for future
research paths to push this field of study further, and be
a useful basis for identifying significant topics for future
research, as well as potential for collaboration across
research groups with comparable scientific interests in
the field of the digital healthcare.
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