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Abstract 

Combating bacterial infections is one of the most important applications of nanomedicine. In the past two decades, 
significant efforts have been committed to tune physicochemical properties of nanomaterials for the development 
of various novel nanoantibiotics. Among which, metal nanoclusters (NCs) with well-defined ultrasmall size and 
adjustable surface chemistry are emerging as the next-generation high performance nanoantibiotics. Metal NCs can 
penetrate bacterial cell envelope more easily than conventional nanomaterials due to their ultrasmall size. Meanwhile, 
the abundant active sites of the metal NCs help to catalyze the bacterial intracellular biochemical processes, result-
ing in enhanced antibacterial properties. In this review, we discuss the recent developments in metal NCs as a new 
generation of antimicrobial agents. Based on a brief introduction to the characteristics of metal NCs, we highlight the 
general working mechanisms by which metal NCs combating the bacterial infections. We also emphasize central roles 
of core size, element composition, oxidation state, and surface chemistry of metal NCs in their antimicrobial efficacy. 
Finally, we present a perspective on the remaining challenges and future developments of metal NCs for antibacterial 
therapeutics.
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Introduction
 Bacterial infection is one of the greatest threats to global 
public health. In particular, the emergence of multidrug-
resistant (MDR) superbugs makes conventional anti-
biotics ineffective, further exacerbating this threat [1]. 
According to the latest predictions, MDR bacterial infec-
tions will lead to 10 million annual deaths by 2050, more 
than those induced by cancer presently [2]. Faced with 
this serious challenge, new antibiotics have been devel-
oped to deal with the infamous superbug infections by 
chemically modifying existing antibiotics or exploiting 
new natural products [3–5]. Nevertheless, the develop-
ment of new antibiotics is time-consuming and expen-
sive, and the rapid resistance evolution of pathogenic 
bacteria can reduce or even inactivate the therapeutic 
activity of the most effective antibiotics [6, 7]. Besides, in 
order to eradicate MDR bacteria, high dosages or mul-
tiple of antibiotics may be required, which can induce 
serious adverse effects and uncertain outcomes [8]. 
Therefore, there is an urgent need to develop alternative 
antibacterial strategies, especially non-antibiotic agents, 
to combat the evolution of bacteria.

The discovery of the antimicrobial activity of nanoma-
terials, including metal-, metal oxide-, carbon-, quan-
tum dot-, peptide- and polymer-based nanostructures, 
provides new opportunities to address the MDR crisis 
[9–13]. Compared with conventional antibiotics, antibac-
terial nanomaterials access novel antibacterial modali-
ties against pathogens, which might not be attacked by 

their natural defense arsenal [14]. These rationally engi-
neered nanomaterials kill pathogenic bacteria through 
diverse antibacterial mechanisms including cell wall and 
membrane destruction, oxidative damage, disruption 
of intracellular components, and the delivery of thera-
peutic agents [8]. For example, polymeric nanomaterials 
can be imparted with positive charge for interacting with 
anionic bacterial cell envelopes to perform antibacterial 
effect [15]. Graphene oxide nanoflakes exhibit antibac-
terial activity due to their sharp edges induced oxida-
tive stress and photothermal activity [16]. Silver-carbon 
nanoparticles (NPs) selectively damage the membrane 
of gram-positive bacteria but keep safe to the membrane 
of germ cells [17]. AgFeO2 NPs perform both excellent 
antibacterial activity and magnetic response for targeted 
therapy and separation [18]. Moreover, these multi-
ple antibacterial mechanisms can be designed to play a 
synergistic role in combating the MDR superbugs [13]. 
In view of the close interrelation between antibacterial 
effects and nanostructure, developing nanomaterials with 
highly controllable structure harbors the potential to 
construct novel effective antibacterial drugs according to 
the characteristics of pathogen infections.

Among the antibacterial nanomaterials, metal nano-
clusters (NCs), the ultrasmall aggregates composed of 
a few to several hundred metal atoms with well-defined 
molecular structures [20], have attracted much atten-
tion in antibacterial application. The inherent advan-
tages in structures (such as large surface area, precise 
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size, morphology control, ease of surface modification) 
and physiochemical properties (such as unique optical, 
electromagnetic, and catalytic properties) enable metal 
NCs with precisely tunable antibacterial activity [7, 19]. 
For example, conventional AuNPs are inert for bacteria, 
while the potent antibacterial activity is emerged once 
decreasing their size to the nanocluster (NC) dimension 
(≤ 2  nm) [24]. Notably, the molecular-like properties of 
metal NCs are desirable to understand the antibacte-
rial mechanisms of the nanostructures [21–23]. Moreo-
ver, the atomic-level manipulating and facilely tailoring 
of metal NCs empower them to act as multifunctional 
theranostic agents for photoluminescence guided bacte-
rial infection therapy [25, 26]. The synthesis and physico-
chemical properties of metal NCs have been extensively 
discussed in previous reviews [27, 28]. In the present 
review, we focus on the research progress of metal NCs 
as a new generation of nanoantibiotics for biomedical 
applications (Scheme  1). We first give a brief introduc-
tion to the characteristics and possible advantages of 
metal NCs as nanoantibiotics, then we summarize the 
antimicrobial mechanisms of metal NCs, including cell 
wall and membrane disruption, release of metal ions, 
generation of reactive oxygen species (ROS), damage to 

intracellular components, delivery of antibacterial agents, 
and photoactivated mechanisms. Whereafter, we offer a 
comprehensive overview of the tailoring of physiochemi-
cal factors affecting the antibacterial behavior, such as the 
core size, element composition, and surface chemistry of 
metal NCs. The precise control of the properties of metal 
NC-based nanoantibiotics offers an in-depth insight of 
their antimicrobial mechanism, facilitating the rational 
design of next-generation antibacterial agents. Finally, a 
brief discussion of current challenges and future develop-
ments of metal NC-based nanoantibiotics is presented.

Characteristics of metal NCs
Metal NCs have been considered as a new class of molec-
ular-like aggregates consist of a few to several hundred 
metal atoms, whose sizes are comparable to the Fermi 
wavelength of electrons [20]. At this scale, the strong 
quantum effect of electrons causes continuous energy 
states to be divided into discrete electronic states [28]. 
As a result, metal NCs exhibit distinctive physicochemi-
cal properties, including significant Stokes shift, strong 
photoluminescence, good biocompatibility and HOMO-
LUMO transition. As the missing link between single 
metal atoms and plasmonic metal NPs, metal NCs have 
received increasing attention in many fields, includ-
ing antibacterial therapy as described in the following 
sections.

According to their fundamental compositions, the 
metal NCs for antibacterial applications can be roughly 
divided into AuNCs, AgNCs, CuNCs, alloy NCs and 
related composite nanostructures (Table  1). Among 
which, AgNCs and CuNCs usually possess outstand-
ing antibacterial behaviors since the silver and copper 
elements have inherent broad-spectrum antibacterial 
activities [22, 29]. Nevertheless, the superior antibacte-
rial effectiveness of NCs is not always accompanied with 
desirable biocompatibility in the mammalian cells, rais-
ing safety concerns for their clinical application [30]. In 
this regard, the “noblest” of metals, gold, has a greater 
advantage over silver and copper due to its biological 
inertia and high stability. Au-based nanostructures have 
also been extensively proven to possess excellent biocom-
patibility in living systems [31, 32], and their biocompat-
ibility remains good even if the size is further reduced to 
the nanocluster range [33]. On the other hand, the anti-
bacterial activities of Au-based agents usually need to be 
strengthened to reach the therapeutic goal through the 
rational regulation of their size, composition, and surface 
chemistry, as well as the incorporation of other antibacte-
rial agents. Compared with single-metal NCs, metal alloy 
NCs (such as AuAg NCs and AuPt NCs) generally pos-
sess higher stability and tunable biological activities, and 
were widely applied in biomedical fields [34]. Metal alloy 

Scheme 1  Metal NC-based nanoantibiotics for combating bacterial 
infections. Outer layer: six mechanisms of action of metal NCs on 
bacteria, including cell wall and membrane disruption, release of 
metal ion, generation of ROS, damage to intracellular components, 
damage to intracellular components, delivery of therapeutic agents, 
and photoactivated mechanisms. Inner layer: physiochemical factors 
affecting the antibacterial behavior of metal NCs, including size, 
composition, surface chemistry, assembly and synergistic effects with 
other antibacterial materials
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NCs with excellent antibacterial properties have also 
been recently developed [35]. In addition, metal NCs can 
be integrated with other therapeutic agents or functional 

materials, such as conventional antibiotics, polymers, 
and 2D nanomaterials, to realize synergistically enhanced 
antimicrobial effects.

Table 1  Antibacterial applications of metal NCs

Formulations Target pathogens Antibacterial mechanisms References

Au25(MHA)18 Gram-negative bacteria; Gram-positive bacteria Membrane damage; ROS generation; metabolic 
imbalance

[24]

GSH-Ag+-R NCs Gram-negative bacteria; Gram-positive bacteria Membrane damage; Ag+ release; ROS generation [22]

AuDAMP Gram-negative bacteria; Gram-positive bacteria Membrane damage; ROS generation; DNA dam-
age

[38]

Antimicrobial peptide-AuNCs Gram-negative bacteria; Gram-positive bacteria Membrane damage; delivery of antimicrobial 
peptide

[41]

QA-AuNCs MRSA Membrane damage; ROS generation; metabolic 
disturbance

[42]

MUTAB-AuNCs Gram-negative bacteria; Gram-positive bacteria Membrane damage; ROS generation [43]

AuMS Gram-negative bacteria; Gram-positive bacteria Membrane damage [44]

MSA-AgNCs Gram-negative bacteria; Gram-positive bacteria Ag+ release [51]

TA-CuNCs Gram-positive bacteria Membrane damage; Cu+ release [52]

Cys-AuNCs E. coli ROS generation [57]

N-heterocyclic carbene-AuNCs Gram-negative bacteria; Gram-positive bacteria; 
fungi

Membrane damage; ROS generation [58]

AuPt bimetallic NCs Gram-negative bacteria Membrane damage; metabolic disturbance [62]

Ag3NCs E. coli ROS generation; DNA damage [63]

Histidine-AuNCs Gram-negative bacteria ROS generation; metabolic disturbance [64]

Imidazole-AuNCs S. aureus ROS generation; metabolic disturbance [65]

TPPMS/Ac4GlcSH-AuNCs Gram-negative bacteria; Gram-positive bacteria ROS generation; metabolic disturbance; DNA 
damage

[66]

Lys-AuNCs-Amp MRSA and its persister Delivery of ampicillin [69]

Vancomycin-loaded Pep-AuNCs S. aureus Delivery of vancomycin [70]

DNase-AuNCs E. coli; S. aureus PTT; PDT [73]

Au25(Cys)18/crystal violet E. coli; S. aureus PDT [75]

Chitosan-AgNCs E. coli PTT [76]

AuxAg25−x(MHA)18 alloy NCs S. aureus ROS generation [35]

DNA-stabilized AgNCs Gram-negative bacteria; Gram-positive bacteria ROS generation [86]

rAgNAs MRSA Membrane damage; Ag+ release [91]

Dap-AuNCs MRSA Membrane damage; ROS generation; DNA dam-
age

[95]

Dap-AgNCs Gram-positive bacteria Membrane damage; ROS generation; DNA dam-
age

[96]

SFT/DT-AuNCs Gram-negative bacteria; Gram-positive bacteria Membrane damage [97]

Dpep-AgNCs Gram-negative bacteria Cell wall damage; Ag+ release; delivery of antimi-
crobial peptide

[98]

AuNCs/Ho-GO nanosheets Gram-negative bacteria; Gram-positive bacteria Membrane damage; ROS generation; metabolic 
disturbance

[101]

Au25(MBA)18/MXene S. aureus Membrane damage; ROS generation; metabolic 
disturbance; DNA damage

[102]

Au NCs/CS Gram-negative bacteria; Gram-positive bacteria Membrane damage [105]

Prot/MTU-AuNCs E. coli; S. aureus ROS generation [108]

MSNs-AgNCs Gram-negative bacteria; Gram-positive bacteria Membrane damage; Ag+ release; ROS generation [110]

pMBA-AuNCs ESBL E. coli; MRSA Membrane damage; intracellular component 
destruction

[111]

ABA-AuNCs Gram-negative bacteria Cell wall damage [113]

QA-AuNCs/indocyanine green MRSA Membrane damage; PTT; PDT [114]
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Compared with plasmonic metal NPs, metal NCs have 
several advantageous properties for antibacterial appli-
cations (Scheme 2). First, the metal clusters with atomic 
precision can be obtained via facile one-pot method. The 
atomic-precision structure endows a deep understand-
ing of the structure-activity relationships of metal NC-
based antibacterial therapy. In contrast, the synthesis of 
plasmonic metal NPs with specific and uniform morpho-
logical features is cumbersome and the resulting prod-
ucts are often heterogeneous, which greatly limits the 
understanding of their mechanisms of action. Moreover, 
due to the ultrasmall sizes, metal NCs can easily internal-
ized into bacterial cells by traversing the cell wall pores, 
which greatly promotes their bactericidal activity by 
inducing ROS generation to oxidize bacterial membrane 
and disturb bacterial metabolism [36]. Meanwhile, owing 
to abundant active sites, ultrasmall metal NCs usually 
exhibit higher catalytic activity than metal NPs and thus 
induce higher levels of ROS generation, endowing metal 
NCs with stronger antibacterial activity [37, 38]. Moreo-
ver, the excellent photoluminescence properties make 
metal NCs traceable antimicrobials, which are rarely 
achieved by conventional metal NPs. Furthermore, the 
superior pharmacokinetics, biodegradation character-
istics, and renal clearance of metal NCs are also crucial 
advantages for their clinical translation [39]. Benefiting 
from these advantages, ultrasmall metal NCs show sig-
nificant promise as a new generation of nanoantibiotics 
for combating bacterial infections.

Antibacterial mechanisms of metal NC‑based 
nanoantibiotics
The ultrasmall size and diverse surface chemistry of 
metal NCs offer unique advantages for targeting patho-
genic bacteria [40]. Metal NCs exhibit multiple antibac-
terial mechanisms, including cell envelope (cell wall and 
membrane) damage, release of metal ion, generation of 
toxic ROS, intracellular component destruction, delivery 
of antibacterial agents and photoactivated mechanisms. 
Table 1 presents the reported representative antibacterial 
metal NCs and their working mechanism. The antibacte-
rial mechanisms mainly arise from the unique physico-
chemical properties of NCs, particularly, the multivalent 
interactions between NCs and bacteria via electrostatic 
attractions, hydrophobic interactions, Van der Waals 
forces, and receptor-ligand interactions [8]. In this sec-
tion, we will discuss the antibacterial properties of metal 
NCs according to different antibacterial mechanisms.

Cell wall and membrane disruption
The bacterial cell envelope is the first physical barrier to 
prevent antibacterial agents from entering the cell. The 
presence of teichoic acids (gram-positive bacteria) and 
lipopolysaccharide (gram-negative bacteria) on the cell 
wall render bacterial surfaces negatively charged, which 
promoting preferential electrostatic interactions with 
the positively charged nanomaterials [2]. Therefore, cati-
onic nanostructures can readily bind to bacterial surface 
and interact with the cell envelope and damage the cell 
structure.

A series of metal NC-based antibacterial strategies 
focus on targeting the negatively charged surface of bac-
teria [41, 42]. Xie et  al. designed cationic AuNCs that 
functionalized with quaternary ammonium salts (QA-
AuNCs), targeting methicillin-resistant Staphylococcus 
aureus (MRSA) [42]. The QA-AuNCs interact with bacte-
rial cells via electrostatic interactions, leading to increased 
membrane permeability, dissipation of the membrane 
potential, and disruption of the membranes (Fig.  1a–d). 
The destruction of cell membrane integrity serves as the 
preliminary mechanism for their anti-MRSA activity. Our 
previous study also found that mercaptopyrimidine coated 
AuNCs (AuDAMP) contribute to the initiatory antibacte-
rial mechanism by interacting with cell membranes [38]. 
Indeed, compared with conventional antibiotics, cationic 
AuNCs can bind to bacterial surfaces more firmly, which 
is the basis for the highly efficient antibacterial activities 
[43]. Moreover, Boda et al. found that the cell division and 

Scheme 2  The unique advantages of metal NCs as antibacterial 
agents compared to plasmonic metal NPs
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cell wall thickness of staphylococci treated with cationic 
AuNCs were significantly reduced, indicating that the bio-
synthesis of cell wall and membrane was inhibited [44]. 
Genechip microarray analysis revealed that the genes Alt 
and SA1898 (encoding autolysin) related to bacterial mem-
brane integrity were significantly up-regulated following 
the treatment with AuNCs [24]. RNA sequencing results 
also demonstrated that the expression of genes related to 
cell wall and membrane biosynthesis were significantly 
affected [45]. These results clearly showed that metal 
NCs can kill bacteria by inducing cell wall and/or mem-
brane damage. In contrast to conventional antibiotics, the 
unique membrane disruption mechanisms of metal NCs 
can reduce the risk of emergence of bacterial resistance for 
long-term treatment [8, 46].

Release of metal ion
For some metal NCs, especially AgNCs, the release of 
metal ions represents one of the decisive factors for their 
antibacterial activity, which is critical to the induction 
of cellular oxidative stress [7]. For instance, the produc-
tion and release of silver ions (Ag+)  is often triggered 
by the oxidation of Ag(0), which can in turn generate 
ROS and ultimately eliminate the bacteria [47]. It is well 
known that elevated ROS level can damage the proteins, 
enzymes and DNA in cells, thereby disrupting normal 
metabolism and function of the pathogenic bacteria [48]. 
In addition, the released metal ions can also directly bind 
to cellular components, such as amino acids, resulting in 
their dysfunction [49].

Fig. 1  QA-AuNCs combat bacteria through a multipath mechanism. a SEM and b TEM images show the morphological changes of MRSA treated 
by QA-AuNCs. Increased membrane permeability (c), dissipation of the membrane potential (d) and high level of ROS (e) induced by QA-AuNCs 
(Reprinted with permission from [42]. Copyright (2018) Wiley-VCH Verlag & Co. KGaA, Weinheim)
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Compared with AgNPs, ultrasmall AgNCs have 
higher surface to volume ratio and are much more sus-
ceptible to oxidative dissolution, allowing a fast release 
of Ag+ for enhanced antibacterial performance. Yuan 
et al. found that the glutathione (GSH)-capped AgNCs 
exhibit potent antibacterial activity against Pseu-
domonas aeruginosa, which is attributed to the easily 
oxidized and released Ag+ on the surface of AgNCs 
[50]. Similarly, GSH-capped Ag+-rich AgNCs (GSH-
Ag+-R NCs, with a predominance of Ag+ species on 
the surface of NCs) possess higher antibacterial activity 
than that of the GSH-Ag0-R NCs counterpart (Fig. 2a) 
[22]. The intact GSH-Ag+-R NCs have abundant local 
Ag+ on the surface are highly active in bacterial elimi-
nating. Subsequently, a large amount of ROS will be 
generated to accelerate the dissociation of Ag+ from 
the NCs, and then initiate the second round of bacterial 

eliminating, further enhancing the antibacterial activ-
ity in a positive feedback loop (Fig.  2b). In contrast, 
the antibacterial activity of GSH-Ag0-R NCs is barely 
attributed to the dissociation of Ag+, which leads to a 
poor antibacterial activity. In a recent study, an AgNC-
impregnated hydrogel with long-term and controlled 
release of Ag+  has been reported, which provides 
improved biofilm eradication capability [51]. In addi-
tion, the highly efficient antibacterial activity of Cu+ 
released-CuNCs has also been demonstrated [52].

Generation of ROS
ROS is a general term describing the chemical sub-
stances formed upon incomplete reduction of oxygen, 
mainly including superoxide anion, hydrogen peroxide, 
singlet oxygen, and hydroxyl radical [48]. In living organ-
isms, ROS play an important role in regulating various 

Fig. 2  Metal NCs combat bacteria by releasing metal ions and inducing intracellular ROS generation. a Agar diffusion assay of zone inhibition 
by GSH-Ag+-R NCs, GSH-Ag0-R NCs, and ampicillin. b Schematic of possible antimicrobial mechanisms of GSH-Ag+-R NCs and GSH-Ag0-R 
NCs. Reprinted with permission from [22]. Copyright (2013) Tsinghua University Press and Springer-Verlag Berlin Heidelberg. c AuNCs induced 
intracellular ROS production. d Differential expression of genes related with cell metabolism, substrate transport, membrane integrity, and 
cell transcriptomic process were greatly affected following the AuNCs treatment. Red indicates gene up-regulation, and green indicates gene 
down-regulation (Reprinted with permission from [24]. Copyright (2017) American Chemical Society)
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physiological functions of the entire life cycle [53]. How-
ever, the accumulation of excessive ROS leads to harmful 
oxidative stress, which can damage organisms via multi-
ple working mechanisms, especially the consumption of 
intracellular vital reducing substances such as thiols in 
proteins [54].

Generation of ROS is one of the most essential antimi-
crobial mechanisms of metal NCs [55–58]. Besides the 
indirect ROS generation by metal ions, metal NCs can 
also directly catalyze the intracellular ROS in bacteria. 
Compared with large-sized AuNPs, ultrasmall AuNCs 
significantly up-regulate intracellular ROS level of bac-
teria (Fig.  2c) [24]. The excessive accumulation of ROS 
induced by AuNCs is responsible for the significant up-
regulation of genes encoded the metabolic enzymes in 
the oxidative process (such as dmpI that encodes 4-oxa-
locrotonate tautomerase) and the down-regulation of 
antioxidant genes (such as ilvC that encodes ketol acid 
reductoisomerase and Gapdh) (Fig.  2d). Xie et  al. fur-
ther found that the generation of intracellular ROS by 
cationic QA-AuNCs plays an essential role in causing 
bacterial death (Fig.  1e) [42]. Furthermore, our study 
demonstrated that AuNCs-induced intracellular ROS 
generation mainly dependent on their inherent enzyme-
mimic catalytic activity [38]. These AuNCs with inher-
ent oxidase- and peroxidase-like catalytic capacities can 
up-regulate intracellular ROS levels, which make them 
promising candidates for next generation nanoantibiot-
ics. Moreover, chemodynamic therapy (CDT), which 
is defined as the treatments through Fenton reaction or 
Fenton-like reaction mediated hydroxyl radical genera-
tion in acidic microenvironment, has emerged as a prom-
ising strategy for cancer and infection disease therapy 
[59–61]. Although the development of metal NCs based 
CDT agents is still in its infancy, considering the rich sur-
face active sites of metal NCs to trigger efficient Fenton 
or Fenton-like reactions under the weak acidic condi-
tions of biofilms, metal NCs-mediated CDT represents a 
potential alternative for the treatment of MDR bacterial 
infection.

Damage to intracellular components
Homoeostasis of intracellular components and meta-
bolic pathways are critical to the function and prolifera-
tion of bacterial cells. Several metal NCs have been found 
to eventually lead to bacterial death by interfering with 
these processes [38, 62–66]. These metal NCs-mediated 
damages include inhibition of ATP synthesis, consump-
tion of reducing substances, reduction of enzyme activity 
and disruption of DNA. For example, atomically precise 
Au25NCs significantly reduce the metabolic activity and 
respiratory chain dehydrogenase activity of Escherichia 
coli, and destroy their DNA sequence structure [45]. 

RNA sequencing results indicated that the expression 
of bacterial genes related to glycolysis, oxidative phos-
phorylation, tricarboxylic acid cycle, and DNA replica-
tion repair were significantly disrupted by Au25NCs. By 
inducing the accumulation of intracellular ROS and dis-
rupting the thiol-redox homeostasis of bacterial cells, the 
histidine-templated AuNCs show a potent therapeutic 
effect against ampicillin-resistant E. coli [64]. In another 
study, Zhao et al. found that the antibacterial mechanism 
of AuPt bimetallic NCs mainly involves dissipation of 
membrane potential and boosting intracellular ATP lev-
els, which is not dependent on the ROS generation [62]. 
This unexpected mechanism of action may be resulted 
from the capability of AuPt bimetallic NCs to catalyze 
the generation of ATP and inhibit the process of ATP-
consuming protein synthesis. In addition, Neissa et  al. 
demonstrated that the bactericidal effect of Ag3 quantum 
clusters is attributed to the destruction of topoisomer-
ase-DNA complexes, rather than the release of Ag+ [63]. 
Indeed, Ag3 quantum clusters can insert into DNA and 
induce prominent structural damage to the DNA [67]. 
The lifetime of these distortions was two to three orders 
of magnitude longer than that of conventional organic 
intercalants, such as proflavine and ethidium bromide, 
suggesting their excellent capability to damage bacterial 
DNA.

Delivery of antibacterial agents
In addition to directly acting as therapeutic agents, metal 
NCs were also employed as nanocarriers for the delivery 
of existing antibacterial agents. Antibacterial agents can 
be loaded on the surface of metal NCs through covalent 
attachment or self-assembly [66–72]. The metal NCs-
based delivery systems can broaden the antibacterial spec-
trum of conventional antibiotics and achieve controlled or 
targeted release of the drugs, thereby augmenting the ther-
apeutic effect and reducing side effects [68]. For instance, 
an intelligent vancomycin delivery system was developed 
based on the custom-designed pentapeptide-mediated 
AuNCs [70]. The pentapeptide ligands contain a bind-
ing domain (D-alanine-D-alanine termini) with strong 
affinity for vancomycin. The self-assembled AuNCs com-
plexes selectively release vancomycin in the presence of 
gram-positive bacteria due to the stronger binding affinity 
of vancomycin with bacterial cells than that with penta-
peptide in AuNCs. The precise drug release profile of the 
AuNCs reduces the risk of systemic toxicity and potential 
side effects. In another study, an efficient antibiotic-AuNC 
hybrid system was developed by grafting ampicillin on the 
surface of lysozyme-templated AuNCs [69]. The antibac-
terial hybrids not only preserved the antibacterial activity 
against sensitive strains but also reversed the MRSA resist-
ance towards ampicillin. In the presence of cis-2-decenoic 
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acid, the hybrid systems can further inhibit MRSA per-
sister, a hypopus of bacteria. This enhanced antibacterial 
performance of antibiotic-AuNC hybrid system is mainly 
attributed to the efficient inhibition of β-lactamase, mul-
tivalent binding to the bacterial surface and enhanced 
penetration.

Photoactivated mechanisms
Phototherapy, including photodynamic therapy (PDT) 
and photothermal therapy (PTT), is promising in com-
bating bacterial infection, since it can induce the pho-
tothermal effect or trigger the generation of ROS by 
employing the interaction between light and materials. 
Several non-antibacterial metal NCs can also exhibit 
potent antibacterial behavior through photoactiva-
tion mechanism. For example, DNase-functionalized 
AuNCs have been developed as photosensitizers to 
exhibit excellent photothermal and photodynamic prop-
erties under 808  nm laser radiation [73]. Highly effi-
cient elimination of biofilm has been achieved owing to 
the synergistic PTT, PDT and enzymolysis effects of the 
DNase-functionalized AuNCs. In another study, Hwang 
et al. developed a rapid procedure to prepare high-quality 
Au25(Cys)18, which can kill pathogenic bacteria through 
photodynamic activity in the presence of crystal violet 
[74, 75]. Under low-flux white light radiation, non-anti-
bacterial Au25(Cys)18 transfers photoelectrons to crys-
tal violet to promote the redox reactions, thus resulting 
in enhanced ROS generation and bactericidal activity. 
In addition, chitosan-stabilized AgNCs have also been 
found to enhance the bactericidal ability through the 
PTT effect [76].

Overall, as a new generation of nanoantibiotics, metal 
NCs provide multiple antibacterial pathways to fight 
superbugs and circumvent antibiotic-resistant mecha-
nisms. These working mechanisms are usually inter-
related rather than acting individually. Appropriate 
tailoring of size, composition and surface performance 
provide a desirable avenue for the design of highly effi-
cient novel antibacterial therapies.

Physicochemical properties of metal NCs 
governing antibacterial properties
The physicochemical properties of nanostructures domi-
nate their bioactivities and biomedical applications [77]. 
Therefore, investigating the nano-bio interface between 
metal NCs and bacteria is of great significance for a deep 
understanding of their antibacterial mechanisms and the 
design of potent antibacterial agents. Recent investiga-
tions have confirmed that the antibacterial effect of metal 
NC-based nanoantibiotics is highly correlated with their 
physicochemical properties, including size, composition, 
oxidation states, and surface chemistry [22, 24, 40, 62]. 

In this section, in order to gain deep insights into their 
structure–activity relationship, we will discuss how these 
physicochemical properties of metal NCs influence their 
antibacterial behaviors.

Size
The size of metal-based NCs is critical to their antibacte-
rial behaviors, as it significantly determines the processes 
of intracellular uptake, transport, accumulation and sub-
sequent biological interactions. For instance, ultrasmall 
AuNCs can more easily enter bacterial cells and induce 
intracellular ROS burst, while large-sized AuNPs are 
incompetent even if they have consistent surface chem-
istry (Fig.  3a, b) [24]. In addition, reducing the size of 
AuNCs also greatly extended the antibacterial spectrum, 
since different sizes leading to divergent intracellular 
biochemical processes [78]. As the size of the AuNCs 
decreases, their capacities to interfere bacterial mem-
brane permeability, membrane potential, and intracellu-
lar ROS and ATP levels are all significantly affected. In a 
detailed study, Zheng et al. set up a library of three differ-
ent sized AuNCs of different gold atom numbers (Au25, 
Au102, and Au144) and two larger sized AuNPs (~ 3 and 
~ 5 nm) capped by the same thiol ligand, p-mercaptoben-
zoic acid, and further investigate the size effect on anti-
bacterial efficacy [36]. Au25, Au102, and Au144 can be easily 
internalized into the bacteria to achieve antibacterial 
activity. On the contrary, larger sized AuNPs exhibited 
ineffective internalization and no bactericidal effect was 
observed, indicating the vital role of size on antibacterial 
capability. Once the ultrasmall AuNCs have been inter-
nalized, they would work as a group to exhibit molecular-
like antibacterial behavior, which displayed comparable 
antibacterial efficacy on the basis of the same molecular 
concentration of AuNCs (Fig.  3c, d). After internaliza-
tion, the ultrasmall AuNCs can induce ROS generation to 
oxidize bacterial membrane and perturb cell metabolism 
(Fig.  3e, f ), resulting in superior bactericidal effect. In 
addition, by adjusting the size of AgNCs, their antibacte-
rial activity and cytotoxicity can be effectively balanced 
to produce biocompatible nano-antibacterial agents [79].

Composition
Alloying is another promising strategy to construct 
metal NCs with enhanced physicochemical properties 
and improved antibacterial activities [80–83]. Compared 
with single metal composition, alloying also significantly 
influences the antibacterial behavior of metal NCs. For 
example, compared to non-antibacterial pure AuNCs 
and PtNCs, AuPt alloy NCs have superior antibacterial 
activity, which is governed by the composition ratio of 
gold and platinum atoms [62]. To understand the com-
position-dependent antibacterial behavior of metal NCs, 
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a full-spectrum of alloy metal NCs, AuxAg25−x(MHA)18 
(MHA = 6-mercaptohexanoic acid) with x = 0 − 25, were 
developed and their antibacterial properties were inves-
tigated (Fig.  3g) [35]. As alloying enhances the stability 
of AuxAg25−x(MHA)18, their ability to generate ROS is 
deactivated and thus affecting the antibacterial activ-
ity of NCs. Indeed, a U-shaped antibacterial profile was 

observed, where the alloyed NCs showed decreased 
antibacterial capability compared to AuNCs or AgNCs 
(Fig.  3h). This study showed that the composition of 
metal NCs finely regulates their antibacterial behavior, 
indicating the importance of a complete understanding 
of the composition-related properties and applications, 
which calls for multidisciplinary collaborative research.

Fig. 3  Size and composition affect the antibacterial activity of metal NCs. a Schematic illustration of the size regulation of AuNCs to significantly 
affect their antibacterial properties. b AuNCs showed high killing efficiency to S. aureus, which was absent when the cells were treated with AuNPs. 
The dead cells were visualized by SYTOX green (false color: red), whereas the Hoechst 33,342 (blue) helped to identify all cells. Scale bar: 25 μm. 
Reprinted with permission from [24]. Copyright (2017) American Chemical Society. Percentage of the dead S. aureus treated with AuNCs and 
AuNPs at the same Au atom concentration (c) and particle concentration (d) for 2 h. Relative intracellular ROS production level (e) and relative lipid 
peroxidation production level (f) of S. aureus after 2 h treatment of AuNCs and AuNPs at the same particle concentration. Reprinted with permission 
from [36]. Copyright (2020) KeAi Communications Co. Ltd. g Composition-dependent antimicrobial ability of full-spectrum AuxAg25−x alloy NCs. 
h Percentage of the dead S. aureus after treatment with AuxAg25−x alloy NCs (Reprinted with permission from [35]. Copyright (2020) American 
Chemical Society)
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Surface chemistry
Surface modification is one of the most promising strate-
gies for improving the biomedical applications of metal 
NCs. Through tailoring the surface chemistry, the anti-
bacterial properties of metal NC-based nanoantibiot-
ics can be easily regulated. In our previous report, the 
antibacterial activities of AuNCs can be modulated by 
surface ligand species [38]. Among the four investigated 
AuNCs modified by mercaptopyrimidine analogs with 
similar structures, the amino-rich ligands seem to endow 
the AuNCs stronger antibacterial activity and broader 
antibacterial spectrum (Fig.  4a). Notably, the amino-
rich mercaptopyrimidine-AuNCs have also been further 
confirmed to be able to eliminate intracellular bacterial 
infections and concurrently regulate host cell immune 
responses [84]. Meng et al. found that grafting traditional 
herbal monomer cinnamaldehyde on the surface of his-
tidine-mediated AuNCs (CA-AuNCs) can elevate ROS 
generation and concurrently deplete thiols in bacterial 
cells through ligand exchange, resulting in enhanced bac-
terial killing effect [85]. This work constructs oxidative 
stress amplifier (CA-AuNCs) through a ligand exchange 
strategy for combating MDR bacterial infections for the 
first time. Similarly, by simply tuning the oligonucleotide 
sequence, the physiochemical properties and antimicro-
bial performances of the DNA-templated AgNCs can 
be easily adjusted [86]. Further structural studies have 
shown that the AgNCs possess different structure and 
stability, which might be one of the key factors regulat-
ing their antibacterial activity. In addition, the influence 
of the spatial assembly of oligonucleotide sequences on 
the antibacterial behavior of DNA-scaffolded AgNCs was 
also demonstrated [87].

The surface charge of metal NCs is another important 
factor affecting their antibacterial behavior. It is gener-
ally believed that positively charged surface of antibac-
terial nanomaterials would favor close interaction with 
the negatively charged bacterial surface, resulting in 
improved antibacterial efficacy [2]. Indeed, a series of 
cationic metal NCs have been successfully developed 

as nanoantibiotics [41, 42]. By fine-tuning the surface 
charges of AuNCs, however, Zheng et  al. proposed an 
antibacterial behavior in stark contrast to this para-
digm [40]. They reported that ultrasmall AuNCs with 
more negative charges show better antimicrobial effects 
due to the induction of higher intracellular ROS levels 
(Fig.  4b). This surprising finding suggests the complexi-
ties of the NC-bacterial cell interactions and sheds some 
light on the design of high-performance metal NC-based 
nanoantibiotics.

A recent study has found that the ligand density of 
metal NCs can also contribute to different antibacterial 
behaviors [88]. By regulating the density of phenylbo-
ronic acid on surface of AuNCs by adjusting the ratio of 
different anchoring groups, thiol (-SH) or amine (-NH2) 
groups, an AuNCs with tunable antibacterial capability 
was synthesized (Fig. 4c). The AuNCs modified by mer-
captophenylboronic acid (M-AuNCs) and aminophenylb-
oronic acid (A-AuNCs) specifically bind to lipoteichoic 
acid (LTA) of gram-positive bacteria and lipopolysaccha-
ride of gram-negative bacteria, respectively, resulting in 
potent and tunable antibacterial behavior (Fig. 4d-f ). This 
adjustable antibacterial behavior is expected to be prom-
ising in personalized therapy.

Metal NCs can also be activated to combat bacterial 
biofilms through surface modulation [43, 51, 73]. The 
formation of biofilm is considered to be the key to anti-
biotic resistance, which serves as a natural barrier for 
antibiotic penetration and activation [89]. Conventional 
antibacterial therapeutics exhibit limited penetration 
and reduced activity in the acidic microenvironment (pH 
values of 4.5–6.5) of the bacterial biofilm [90]. To over-
come this barrier, our group developed a pH-responsive 
biofilm elimination strategy through the self-assembly of 
ultrasmall AgNCs via customized pH-sensitive charge 
reversal ligands [91]. The surface-assembled nanoanti-
baiotics (rAgNAs) can selectively activate the antibac-
terial activity in the acidic biofilm microenvironment. 
Under non-acidic conditions, the antibacterial activity of 
rAgNAs is extinguished because the release of toxic Ag+ 

(See figure on next page.)
Fig. 4  Surface chemistry modulates the antibacterial activity of metal NCs. a Comparison of antibacterial activities of mercaptopyrimidine 
analogues mediated AuNCs. Antibacterial activities indicated with MIC (µg/mL). AMP: 4-amino-2-mercaptopyrimidine; DAMP: 4,6-diamino-2-merc
aptopyrimidine; AHMP: 4-amino-6-hydroxyl-2-mercaptopyrimidine; DHMP: 4,6-dihydroxyl-2-mercaptopyrimidine. Reprinted with permission 
from [38]. Copyright (2018) American Chemical Society. b Surface ligand chemistry of AuNCs determines their antimicrobial ability. Reprinted 
with permission from [40]. Copyright (2018) American Chemical Society. c Schematic illustration of the preparation process of phenylboronic 
acid-derivative-modified AuNCs by orchestrating the variation of ligands as tunable spectrum antibacterial agents. A/M-AuNCs exert bactericidal 
activity by interacting with LPS and LTA. d UV-vis spectra of the LPS, LTA, A/M-AuNCs, LPS/A/MAuNCs, and LTA/A/M-AuNCs. The antibacterial 
activity of A/M-AuNCs at different concentrations against E. coli or S. aureus in the presence of LPS and LTA at concentrations ranging from 0 to 
128 µg/mL is plotted in parts e and f, respectively. Reprinted with permission from [88]. Copyright (2018) American Chemical Society. g Intelligent 
nanoantibiotics (rAgNAs), composed of ultrasmall AgNCs self-assembled with the assistance of acidity-responsive polymeric ligand, can accumulate 
in the biofilm with enhanced penetration, and can be selectively activated and rapidly release Ag+ in the acidic microenvironment of biofilm for 
improved therapeutic effect attributed to the acid-triggered disassembling of rAgNAs. h Enhanced accumulation and deep penetration of rAgNAs 
for the biofilm-amplified bactericidal effect (Reprinted with permission from [91]. Copyright (2019) American Chemical Society)
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Fig. 4  (See legend on previous page.)
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is inhibited by surface assembly (Fig.  4g). Once enter-
ing the acidic biofilm microenvironment, rAgNAs not 
only show charge reversal to promote local accumulation 
and retention but also disassemble into small AgNCs, 
thus enabling deep penetration and accelerated the Ag+ 
release for significantly enhanced antibacterial activity 
(Fig. 4 h). In addition, since the release of Ag+ is inhibited 
in the natural physiological environment, the damage of 
the AgNCs to mammalian cells is also effectively avoided. 
This biofilm-responsive nano-antibacterial strategy has 
shown great potential in the treatment of drug-resistant 
bacterial biofilm infections. Moreover, cationic thiolate 
modified AuNCs show highly efficient antibacterial 
effect against mature biofilm, likely due to the excellent 
permeability of positively charged AuNCs into biofilm 
[43]. DNase-functionalized AuNCs can hydrolyze DNA 
in extracellular polymeric substances matrix and induce 
oxidative stress with photoactivation to eradicate biofilm 
[73]. Overall, surface engineering represents a promising 
approach to enhance the antibacterial effect of metal NC-
based nanoantibiotics.

Except for size, composition and surface chemistry, 
other physicochemical properties of metal NCs can also 
affect their antimicrobial effect. For instance, thiolated 
AuNCs with more loosely bound Au(I)-thiolate surface 
motifs (semi-rigid structure) have better antimicrobial 
activity was demonstrated [92]. In addition, it is reported 
that the oxidation states of Ag atoms in AgNCs are also 
critical on their antimicrobial effect, and AgNCs with 
higher Ag(I) content had a stronger killing effect [22]. In 
conclusion, by systematically investigating the influence 
of each factor on the antimicrobial capability and the 
underlying antibacterial mechanism, we can rationally 
design highly efficient antimicrobial metal NCs by tailor-
ing their size, composition, surface chemistry, structure, 
and oxidation state.

Synergistic antibacterial metal NCs
Metal NC-based nanoantibiotics can be integrated with 
other therapeutic or functional materials to realize syn-
ergistically enhanced antimicrobial effects. Combination 
of antibacterial therapies can attack bacteria from differ-
ent fronts, which is one of the most common strategies 
for the treatment of severe MDR bacterial infections [93, 
94]. The enhanced antibacterial activity of metal NCs can 
be realized by integrating NCs with other agents such as 
conventional antibiotics, polymers, and 2D nanomate-
rials to form a complementary hybrid. For instance, we 
recently demonstrated a synergistically enhanced anti-
bacterial hybrid by conjugating amino-rich mercaptopy-
rimidine-AuNCs (AuDAMP) with a cyclic lipopeptide 
antimicrobial peptide daptomycin (Dap) (Fig.  5a) [83]. 
The prepared antibacterial hybrids (Dap-AuDAMP) 

integrate the antibacterial capabilities of both agents and 
render an enhanced synergistic effect. Relying on the 
daptomycin-induced disruption of bacterial membrane, 
the bacterial cell internalization of AuNCs is greatly 
enhanced. The internalized AuNCs can generate ROS 
continuously in bacterial cells and then induce bacte-
rial death. The continuous ROS generation also limit the 
development of bacterial resistance. In addition, a novel 
aggregation-induced emission (AIE) pattern between 
the AuDAMP and daptomycin was also observed. Simi-
lar synergistic antibacterial effects can also be obtained 
by integration of antibacterial AgNCs with daptomycin 
[96]. Therefore, this universal concept can be further 
extended to other metal NCs and antimicrobial peptides. 
In another study, a self-assembly strategy of metal NCs 
and antimicrobial peptides was also developed [97]. Anti-
microbial peptide surfactin (SFT) is bound to the surface 
of 1-dodecanethiol-capped AuNCs through non-covalent 
bonds to form a highly efficient antibacterial assembly 
(SFT/DT-AuNDs) (Fig.  5b). Compared with SFT, the 
SFT/DT-AuND assemblies show improved antimicrobial 
activity since they possess a lower minimum inhibitory 
concentration (> 80-fold) than that of SFT (Fig.  5c). In 
addition, synergistically enhanced antimicrobial behavior 
has also been successfully achieved by directly using anti-
microbial peptides as surface ligands to synthesize metal 
NCs [98].

As emerging functional materials, 2D nanomaterials 
such as graphene oxide (GO) and MXene nanosheets, are 
also employed to synergistically enhance the antibacte-
rial properties of metal NCs [99–103]. These 2D nano-
materials generally have distinctive antibacterial action 
mechanisms. For example, GO nanosheets can physically 
cut through bacterial membranes and induce ROS gen-
eration [104]. By decorating AuNCs into GO nanosheets, 
a highly efficient antibacterial nanohybrid was developed 
[100]. The assembled nanosheets can simultaneously 
produce massive heat and generate high levels of ROS to 
inactivate bacteria under visible light irradiation (Fig. 5d). 
In comparison with bare AuNCs and GO nanosheets, 
these GO-AuNC nanohybrids show an enhanced antimi-
crobial activity towards gram-positive and gram-negative 
bacteria. Later, Zheng et  al. constructed a synergistic 
antibacterial hybrid by the integrating of antibacterial 
AuNCs and the paramagnetic holmium ions (Ho3+) onto 
GO nanosheets [101]. The complexed holmium ions can 
help the nanohybrids to be vertically aligned under weak 
magnetic fields, which offer a high-density sharp edge 
with preferential orientation to effectively pierce the bac-
terial membrane. Meanwhile, the integrated AuNCs can 
effectively internalize into bacterial cells to induce high 
levels of ROS, which strongly disturb the cell metabolism. 
These antibacterial nanohybrids employ both physical 
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(by oriented GO nanosheets) and chemical (by integrated 
AuNCs and GO nanosheets) mechanisms to realize 
synergistic antibacterial performances. Similarly, by 

conjugating antibacterial AuNCs onto titanium carbide 
(MXene), the synergistic multi-mechanism antibacterial 
performance is also achieved [102].

Fig. 5  Synergistic antibacterial activity of metal NCs. a Schematic illustrations of the conjugation strategy for antibacterial AuNCs and daptomycin, 
conjugation-induced aggregation-induced emission enhancement, and antibacterial synergistic effect. Reprinted with permission from [95]. 
Copyright (2019) Elsevier. b Synthesis of photoluminescent SFT/DT-Au NDs. c Comparison of MICs (in terms of the concentration of SFT) of SFT, 
SFT0.05/DT-Au NDs, SFT0.1/DT-Au NDs, SFT0.25/DT-Au NDs, SFT0.5/DT-Au NDs, and SFT1.0/DT-Au NDs against E. coli, P. vulgaris, MRSA, S. aureus, and S. 
enteritidis, respectively. Reprinted with permission from [97]. Copyright (2015) Wiley-VCH Verlag & Co. KGaA, Weinheim. d Schematic illustration of 
the antibacterial mechanism of Au-GO nanosheets under visible light irradiation. Reprinted with permission from [100]. Copyright (2020) Elsevier. e 
An AuNC constructed mixed-metal metal-organic network film for combating implant-associated infections. Reprinted with permission from [111]. 
Copyright (2020) American Chemical Society. f Schematic illustration of the bacterial cellulose scaffold loaded with aminobenzeneboronic acid 
(ABA)-modified AuNCs as antibacterial wound dressing to address the issue of MDR-infected skin wounds (Reprinted with permission from [113]. 
Copyright (2021) American Chemical Society)
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Integration with natural polymers, such as chitosan 
(CS), can also lead to synergistically enhanced anti-
bacterial activity of metal NC-based nanoantibiotics. 
For example, an efficient antibacterial nanoaggregate 
was developed based on the self-assembly of mercap-
tosuccinic acid (MSA)-protected AuNCs and chitosan 
[105]. These self-assembled nanoaggregates displayed 
enhanced antimicrobial activity against both gram-
negative and gram-positive bacteria compared with 
individual components. A composite hydrogel that 
encapsulates ultrasmall AgNCs into chitosan matrixes 
to enhance antibacterial behavior and promote tis-
sue reconstruction has also been reported, show-
ing great translation potential [106, 107]. In addition, 
several synergistic antimicrobial strategies based 
on the assembly of metal NCs and other materials, 
such as recognition proteins, upconversion NPs, and 
mesoporous silica NPs, have also been established 
[108–110]. Overall, these studies provide new options 
for improving the antibacterial properties of metal 
NCs, especially in dealing with notorious superbugs’ 
infections.

In addition, there have been several reports on the 
use of metal NCs as effective ingredients in antibacte-
rial practices. For instance, Chu et  al. constructed an 
antibacterial film composed of AuNC-based mixed-
metal metal-organic network on titanium disks to 
effectively inhibit implant-related infections (Fig.  5e) 
[111]. The generalizable modular procedure of the 
AuNC-metal-organic networks is amenable to accel-
erate the modification of metal surfaces for inhibiting 
implant-associated infections. Similarly, coating the 
cationic AuNCs on the orthodontic device (aligner) 
can effectively combat the formation of Streptococ-
cus mutans biofilm [112]. The anti-biofilm activity 
of the coated AuNCs can be maintained for at least 3 
months, even after repeated usage. In order to visually 
monitor nanotherapeutic-loaded wound dressings, a 
novel wound dressing by integrating the fluorescence 
of the nanotherapeutic and the transparency of the 
scaffold was developed [113]. During the bacteria-
infected wound healing process, the fluorescence 
intensity of the therapeutic AuNCs in the transparent 
bacterial cellulose scaffolds decreases as the release of 
the nanotherapeutic into the wound, which indicates 
the replacement of the dressing when the residual 
concentration of the AuNCs is lower than the mini-
mum inhibitory concentration (Fig. 5f ). Therefore, by 
the real-time monitoring of the dressing state, wound 
damage caused by frequent dressing replacement can 
be avoided. Furthermore, this visible strategy can be 
extended to medical devices to realize high-precision 
real-time monitoring during their service life. Recently, 

Zhuo et al. prepared a nanoantibiotic that could cross 
the blood-brain barrier by combining QA-AuNCs and 
indocyanine green [114]. With the help of the near-
infrared laser, the nanoantibiotics could effectively 
cross the blood-brain barrier and treat intracranial 
MRSA infection at low doses through a triple-combi-
nation synergistic therapy of direct-killing, PTT, and 
PDT. Compared with traditional vancomycin treat-
ment, the synergistic treatment was significantly less 
toxic to the liver and kidney and thus would be a safe 
strategy for intracranial MRSA-infection therapy.

Summary and perspective
As an innovative type of versatile nanomedicine, metal 
NCs have been recently found to possess attractive 
prospects in the treatment of increasingly serious MDR 
bacterial infections. In the present review, we provide a 
comprehensive review of the current status of ultras-
mall metal NCs in antibacterial applications, including 
antibacterial mechanisms, structure-activity relation-
ships, and synergistic effects. The general mechanisms of 
metal NC-based nanoantibiotics targeted bacterial infec-
tions include cell wall and/or membrane damage, metal 
ions release, intracellular ROS generation, destruction 
of intracellular components, the delivery of therapeutic 
agents, and photoactivated mechanisms. The physico-
chemical properties of metal NCs, including size, com-
position, oxidation state, and surface chemistry, govern 
their antibacterial behaviors. Metal NC-based nano-
antibiotics can be integrated with other therapeutic or 
functional materials, such as antimicrobial peptides, 2D 
nanomaterials, and polymers, to form complementary 
nanohybrids with synergistically enhanced antibacterial 
effects. Based on the regulation of the physicochemical 
properties of the metal NCs and further functionaliza-
tion, the multifarious personalized antibacterial nanoma-
terials can be fabricated for precision medicine.

However, there are several challenges remain to be 
addressed for further translation of these metal NC-
based nanoantibiotics. First, although the antibacte-
rial mechanisms of atomically precise metal NCs have 
been systematically investigated, the understanding of 
the dynamic nano-bio interaction is still insufficient, 
which is also an underexplored field [115]. We can take 
full advantage of the atomically precise physiochemical 
characterization of metal NCs to investigate the nano-
bio interaction for advancing the rational design of 
nanoantibiotics. Second, given that the complex effect 
of alloying on the antimicrobial activity of metal NCs 
is extraordinary [35], it is suggested that the influence 
of this method on the antimicrobial behavior of metal 
NCs should be extensively investigated. Especially, 
alloying is also a promising strategy to improve the 
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photoluminescence efficacy and structural stability of 
metal NCs, which is essential for their diverse biomedi-
cal applications such as traceable nanoantibiotics [62, 
116]. Third, more attention should be paid to the effect 
of the chirality and isomerization of surface ligands on 
the antimicrobial activity of metal NCs, because these 
properties haven been reported to profoundly affect 
the biological interactions of nanomaterials [117–119]. 
Finally, although several barriers including lysosomes 
escaping, mitochondria targeting and mitochondria 
membrane penetration alleviate the toxicity of cationic 
nanostructures to mammalian cells [120], the in  vitro 
and in  vivo biosafety of the metal NC-based nanoan-
tibiotics should be fully considered and evaluated to 
facilitate their clinical translation [121]. We believe that 
through the joint efforts of scientists in different fields 
such as nanobiotechnology, materials chemistry, phar-
maceutical science and clinical medicine, antibacterial 
metal NCs, as effective next generation nanoantibiot-
ics, hold a bright future for dealing with the serious cri-
sis of MDR bacterial infections.
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