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Abstract 

Digitalization has an impact on all domains of maritime transport and logistics. Ports’ ability to act as a part of digital 
networks and information chains is vital for its competitiveness. This requires means and prerequisites to integrate 
with contemporary technology platforms and system architectures. Such readiness should exist in different paral‑
lel processes taking place in organizations of port communities. Successful digitalization requires focused technol‑
ogy management ensuring system and data transfer interoperability. The paper addresses problems, obstacles, and 
hindrances that ports are currently facing in their digitalization efforts. Interoperability and stakeholder interaction is 
significant, particularly between the port management, municipal ownership, and business operators and vendors. 
In the contemporary port development, environmental regulations have an effect on the level and effectiveness of 
digitalization. The future development of port digitalization will be dependent on the port capabilities to adopt and 
implement reliable and adoptable technologies with clear vision of the future.
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1  Introduction
1.1 � Background of port digitalization
Digitalization is a megatrend that has changed maritime 
sector significantly (e.g. [21, 29, 37, 42]). Original reasons 
for port digitalization are in traditional efficiency optimi-
zation and in enhancement of material (cargo) flow (e.g. 
[9, 27]. As ports evolved from load and offload points to 
genuinely intermodal logistical service hubs, the impor-
tance of efficient information flows increased (also [4]. 
At the core of it was the Electronic Data Interchange 
(EDI) [29]. Additionally, European Union was encourag-
ing transportation towards paperless procedures regard-
ing custom processes, freight documents and documents 
between cargo owner and contract carriers [17].

All international key-organizations are involved in 
the digital change. For example, International Maritime 
Organization (IMO) strongly supports the implemen-
tation of automated electronic data exchange between 

ships and from ships to shore to increase efficiency, 
safety, and security of maritime navigation. Previous 
research has verified that digitalization offers significant 
potentials for ports to improve their efficiency, produc-
tivity, security, and sustainability (e.g. [16, 23, 25, 55, 57, 
61]).

At the initial (starting) phases, it is vital that the ports 
carefully decide and compare, which technologies are to 
be integrated or newly installed into the daily operations. 
The transition towards a ‘digital’ or ‘smart’ port is diffi-
cult and complex process [13]. In the end, digitalization 
will evidently improve operational efficiency and pro-
ductivity, increase safety, reduce emissions, and improve 
sustainability [18]. However, in the initial phases of digi-
talization, disadvantages of digitalization are likely to 
emerge. According to Inkinen et  al. [31], the processes 
and operations in port communities are often quite con-
servative, when it comes to applying and collecting data 
driven operation solutions (in the case of shipping, see 
[3].

The level of digitalization varies between ports accord-
ing to their size. Large ports often have more resources in 

Open Access

European Transport
Research Review

*Correspondence:  olli-pekka.brunila@xamk.fi
1 South-Eastern Finland University of Applied Sciences, Pääskysentie 1, 
48220 Kotka, Finland
Full list of author information is available at the end of the article

http://orcid.org/0000-0001-7600-6095
http://creativecommons.org/licenses/by/4.0/
http://crossmark.crossref.org/dialog/?doi=10.1186/s12544-021-00523-0&domain=pdf


Page 2 of 10Brunila et al. European Transport Research Review           (2021) 13:62 

their disposal, and they tend to be more active in devel-
opment programs and collaborative research and innova-
tion actions (e.g. European H2020 programs). Therefore, 
it is not surprising that they often have a higher level of 
digitalization than smaller ones. Specialization is a sig-
nificant factor as small ports can be highly specialized (or 
they may serve only few customers) (e.g. [19, 47]).

Heilig et  al. [29] have recognized three generations of 
digital transformation in ports, which are: (1) paperless 
procedures, (2) automated procedures, and (3) smart 
procedures. During 2010s and until today the contem-
porary transformation has been the most profound in 
system integration and in the adoption of IoT and arti-
ficial intelligence (AI) solutions that are often refer-
enced as ‘smart’ procedures. Nevertheless, they concur 
with the notion that the level of digitalization between 
ports is varied. In practice, and sadly, in too many (port) 
cases, ‘going digital’ simple means small transitions on 
the first step, i.e. moving to paperless procedures. These 
are early steps in digitalization but too often particularly 
small ports satisfy to stay on the first early adoption level 
(paperless procedures).

Buck et  al. [13] have developed a Digital Maturity 
Model (DMM) identifying four port maturity levels. They 
indicate the functional maturity of digitalization with the 
following categories:

1.	 Digitization of individual parties in the port;
2.	 Integrated systems in a port community: paperless 

data flows;
3.	 Logistics chain integrated with hinterland;
4.	 Connected ports in the global logistics chain result-

ing into digitalized port networks.

Both classifications [13, 29] may be further developed 
by using main technology domains, namely big data, 
automation and robotics, cyber-security, IoT and senser 
networks, cloud services, mobile platforms applications, 
and social media. These technology domains are essen-
tial tools in digitalization and they pose cause for con-
flicts and hindrances in adoption and implementation 
unless implemented with a long-term development plan 
or technology foresight process.

1.2 � Research questions, methodology and structure
The aim of this paper is to identify and consider the 
potential problems and disadvantages related to port 
digitalization, especially at the initial phases, when ports 
are starting to adopt digital practices. This paper wants 
to highlight the importance of initial phase of digitaliza-
tion, as it is crucial in the technology implementation: a 
wrong solution or decision made in this phase may lead 
to extensive extra costs and losses if the functionality 

and interoperability is not optimal. In the more advanced 
phases of digitalization, the basis for the digitizing work 
done in the ports is already set and thus, the challenges 
faced in these phases is often more easily solvable. The 
research questions are the following:

1.	 What are the most common challenges related to 
port digitalization in its initial phases?

2.	 Can these challenges become a disadvantage to the 
port?

3.	 How can the effects of these challenges be mitigated?

This paper relies on extensive literature review and the 
used references are interpreted through research and 
development project experience that our team has col-
lected during the last decade in port digitalization (in 
detail “Appendix  1”). The literature review is based on 
selected references that have been collected from Web 
of Science (WoS) and Scopus databases. However, this is 
not a systematic literature review regarding the contents 
of the identified research papers, but a reflective review 
of the most important problems in port digitalization. 
For example, WoS search keywords ‘port digitalization’ 
produced 70 articles and correspondingly, Scopus search 
produced 103 articles. If additional search keywords 
‘problems’ (only 10 WoS articles and 16 Scopus articles) 
or ‘hindrances’ (both WoS and Scopus: zero articles) are 
used the amount of research is very limited, if not non-
existent. The list of references includes 61 items covering 
almost all suitable WoS references and also a majority of 
Scopus listed items (see references). The limited number 
of specifically devoted papers to this topic also motivates 
our paper, aiming to fill this observed research gap.

The structure of this paper is as follows: Chapter 1 pro-
vides the background, including the description of dif-
ferent maturity levels of digitalization in port context. 
Chapter 1 also establishes the research questions, meth-
odology and structure of this paper. Chapter  2 presents 
the challenges posed by digitalization and how they can 
end up bringing disadvantages to ports. Chapter  3 pro-
vides examples on successful digitalization. Chapter  4 
includes the discussion and conclusions of this paper.

2 � Challenges of digitalization in ports
2.1 � Incompatible systems
Ports are significant study areas as their large infrastruc-
ture and machinery investments are designed to last for 
several decades whereas IoT and other digital technolo-
gies have considerably shorter lifespans. This causes that 
IoT integration into the port infrastructure is required to 
be incremental and changeable. Interconnectivity is the 
main strength of IoT technologies as it provides adapt-
able solutions that may apply AI in order to gain optimal 
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functionality (also [33]). Machine-to-machine interac-
tion and self-operating automated processes are the key-
element in the pursuit for digitalization efficiency gains. 
Interoperability issues are considered to have an impact 
on the following development problems:

•	 How IoT raw data is collected and processed?
•	 What network types are used in the data transmis-

sions?
•	 How and where the data is stored and how it will be 

restored?
•	 How the data analytics are performed?
•	 What are the impacts of the analytics?
•	 How the results are enriched with external data or 

external systems?

Digitalization allows smaller ports and logistics compa-
nies to connect themselves on digital platforms and be a 
first step of a globalized network. Being a part of a glo-
balized network brings advantages and opportunities, but 
also puts pressure to initiate price competition between 
ports [50]. Yet, digitalization is not without its difficul-
ties especially in the early adoption phases. Incompatible 
systems can present challenges as the various operators 
within the ports’ logistical chain, such as other ports and 
shipping companies, digitalize their operations in differ-
ent phases and at varying intervals. This is particularly 
problematic if the systems designs are for integration 
technology domains: inoperability causes severe chal-
lenges that are expensive to redesign and reinstall. This 
leads to additional costs (losses can be significant) and 
not to the desired efficiency gains.

As an example, IoT development is directly linked to 
sensor technologies and 5G networks (e.g. [1]). Tech-
nologically all equipment are interacting through IoTs 
and are equipped with their specific Internet Protocols 
(IPs). This makes them traceable and identifiable ena-
bling remote governing of individual devices and applica-
tions. Problems in interoperability cause severe problems 
in implementation if procurements are not seamlessly 
executed. Gartner [22] anticipates that the number of 
devices connected to the IoT ‘sphere’ is going to increase 
almost exponentially until 2025 (estimation 25 billion 
devices worldwide).

IP device connectivity will be an essential driver of 
change in machine-to-machine communications in 
ports. IoT solutions also create a market for control 
applications (e.g. for smart phones). Integrative solutions 
collecting and distributing data is expected to be signifi-
cant development area in the near future. According to 
Inkinen et al. [30] this is supported by generic technology 
trajectories: devices costs are decreasing and the physical 
device sizes are getting smaller. Device self-monitoring 

enables automated maintenance reporting and thus 
diminishes the role of human factor in operations man-
agement (also [20]). In the case of ports, the highest 
expectations are placed on autonomous vehicles in ste-
vedoring. There is a societal potential conflict as these 
operations are still relatively labor intensive, and fully 
automated or remotely controlled up-downloading pro-
cesses will probably cause opposition in labor unions (see 
[11]).

Ports and port related companies (including stake-
holders) operate with different equipment and they 
often require different technology solutions. Ecosystems 
building has been one response to this enabling better 
interoperability between production manufacturers and 
the logistics service providing companies. Ecosystems 
are typically closed or third parties have access only to 
specific information on the need basis. This silo-based 
approach can even lead to incompatible data between dif-
ferent operators. Even the data transparency can become 
an issue when competing companies are obliged to share 
data in a business ecosystem [26]. Additionally, issues 
related to the ownership of the information and the 
applied rules and processes often lead to a situation, in 
which the same information is gathered multiple times by 
different parties. The gathered information is processed 
in separate information silos, thus duplicating the work. 
Lack of information sharing leads to operational bottle-
necks and reduces efficiency (e.g. [14, 20, 44]).

Blockchain technology enables efficient use of decen-
tralized and transparent database solutions (e.g. [56, 63]). 
The main benefit is highly reliably verification of docu-
mentation in different phases within a supply-chain. This 
increases traceability of transports and aids the automa-
tion processes e.g. in payments via smart phone applica-
tions. Societal benefits are evident as the high traceability 
makes misconduct (‘grey economy’) more difficult. In 
general, interoperability and trustworthiness are key-
deciders whether or not blockchains will be extensively 
adopted into the operations. This has a direct impact on 
how ports will react and create their own data manage-
ment systems.

On practical level, there are numerous examples from 
Europe. As such, DAKOSY (Datenkommunikationssys-
tem AG) company is responsible for the Port Commu-
nity System (PCS) implemented in the Port of Hamburg 
and has initiated the first blockchain project (in the sum-
mer 2018). PCS connects customs, authorities, forwards, 
importers and exporters, terminals and all transport 
modes together. The system includes over 2,500 inte-
grated companies. It is paperless and single window type 
system [36]. During this project incompatibility problems 
were detected and were considered as one of the main 
hinderers in the technology implementation.
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2.2 � Digitalization requires resources and new perspective 
on management and warehousing

Information warehousing and storing is often an unclear 
issue in ports (e.g. [30, 31]). Particularly in small ports, 
the whole information management can be handled/
operated only by one person and/or information 
resources are not coordinated and thus may be scat-
tered in several databases. Information maintenance is 
not systematic and the formats of the information vary. 
The data is not always ‘machine-readable’, but it can be 
filed as PDF-files and map images. Port infrastructure 
information are often held by infrastructure companies 
(e.g. water companies), instead of the ports. Information 
systems provided by different operators do not generally 
work well together.

Internet trading and e-commerce are linked into the 
logistic chains, their development, and thus to ports. 
Perhaps the most visible part of application trading is 
in Mobility-as-a-Service (MaaS) that is often associated 
with consumer transport solutions. However, the main 
principle could be applied in all multimodal door-to-door 
logistic services and business-to-business (B2B) transac-
tions. Again, the main challenges are not directly linked 
to digital technologies as such but rather to warehous-
ing and movement of physical goods. This again requires 
flexibility and just-in-time principle agreements of con-
tracts. There will be collaborative agreements between 
leading transport corporations (e.g. Maersk; CMA; 
CMG) and e-commerce houses (e.g. Amazon; Alibaba). 
The future formation of these markets will continue to be 
an important topic for academic research and the poten-
tially changing role of third-party-logistics providers 
(3PLs) (for port-land interfacing, see [62].

Digitalized ports as logistical hotspots benefit from 
several positive associations: they improve transport 
chain transparency and provide more focused centraliza-
tion for management that should have a positive impact 
on transportation times (efficiency). Emergence of block-
chain technology improves transfer, reliability, and secu-
rity of electronic agreements and documents. This again 
accelerates both financial and material flows and reduces 
the number of intermediaries in the chain and thus low-
ers the costs. For ports the consequent benefits manifest 
(most likely) as more efficient flow-through (e.g. pier 
time per tonnage) easing the pressure for capacity build-
ing. For example, even in the larger ports the cargo vol-
umes must correlate with the size of the investment on 
the automation and robotics in order to be financially 
justifiable, even if the resources to conduct larger tech-
nology transformation projects would exist [40, 60].

A fundamental goal of digitalization is to improve 
cost-efficiency, meaning that it should bring about more 
efficient work flows and productivity and thus cause a 

decrease in costs. The metrics defining these are usually 
the saved time and resources. Planning is the key, as any 
technology investment should include a plan to ensure 
the human resources and skillsets match the intended 
use, so that the actual application and operation of these 
improvements and new technologies can actually be uti-
lized to the required degree. In practice, new solutions 
are produced and implemented ‘step-by-step’ in daily 
operation. This means that there are simultaneous old 
and new processes applied at the same time. Data from 
the old system needs to be collected, transformed, and 
synchronized to the new system requiring knowledge 
and expertise on both systems [48].

Ports could be potential platforms and pilot areas for 
new solutions and development projects in digitalization. 
This is already in progress, as many ports are a part of 
new innovation and technology test-beds. However, the 
lack of continuity and implementation of project results 
is still a problem. Results are not often transferred to the 
production. The development of port related industrial 
innovations would require not only support or limited 
(e.g. start-up) funding, but also a responsible parties that 
would deploy and maintain the systems, bearing the ini-
tial risks, but holding a potential for future benefit in the 
case of successful commercialization [49].

2.3 � Smarting the port: digitalization, efficiency 
and competitiveness

Ports are platforms (hubs) for activities that requires 
stakeholder collaboration (for an Asian case, see [52]). 
These stakeholders create networks and ecosystems for 
data sharing. This is a prerequisite for all system level 
development (e.g. [46]). In order to achieve maximum 
benefit from digitalization and data, the gathered data 
should be made available to all the relevant parties and 
it should be openly accessible. However, the benefits of 
shared data and compatible systems are not immediately 
apparent to port operators and thus there is a tendency 
that systems remain closed. Naturally, this limits data 
sharing and its’ potential. As indicated earlier, open data 
sharing is one aspect of digitalization that faces resist-
ance. Ports and logistics companies often do not share 
any information, unless it is obligatory, even though there 
would be identifiable benefits in doing so. Therefore, 
ports and the logistic sector require more information 
about digitalization and the solutions it provides [8, 12, 
15, 35, 54].

An important term used in the development reports 
produced for the practical needs of ports is’smart termi-
nal’. The term ‘smart’ has been widely used in different 
contexts and the overall guiding principle in the use of 
the concept is that (digital) data and information sources 
are integrated into machine learning or other advanced 
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automation processes. These digital entities (data algo-
rithms) are capable for adjustable and flexible changes 
in the processes that they are a part of. These include for 
example the following:

•	 Creation of digital platforms for supply chain data 
exchange;

•	 Combination experiments of cargo flows among 
industrial organizations;

•	 Optimization experiments of cargo- and data flows 
in smaller ports;

•	 Development and holistic evaluation of a supply 
chain for a single industrial company.

In all of these experiments, port operators have a sig-
nificant role as the goal is to identify best practices and 
implementing them (with scaling) to generic applicable 
models. Digitalization can even become a point of lever-
age and a competitive advantage, as the variation of dif-
ferent digital solutions and level of digitalization varies 
greatly between the ports. The risk for smaller ports to be 
lacking behind (with limited resources) in digital devel-
opment is real. Considering the overall logistic chain, this 
can lead to a situation where only some segments of the 
chain are digitalized and smaller companies and ports are 
left out [40].

According to previous studies, smaller (port commu-
nity) companies do not have similar recourses as larger 
ones when it comes to investing in digitalization (e.g. 
[48]). It is clear that cargo volumes in smaller ports are 
relatively small, which makes investments on digitaliza-
tion unreasonable (in a short time span). An IT trans-
formation project requires thorough planning and 
resourcing for a long term strategic goals. Initial scoping 
of the digitalization project should start with allocating 
the required resources for the planning, implementation 
and operation phases. For any digitalization or IoT pro-
ject ‘to go live’ requires specialized skills from the users 
along with HR in charge of staffing.

Smaller ports in the Baltic Sea region are still in turn 
on developing their digital capabilities that would benefit 
their efficiency and productivity with cost-effectiveness. 
Correctly implemented, they are also key-tools in reduc-
ing environmental emissions and related costs (also on 
land transport, see [24]). To secure a smooth logistic 
chain, there is a distinct possibility that some shipping 
companies will choose their destination ports based on 
the port’s capability of handling digitalized interactions 
and operations. Compatibility becomes essential whether 
or not the port systems are interoperable with the ones of 
shipping company. Finally, the impact of digitalization on 
competitiveness is also a maturity question. Particularly 
in the initiation phases the differences between economic 

gains are expectedly great between the early adopters and 
the late runners. However, these differences will decrease 
in time when technologies mature and become more 
affordable. This general technology phasing applies also 
in the context of ports.

2.4 � Security threats
Digitalization of ports also gives rise to new security 
threats. For example, the amount, quality and sensitivity 
of the data transferred to a digital format carries with it 
threats as they pertain to information security and other 
cyber security related threats [5, 10, 33]. Cyber-security 
may be regarded as the most significant underlying factor 
hindering fast phase digitalization. Problematic includes 
cloud-service responsibilities, reliability of cloud-service 
provision, and intellectual property rights together with 
copyright agreements. Together these create an extensive 
growth potential for integrating legislation and technol-
ogy domains.

Earlier research has identified cyber-security as the 
most important development field in port digitalization 
(e.g. [53]). This is understandable as it creates the (trust) 
foundation around all system developments. Port organi-
zations (among the others) have started to develop their 
anticipatory guidance plans for cyber-attacks. Prelimi-
naries for risk assessment require an inventory of exist-
ing devices, infrastructure, data and processes and clear 
definitions which of them are critical for port operations. 
Preparation plans for cyber-threats needs to updating 
regularly with predefined intervals and relatively short 
time-spans (max. 2 years). These plans commonly involve 
the following questions:

•	 What risks are possible to be targeted towards port 
systems?

•	 How to respond to these risks?
•	 How the risks are observed and identified?
•	 What to do after the detection?
•	 How to recover from the attack?

There are conventions and treaties such as SOLAS, 
ISM and ISPS focusing on safety and standardization 
of safety management of ships and ports issued by the 
regulative body IMO. However, it has provided only lim-
ited amount of guidance on cyber-security. The Euro-
pean Network and Information Security directive (NIS) 
is applied in European ports that are part of the TEN-T 
core network. However, this leaves a number of ports 
outside the reporting duty and the role of national cyber-
security center has become more significant in providing 
guidance and process governing [34].

Cyber-security has also attracted the attention of regu-
lators and public sector. In 2018 an EU decree created a 
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framework for Union’s TEN-T core network data security 
for ports. Security issues will face a classical challenge 
of technological convergence or divergence. This entails 
also open–closed digitalization principles. Information 
classifications that are based on sensitivity require proper 
precautions and careful advance planning is the key to 
success. For example, data on cargo types and its move-
ments require ‘with care handling’ and clear identity 
management (access rights to the data).

Data and systems, whether they be in closed, public 
or hybrid clouds, can bring about entirely new ways of 
organizing labor and work in ports increasing efficiency 
and productivity. They bring also a risk of external access 
if proper precautions to limit accesses are not up-to-date. 
Functions and operations within the infrastructure are 
particularly vulnerable to cyber-attacks. They are also 
more likely to be subject to criminal intentions. Particu-
lar attention should be focused on port operators as they 
are often less prepared for such hostile cyber-attacks 
than the ports themselves [6, 28].

In practice, cyber-security threats in ports can include, 
for example, actions that do harmfully manipulate opera-
tional data. A precisely executed cyber-attack can gain 
access to commandeer a ship, access restricted data, take 
control of port operations or simply vandalize the system 
by changing cargo manifests or container numbers. Even 
‘small-scale’ cyber-attacks can cause significant damage 
[2, 32]. Identified vulnerabilities within ports are, among 
others: Insufficient preparedness for cyber-attacks, Lack 
of logs and monitoring for quick breach detection; Old 
versions of software with known security vulnerabilities; 
and Interdependence of networks.

2.5 � Resistance to digital change
Digitalization may also face resistance from different 
actors and stakeholders. Resistances include negative 
attitudes towards digitalization, robotisation and auto-
mation. When it comes to automation and robotics, the 
resistance is often related to extremely high investment 
costs and the managerial fear of reduction in the need of 
human work force (e.g. [30]). Especially labor unions play 
a significant role on these issues. In brief, labor unions 
tend to view (in several cases) digitalization skeptically 
as they fear it would lead to a decrease in the need for 
workforce.

Resistance can also rise from ignorance. Realizing 
the benefits of technology generally requires an under-
standing of the possibilities it has to offer providing 
basic knowledge of the fundamentals of these particular 
technologies. Blockchain, IoT and big data are widely 
used technical terms. Sometimes the benefits for ports 
are not immediately apparent due to numerous ways of 
using and interpreting them (terms might mean different 

things to different people). There can be a misconcep-
tion that digitalization merely means that all information 
can be accessed on a computer or over the internet in a 
document format. Thus, ports and port related operators 
often require consulting on these topics. Digitalization 
and Internet of Everything (IoE) in the port sector means 
that the ports are able to acquire, process and analyze 
massive volumes of data from different sources.

Legislation is the most effective incentive to introduce 
new digital solutions related to sustainability, safety, and 
security. Legislation effectively minimizes some of the 
resistance effects towards digitalization. Current scale on 
emission control and measurement could not have been 
achieved without digital solutions. This is a recent exam-
ple where regulation have harnessed digitalization as a 
vehicle for change rather than a goal in itself. Both EU 
and national legislations regulate port operations, which 
sets various economic incentives or disincentives. Regu-
latory instruments include jurisdiction and law-based 
decrees, restrictions, and licenses [41].

While regulation itself is an effective and relatively easy 
way to speed up the digitalization process, the actual 
implementation can be costly and complex to execute. 
Regulation might also create resistance rather than pro-
mote innovation [38, 58]. Digital innovations can also 
create competitive advantages, particularly in environ-
mental management issues, since the environmental 
performance can be even more efficient than current 
regulations require. This requires again strategic view of 
the future development when significant investments are 
done in ports and in transport sector in general. Early 
adopters have an advantage over others in the field after 
enforcing the new legislation [39].

3 � Examples of successful implementation 
of digitalization in ports

Ports have commonly numerous ongoing digitalization 
projects. Ports usually participate in the projects only 
if they perceive the potential benefits, such as cost sav-
ings, decreasing environmental impacts, energy savings, 
or public relations gains large enough (see [51]). Devel-
opment projects e.g. between ports and universities are 
often related to experimental piloting of new technolo-
gies (5G, IoT, working machines, emission measurements 
technology or energy-saving technologies). Ports func-
tion as platforms and test-beds for these pilots [43, 59].

Successful projects may produce different (applicable) 
outcomes that were originally intended. As an example, a 
new energy-monitoring model enables real-time energy 
consumption monitoring in ports. At first, the model was 
theoretical, and the aim was to develop it into a tool that 
allows ports to look at their operations. It was a part of 
Low Carbon Port Operations project (see “Appendix 1”). 
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A new smart energy environmental system was created 
that is applicable not only in ports but also in the busi-
nesses of port customers. Another example from the 
same project is energy auditing that focused on an oil 
heating system in the harbor house. They main technol-
ogy concerned an electric defrosting system on the pier 
sides. This yielded a set of optimal use levels of improv-
ing energy efficiency. Simultaneously, the carbon foot-
print reduced due to the lower energy consumption. 
Economic benefits were easy to detect after the system 
implementation.

Another project example is 5G–Future Innovation 
Platform for Logistics that develops a 5G pilot test net-
work in the Finland’s largest universal port (Hamina-
Kotka). Adaption to new technologies (such as 5G) 
to boost digitalization requires significant knowledge 
about the technology itself and a comprehensive insight 
on implementation practices. Benefits can be seen eas-
ily through technical measures such as data transaction 
speed (Gb/Mb per second) or low latency readouts. The 
actual benefits may also present themselves when the 
actual operation takes place as it has been seen in this 
5G project. Systems compatibility is important because 
it may be completed modularly in order to prolong tech-
nology lifespan and integration with other systems.

Cost, timeline, and allocated resources are other key-
factors for success. It is worthy to point out that e.g. 5G 
technologies are very different from the older 4G tech-
nologies (and what they can offer). Currently 5G tech-
nology applications for port industries are, in almost all 
of the cases, still it their piloting phases [45]. In 5G port 
piloting, such as our project example here, each specific 
case has to be built separately and set detailed require-
ments for signal frequency, and upload/download speed 
requirements. Single IoT devise does not require 5G net-
work speed, but real time High Definition (HD) video 
needs especially high upload speed for professional 
operation. Future demands for better video resolution are 
required particularly for remote control and handling. It 
is clear that IoT devices will become common in ports 
and transport industry in the near future [7, 43, 44, 45]. 
5G project has shown that frequency slicing is important 
when next piloting steps are taking place in testing and 
implementation.

Our third and final example of a successful digitaliza-
tion implementation concerns Effectiveness of Pilotage 
project. It was a commissioned research, during which 
new indicators were designed and created in order 
to monitor the effectiveness of pilotage. Based on the 
research, the Finnish pilotage company Finnpilot Pilotage 
Ltd adopted an electronic system, in which pilots report 
incidents and other anomalies that have occurred during 
the act of pilotage. The overall merit was in the creation 

of measures enabling more detailed assessment of the 
effectiveness of pilotage. Project results also improved 
the safety of maritime traffic in Finnish coastal areas.

4 � Discussion and conclusions
Digitalization has influenced maritime and port sec-
tor significantly during the last 10-years. Still, especially 
smaller ports or logistics operators are in a transition 
phase of digitalization. Current information systems are 
still valid for a long time. The pace of change in digitali-
zation in ports is relatively slow, but that does not only 
depend on the ports themselves, but also on the needs 
and capabilities of the port’s customers to deploy new 
information systems. In order to achieve digital trans-
formation, all parties in the transport chain should be 
capable to implement new systems, including the smaller 
players. Ports can play an increasingly important role 
by producing data and they also can transform towards 
(transport) information hubs.

Digitalization is also a mean to cut down environmen-
tal stress in ports and in maritime logistics. Repka et al. 
[49] addressed the impact of international maritime cli-
mate and environmental regulation on the Finnish econ-
omy in relation to ports’ attitudes towards the technology 
implementation. Thus, there are several different ways to 
assess a ports digital maturity. Generally, the indicators 
of the port digitalization are classification according to 
a triad including the three main categories: (a) digitali-
zation of information, (b) exchange of digital informa-
tion; and (c) automation of information exchange and 
operations.

This paper identified potential problems and disadvan-
tages related to port digitalization. We wanted to stress 
out the importance of the initial phase. In the start of a 
large-scale digitalization effort (or project), a clear vision 
of where the technology and the industry are heading, is 
vital. A wrong solution or decision made in this phase 
may lead to extensive extra costs and losses if the func-
tionality. Planning for any tools or technology architec-
ture can only be effective if it is paired with a strategic 
vision of where the industry is going. This way all the 
tools and applications to be utilized will support that 
strategy and take into consideration possible future 
expansion or modification needs. Technology is not 
adapted for the sake of digitalization, but to support a 
viable business need.

Usually, a modular solution for digitalization enables a 
flexible approach to future digitalization projects, taking 
into consideration the development needs and cost effec-
tiveness early on. The initial phase is a defining moment 
in that if digitalization is only approached as a one-time 
thing, with one or two tools to be utilized for one set of 
functions, it usually ends up being a limiting factor for 
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future growth. By planning the future with a strategy in 
mind, technologies can be procured with specifications 
which allow for possible future expansion projects.

The challenges of digitalization in ports are (mainly) 
related to incompatible systems, lack of resources, secu-
rity threats caused by digitalization, and resistance 
towards digitalization. Stakeholders operate with dif-
ferent service provider solutions and equipment. These 
require and apply different operating principles and func-
tionalities in their specific business ecosystems. In addi-
tion, there are data interexchange issues and different 
operator systems are not necessarily compatible: lack of 
information sharing also leads to operational bottlenecks. 
The disadvantages due to these challenges affect smaller 
ports the most, since they can have limited resources. 
Planning is essential and efficient technology integration 
requires human resources competence.

A worthy consideration is that, especially in the ini-
tial phase, digitalization has a significant impact on port 
competition. Ports are in different positions to embrace 
the upcoming changes—a crucial factor is the port 
size and the corresponding ability to use and retrieve 
resources (investments and upgrades). This may lead to 
partial optimization and digital divides between ports 
that are specializing to specific customer segments. The 
effects of digitalization on competitiveness will likely 
diminish in the future, as digitalization solutions become 
more common and widely available with lower costs. 
Nevertheless, there will be always competition between 
ports. Despite the fact that there are pros and cons in 
digitalization, ports should focus on their core business, 
which is to produce a platform for their customers. If dig-
italization boosts their operations, decreases costs and 
benefits environment it is worth for investment. Invest-
ing only ‘because other ports are doing so’ is not the right 
way to proceed.

Problems related to resistance to digitalization and 
especially to cyber-security are the greatest hinderers of 
technology adoption. In addition, cargo movement and 
cargo content data can be sensitive and require specific 
attention. Most vulnerable are the operators inside the 
port areas as they operate in closed environments. They 
may be under the impression that they do not require 
as extensive defenses against cyber-attacks. Ports and 
companies inside the port areas form a ‘closed commu-
nity’ with fewer threats than businesses locating outside. 
Inside the port area, there might be open wireless net-
works or other poorly secured IT systems that are rela-
tively easy targets for cyber-attacks.

For the future research, corporate and environmental 
legislations are key-drivers of digital port development. 
They contribute directly to increasing environmen-
tal demands on maritime transport sector creating 

a research agenda. In terms of current levels of digi-
talization, questions of open access and open data are 
prominent. Therefore, organizational culture, open 
data systems, and increasing information transparency 
may be a significant challenge for research and prac-
tical implementation. The benefits of digitalization, 
especially in a longer term (+10 years), are undeniable 
and it has become a vital tool in logistics and transport 
sectors. Digitalization of ports offers significant oppor-
tunities especially in improving their efficiency and 
productivity, security, and sustainability.

Appendix 1: A list of selected projects 
(organizational leader and partner roles) 
of the research units and teams authoring this 
paper. Their results provide the reference point 
for the interpretations made in this paper.

Name of the 
project

Time Main topic Funder

5G–Future Inno‑
vation Platform 
for Logistics

2019–2022 Construction 
of 5G pilot test 
network

ERDF

Reinforcing 
Eastern Finland-
Estonia Transport 
Corridor (REFEC)

2018–2021 The impact of 
new ferry route to 
ports in the Baltic 
Sea

Interreg Central 
Baltic

Port investments 
2016–2025

2020–2021 Port develop‑
ment through 
direct and 
indirect invest‑
ments including 
digitalization

Traficom

Maritime com‑
petence of the 
future (MEROS)

2018–2020 Future needs of 
maritime compe‑
tence in Finland

Prime ministers’ 
office (Finland)

Digiport 2018–2020 Port digitalization 
and application 
development

ERDF

Low carbon port 
operations

2016–2017 Sustainable tech‑
nologies and port 
environmental 
efficiency

ERDF

Black Carbon (BC) 
in shipping and 
businesses

2015–2017 BC emissions and 
business poten‑
tial for environ‑
mentally friendly 
port operations

TEKES (Business 
Finland)

Ports Observatory 
for Performance 
Indicator Analysis 
(PORTOPIA)

2013–2017 Port performance 
and innovative 
openings for col‑
laboration

FP7–transport

Effectiveness of 
Pilotage

2016–2017 Monitoring of the 
effectiveness of 
pilotage

Finnpilot Pilotage 
Ltd
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Name of the 
project

Time Main topic Funder

Sea faring 
regulation and 
Finnish economy 
(MERSU)

2016–2017 Regulatory 
changes enabling 
business poten‑
tial including 
digitalization and 
system providers

Ministry of Trans‑
port and Commu‑
nication

Effectiveness of 
Pilotage

2013–2015 Monitoring of the 
effectiveness of 
pilotage

Finnpilot Pilotage 
Ltd
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