LETTER

Earth Planets Space, 61, 637-641, 2009

The total failures of GPS functioning caused by the powerful solar radio burst
on December 13, 2006
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We investigated failures in the GPS performance produced by extremely dense solar radio burst fluxes asso-
ciated with the intense (X3.4 in GOES classification) solar flare and Halo CME recorded by SOHO/LASCO on
December 13, 2006. According to substantial experimental evidence, high-precision GPS positioning on the en-
tire sunlit side of the Earth was partially disrupted for more than 12—15 min; the high level of GPS slips resulted
from the wideband solar radio noise emission. Our results are in agreement with the data obtained recently for the
extreme solar radio burst on December 6, 2006, and provide a sound basis for revising the role of space weather
factors in the functioning of state-of-the-art satellite systems and for taking a more thorough account of these

factors in their development and operation.
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1. Introduction

Strong solar activity observed on December 6 and 13,
2006; i.e., during the solar cycle 23 minimum, was ab-
solutely unexpected. Its study and analyses of the conse-
quences for the space environment are not complete yet.
This kind of solar activity is of great interest not only to as-
tronomers and radio astronomers, but to other scientists and
engineers, as well. The broadband solar radio emission fol-
lowing the flare exceeded powerful solar radio bursts in all
known flares by at least two orders of magnitude (Cerruti et
al., 20064, b; Carrano et al., 2007; Carrano and Bridgwood,
2008; Gary, 2008).

The powerful solar radio burst (SRB) on December 6,
2006, led to failures in the functioning of wideband satellite
radio systems including the GPS. The functioning failures
and deep damping of GPS signals were registered at certain
standard GPS receivers and specialized monitors of iono-
spheric scintillations in the L range (Cerruti et al., 2006a, b;
Carrano et al., 2007; Carrano and Bridgwood, 2008; Kint-
ner, 2008). However, worldwide failures of the GPS due to
extreme solar activity in December 2006 are still a matter
of debate. Meanwhile, this problem is of doubtless scien-
tific and practical interest as regards to the estimation of the
space weather effect on the functioning of one of the most
powerful and reliable satellite systems considered practi-
cally impregnable. Using data from the global network of
dual-frequency GPS receivers, Afraimovich et al. (2007)
found significant evidence that the high-precision GPS po-
sitioning on the entire sunlit side of the Earth was paralyzed
for more than 10 minutes on December 6, 2006.

There are many published papers regarding the GPS fail-
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ure during the 2006 December 6 SRB (see References). But
we do not know any publications on the GPS failure during
the 2006 December 13 powerful SRB, although the radio
flux F(t) was strong enough for both bursts. In this study,
we investigate global failures of the GPS performance due
to the 2006 December 13 SRB.

2. The Solar Radio Bursts on 13 December 2006
(Concise Description)

Complex, and especially large, microwave bursts were
recorded from 02:21 to 04:37 UT, exhibiting weakening
with time. A type II burst (02:27-02:44 UT) was followed
by a type IV radio burst that ended at 10:12 UT (signatures
of wideband solar radio noise emission and disturbances of
the solar corona). This radio emission is associated with
X-type flare and Halo CME. The latter commenced at
02:18:30 UT (first seen by the LASCO C2 at 02:54 UT and
by the LASCO C3 at 03:18 UT; the C3 occulting disk was
fully surrounded by 03:42 UT, the mean plane-of-the-sky
speed was ~1440-1800 km/sec). The events with MHD
fast-mode shock wave (type II) and plasmoid ejection (Halo
CME) are confirmed by observations with the EUV Imag-
ing Spectrometer on-board the Hinode satellite (Asai et al.,
2008). Such radio emission was associated with an X-type
flare, proton storms, and Halo CME. The said events started
and developed at different time intervals and stages of the
flare and at different heights in the solar atmosphere.

The flare occurred at the apparent collision site between
the large opposite polarities of the umbral magnetic field
of AR 10930. The polarity inversion line at the collision
site became very complicated and unsteady due to highly
sheared magnetic fields caused by the rotation and W-to-E
motion of emerging fluxes. The fine structure of magnetic
fields at the flare site changed with time: some parts of
the complicated polarity inversion line disappeared, and
then the azimuthal angle of the magnetic fields changed
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Fig. 1. The relative number of GPS sites W (¢) where the 30-s count omis-
sions were observed during December 13, 2006, solar radio bursts: (a)
the flux F(¢) of the RHCP radio emission observed by the Nobeyama
Radio Polarimeters at 1 GHz and at 2 GHz; thick gray line and black
line, respectively; logarithmic scale. The vertical dashed lines corre-
spond to the centre of time intervals A and B. About the marks A and
B look in the text. (b) region R3, Australia; region Ry, GPS world net-
work, and region R, Western Asia, gray line, thick gray line and black
line, respectively, all PRN; (c) region Ry, GPS world network, PRN
13 and 28, thick gray line and black line, respectively; (d) region R»,
GEONET, PRN 13 and 22, thick gray line and black line, respectively;
(e) time dependences of elevation angle 6(¢) for different PRN and se-
lected GPS sites KARR, ALIC, TOW2, region R3, Australia (dots);
empty time intervals correspond to the count omissions.

by ~90° in those areas, becoming more spatially uniform
within the collision site (Kubo et al., 2007; Su et al.,
2007). In such circumstances the Right Hand Circular
Polarization (RHCP) of microwave bursts can only be
registered in certain intervals of the flare time. This was
clearly confirmed by observations of total fluxes and
circular polarity at the Nobeyama Radio Polarimeters
(see Fig. 1(a)) and fixed-frequency observations of total
fluxes in other observatories (RSTN Learmonth, Palehua,
http://www.ngdc.noaa.gov/stp/SOLAR/ftpsolarradio.html).
Moreover, the circular polarity of microwave bursts during
the X3.4 flare in December 2006 could also change due
to the reversal of the circular polarity sign when the radio
emission was propagating across a fragmented magnetic
field.

This study is focused on the microwave band of two
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GPS frequencies (f; = 1575.42 MHz and f, = 1227.60
MHz) at 2:20-2:28 UT (corresponding to the type II ra-
dio burst) and 3:30-3:38 UT (corresponding to the type IV
radio burst). Klobuchar et al. (1999) predicted that solar
radio bursts could affect GPS performance if a solar flux
was sufficiently large in the L band frequency range and
had a RHCP—to which polarization GPS antennas are re-
ceptive. Therefore it is important first to know data of so-
lar radio flux with RHCP, especially near the auxiliary GPS
frequency f, (see below Section 5.2).

Data from the Nobeyama Radio Polarimeters (http://
solar.nro.nao.ac.jp/norp/html/event/20061213_0247/) show
that the RHCP solar radio emission on December 13, 2006
exceeded 1.47-10° sfu at 1 GHz at 02:28:09 UT, exceeding
2.57-10° sfu at 2 GHz at 03:35:51 UT (Fig. 1(a), thick gray
line and black line, respectively). The sharp impulses of the
solar radio flux can be noted in the first interval, 02:20 to
02:28 UT (symbol A), and in the second interval, 03:30 to
03:38 UT (symbol B). The vertical dashed lines correspond
to the centre of time intervals A and B.

3. Method for GPS Data Processing

We use the GLOBDET software developed at the
ISTP SB RAS to treat GPS data from the global net-
work of dual-frequency receivers (Afraimovich et al.,
2000; Afraimovich, 2000). Our database of the GPS
network’s RINEX files includes data from over 1500
GPS sites (http://sopac.ucsd.edu/other/services.html). We
also complement data from the Japanese GPS network
GEONET (about 1225 sites in all) (ftp://terras.gsi.go.jp/
data/GPS_products/). At present, it is the largest regional
GPS network in the world.

Figure 2 presents the geometry of the global network
of GPS receivers in the Earth sunlit side ((a), (b), gray
circles) and GEONET geometry ((b), black triangles) on
December 13, 2006. The names of the sites are not given,
for reasons of space. It is clear that the level of solar noise
interference depends on the Sun zenith angle x (Carrano
et al., 2007). We have examined this dependence. The
rectangles mark different regions (Ryp—R3) with different
zenith angles x. Asterisks show the location of sunlit points
for December 13, 2006, at 02:30 and 03:30 UT. The bold
triangles on Fig. 2 (region R3, Australia) mark selected GPS
sites KARR, ALIC, TOW2.

In order to estimate the GPS performance we used dif-
ferent methods for processing RINEX files described by
Afraimovich et al. (2002). For all n lines of sight (LOS)
between the GPS world network receivers and satellites we
calculate the relative number of GPS sites W (¢)%, where
the 30-s count omission for GPS satellites with their pseudo
random noise (PRN) code number (Hofmann-Wellenhof et
al., 1992) was simultaneously observed at two GPS fre-
quencies f] and f>.

In addition, for all LOSs between GEONET/GPS re-
ceivers and PRN, we calculated the relative density Q(¢)%
of measurement slips of main GPS-signal parameters: L,
L, are the phase delay, and P;, P, the group delay for f;
and f,, respectively. A measurement slip was registered
when the current 30-s count of corresponding GPS parame-
ters equaled zero or the current 30-s count of all parameters
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Fig. 2. The geometry of global network of GPS receivers in sunlit side
of the Earth ((a), (b), gray circles) and GEONET geometry in Japan
((b), black triangles). The names of the sites are not given for reasons
of space. The rectangles mark different region (Ro—R3) with different
Sun zenith angles y. Stars at Australia map R3 show the location of the
sunlit points for December 13, 2006, on 02:30 and 03:30 UT; the bold
triangles mark selected GPS sites KARR, ALIC, TOW?2.

was entirely absent. The measurement slip of L, and P,
implies an impossibility of precise positioning in the dual-
frequency mode; hence an incorrect determination of co-
ordinates is possible in single-frequency mode. However,
positioning in general is impossible if the signal at one
of the GPS frequencies is not registered at all (Hofmann-
Wellenhof et al., 1992).

We also defined the corresponding maximum values
Wnax% and Qnax%. The time resolution of the W (¢) de-
pendence, 30 s, allowed us to compare in detail the W (¢)
and Q(t) values with those of the solar radio emission flux.
We obtained data for all LOSs with an elevation angle 6 be-
tween the direction along the LOS and terrestrial surface at
the reception site of over 5°.

4. Results

Figure 1(e) illustrates the process of registering the 30-s
count omission for different PRN and selected GPS sites—
KARR, ALIC, TOW2—Ilocated near sunlit points corre-
sponding to 02:30 and 03:30 UT (Fig. 2, region R3, Aus-
tralia). Each time dependence of the elevation angle 6(z)
is labeled with the GPS site and PRN name; empty time
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Fig. 3. The relative density of slips of phase (L) and group (P) GPS delay
measurements Q (¢) during the solar radio burst on December 13, 2006;
GEONET, Japan; L, L,—(b), (a); and P, P,—(d), (c), respectively.
GPS signal parameters registered by TRIMBLE-5700 receivers (thin
black lines) and by TRS-LEGACY receivers (thick gray lines). For
TRS-LEGACY parameters L and P; number of slips Q(#) = 0 during
whole duration of radio burst.

intervals correspond to count omissions.

One can see that for a low elevation angle 6 < 30°
the count omissions coincide with the impulse SRB during
periods A and B (ALIC-01, ALIC-13, ALIC-27, KARR-13,
KARR-27, TOW2-01). There are no count omissions for a
high elevation angle 6 (ALIC-20, KARR-20).

Figure 1 shows the dependence of count omissions in
GPS measurements upon the Sun zenith angle x during the
2006 December 13 SRB. The total count omissions W ()
for all registered PRN are presented in panel (b) for region
R, (black line, 80° > x > 90° n = 51), for region R,
(thick gray line, 0° > x > 90°; n = 587 GPS sites), and
for region Rz (gray line, 0° > x > 10°; n = 119). The
maximum W,,, values of over 62% and 18% were recorded
for 0° > x > 10°, and 80° > x > 90°, respectively. There
was a wide range of zenith angles x for the entire region Ry,
but even for this region the maximum W,,x values exceeded
37%, since the zenith angle x did not exceed 50° for most
of the GPS world network sites.

Figure 1(c) and (d) give the W (¢) time-dependences
for satellites with selected PRN registered from 02:15 to
03:45 UT. Maximum Wi, values for region Ry can be
as high as 50% (panel (c)) and 48% (PRN28, n = 16; and
PRN13, n = 43, respectively). In region R, (panel (d), x ~
60°), Winax 1s 19% and 8% (PRN22, n = 405; and PRN13,
n = 255, respectively).

A sharp increase in count omissions completely coin-
cides with the impulse SRB not only during periods A and
B, but also, to a lesser extent, at 02:45-03:20 UT (Fig. 1).
Comparison of the time dependence of count omissions
W (¢) for the high zenith angle 0° > x > 10° to that for
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the intensity of RHCP radio emission F () at frequencies
1 GHz and 2 GHz demonstrate a close similarity between
these dependences (Fig. 1(a, b)). It is also necessary to note
that the threshold ¢, at which GPS receiver failures occur at
high zenith angle, does not exceed 20,000 sfu (as indicated
by a horizontal line in panel (a)).

A comparison between different types of GPS receivers’
response to wideband solar radio emission impact is of
great interest. The dense network of GEONET GPS re-
ceivers, equipped with 1200 TRIMBLE-5700 and 25 TRS-
LEGACY receivers, is best suited for this purpose. Since
the entire network is expanded over a rather small area, all
the receivers were under similar influence of the solar radio
noise emission during the extreme solar activity on Decem-
ber 13, 2006. Figure 3 presents the relative density Q(¢) of
measurement slips for the L, Py, L,, P, parameters regis-
tered by TRIMBLE-5700 (black lines) and TRS-LEGACY
receivers (thick gray lines) on December 13, 2006. It is ob-
vious that significant measurement slips for the main GPS
signal parameters were registered by TRIMBLE-5700 re-
ceivers not only at the auxiliary frequency f>(L,), but at
the basic GPS frequency f; (L) as well. Nevertheless, sig-
nificant measurement slips for the main parameters were
detected by TRS-LEGACY receivers at the auxiliary fre-
quency f> only. For TRS-LEGACY, the number of L; and
P slips was nil during the entire radio burst.

S. Discussion

There are some peculiarities in the time dependencies
of count omissions and measurement slips for GPS-signal
parameters we obtained:

5.1. Count omissions in GPS measurements increase as
the line-of-sight elevation angle decreases. A monotonous
reduction in signal level is associated with increasing
satellite-to-receiver distance. Under usual conditions, addi-
tive noise in ~40 dB is below the level of signals, as a result
of correlation processing of broadband signal in the receiver
(Hofmann-Wellenhof et al., 1992; ICD-200c). During pow-
erful solar radio bursts, noise level at low elevation is higher
than the signal, which causes failures in phase tracking of
the GPS signal. Besides, according to the said mechanism,
the dependence of density of the maximum count omissions
is not proportional to the maximum radio emission power. It
is likely to be determined by the signal-to-noise ratio thresh-
old that may differ for different GPS receivers.

5.2. The GPS measurement count omissions at the auxil-
iary frequency f, essentially exceed those for the basic GPS
frequency fi. A lower signal/noise ratio at f, is primarily
due to the fact that the f, power at the GPS satellite trans-
mitter output is 6 dB less than that of the basic frequency
f1 with the C/A code (ICD-200c). Similar correlations of
the effective radiated power of f| (30 watt) and f, (21 watt)
signals are also typical of the Russian GLONASS system
(Perov and Kharisov, 2005).

Phase tracking slips of the f, GPS signal may also be
caused by lower signal/noise ratio when we use commer-
cial noncoded receivers for f, installed at the global GPS
network stations. These receivers have no access to the
military “Y” code, and have to use the noncoded or semi-
noncoded mode of reception. As a result, the signal/noise
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ratio at f, is, at best, 13 dB lower than the mode of fully
coded reception. Thus, the difference in signal powers at f;
and f;, for commercial receivers may exceed 10 dB, which
may lead to a slip density increase at f, owing to the in-
fluence of additive interference, but different types of GPS
receivers respond differently to this interference.

5.3. The maximum values of W (¢) for the time interval
A are lower than those for B, while the radio flux F ()
is also strong enough for both. It is quite natural, since
strong bursts of solar radio emission at two GPS frequencies
occurred simultaneously only during the time interval B,
not A (Fig. 1(a)). Therefore the probability of the GPS
count omissions is higher for the time interval B than for
A (see Section 2).

5.4. The maximum values of Q.x% for L, and P, for
TRIMBLE-5700 receivers for the time interval A are higher
than those for B, while the opposite is true for the L and
Py parameters. On the other hand, the maximum values of
L, and P, TRS-LEGACY receivers for the time interval
A are lower than those for B. The main reason for this
discrepancy are different characteristics of hardware and
software components in different GPS receivers.

5.5. Besides, the maximum values Q.x% of all Ly, Py,
L, P, parameters are higher than those of count omissions
Winax%. It is quite natural, since W (¢) is registered for the
count omission only, whereas Q(#) includes not only the
count omission, but also the measurement slips of each of
the Ly, Py, L,, P, parameters (Section 2).

6. Conclusion

We found that high-precision GPS positioning on the en-
tire sunlit side of the Earth was partially disrupted dur-
ing the extreme solar-radio burst on December 13, 2006,
for more than 12-15 min; a high level of GPS slips re-
sulted from wideband solar radio noise emission. Our re-
sults agree with data obtained recently for the extreme solar
radio burst on December 6, 2006 (Cerruti et al., 2006a, b;
Afraimovich et al., 2007; Carrano et al., 2007; Carrano and
Bridgwood, 2008; Kintner, 2008).

We confirmed the results obtained by Carrano et al.
(2007) in that GPS failure does depend on Sun zenith an-
gle x. An increase in count omissions at high zenith angles
x (Fig. 1) testifies to the solar origin of interference (noise)
at two GPS frequencies. A growing number of failures with
increasing zenith angle is caused by an increase in atmo-
spheric losses.

We agree also with the conclusion by Chen et al. (2005).
Direct interference from SRB is not usually considered as
a potential threat to GPS signal tracing, since the flux den-
sity of most bursts is below the GPS f; frequency threat
threshold of 40,000 sfu, proposed by Klobuchar et al.
(1999). However, analysis by Chen et al. (2005) revealed
that a much lower threshold (4,000-12,000 sfu) should be
adopted for codeless or semicodeless dual-frequency GPS
receivers. For SRB on December 13, 2006, the threshold ¢,
at which GPS receiver failures occur at high zenith angle,
does not exceed 20,000 sfu (as indicated by a horizontal
line on Fig. 1(a)).

A more detailed analysis of space distribution of GPS
performance slips caused by strong solar radio bursts will
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be the subject of our future works. There are other dense
GPS networks, for example, the permanent Korean GPS
Network, KGN (Jin and Park, 2007). The accurately uni-
fied national GPS network with more than 2500 stations,
named “National 2000 GPS Control Network”, has been
established by integrating the existing six nationwide GPS
networks of China (Yuanxi et al., 2007). A similar analysis
should be made for GPS failures during the 2006 December
13 powerful solar radio burst in the said regions.

Our results provide a serious basis for revising the role of
space weather factors in the functioning of modern satellite
systems and for taking a more thorough account of these
factors, in practice. Similar failures in the functioning of
satellite navigation systems (GPS, GLONASS, European
system GALILEO) may be fatal to operating safety systems
as a whole, leading to great financial losses. Another impor-
tant conclusion of our investigation is that continuous cali-
brated monitoring of the solar radio emission flux level by a
large number of solar radio spectrographs allows solar radio
noise level in the range of GPS-GLONASS-GALILEO fre-
quencies to be estimated. Indeed, strong solar radio bursts
can be applied as a global and free tool for testing satellite
broadband radio systems including GPS. We agree with this
conclusion by Gary (2008): “As our society becomes ever
more dependent on wireless technology, the effects of solar
radio bursts can be expected to appear more often. Mission-
critical systems should be designed with solar radio emis-
sion in mind. A warning system based on an improved set
of world-wide instrumentation could be implemented at rel-
atively low cost, taking advantage of new technology that
allows broadband digital signal measurements. Ultimately,
such extreme flux density bursts need to be studied at high
spatial resolution in order to better understand the condi-
tions leading to their occurrence, and ultimately to be able
to predict such events”.
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