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Abstract

In this paper, a joint subcarrier and power allocation algorithm is proposed to improve the physical layer security in
cooperative orthogonal frequency division multiple access (OFDMA) networks, where several source-destination pairs
and one untrusted relay are involved. The relay is friendly and intends to help these pairs to enhance their
communications. However, it may be overheard by a malicious eavesdropper at the same time. To optimize the joint
subcarrier and power allocation with low complexity, we divide the optimization problem into two simpler
subproblems. Firstly, the subcarriers are assigned to the source-destination pairs by employing the dual approach
under the assumption that the relay power is equally allocated to all the subcarriers. Then, the relay power is allocated
to the subcarriers based on the alternative ascending clock auction mechanism. In addition, we prove that the two
subproblems can converge after a finite number of iterations. We also find that the proposed auction is cheat-proof
and, thus, can avoid the cheating behaviors in the auction process. Numerical results demonstrate that our proposed
algorithm can effectively improve the system sum secrecy rate, and the convergence performance is also desirable.

Keywords: Cooperative OFDMA; Resource allocation; Dual; Auction; Physical layer security

1 Introduction
Cooperative relaying with orthogonal frequency division
multiple access (OFDMA) has recently emerged as a
promising technology to achieve the virtual spatial diver-
sity in the wireless networks, which has been adopted
in the fourth-generationmobile communication standard.
However, the broadcast nature of wireless communication
makes it difficult to ensure reliable and secure message
transmission in the presence of passive eavesdroppers.
Consequently, physical layer security has aroused growing
attention during the recent years. The basic idea of phys-
ical layer security is to exploit the physical characteristics
of the wireless channels to guarantee secure communica-
tion. Physical layer security is quantified by the secrecy
capacity, which was pioneered by Wyner in [1]. He also
points out that the condition for secure communication is
that the secrecy capacity is larger than zero.
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Motivated by the fact that careful resource management
can remarkably ameliorate the performance of cooper-
ative OFDMA networks, resource allocation has been
extensively employed to tackle the challenges of phys-
ical layer security [2-8]. In [2], the source and relay
power allocation problem is considered in a two-hopwire-
less relay network, where the secrecy rate is improved
through choosing proper amount of power to transmit
jamming signals for both the source and the relay. In [3],
an outage probability-based power distribution algorithm
between data and artificial noise is proposed to improve
physical layer security in the multiple-input-single-output
system.
Taking the multiuser communications scenario into

consideration, the distributed resource management
approaches are more desired. Game theory offers a
novel perspective and an effective mathematical tool to
investigate the interactions among rational players [9].
Recently, the distributed game approaches have been
widely employed to develop distributed and flexible
resource management mechanisms in order to avoid the

© 2013 Wang et al.; licensee Springer. This is an Open Access article distributed under the terms of the Creative Commons
Attribution License (http://creativecommons.org/licenses/by/2.0), which permits unrestricted use, distribution, and reproduction
in any medium, provided the original work is properly cited.



Wang et al. EURASIP Journal onWireless Communications and Networking 2013, 2013:193 Page 2 of 10
http://jwcn.eurasipjournals.com/content/2013/1/193

high complexity and excessive energy consumption of
centralized methods [4-8,10,11]. In [4], Han et al. inves-
tigated the interaction among the source and the friendly
jammers to increase the secrecy capacity using the Stack-
elberg game. Physical layer security is also improved
by utilizing jamming power allocation for the two-way
untrusted relaying based on the Stackelberg game in
[5]. In [6], the coalitional game is employed to enhance
the physical layer security. Auction game [12] has been
widely investigated as an efficient tool for resource allo-
cation, such as in [7,10], and [11]. In [7], the physi-
cal layer security is ameliorated using two auctions: the
traditional ascending clock auction (ACA-T) and the
alternative ascending clock auction (ACA-A). The lit-
erature mentioned above mostly focus on the power
allocation (the relay’s or the jammer’s power). How-
ever, effective subcarrier assignment can also improve
the performance of the OFDMA systems, which has not
drawn sufficient attention [8]. In [8], the authors formu-
lated an analytical framework for subcarrier and power
allocation in a downlink OFDMA-based broadband net-
work with coexistence of secure users and normal users.
The average aggregate information rate of all the nor-
mal users was maximized via dual decomposition while
maintaining an average secrecy rate for each secure
user.
In this paper, a cooperative OFDMA network is con-

sidered, where there exist several source-destination pairs
and one untrusted relay. The case of untrusted relaying
in physical layer security has been investigated in the
previous literature [13-15]. The untrusted relay in this
paper is friendly and intends to help these user pairs to
enhance their communications, which is different from
the traditional ones in [13]. It is untrusted because it
may be overheard by a malicious eavesdropper at the
same time. Moreover, the eavesdropper can just passively
listen to the relay, and it is not capable of disturbing
the normal communication process. As a result, we can
try to improve the physical layer security of the net-
work by jointly optimizing the subcarrier and relay power
allocation policies. To avoid the high complexity result-
ing from the optimal joint subcarrier and power allo-
cation, we decompose it into two simpler subproblems
instead. Firstly, the subcarriers are assigned to the source-
destination pairs by employing the dual approach under
the assumption that the relay power is equally allocated
to all the subcarriers. Then, the relay power is allocated
to the subcarriers according to the ACA-A mechanism.
In the proposed auction game, the relay is modeled as
the auctioneer and the subcarriers are regarded as the
bidders. However, due to the fact that the subcarriers
are not entities, it is the corresponding sources that sub-
mit the bids instead of the subcarriers. The main con-
tribution of this paper can be summarized as follows:

• A novel joint subcarrier and power allocation
algorithm is proposed to improve the physical layer
security for the cooperative OFDMA networks. This
algorithm reduces the complexity of optimal joint
resource allocation and can ensure all the users’
secrecy rate effectively.

• A non-convergent infinite series is designed to ensure
the convergence of the proposed dual-based
subcarrier assignment algorithm. For the proposed
ACA-A-based power allocation algorithm, we prove
the existence of the equilibrium and the cheat-proof
property.

The rest of the paper is organized as follows. System
model and the assumptions are introduced in Section 2.
Detailed description of the dual-based subcarrier assign-
ment is presented in Section 3. Section 4 describes the
ACA-A-based power allocation and investigates some
properties of the proposed auction, including the conver-
gence performance and the cheat-proof property. Section
5 shows and discusses the simulation results, and it is
followed by the conclusion in Section 6.

2 Systemmodel
As shown in Figure 1, we consider a cooperative OFDMA
network which consists of M source-destination pairs,
denoted by Sm and Dm, m ∈ M = {1, . . . ,M}, and one
untrusted relay denoted by R. The relay intends to help
these user pairs to enhance their communications. It is
untrusted because it may be overheard by a malicious
eavesdropper at the same time. Moreover, the eavesdrop-
per can just passively listen to the relay, and it is not
capable of disturbing the normal communication process.
Such communication scenario can be easily found in the
distributed wireless sensor networks. For example, some
sensor nodes in a cluster intend to deliver secret messages
to other sensors via a fusion center (FC) node. However,
the FC node maybe passively eavesdropped by malicious
users.

Figure 1 Systemmodel.
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We assume that all the source-destination pairs share
the total N available subcarriers, and each subcarrier n,
n ∈ N = {1, . . . ,N}, can only be exclusively allocated to
one user pair. Assume that the instantaneous channel state
information (CSI) of any user pair is perfectly known at
the corresponding source node. For the broadband chan-
nel model, we consider the slow and flat Rayleigh fading
and long path loss. For the nth subcarrier, the channel
coefficients between the source Sm and the destination
Dm, between the source Sm and the relay R, and between
the relay R and the destination Dm are denoted by hnd,m,
hna,m, and hnb,m, respectively. For the long path loss, a path
loss exponent β is assumed. Without loss of generality, we
assume that the thermal noise at each node is independent
and has the same variance σ 2.
We assume that all the nodes operate in the half-duplex

mode, and the untrusted relay employs the amplify-and-
forward strategy.We take themth source-destination pair,
for example, to describe the communication process. For
the mth user pair, the complete transmission process can
be divided into two phases. In phase 1, the source Sm
broadcasts its data to the relay R and its intended destina-
tion Dm. During phase 2, the relay R amplifies its received
signal to the destinationDm. We also assume that the des-
tination can perfectly combine the signals received from
the source and the relay.
According to [16], the mutual information between the

source Sm and the destination Dm on the nth subcarrier,
denoted by Ind,m, can be written as

Ind,m = log2

⎛
⎜⎝1 +

ps
∣∣∣hnd,m

∣∣∣2
σ 2

+
ps

∣∣hna,m∣∣2 pnm ∣∣∣hnb,m
∣∣∣2

σ 2
(

σ 2 + ps
∣∣hna,m∣∣2 + pnm

∣∣∣hnb,m
∣∣∣2)

⎞
⎟⎟⎠
(1)

where ps is the transmit power of the source, and pnm is
the power that the relay allocates to the mth user pair on
the nth subcarrier. In this paper, we just focus on the relay
power allocation and simply assume that all the source
nodes transmit with the same power ps, 0 ≤ ps ≤ pmax,
where pmax is the peak power of all the nodes in the
network.
Similarly, the mutual information between the source

Sm and the eavesdropper (i.e., the untrusted relay R) on
the nth subcarrier, denoted by Ine,m, can be written as

Ine,m = Inr,m = log2

(
1 + ps

∣∣hna,m∣∣2
σ 2

)
(2)

If the high SNR scenario is assumed, according to [1], the
secrecy rate of the mth pair on the nth subcarrier can be
expressed as

RSnm = (
Ind,m − Ine,m

)+

=
⎛
⎜⎝log2

⎛
⎜⎝

∣∣∣hnd,m
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⎞
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⎞
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+

(3)

where (x)+ represents max{x, 0}.
If we let An

m =
∣∣∣hnd,m

∣∣∣2
|hna,m|2 and Bn

m = ps|hna,m|2∣∣∣hnb,m
∣∣∣2 , then we can

rewrite the secrecy rate RSnm as

RSnm =
(
log2

(
An
m + pnm

Bn
m + pnm

))+
(4)

In this paper, our primary goal is to maximize the
available secrecy rate through careful resource alloca-
tion approaches. Joint subcarrier and power allocation
is carefully considered to meet the secure requirements
of the cooperative OFDMA network. As we know, the
optimal subcarrier and power allocation is an NP-hard
problem and will become extremely complex as the num-
ber of subcarriers gets large. For simplicity, we divide the
original optimization problem into two progressive sub-
problems, that is, the subcarrier assignment and power
allocation are separately optimized. Firstly, we assign the
subcarriers using the dual approach under the assump-
tion that the relay power is equally allocated to all the
subcarriers. After that, the relay power is allocated to the
subcarriers according to the ACA-A mechanism. The dis-
tributed auction can not only reduce the complexity of
solving the power allocation problem but also can ensure
all the users’ secrecy rate. Therefore, the auction-based
power allocation can effectively avoid the high complex-
ity and the unfairness, which are both the drawbacks of
the centralizedmethods. In the following two sections, the
dual-based subcarrier assignment and the ACA-A-based
power allocation are respectively introduced.

3 Dual-based subcarrier assignment
As illustrated above, our first task is to assign the subcar-
riers to the source-destination pairs. Here, we can express
the subcarrier assignment by the binary assignment vari-
ables cnm. If cnm = 1, it implies that the nth subcarrier is
assigned to themth source-destination pair; and if cnm = 0,
otherwise. Also, the binary assignment variables form the
subcarrier assignment matrix CN×M. As a result, we can
treat the subcarrier assignment problem as a 0-1 integer
programming problem.
The goal of this section is to find the optimal sub-

carrier assignment policies to maximize the system sum
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secrecy rate while satisfying the minimum secrecy rate
constraints. As a result, the optimization problem for the
subcarrier assignment can be formulated as follows:

maximize RS =
M∑

m=1

N∑
n=1

cnmRS
n
m

subject to (5a)
M∑

m=1
cnm ≤ 1,∀n

(5b) cnm ∈ {0, 1} ,∀m, n

(5c)
N∑

n=1
cnmRS

n
m ≥ RSm,∀m

(5)

where RS is the system sum secrecy rate and is the opti-
mization goal in this paper. The constraints 5a) and 5b) are
used to guarantee that each subcarrier can only be exclu-
sively assigned to one user pair, and the last constraint 5c)
indicates that the secrecy rate of each user pair must be
larger than a predefined threshold to ensure the secure
communication.
It is not difficult to find that the optimization problem

defined in (5) satisfies the time-sharing condition which
was introduced in [17], that is, the objective function is
concave and the constraint 5c) is convex given that RSnm
is concave in pnm and that the integral preserves concav-
ity. As a result, we can employ the dual approach to solve
the subcarrier assignment problem, and the duality gap
becomes asymptotically zero for a large enough number
of subcarriers.
We firstly derive the Lagrangian function of the opti-

mization problem as

L (C,λ) =
M∑

m=1

N∑
n=1

cnmRSnm +
M∑

m=1
λm

( N∑
n=1

cnmRSnm − RSm

)

=
M∑

m=1
(1 + λm)

N∑
n=1

cnmRSnm −
M∑

m=1
λmRSm (6)

where λ = [λ1, λ2, . . . , λm]T is the vector of dual vari-
ables for the constraints. Therefore, the Lagrangian dual
function can be obtained [18]:

g (λ) =

⎧⎪⎪⎪⎨
⎪⎪⎪⎩
max
C

L (C,λ)

s.t.
M∑

m=1
cnm ≤ 1,∀n

cnm ∈ {0, 1} ,∀m, n

(7)

Accordingly, the dual problem of the original problem
can be expressed as

min
λ≥0

g(λ) (8)

By dual decomposition, we can remove the coupling
among the subcarriers and then the dual problem g(λ)

can be decomposed into N independent subproblems at

each subcarrier. For the nth subcarrier, the optimization
problem is

maximize Ln(Cn) =
M∑

m=1
(1 + λm)cnmRSnm

subject to
M∑

m=1
cnm ≤ 1,cnm ∈ {0, 1},∀m

(9)

where Cn is the vector of cnm on the nth subcarrier, whose
elements are all zero except for one non-zero entry. The
optimal solution for (9) can be written as

cnm =
{
1,m = m∗ = argmax

m
(1 + λm)RSnm

0, otherwise
(10)

The dual problem can be solved by the subgradient
method [18]. The dual variables λ are updated in parallel
as follows:

λm(t+1) =
[
λm(t) + α(t)

(
RSm −

N∑
n=1

cnm(t)RSnm(t)
)]+

(11)

where t is the iteration number, and α(t) represents the
proper step sizes. The above update is guaranteed to con-
verge to the optimal dual variables as long as the step sizes
follow a diminishing step size rule.

Theorem 1. [19] If
∑
t

α (t) → ∞ and α (t) → 0 as t →
∞, then the optimizing goal can converge to the optimal
value.

According to Theorem 1, the optimal solution can be
obtained as long as we design a non-convergent infinite
series α(t), whose items decrease to zero as the iteration
number goes to infinite. Therefore, in this paper, we let
α (t) = 1

t and the optimal solution can be achieved.
Finally, the dual-based subcarrier assignment algorithm

can be summarized as follows:

(S1) Initialize λ(0). The user pairs feedback RSm and
CSI to the relay.
(S2) Given λ(t), for each subcarrier n, the relay

(a) calculates the secrecy rate RSnm,t ,
(b) solves the assignment variables cnm,t
according to (eq10),
(c) broadcasts the subcarrier assignment matrix
Ct of this iteration to all the sources.

(S3) The sources update the dual variables λ(t)
according to (11) and then set t = t + 1.
(S4) Return to (S2) until convergence is reached.
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4 ACA-A-based power allocation
In Section 3, all the subcarriers have been carefully
assigned to the user pairs based on the dual approach. The
following key issue is how to allocate the available relay
power efficiently to all the subcarriers in a distributed way.
In this paper, we adopt the ACA-A mechanism [12] to
optimize the relay power allocation to improve the system
sum secrecy rate. On one hand, the distributed auction
can reduce the complexity of solving the power allocation
problem. On the other hand, the auction can also ensure
the competitive fairness among all the bidders, and thus,
all the users’ secrecy rate can be guaranteed.
In the proposed ACA-A model, we try to maximize the

secrecy rate on each subcarrier, and finally the system
sum secrecy rate is maximized. Taking the structure of
the cooperative OFDMA network into consideration, we
define the auction elements as follows: the good for sale is
the total relay power, the relay is the auctioneer, and the
subcarriers are the bidders. However, the subcarriers are
not authentic entities and are not capable of reporting its
optimal demands to the auctioneer in the auction process,
but we should notice that the relay has broadcasted the
final subcarrier assignment matrix to all the sources in the
former step, which implies that each source knows which
subcarriers belong to it. As a result, it is the correspond-
ing source node that interacts with the relay instead of
the subcarrier in the auction process. Therefore, although
we model the subcarriers as the bidders, it is actually the
sources that participate in the auction.
In the proposed ACA-A model, each subcarrier com-

petes for the relay power in order to increase its own
secrecy rate. However, each subcarrier has to pay the relay
for the power. The payment is determined by the amount
of power it buys and the unit price. Accordingly, we define
the utility function of the nth subcarrier as

Un
m

(
pnm,μ

) = RSnm
(
pnm

) − P
(
pnm,μ

)
(12)

where P
(
pnm,μ

)
denotes the cost paid for the relay, and μ

is the unit price of the relay power asked by the relay in the
auction. The cost functionP

(
pnm,μ

)
should bemonotoni-

cally increasing with pnm, which means that the cost will be
higher if the relay power that one subcarrier buys is larger.
In this paper, for simplicity and efficiency, we adopt the
linear cost function [20] defined as

P
(
pnm,μ

) = μpnm (13)

Having defined the utility functions of the bidders, now,
we turn to the auctioneer. The relay charges the subcarri-
ers for the relay power to maximize its own profits. The
auctioneer’s profit should be similar with the bidder’s cost
function, which increases with the power consumption

and the unit price. This paper mainly focuses on the bid-
ders’ profit and the increase of the secrecy rate. As a result,
we just establish a simple and linear utility function for the
relay [7] defined as

Ur
({
pnm

}
,μ

) = μ

M∑
m=1

N∑
n=1

pnm

subject to 0 ≤
M∑

m=1

N∑
n=1

pnm ≤ pmax

(14)

We can easily see that the relay’s utility function is
monotonically increasing with the unit price μ and the

total power consumption
M∑

m=1

N∑
n=1

pnm. We should note that

there should be a reserve price μ0 in the trade, which is
set equal to the average cost of transmitting unit power,
i.e., μ0 = Cost/pmax, where Cost denotes the basic cost of
the relay. Then, we can always keep the relay in the trade if
the asking priceμ is larger thanμ0. In the next subsection,
the ACA-A-based power allocation algorithm is carried
out and analyzed in detail.

4.1 ACA-A-based power allocation algorithm
The detailed steps of the proposed ACA-A-based power
allocation algorithm are summarized as follows:

(S1) Given the available relay power pmax, the price
step δ > 0 and the iteration index t = 0. The relay
initializes the asking price with the reserve price μ0

and broadcasts it to all the sources.
(S2) For each subcarrier n, its corresponding source
Sm computes pnm,0 = argmax

pnm
Un
m

(
pnm,μ0) and

submits its optimal bid pnm,0 to the relay.
(S3) The relay sums up all the bids from the sources

ptotal,0 =
N∑

n=1

M∑
m=1

pnm,0 and compares it with pmax:

(1) If ptotal,0 ≤ pmax, the relay concludes the
auction and chooses to quit the trade.
(2) Else, update μt+1 = μt + δ, t = t + 1, and
repeat:

(a) The relay announces μt to all the
sources.
(b) For each subcarrier n, its
corresponding source Sm computes
pnm,t = argmax

pnm
Un
m

(
pnm,μt) and submits

its optimal bid pnm,t to the relay.
(c) The relay sums up all the bids from

the sources ptotal,t =
N∑

n=1

M∑
m=1

pnm,t and

compares it with pmax:
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• If ptotal,t > pmax, first compute

Fnm,t =
(
pmax − ∑

i	=m

∑
j 	=n

pji,t

)+
, then set

μt+1 = μt + δ, t = t + 1 and continue
the auction.

• Else, set T = t and compute
Fnm,T = pnm,T +

pnm,T−1−pnm,T∑
m

∑
n
pnm,T−1−

∑
m

∑
n
pnm,T

(
pmax − ∑

m

∑
n
pnm,T

)
,

conclude the auction and allocate
pn∗
m = Fnm,T to the nth subcarrier.

(S4) Finally, the utility of the nth subcarrier is
Un∗
m

(
pn∗
m ,μT

)
= RSnm(pn∗

m ) − P(pn∗
m ,μT ), where

P∗(pn∗
m ,μT ) is the payment of the nth subcarrier and

can be expressed as

P(pn∗
m ,μT ) = μ0Fnm,0 +

T∑
t=1

μt (Fnm,t − Fnm,t−1
)
.

We can easily see that the cost function used above is
different from that defined in (13).We give a special expla-
nation here. If the cost function (13) is adopted, we call
the auction the ACA-T, which is not cheat-proof. To over-
come the drawback of the ACA-T, we adopt the ACA-A
instead, which can lead to the same power allocation poli-
cies [7]. Different from the ACA-T, in each iteration of the
ACA-A, the relay needs to calculate the cumulative clinch
[21], which is the amount of power that each subcarrier is
guaranteed to win in the iteration. For the nth subcarrier,
the cumulative clinch can be expressed as

Fnm,t =
⎛
⎝pr −

∑
i	=m

∑
j 	=n

pji,t

⎞
⎠

+
(15)

Then, the payment of the nth subcarrier after the final
iteration T is

P(pn
∗

m ,μT ) = μ0Fnm,0 +
T∑
t=1

μt (Fnm,t − Fnm,t−1
)

(16)

In every iteration of the proposed ACA-A-based power
allocation algorithm, each subcarrier needs to compute
the optimal bid pnm,t = argmax

pnm
Un
m

(
pnm,μt). Differenti-

ating the utility function in (12) with respect to pnm and
setting it to zero, we have

∂Un
m

∂pnm
= 1

ln 2
· Bn

m(
An
m + 1

)
pn2m + Bn

m
(
2An

m + 1
)
pnm + An

mBn
m2

− μ = 0

(17)

(
An
m + 1

)
pn2m + Bn

m
(
2An

m + 1
)
pnm + An

mBn2
m − Bn

m
μ ln 2

= 0 (18)

By solving (18), we can easily obtain the optimal bid pn∗
m

and then compare it with the constraints, we can get

pn∗
m = min(pmax,max(pn∗

m , 0)) (19)

4.2 Properties of the ACA-A-based power allocation
algorithm

In this subsection, we analyze some properties of the
proposed ACA-A-based power allocation algorithm: the
existence of the equilibrium and the cheat-proof property.
The cheat-proof property implies that the cheating behav-
iors can be effectively avoided in the auction process. If an
auction is cheat-proof, it means that in every iteration, the
mutually best response of each bidder is to submit its true
optimal bid rather than any other bid value. Therefore, no
bidder has the incentive to cheat in the auction procedure
because any cheating will lead to the loss of its ultimate
utility value.

Theorem 2. The proposed ACA-A-based power alloca-
tion algorithm converges after a finite number of iterations
and exists at least one equilibrium point.

Proof. Rearrange (17) and we obtain the following
equation∣∣hna,m∣∣2
ln 2

∣∣∣hnb,m
∣∣∣2 · 1(

An
m + 1

)
pn2m + Bn

m
(
2An

m + 1
)
pnm + An

mBn2
m

= μ

ps

(20)

From (20), we can see that if the unit price μ is large
enough, the optimal power has to be sufficiently small
to keep the equation holding. It is obvious that the left
side of (18) is positive and bounded by a finite number K.
Here, we assume that the left side is always smaller than
a finite number under all the constraints. Then, we can
approximately conclude that the optimal power satisfies

lim
μ→Kps

pn∗
m

pmax
= 0 (21)

According to the ACA-A algorithm, the unit price μ

increases with a fixed price step δ > 0 until the auction
concludes. Therefore, with a sufficiently large t, the unit
price μ will be quite high. So, we have

lim
t→Kps/δ

pn∗
m

pmax/N
= 0 (22)

Therefore, there exists a finite positive iteration index T,

T < Kps/δ, satisfying the condition
N∑

n=1

M∑
m=1

pnm,T < pmax.

So, we can conclude that the proposed ACA-A algorithm
converges after a finite number of iterations and exists
at least one equilibrium point. Therefore, Theorem 2
is proved.
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Theorem 3. The proposed ACA-A-based power alloca-
tion algorithm is cheat-proof and no bidder cheats in the
auction.

Proof. Here, we assume that if all the bidders are honest
and report their true bid values in the auction proce-
dure, the auction concludes after T1 iterations. If all the
other bidders are honest except that one bidder n sub-
mits kpnm (k > 0, k 	= 1) instead of the optimal power pnm
in each iteration, we assume that the auction concludes
afterT2 iterations. The ultimate utility values of the bidder
n are denoted byUn

m,T1
andUn

m,T2
, respectively. According

to the ACA-A algorithm, we have

Un
m,Tj

= RSnm
(
Fnm,Tj

)
− μ0Fnm,0

−
Tj∑
t=1

μt (Fnm,t − Fnm,t−1
)
, j ∈ {1, 2}

(23)

When the fixed price step δ is sufficiently small, we have

Fnm,Tj
= pnm,Tj

= pmax −
∑
i	=m

∑
j 	=n

pji,Tj
, j ∈ {1, 2} (24)

There are two cases here:

1. If T2 < T1, then μT2 < μT1 , and we have

Un
m,T1

− Un
m,T2

= RSnm
(
Fnm,T1

)
− RSnm

(
Fnm,T2

)

−
T1∑

t=T2+1
μt (Fnm,t − Fnm,t−1

)

> RSnm
(
Fnm,T1

)
− μT1pnm,T1

− RSnm
(
Fnm,T2

)
+ μT1pnm,T2

= Un
m

(
pnm,T1

,μT1
)

− Un
m

(
pnm,T2

,μT1
)

≥ 0
(25)

2. If T2 ≥ T1, then μT2 ≥ μT1 , and we have

Un
m,T1

− Un
m,T2

= RSnm
(
Fnm,T1

)
− RSnm

(
Fnm,T2

)

+
T2∑

t=T1+1
μt (Fnm,t − Fnm,t−1

)

≥ RSnm
(
Fnm,T1

)
− μT1pnm,T1

− RSnm
(
Fnm,T2

)
+ μT1pnm,T2

= Un
m

(
pnm,T1

,μT1
)

− Un
m

(
pnm,T2

,μT1
)

≥ 0
(26)

From (25) and (26), we can conclude thatUn
m,T1

≥ Un
m,T2

always holds in both cases. As a result, if all the other
bidders submit their true optimal bid values, the best
response of the bidder n is also to report its true opti-
mal bid value at every iteration. In other words, to submit
the optimal bid is the mutually best response for all the
bidders. In such auction, no bidder intends to cheat in
the auction procedure, and any cheating may lead to the
loss of its ultimate utility value. Therefore, the proposed
that ACA-A algorithm is cheat-proof, and Theorem 3
is proved.

5 Simulation results and discussions
In this section, some simulation results done on theMAT-
LAB platform are carried out to verify the performance
of our proposed joint subcarrier and power allocation
algorithm in this paper. The simulation assumptions and
parameters are set up as follows [7]. We assume that there
are totally M source-destination pairs randomly locat-
ing around the untrusted relay. These source-destination
pairs share the totalN available subcarriers. All the source
nodes transmit with the power ps = 1 W. For all the
channels, a slow and flat Rayleigh fading environment
with unitary power is assumed, where the channel coef-
ficients consist of the Rayleigh fading and the long path
loss; the path loss factor is β = 2. The thermal noise vari-
ance at each node is σ 2 = 10−12 W. We set the reserve
price μ0 to 0.1 and set the price step δ to 0.01 in the
simulation.
At the very beginning, we verify that our proposed that

joint subcarrier and power allocation algorithm can actu-
ally ameliorate the physical layer security for the cooper-
ative OFDMA network. In Figures 2 and 3, four different
algorithms are simulated respectively:

Figure 2 System sum secrecy rate versus number of subcarriers
(M = 4).
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Figure 3 System sum secrecy rate versus total relay power
(M = 4,N = 64).

• DSA+ACA-A. This represents our proposed joint
subcarrier and power allocation algorithm in this
paper.

• DSA+EPA. The subcarriers are assigned to the user
pair based on the dual approaches [22], and the relay
power is equally allocated to all the subcarriers.

• SSA+ACA-A. In this algorithm, the subcarriers are
randomly assigned to the pairs, and the relay power is
allocated using the ACA-A mechanism [7].

• DSA+SG. This means the dual-based subcarrier
assignment and the Stackelberg game-based relay
power allocation in [4].

Figure 2 depicts the relationship between the system
sum secrecy rate and the number of subcarriers, and
Figure 3 shows how the system sum secrecy rate changes
with the total relay power. From Figures 2 and 3, we can
easily draw the following conclusions:

Table 1 Number of iterations of the dual-based subcarrier
assignment algorithm

Number of subcarriers Iteration times

4 50

8 29

16 78

24 71

32 59

40 79

48 79

56 76

64 72

Figure 4 Bid value change versus number of iterations
(M = 4,N = 128).

• Our proposed ‘DSA+ACA-A’ algorithm can far
outperform the other algorithms as the number of
the subcarriers and the total relay power increase.
This implies that physical layer security can be
meliorated through felicitous subcarrier and power
allocation in this paper.

• In the Stackelberg game-based power allocation
algorithm, the information exchange indeed includes
the optimal power and the optimal price. In each
iteration of our proposed ACA-A-based power
allocation algorithm, each source needs to submit the
optimal bid, and the relay only needs to broadcast the
updated price. The two game-based algorithms could
both improve the physical layer security with less
information exchange. This implies that our
proposed power allocation algorithm can achieve
better performance than the Stackelberg game-based

Figure 5 Ultimate utility of bidder 1 versus cheat factor (N = 32).
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algorithm with almost the same information
exchange.

• We can also find that the security performance of the
system will become much worse when the subcarriers
are randomly allocated or the power is equally
allocated. The simulation results demonstrate that the
subcarrier assignment and power allocation are both
very important to the improvement of the physical
layer security. More importantly, we can conclude
that joint resource management far outperforms the
separate subcarrier assignment or power allocation.

Next, we evaluate the convergence behavior of the pro-
posed dual-based subcarrier assignment algorithm and
the ACA-A-based power allocation algorithm, respec-
tively. Table 1 lists the number of iterations of the DSA
algorithm when the number of the available subcarriers is
different. We can see that the number of iteration always
lie between 20 and 80 no matter what the number of the
subcarriers is. The complexity of the DSA algorithm is
quite acceptable in practice. Figure 4 shows how the bid
value of each bidder changes in the auction procedure of
the ACA-A algorithm. The iteration process will not stop
until the sum of the absolute value of the bid value change
in the adjoining iterations is less than 10−4. We can find
that the iteration stops within about 25 times while the
number of the bidders is 128. Therefore, our proposed
ACA-A-based power allocation algorithm has a desirable
convergence performance and can converge within a finite
number of iterations.
Finally, we examine the cheat-proof property of our

proposed ACA-A mechanism. In our simulation, the 32
bidders’ case is considered and the bidder 1 submits a false
bid p̂nm,t by scaling the true bid pnm,t with a positive cheat
factor k, namely p̂nm,t = k · pnm,t . In Figure 5, the relation-
ship between the ultimate utility value of the bidder 1 and
the cheat factor value is presented. It is obvious that the
ultimate utility value of the bidder 1 is maximized when
the cheat factor k equals 1, which indicates that no bid-
der has the incentive to cheat in the auction procedure
because any cheating behavior will lead to a loss in its ulti-
mate utility value. Therefore, the cheat-proof property of
our proposed ACA-A mechanism is verified.

6 Conclusion
In this paper, we develop a joint subcarrier and power
allocation algorithm to improve physical layer security
in cooperative OFDMA networks. Specifically, we assign
the subcarriers to the source-destination pairs by uti-
lizing the dual approach under the assumption that the
power is equally allocated to all the subcarriers. Then,
the relay power is allocated to the subcarriers according
to the ACA-A mechanism. We prove that both of the
subproblems can converge in a finite number of iterations.

We also found that the proposed auction is cheat-proof
and, thus, can avoid cheating behaviors in the auction
process. Numerical results also demonstrate that our pro-
posed algorithm can effectively increase the system sum
secrecy rate.
Physical layer security is a potential supplement for

the cryptographic methods and an effective technique
to achieve perfect secrecy rate against eavesdropping. In
the future, we will try to develop more effective and
simpler resource allocation algorithms for the coopera-
tive OFDMA networks to gain the capabilities against
eavesdropping.
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