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Abstract

COVID-19 outbreak has heavily impacted the manufacturing industry, including Brazilian Automotive Industry. The
effects of COVID-19 created restrictions in several industry processes as supply chain. On the other hand, several
industry 4.0 technologies is able to support the industry supply chain activities in the COVID 19 scenarios, as well it
may contributed for the automotive industry recovery and it will define the next steps of this industry. A supply chain
is a network between a company and its suppliers to produce and distribute a specific product to the final buyer.
Industry 4.0 is related to the technology development and the digitalization process that improve significantly
productivity. Considering the automotive process, an important reference model is described in Advanced Product
Quality Planning and Control Plan, that is a manual that communicate the guidelines of the product quality planning
and control plan for internal and external suppliers. In this scenario, this paper evaluated the current situation and the
future outlook for the adoption of Industry 4.0 technologies in the automotive OEM post-pandemic scenario on the
point of view of automotive specialists. The results of this research provide an overview of the current situation and
the future outlook for the usage of Industry 4.0 technologies by the Brazilian Northeast automotive OEM, from the
perspective of manufacturing engineering experts on APQP.

Keywords: Industry 4.0, Outbreak, Resilience

Introduction
Coronavirus disease 2019 (COVID-19) is an outbreak
of respiratory illness caused by Sars-CoV-2 virus and
firstly reported in China [1]. It was declared pandemic by
the World Health Organization on March 11, 2020 [2].
Thenceforth COVID-19 outbreak has heavily impacted
the manufacturing industry. Original Equipment Manu-
facturer (OEM) and parts suppliers have yet to return
to full production capacity. For instance, Aston Martin
Lagonda Global Holdings Plc plan to eliminate its work-
force by 20% [3] and General Motors have slowed the
manufacturing plants because of safety and lockdown
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protocols [4]. Brazilian automakers cancelled their quar-
antine and returned to manufacture vehicles, even with
an ongoing outbreak, according to the Brazilian Associ-
ation of Automotive Vehicle Manufacturers (ANFAVEA)
guide protocols [5]. But considering COVID-19 contin-
gency mode that creates restrictions to the manufacturing
floor, manufacturing processes, review meetings and vis-
its to suppliers to keep the social distance in order to avoid
contamination, this may change the way that the OEM’s
deals with the suppliers.
The automotive industry has a huge contribution in the

economy of the country, contributing positively to the
generation of jobs and whose financial results are used to
measure the current wealth of the international economy
[6]. For instance, it represents about 5% of the Brazilian
gross domestic product (GDP) and approximately 20%
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of the GDP of the manufacturing industry [7], with 26
manufactures, 484 autoparts and 5279 car dealers employ-
ing more than 1.3 million workers around the country
[8]. But the OEMs and their supply chain are currently
working in a contingency mode. A slump in car sales
were projected in 2020, predicting 64 million automo-
biles to be sold worldwide, against 80 million estimated
pre-pandemic [9]. This scenario demands Supply Chain
Resilience (SCR), defined as the ability to prevent and
absorb changes, recovering initial performance after an
unexpected disruption [10]. Following a disruptive event,
key players in supply chain must predict, understand and
to be prepared for the impact in this event. They need to
define strategies to respond quickly and to adapt to the
resulting effects, as well as rearrange your resources to
strengthen skills [11].
COVID-19 is an unprecedented disruptive event in

recent decades. In the current state, the lack of impor-
tant information is creating a huge obstacle to respond
to the interruption caused by this pandemic, which leads
to a reactive and disorganized response to these interrup-
tions, further compromising the SCR [12]. This outbreak
clearly shows the need for improve the SCR research and
practices [13].
The aim of this paper is to present a method to evaluate

the current situation and the future outlook for the adop-
tion of Industry 4.0 technologies in the automotive OEM
post-pandemic scenario. A survey was applied to capture
the perception of automotive manufacturing specialists
regarding how the Industry 4.0 technologies supports the
Advanced Product Quality Planning and Control Plan
(APQP) phases. This proposedmethodmay help the auto-
motive supply chain to efficiently implement Industry 4.0
technologies to improve their SCR.

Industry 4.0
The term Industry 4.0 is related to the technology devel-
opment and the digitalization process that brought sig-
nificant productivity improvements. The term was first
time introduced by the German government in Hannover
Messe of 2011 and later it was declared as a strategic
initiative to transform the manufacturing industry [14].
To support the flexibility of demand and personalized

products in small batches that has been increasing consid-
erably in the latest times, a combination of several digital
technologies like; Artificial Intelligence, Cloud Comput-
ing, Autonomous Robots, Augmented Reality, Additive
Manufacturing and Internet of Things (IoT) had to be
introduced to allow the connectivity between suppliers,
OEMs and costumers. All of this leads to efficiency and
productivity improvements that are changing key busi-
ness processes and increasing the competitive power of
organizations [15].
A conceptual framework for Industry 4.0 was proposed

based on three core and nine fundamental technolo-
gies that are transforming the industrial manufacturing:
adaptive robotics, cyber physical infrastructure, sensors
and actuators, additive manufacturing, cloud technolo-
gies, virtualization technologies (Virtual Reality (VR) and
Augmented Reality (AR)), simulation, data analytics and
Artificial Intelligence (AI), Real-time Locating Systems
(RTLS) and Radio Frequency Identification (RFID) tech-
nologies, communication and networking, mobile tech-
nologies and cybersecurity [15].
Smart factories are the key feature for the Industry 4.0

and the main sub-processes to support it are listed below
[16]:

• Machine-to-Machine communication via IoT

Table 1 Summary of Industry 4.0 technologies that may mitigate supply chain issues caused by COVID-19 [13, 22–25]

Supply Chain Challenges on COVID-19 Industry 4.0 technologies or strategies to mitigate outbreak issues

Lack of supply chain flexibility Big data analytics [22]

Lack of government support Blockchain [22]

Lack of trust Blockchain [22] and Digital connectivity [25]

Communication issues IoT, Cloud Computing [22] and supply chain automation [25]

Lack of security and safety Robotic and automated devices [22]

Shortage of manpower Cloud-based systems (for training and education) [22]

Consumer Behavior Big data analytics and AI [22]

Lack of balance in supply and demand Data Analytics [22]

Poor infrastructure Flexible layout [22]

Lack of medical facilities AI, blockchain and IoT [22]

Lack of viability Simulation [13] (i.e. digital supply chain twins [23])

Lack of access Cybersecurity (high levels of remote access to core systems) [24] and localization of sourcing [25]
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• Consistent communication from the sensor to the
cloud

• Integration of robotics and innovative drive
technologies

• RFID as the basis for parts tracking and intelligent
products

These technologies support the three major advantages
of Industry 4.0: vertical integration, horizontal integration
and end-to-end engineering [17, 18]. While the verti-
cal integration is related to the integration of informa-
tion and communications technology systems in different
hierarchical levels of an organization [18], the horizon-
tal integration is the collaboration of resources and real
time information exchange between enterprises, like sup-
ply chain, manufacturing and customer [19]. End-to-end
engineering is the integration of engineering from product
development to post-sales [18]. The vertical and horizon-
tal integration shows the importance of Supply Chain to
implement the Industry 4.0 framework technologies to
collaborate and exchange information with the automo-
tive OEM in real time.

Review of COVID-19 challenges that impact supply chain
and industry 4.0 technologies to overcome them
The COVID-19 outbreak is the most serious disruption
for the entire supply chain in recent history [12, 13]. Com-
panies still seem to be unprepared in terms of supply chain
mapping and visibility to deal with COVID-19 [12, 20].
According to [21], worldwide supply chains connecting
the world to China and other manufacturing centers are
expected to be seriously disrupted.
[22] identified the operational challenges confronted

by retailers in providing efficient services and discussed
some Industry 4.0 technologies to mitigate them. Accord-
ing to [22], theirs proposed framework may assist pol-
icymakers to develop an action plan for COVID-19. In
our understanding, companies can take advantage of the
roadmap proposed in this study for plan Industry 4.0
implementation also. Table 1 intend to summarize their
findings. We added some other inputs from the avail-
able literature regarding the technologies or strategies that
may mitigate supply chain issues caused by COVID-19
[13, 23–25].
In another study, [25] states that the best strategies to

mitigate the risks attributed to COVID-19 in automobile
industry is to develop localized sources of supply and to
use advanced technologies of Industry 4.0, as Big Data
Analytics that plays a significant role in providing real-
time information on supply chain activities to overcome
the challenges created by the pandemic. Moreover, [26]
evaluated the impact of COVID-19 outbreak on employee
performance of the service sector. They claim that the
moderating role of Industry 4.0 technologies is more com-

prehensive in employee quality performance than delivery
performance.
The COVID-19 pandemic is a recent event that needs

further studies that seek to understand the main conse-
quences that it has caused in the supply chain of each
industrial sector. For instance, the automotive supply
chain has more than 900 Tier 1 [27] and several hundred
thousand Tier 2 and Tier 3 suppliers [28]. Although the
literature reviewed here is not about in-depth studies on
the challenges that COVID-19 brought to the supply chain
in the automotive industry, we understand that the chal-
lenges presented in other sectors of the industry may be
used as a basis to assess the future scenario of adoption of
Industry 4.0 technologies in Tiers 1 and 2.

Advanced product quality plan phases
The APQP is a reference manual released by Ford,
Chrysler and General Motors in July of 1994. The pro-
pose of this manual is to communicate the guidelines of
the product quality planning and control plan for internal
and external suppliers. Although designed for use in the
automotive industry, as required in the QS-9000 manual,
APQP is virtually suitable for any product quality planning
[29].
The manual splits APQP in 5 phases [29, 30]:

• Phase 1, Plan and Define Program. The decisions to
be considered during the first step of the product
development must be focused on the consumers
expectations and needs based on quality and
manufacturing standards. The goal of the first phase
of the APQP is to assure that the product program is
meeting customer needs while providing competitive
value. The goal of any product program is meeting
customer needs while providing competitive value.
The initial step of the product quality planning
process is to ensure that customer needs and
expectations are clearly understood. In this phase,
resource planning, process and product assumptions
are made. A list of preliminary special characteristics
and design / reliability goals are also established.
Tools which typically provide great benefit in this
section are Marketing Research, Historical Warranty
and Quality Information, Team Experience, Business
Plan, Product Product/Process Benchmark Data and
Assumptions, Reliability Studies, Customer Inputs,
Design Goals, Bill of Material, Flow Chart, Product
Assurance Plan and others.

• Phase 2, Product Design and Development. This
phase focus on developing the design of the product.
The product must be feasible and meet user
expectations also. Some of the outputs in this phase
are Design Failure Mode and Effects Analysis, Design
Verification, Prototype Build and Control Plan,
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Fig. 1 Industry 4.0 technology frequency of use scale. Each survey question presented 5 options for the specialist to choose, ranging from “Not
Used” to “High Usage”. Each answer was applied in the evaluation based on the line “Applied on Results”

Engineering and Material Specifications. To explain
this phase more clearly, we have split it into three
subphases based on the Product Development
Process (PDP) [31].

– Phase 2.0, Informational Project. The quality
and manufacturing requirements are
considering assuring the feasibility of the
manufacturing process attending the
customers, government and engineering
requirements according to its volumes. These
information supports the economic and
technical feasibility decisions. The goal of the
informational phase is to develop a set of data
based on the information raised during the

planning and other sources, to drive the
criteria to the decisions in the following
phases of the product development.

– Phase 2.1, Conceptual Project. During the
conceptual phase the activities of the team are
related to the research, creation,
representation and define the solutions to the
problems of the projects. The research for the
solutions already in place can be done through
benchmark studies. The creation of the
solutions is free from restriction, since the
specifications of the projects are being
considered. The representation of the
solutions cane be done through sketches and
manual drawings, in parallel with the creation.

Fig. 2 Communication and Networking - IoT. The current technology perception of medium to high use is less expressive at APQP phase 1 and this
perception is higher for the next phases, reaching 50% in phases 4 and 5. The forecast shows the amount of experts that believe in the rise of
technology use for all phases
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The selected solutions are made based on
properly methods supported by the
requirements defined previously.

– Phase 2.2, Detailed Project. The goal of this
phase is to develop and deliver all project
specifications based in the prior work. The
project is detailed into engineering drawings
and specifications documents.

• Phase 3, Process Design and Development. The
manufacturing process development phase defines
how the product will be manufactured and assembled
based on the technological point of view, this is the
time to formalize the process and the additional
activities related to the plan and control of the
production. The tasks to be accomplished at this
phase of the product quality planning process depend
upon the successful completion of the prior stages
contained in the first two phase. This next step is
designed to ensure the comprehensive development
of an effective manufacturing system. The
manufacturing system must assure that customer
requirements, needs and expectations are met. This
phase explores manufacturing techniques and
measurement methods that will be used to bring the
design engineer’s vision into reality. Process Flow
Charts, Process Failure Mode and Effects Analysis
and Control Plan Methodology, Product/Process
Quality System Review, Process Flow Chart, Floor
Plan Layout, are examples of tools used in this section.

• Phase 4, Product and process validation. Used to
validate the manufacturing process through the
production trial run and all the activities related to it.
The main goal is to verify if the long-term production
process is capable of meeting all the engineering
requirements and specifications. Some examples of
tools used in this phase are: Statistical Process
Control, Measurement Systems Analysis, Process
Capability Studies, Product Validation Testing,
Packing Evaluation. In this phase, Product Part
Approval Process (PPAP) is ready for submission and
production begins upon approval. To explain it
clearly, we have split it into two subphases based on
the Product Development Process (PDP) [31].

– Phase 4.0, Process validation. In order to
validate the product and the process, a trial
run is established according the product
volumes. During the production of this batch,
the manufacturing process and the product
are evaluated according the quality and
engineering requirements.

– Phase 4.1, Product Launch. The goal of this
phase is to launch the product in the market

with the same results of the previous phase to
ensure the acceptance of the product by the
potential consumers.

• Phase 5, Feedback, assessment, and corrective action.
The focus is to guarantee the production of the
product in mass production and statistics studies are
established based on the customer and engineering
requirements. When issues are raised, due either
special or common-cause variation, containment and
corrective actions are required. The manufacturing
and development teams works together to solve the
issues on time in order to protect the customers.

Table 2 shows a summary of the relationship between
APQP and PDP, as well as the desired outputs in each
APQP phase. Considering the phases and tools described
in APQP and PDP, there is an perspective to integrate it
to the Industry 4.0 technologies. This will be discussed in
the following sections.

Method
A survey has been developed to show the perception of
Industry 4.0 technologies current usage during the APQP
phases and also the expert perspective in a scenario of
5 years up from now. The survey had questions regard-
ing the usage level for nine technologies of Industry 4.0
framework [15] on the five phases of the APQP. The nine
technologies of Industry 4.0 framework used in this study
are listed bellow:

• Adaptive Robotics
• Cyber-Physical Systems
• Additive Manufacturing
• Cloud Technologies
• VR and AR
• AI and Data Analytics
• Communication and Networking - IoT
• RTLS and RFID
• Cybersecurity

Sixteen manufacturing engineers in automotive indus-
try, experts in manufacturing process, answered the sur-
vey betweenDecember of 2020 and January of 2021. 87.5%
of this experts works in 2 automotive OEM from Brazil-
ian Northeast and the same percentage reported that they
have more than 10 years of experience in the automotive
industry. All of them defined their knowledge in APQP
between moderate to high. The knowledge in Industry 4.0
technologies were reported as moderate to high by 81.25%
of the participants.
The survey presented five response categories for each

question to be chosen by the specialist according to the
current frequency of use of each Industry 4.0 technol-
ogy from the perspective of manufacturing engineers in
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Fig. 3 Cloud Technologies This technology is widely used today. In addition, it presents a significant spike in the expected use for the next 5 years

a new program. Moreover, the answers were applied into
the results based in 3 categories, as shown in Fig. 1.

Results and discussion
We compiled the answers in graphs to evaluate the empir-
ical results of this survey. We recall that these all results
represent the current perceptions and future scenario
expectations of some Brazilian Northeast automotive
OEMmanufacturing specialists for the use of Industry 4.0
technologies on APQP.
In terms of IoT (Fig. 2), the data gathered shows that

the specialists believe that it is more utilized during the
phases 2.2, 4.1 and 5, what can be understood through
the necessity of getting the support of the connectivity
between computers and machines to the preparation of

the production of the product almost in its final design.
For the perspective of 05 years ahead, the IoT will be
highly used from the perspective of more than 60% of the
interviewed, supporting the validation of the product and
process throughout the whole APQP phases.
Cloud Technologies are more required on the concep-

tual phase of the product development (phase 2.1). It is
the phase that engineers and designers create sketches
to develop engineering solutions for user requirements.
More than 60% answered that this technology will be
important to all phases of APQP over the next 5 years,
highlighting high probability of use in phases 1, 2 and 3
(Fig. 3). Based on the survey, IoT and Cloud are the tech-
nologies of Industry 4.0 that are most used today in the
automotive OEM industry.

Fig. 4 Adaptive Robotics There is a huge expectation, from the experts point of view, that adaptive robots without being widely used in phases 3
and 4 in the near future
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Fig. 5 VR and AR These technologies should be used more in the phases of Product Development and Process Design in the next 5 years

Fig. 6 Cybersecurity This technology shows a huge rise of usage in all phases of the APQP

Fig. 7 AI and Data Analytics This technology usage spike is similar to that of cybersecurity
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Fig. 8 Cyber-physical systems This technology does not have an intense use today. It is possible to observe a rising in its use in phases 2 and 4

It is almost unanimous that adaptive robots will be
highly used in the next years in the phases 3 and 4, where
product and process validation is carried out. In addi-
tion, adaptive robots use is also expected in corrective
production actions to solve issues in phase 5 (Fig. 4).
VR and AR technologies are currently less used in phase

1 (Plan and Define Program) than the next phases of
APQP. However, we expect a rise in theirs use over the
next 5 years during this program definition phase. We
emphasize that phase 3 can take advantage of these tech-
nologies, based on the usage ratio rise over the next 5 years
(Fig. 5).

Despite not being widely used today by the OEMs, both
Cybersecurity and AI plus Data Analytics had a expecta-
tion of use in the next 5 years. Between 60 and 80 percent
of experts said that these two technologies will be heav-
ily used in all phases of APQP (Figs. 6 and 7). This may
mean that the specialists understand the quantity of data
and the complexity of the technology will increase and it
will be useful in all the phases. By the way, we highlight the
huge gap between the current and future situation for the
use of these technologies presented in the survey. Accord-
ing to [32], traditional cybersecurity approaches may not
work to protect Big Data. For this reason, the growth in

Fig. 9 RTLS and RFID The technology does not appear to be widespread in the OEMs and its usage in the near future may be less than all the other
technologies evaluated in this paper



Soares et al. AI Perspectives             (2021) 3:3 Page 10 of 12

Fig. 10 Additive Manufacturing This technology is little used today, but it was considered important for the scenario of 5 years ahead mainly in
phases 3 and 4

the use of the two technologies together may be impor-
tant to keep the Supply Chain widely connected with the
OEM.
It is expected that OEMs will see an increase in the

use of Cyber-physical infrastructure (Fig. 8). But Cyber-
Physical Systems usage rise is not as sharp as that seen
in AI and Cybersecurity answers. Cyber-physical sys-
tems are themerge between embedded software-intensive

syshtems and global networks [33]. As cyber-physical
systems evolve through the network of existing infrastruc-
tures with embedded information technology [33], this
technology may be more perceived in the APQP with the
adoption of others Industry 4.0 technologies.
The use of RTLS and RFID technology does not appear

to be widespread in the OEM (Fig. 9. But when sup-
ply chain visibility becomes a reality, RFID is likely to be

Fig. 11 Scatter plot of the average current use versus average 5 years usage forecast of each Industry 4.0 Technology The limits of the quadrants (A,
B, C and D) were defined based on the arithmetic mean of the responses related to the medium for high use of all technologies for all phases. They
were used to group the technologies of Industry 4.0 in terms of the perception of their current use and the perspective of future adoption in the
automotive OEM. The average values found were approximately 30% for the current use and 60% for the 5 years forecast
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adopted across the supply chain [34]. One of the RFID
value is rendering the supply chain visible and as a strate-
gic capability within supply networks [35].
Despite being considered little used today, additive

manufacturing was considered important for the scenario
of 5 years ahead, mainly for phases 3 and 4 when the engi-
neering team design the process and validate the product
and process, through PPAP (Fig. 10).
Figure 11 summarizes the results found for the cur-

rent and future use of Industry 4.0 technologies by the
Brazilian Northeast automotive OEM. First, Cybersecu-
rity and AI with Data Analytics are the technologies with
the potential of high adoption for the future scenario
when compared to theirs current usage because they are
located in the ‘A’ quadrant. Second, Cloud Technologies,
IoT and Adaptive Robotics (quadrant ‘B’) are the most
used technologies today and should present a rise in their
use during the APQP in the 5 years. Despite being moder-
ately used in practically all phases of APQP (Fig. 5), we do
not foresee a rise in the use of VR and AR (quadrant ‘D’) as
significant as the technologies found in quadrants ‘A’ and
‘B’. Lastly, Additive Manufacturing, Cyber-Physical Sys-
tems and RTLS plus RFID (quadrant ‘C’) were considered
by specialists as the technologies less used today and that
should not present a sharp rise of usage when compared
with the technologies of the quadrant ‘A’. We highlight
a sharp rise in the future adoption of additive manufac-
turing for the phases 3 and 4 of the APQP (Fig. 10) and
for this reason it is closer to the quadrant ‘A’ limit when
compared to the other technologies of quadrant ‘C’.
An association between the technologies that may mit-

igate the COVID-19 challenges presented in Table 1 and
the technologies that should be most used for the next
5 years by Brazilian Northeast automotive OEM (Fig. 11,
quadrants ‘A’ and ‘B’) may indicate the rise of resilience
that the Brazilian Northeast supply chain would benefit
from implementing the same technologies as the OEM.
Lack of supply chain flexibility, lack of balance in supply
and demand plus new consumer behaviors may be miti-
gated by the usage of AI and Data Analytics. Cloud tech-
nologies, IoT and Adaptive Robotics may be more present
in solutions for communication issues, lack of security
and poor infrastructure. Lastly, Cybersecurity may reduce
the lack of access issue, considering the need for remote
access to core systems.

Conclusion
In this paper we presented a new method to evaluate the
current situation and the future outlook for the usage
of Industry 4.0 technologies by the automotive OEMs,
identifying the issues that may be mitigated by the imple-
mentation of these technologies in the supply chain.
The developed survey was applied to evaluate the

Brazilian Northeast automotive OEMs scenario from

the perspective of manufacturing engineering experts on
APQP. Firstly, we identified the technologies most used
today, among them IoT, Cloud, Adaptive Robotics, VR and
AR. Second, our results demonstrate the perspective of a
significant spike in the use of Cybersecurity and AI plus
Data Analytics throughout the APQP. Lastly, we relate
how these five technologies may mitigate some of the
challenges that emerged with the COVID-19 pandemic.
This study may provide insights for Tiers 1 and 2 to

plan actions with the aim of implementing the main
Industry 4.0 technologies to improve the SCR. The pre-
sented discussion is limited to the COVID-19 outbreak,
which restricts the conclusion for other outbreak or sup-
ply chain disruptions conditions. Although the method
can be applied to assess the scenario of the automotive
industry in any region or country, the results presented
in this paper are also limited to the Brazilian Northeast
automotive industry and they can not be considered a
snapshot of the national scenario.
Future studies may evaluate the challenges and the

adoption of Industry 4.0 technologies in other locations,
to understand which technologies may rise the SCR
worldwide. It should also be used to evaluate the per-
spectives of the design and release engineering experts or
compare different OEMs results.
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