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Abstract
Decentralized finance is disrupting the financial ecosystem through innovative, 
transparent, and interoperable financial solutions. Based on distributed ledger tech-
nology, decentralized finance is a nascent and rapidly evolving area. Decentralized 
finance protocols are witnessing a perfect storm (in terms of growth). However, 
this emerging area needs sober consideration as these financial technologies pos-
sess unique risks for users, makers, regulators, and other stakeholders. The current 
research aims to identify and prioritize risks in decentralized finance. The pre-
sent study conducted an extensive survey of the literature to identify various risks 
involved in decentralized finance. For empirical analysis, the study collected data 
from 90 experts. A fuzzy analytical hierarchical process (F-AHP) was applied to 
prioritize various risks in decentralized finance. Pairwise comparison and weights of 
all the criteria and sub-criteria revealed that technical risks are the most significant 
ones, followed by legal, regulatory, and financial risks. Among the sub-risks, finan-
cial risks are at the highest level, followed by smart contract risks and transaction 
risks. The outcomes of this research have several implications for regulators, poli-
cymakers, entrepreneurs, technologists, and practitioners. These stakeholders can 
focus on these vulnerabilities and offer more sustained solutions in the future.

Keywords Decentralized finance (DeFi) · Fuzzy analytical hierarchy process 
(F-AHP) · Smart contract · Oracle risks · Rug pulls

Introduction

Modern-day financial systems are managed and operated by centralized systems and 
governing bodies (Vereckey 2021). Consumers must deal with a stack of financial 
intermediaries to access these financial systems. From stock and bond trading to 
mortgages and auto loans, consumers have to pay a percentage of every financial 
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transaction to these intermediaries (Mörke 2022). In addition to this, legacy finan-
cial institutions lack transparency, interoperability, and efficiency. Decentralized 
finance (DeFi) aims to overcome these challenges by empowering the general public 
through distributed ledger technologies (Harvey et al. 2021). Through open-access 
blockchain-based protocols and smart contracts, DeFi intends to provide an alterna-
tive financial system that will be more accessible, cost-effective, interoperable, and 
transparent than legacy financial systems (Buterin 2013). Decentralized financial 
protocols have already disrupted the traditional financial world as total value locked 
(TVL) in these protocols has grown over $121.74 billion1 by the mid of Septem-
ber 2021 as compared to $21.87 billion by the year ending 2020 (Huilgolkar 2020). 
Based on open-access protocols and decentralized applications (Dapps), DeFi infra-
structure requires the negligible role of clearing house, custodians, or escrow ser-
vices as all these roles, by and large, are taken up by Smart Contracts. Smart con-
tracts, coined initially as executable codes, run on a blockchain to facilitate, execute, 
and enforce an agreement between untrustworthy parties without the involvement of 
a trusted third party (Szabo 1994; Buterin 2013).

Nevertheless, the exponential growth in DeFi has also brought some novel oper-
ational, technical, and regulatory challenges (Sood et  al. 2023). DeFi vulnerabili-
ties like smart contract risks, oracle risks, and miner risks have caused investors a 
loss over $153 million in 2020 and perpetrated a whopping $610 million worth of 
Ethereum in one single hack in August 2021. The dependence of DeFi on nascent 
blockchain technology has made these open-access protocols a soft target for hack-
ers. In addition to this, massive speculative investments in DeFi protocols carry con-
tagion risks (Gudgeon et al. 2020; Liu et al. 2020).

DeFi protocols have also raised serious concerns for regulators. Due to the fact 
that most DeFi protocols are unregulated, DeFi has become a magnet for money 
laundering and fraud (Vereckey 2021). Being unregulated, DeFi protocols also lack 
consumer safeguards; According to a report by Elliptic research, consumers lost $10 
billion in 2021 due to DeFi scams. In addition to this, the collection of taxes is also 
a major concern in DeFi protocols. Since most of the protocols are built on pseu-
donymous and permissionless ledgers, traceability of DeFi transactions is a difficult 
task. According to one estimate by Barclays, internal revenue services may miss a 
revenue of $50 billion due to the pseudonymous nature of DeFi protocols. Further, 
developers of most DeFi protocols often lack the required financial expertise and 
knowledge (Montaz 2022). In short, all these hurdles are a significant challenge in 
the mainstream adoption of DeFi protocols.

Based on the above discussion, it is requisite to identify various risks and sub-
risks that hinder the growth of DeFi protocols. Several researchers have made 
attempts to ascertain DeFi risks (Aramonte et al. 2021; Carter and Jeng 2021; Wer-
ner et al. 2021). However, the majority of these research studies are conceptual and 
stress on one or two categories of risks. The current research fills this gap by con-
ducting a comprehensive and empirical study on DeFi risks. In short, the present 
research tries to answer the following research questions.

1 Total value locked (TVL) in DeFi as on 19.09.2021 source https:// dappr adar. com/ defi.

https://dappradar.com/defi
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RQ1: what are the risks decentralized finance (DeFi) may pose?

To achieve this goal, the authors conducted a structured multivocal literature review 
(MLR). MLR helped us in getting both academic and industrial insights on DeFi 
risks. Further, with the help of the consistency ratio, the study ensured content 
validity.

RQ2: how to assign priorities to these risk criteria and sub‑criteria in line 
with significance in driving the decentralized, programmable, and composable 
structure of DeFi?

The present research applied fuzzy analytical hierarchy process (F-AHP) techniques 
to examine the relative significance of all the risk criteria and the sub-criteria. Pri-
orities were assigned based on a pairwise comparison analysis of all the selected 
risk criteria and the sub-criteria.

In light of this, the current study contributes to nascent literature in numerous 
manners. Firstly, the study is one of the pioneer studies in the digital finance litera-
ture that utilized a unique blend of multivocal literature review and fuzzy analyti-
cal hierarchy process. Second, by revealing the relative importance of various DeFi 
risks and sub-risks, the study offers unique insights for investors, entrepreneurs, 
developers, researchers, consumers, regulators, and policymakers. Finally, the study 
offers the first empirical evidence of DeFi risks.

Review of literature

This section is divided into two major parts. First, the study used the MLR technique 
and employed “Preferred Reporting Items for Systematic Reviews and Meta-Anal-
yses” (PRISMA) criteria to identify, screen, and select the academic and industrial 
literature on DeFi risks. In the next part, the study thoroughly examined the litera-
ture and classified the research studies into various risk categories.

Article selection

The study relied on the MLR technique to identify literature on DeFi risks. The 
rationale behind this particular review was twofold: (a) this technique offers novel 
insights both from academia and industry (Singh et al. 2021), (b) MLR is preferred 
when academic literature on a particular topic is very limited (Sood et  al. 2023). 
MLR considers both white literature (peer-reviewed articles and conference pro-
ceedings) and grey literature (white papers, technical papers, government reports, 
and policy recommendations). The authors conducted the entire article selection 
process in three sequential phases: literature identification, screening, and selection.

The literature identification phase began with the identification of relevant key-
words. The authors run several pilot searches before deciding on the final keywords 
(Yadav and Desai 2016; Singh et al. 2021). After finding the appropriate keywords 
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such as “DeFi risks”, “smart contracts vulnerabilities”, “DeFi scams”, “cyber secu-
rity”, “threat intelligence”, and “DeFi attacks”, the authors run search queries on 
bibliometric databases such as the EBSCOhost, Scopus, and Web of Science. For 
grey literature search, the study used the Google search engine. In a preliminary 
search, the study identified 40 academic studies and 30 industrial records. Due to 
quality concerns, the study considered only Tier-1 grey literature. In the next phase, 
the authors screened these studies on the basis on their titles and abstracts. This title 
and abstract screening resulted in the elimination of 15 academic and 12 industrial 
records. Finally, we did a deep screening (full content readings) and selected total 
24 studies (9 research papers and the rest industrial literature). The whole process is 
depicted in Fig. 1.

Factor selection scheme

The articles and review papers were read, and the factors were figured out. A list 
of the critical risks was made, which was addressed in different research works and 
found to have a significant impact on the DeFi architecture. The white paper of the 
World Economic Forum on Decentralized Finance Policy Maker Toolkit (forwarded 
by Deshmukh et  al. 2021) listed the important risks along with the papers which 
found them to be significant. This gives us the path to do further research in this 
field.

Fig. 1  Article selection process
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Operational risks

The analysis of international research studies offered a strong impact of various 
operational risks impacting DeFi. Under the head of Operational Risks, Finality 
Risks, Loss of Private Keys, Upgradation Risks, Governance Risks, and Compos-
ability Risks are catered. The finality of the transaction is when all network nodes 
receive the transaction and agree on its validity. It also captures that a transaction 
made is stored on the blockchain and cannot be modified or reversed (Meegan and 
Koens 2021; Miller et al. 2016). However, finality enhances security and immutabil-
ity, but it comes at the cost of greater settlement and liquidity risks. In traditional 
financing, these risks are insured by the government, but that assurance is not pos-
sible in DeFi (Meegan 2020; Muzzy 2020; Smith and Crown 2019; Buterin 2016).

Another risk is efficiently and securely managing keys for cryptographic systems, 
which is named as the risk of loss of private keys (key management). The over-
all security of these cryptosystems in DeFi depends on how anyone can keep their 
private keys secure. Suppose an intruder by any mechanism, namely bruit force, 
physical access of the system, side-channel attack, or weak encryption, discovers 
the keys. In that case, they can steal everything or erase all money from the targeted 
system or account. Moreover, since it is a decentralized system, thus there is no way 
to recover stolen currency from anywhere (Ramos et al. 2021; Zetzsche et al. 2020; 
Casino et al. 2019).

Upgradation risk is the next to fall in this category. Many times, attacks or con-
troversial situations (community conflict) may lead to the forking of a cryptocur-
rency (Ramos et al. 2021). Forking is the split of the blockchain into two separate 
branches following a change in the rules of the system. There are multiple reasons, 
sometimes as a response to a major hack (DAO Case) or sometimes due to disagree-
ments among the user and developer communities (increasing the block size in case 
of Bitcoin cash) (Islam et al. 2019).

Protocols that implement some decentralized governance mechanisms tend to 
rely upon governance tokens, which empower token holders to propose and vote 
on protocol upgrades (Werner et al. 2021; Zetzsche et al. 2020). Protocol upgrades 
come through proposals in the form of executable code, on which governance token 
holders vote. For a protocol to be executed, a minimum number of votes is required, 
commonly referred to as a quorum. An attacker may obtain a number of govern-
ance tokens sufficient to propose and execute malicious contract code and steal a 
contract’s funds (Gudgeon et al. 2020; Werner et al. 2021). However, composability 
is a system design principle that enables applications to be created from component 
parts (Zetzsche et al. 2020). Composability is often referred to as money legos in the 
DeFi ecosystem, as its code can be selected and assembled in multiple combinations 
(MakerDAO Blog 2020; Nystrom 2019). Composability in DeFi exposes the eco-
system to ‘financial contagion’. Financial contagion in DeFi can be best described 
as the potential damage that could be done to all protocols relying on an underly-
ing protocol. Thus, composability exposes DeFi to a potential risk that can undo all 
of the innovation in DeFi as fast as it has accelerated it (Meegan and Koens 2021; 
Gudgeon et al. 2020; Meegan 2020).



 S. Kaur et al.13 Page 6 of 29

Technical risks

Ethereum is the largest public blockchain and has significantly avoided breaches, but 
the blockchain-based wallets or centralized exchanges and DApps have been targeted 
for technical risks and hacks. Under this head, we encounter four major types of risks: 
smart contract risks, miner risks, transaction attacks, and Oracle risks. Smart contracts 
are executable codes that run on blockchain to execute, enforce, and facilitate an agree-
ment between untrustworthy parties without involving any trusted third party (Khan 
et  al. 2021; Klages-Mundt et  al. 2020; Li et  al. 2020; Buterin 2013). Various early 
research focussed on security incidents with smart contracts, smart contract vulnerabili-
ties, and surveyed older incidents, such as the DAO and Parity multi-sig attacks (Atzei 
et al. 2021; Praitheeshan et al. 2020; Chen et al. 2020; López Vivar et al. 2020; Wang 
et al. 2019) provided that smart contract risks deal with code that does not execute as 
intended. More specifically, some other authors have surveyed specific vulnerabilities 
such as integer overflows (Lai and Luo 2020; Gao et al. 2019), reentrancy (Qian et al. 
2020), solidity weaknesses (SWC Registry Online; Dingman et al. 2019), the Decen-
tralized Application Security Project (Dasp Co. Online), and high-level smart contract 
languages and their security characteristics (Harz and Knottenbelt 2018). However, 
Perez and Livshits (2020) regarded vulnerabilities against their real-world impact and 
found that of 23,327 vulnerable contracts, only 1.98% had been exploited.

Another risk in this category is miner risk which deals with the possibility that 
transaction processing entities behave maliciously towards certain transactions. In 
blockchain systems, users typically send a transaction to the network along with a 
fee to the miner that successfully processes it into a block. Miners take proposed 
transactions and decide the order in which to execute them (Consensys, The q1 
2020). However, a miner can choose to execute a lower-fee transaction ahead of a 
higher-fee transaction if that transaction is particularly valuable to them or in return 
for a side payment from the originator of the lower-fee transaction (Obadia 2020). 
On black Thursday, 2020, when global markets crashed, signalling the beginning 
of the COVID-19 recession, attackers manipulated Ethereum’s mempool of transac-
tions waiting to be mined and confirmed.2

Transaction risks are limitations or failures of the underlying blockchain network. 
If the base-layer settlement network is successfully attacked, allows for double-
spending, becomes too expensive for transactions, or lacks the necessary through-
put, those failures will affect the application layer. The long-planned upgrade to 
Eth2 (Ethereum version 2.0), which aims for significant performance improvements, 
thus represents an important development for DeFi.3 This upgrade will also shift 
Ethereum to proof-of-stake consensus, which does not require the intensive energy 
usage of proof-of-work mining.

One class of vulnerabilities deserving special attention relates to failures resulting 
from oracles. In DeFi, oracles are service providers that provide outside information 
to a smart contract. The most common usage of oracles is to transmit market prices 
drawn from one or many exchanges to a DeFi protocol that relies on outside pricing 

2 https:// www. block native. com/ blog/ mempo ol- foren sics.
3 Ethereum 2.0 (Eth2) vision | ethereum.org.

https://www.blocknative.com/blog/mempool-forensics
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information (Caldarelli 2021; Peaster 2020). As Liu et al. (2020) note, oracles intro-
duce risk in a number of ways: their mechanics are opaque and unaccountable; they 
introduce critical nexuses of trust and dependency into DeFi, and malicious oracles can 
cause catastrophic harm. As pointed out by Werner et al. (2021), market dislocations at 
spot exchanges feed into oracles and affect DeFi systems built atop these price feeds.

Financial risks

The DeFi service segment also inherits the Financial Risks, i.e. the depletion of 
funds which is caused by the transactional behaviour of users concerning the digital 
assets in the DeFi services. These vulnerabilities are majorly classified into three 
categories, viz., Liquidity Risk, Market Risk, and Credit Risk. The ‘liquidity risk’ 
is the possibility of insufficiency of funds to realize the value of a financial asset. 
DeFi services often incentivize market makers to liquidate under-collateralized 
loans, performing a function analogous to a foreclosure auction for real estate. If the 
liquidation incentive structures fail, however, original counterparties and liquidity 
providers hold unanticipated default risk. On centralized exchanges, in the event of 
flash crashes, the trading was taken offline until the market settled. Such last-resort 
remedies may not be available for decentralized services.4

Another feather in the financial risk category is ‘Market Risk’ is the possibil-
ity that asset value will decline over a period of time due to investors’ idiosyncratic 
behaviours, new information, or market conditions. DeFi’s ease in fund transferring 
and its novel yet complex instruments pave the way for the increased possibility of 
abuses by DeFi protocol creators, operators of exchanges, or third-party manipulators 
(Werner et al. 2021; white paper of World Economic Forum forwarded by Deshmukh 
et al. 2021). These attacks would generally trigger liquidations by manipulating an 
asset’s price in the context of stablecoins (Klages-Mundt and Minca 2019). There 
is also a lack of standardized price discovery mechanisms found in digital currency 
markets, which in turn is a driver of overall volatility and valuation swings in DeFi.

The last risk in this category is ‘Credit risk’ or ‘Counterparty risk’ is the prob-
ability of counterparties default on their obligations to a financial instrument. Credit 
risk is a very particular problem in DeFi, where the volatility of underlying digital 
assets produces under-collateralization, the ease of credit creation leads to excessive 
leverage, or the algorithmic determination of interest produces inaccuracies. The 
lack of fixed identities in a pseudonymous network presents additional challenges in 
terms of determining creditworthiness (Werner et al. 2021; World Economic Forum 
White Paper forwarded by Deshmukh et al. 2021; Meegan 2020).

Legal & regulatory risks

Use of DeFi to engage in illicit activity or to evade regulatory obligations falls 
into the category of ‘Legal & Regulatory Risks’. Money laundering, for example, 

4 https:// www. coind esk. com/ tech/ 2020/ 02/ 19/ every thing- you- ever- wanted- to- know- about- the- defi- flash- 
loan- attack/.

https://www.coindesk.com/tech/2020/02/19/everything-you-ever-wanted-to-know-about-the-defi-flash-loan-attack/
https://www.coindesk.com/tech/2020/02/19/everything-you-ever-wanted-to-know-about-the-defi-flash-loan-attack/
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is a problem for established centralized cryptocurrency exchanges as well as DeFi 
DEXs. This category has sub-classifications as Regulatory arbitrage, Fraud through 
Rug Pulls, Disclosure Risks, and Financial Crimes. Regulatory risk is the risk that 
any DeFi protocol can be affected by the government, with either laws being made 
that affect how a DeFi protocol operates or laws being made effectively shutting 
down DeFi protocols (Meegan 2020). It means failing to meet regulatory obligations 
by carrying out similar functions in a different technical manner. In general, the 
greatest amount of regulatory attention so far has focussed on traditional concerns 
of investor and customer protection, particularly in the case of cryptocurrencies and 
ICOs, not on DeFi (Zetzsche et  al. 2020). Regulatory arbitrage could amplify all 
risks mentioned so far in this paper if, 1 day, a regulatory crackdown was to happen.

The Frauds through Rug Pulls involve deliberate misappropriation, hacks, attacks, 
scams, and other efforts to take advantage of investors. This involves all such activi-
ties enabled and carried out by DeFi developers themselves rather than third-party 
attacks. For example, “rug pulls” or exit scams involve convincing users to place 
funds into a seemingly legitimate DeFi service, from which they are drained by the 
developers, who then disappear (Cylynx 2021; Xia et al. 2021; L and AU 2021).

Another risk encountered is Disclosure risks which arise as in DeFi systems, 
there is no involvement of regulatory authorities in any jurisdiction. This puts inves-
tors in the DeFi segment at the risk of non-disclosure of the entities involved in the 
transactions (Meegan 2020). The financial crime involves a breach of anti-money 
laundering/countering the financing of terrorism (AML/CFT) restrictions, financial 
sanctions, and similar legal regimes. The use of virtual currencies in cybercrime 
and in money laundering typologies is well documented. DeFi transactions involv-
ing natively digital assets may be difficult to regulate through traditional AML/CFT 
controls because transactions are resistant to blockage, users are pseudonymous by 
default, many transactions involve non-custodial wallets not directly tied to individu-
als, and assets are resistant to seizure (Werner et al. 2021; World Economic Forum 
White Paper forwarded by Deshmukh et  al. 2021; Meegan 2020). Although DeFi 
transactions are generally transparent and traceable, new privacy-enhancing proto-
cols and/or tools may create additional regulatory challenges. Terrorist actors who 
have used Bitcoin may see its pseudonymity as useful. After all, posting a Bitcoin 
address to a social media account or public channel on a messaging platform is 
likely advantageous to posting bank account details online (Keatinge et al. 2018).

Nascent risks

Nascent risks are budding risks that have started displaying signs of potential vulner-
abilities in stuff related to Decentralized Financing. This category includes ‘financial 
illiteracy risks’, black swans & dynamic interactions. DeFi strives to be more acces-
sible to the global community and is open for anyone to build products. And thus, 
DeFi transforms traditional financial products into products operating without an inter-
mediary via smart contracts on the Ethereum blockchain (Meegan 2020). A serious 
risk arises from the fact that these platforms are generally developed by programmers 
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belonging to non-financial backgrounds who have no financial knowledge about the 
financial implications of the product they are creating and have users investing in the 
product without considering the risks. This is against traditional finance, where prod-
ucts were created by certified financial engineers and traded by specialized institutions. 
Currently, there is no certification in the DeFi environment to prove someone knows 
exactly what they are programming or investing into. Various risks mentioned in this 
study might be mitigated if any certification or course was required for participation in 
DeFi (Cylynx 2021). However, this offset DeFi’s goal to be accessible to everyone no 
matter their education. However, as we have already seen, sometimes all decentralized 
ideals are not fully complied by DeFi platforms, so perhaps in the future, we will also 
see some barriers to entering DeFi, defying the DeFi’s accessibility ideal, for the future 
adoption of DeFi (Xia et al. 2021; L and AU 2021; Zetzsche et al. 2020).

Another risk in this category is named ‘black swans’ or flash crashes or price cas-
cades, which may occur in extremely volatile or rough market conditions and are exac-
erbated by leverage in the DeFi system. When Ethereum has seen isolated smart con-
tract attacks in the past, over the ‘DeFi summer’ of 2020 adversaries ‘flash crashed’ 
compositions of DeFi protocols and cashed out lavishly (Werner et al. 2021; Meegan 
and Koens 2021; Oosthoek 2021; Meegan 2020). Unlike traditional markets, where 
manual intervention was possible in case of concurrent defaults and manipulations, the 
algorithmic permissionless nature of DeFi does not allow to stop cascading crashes. In 
the situation of the flash crash, the markets tend to be high on volatility, and there may 
be so many liquidations and precipitous drops in the price of the collateral that liquida-
tors or others will face significant losses, and black swans will gain (Oosthoek 2021; 
Meegan 2020; Harvest Online 2021).

The last type of risk is classified as ‘dynamic interactions’, among a potentially 
endless number of interconnected DeFi components that may produce risks that are 
not present in any individual service. Since, DeFi operates in a global environment, 
unless regulators can effectively limit cross-border DeFi activity, firebreaks to the 
contagion of systemic defaults may be more limited than for traditional finance. As 
DeFi services begin to interoperate with traditional financial platforms, the interac-
tion risks will also grow (Shen 2021).

The criterion and sub-criteria of DeFi were selected through the literature 
review and shown in the two levels of hierarchy in F-AHP (Fig. 2).

Research methodology

Criteria and sub‑criteria selection and model development

For criteria (risks) and sub-criteria (sub-risks) selection, the authors conducted an 
extensive survey of the literature. Initially, the study identified 22 sub-risks grouped into 
six main categories. Afterwards, for validation, we consult with six academic experts. 
These academic experts consist of academicians from finance and computer science 
backgrounds having at least 8–10 years’ research experience in distributed ledger tech-
nologies, open finance, and financial technologies. The authors first introduce them 
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objectives of the research. Afterwards, they provided their responses based on the 
Fuzzy linguistic scale (shown in Table 2). Further, following the suggestions of Saaty 
(1980), the study also computed consistency ratios to avert any divergence in the pair-
wise comparison matrix. Pilot testing confirmed the reliability of the results as the con-
sistency ratio was below the cut-off point (0.10). Eventually, the study finalized five 
main criteria and 19 sub-criteria. Figure 3 depicts the entire research approach used in 
this study in the form of a flowchart.

Data collection and sample design

The present research relied on the pairwise comparison-based survey to prioritize the 
DeFi risks. To construct a pairwise comparison matrix, the study used a nine-point 
fuzzy linguistic scale (as shown in ‘Table 2 and Appendix’). For data collection, the 
current study relied on experts who have in-depth knowledge of blockchain and DeFi 
technologies and who are involved in various DeFi projects. The data collection pro-
cess proved problematic as there exists a narrow pool of specialists who have profound 
knowledge of Defi and practical exposure to implementing DeFi projects. Follow-
ing the recommendations of Singh et  al. (2021), the study used a couple of screen-
ing questions to confirm the expertise of the respondent. These questions include a 
broader overview of the fundamentals of DeFi, such as DeFi spectrum and protocols 
and relevant technical, policy and regulatory areas of focus. For sampling purposes, 
the present paper employed non-probabilistic sampling techniques. The authors initially 
approached 130 respondents consisting of academicians, consultants, policymakers, 
entrepreneurs, technologists, and regulatory experts involved in DeFi projects. Out of 
these 130 respondents, 24 failed to clear the screening criteria. Thereafter, the authors 
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contacted the remaining 106 respondents, and 16 respondents did not fill the complete 
nine-point fuzzy linguistic scale. Eventually, the data were collected from 90 respond-
ents. The sample size is appropriate as the study relied on the expert-based MCDM 
method (Fu et al. 2006). Table 1 represents the demographic details of the experts.

Fuzzy analytical hierarchy process (fuzzy‑AHP)

In 1980, Saaty gave the concept of the analytical hierarchy process (AHP) that 
assists in evaluating the importance of criteria and sub-criteria. According 
to Badhotiya et  al. (2021), AHP can be applied to calculate the global weights 
for ranking the main criteria and sub-criteria. According to Deng (1999), AHP 
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does not take into account the degree of uncertainty in the expert or decision-
maker’s opinion. Zadeh (1996) has given the concept of fuzzy-AHP to deal with 
vagueness or uncertainty in the decision makers’ opinion. Fuzzy-AHP has been 
a widely used technique to solve problems deals in multiple criteria evaluations.

In Eq. 1, Ã represents the triangular fuzzy numbers (TFNs) i.e. (l,m,u), where 
‘l’ represents lower value, ‘m’ represents middile value, and ‘u’ respresents upper 
value.

Ã represents the fuzzy set i.e. = {(x,�∼

A(x)
)∣x ∈ X}, so that �

Ã
 : P → [0,1]. Zadeh (1965) 

has given the concept of arithmetic operations which has been applied on two trian-
gular fuzzy numbers i.e. TFNs (Fig. 4) is given below:

Addition of two TFNs

Subtraction of two TFNs

Multiplication of two TFNs

(1)�
Ã(x)

=

⎧
⎪
⎪
⎪
⎨
⎪
⎪
⎪
⎩

1, x = m

(x−l)

(m−l)
,

(u−x)

(u−m)
,

0,

If l ≤ x ≤ m

If m ≤ x ≤ u

Other Cases

�A1 ⊕
�A2 =

(
l1,m1, u1

)
⊕

(
l2,m2, u2

)
=
(
l1 + l2,m1 + m2, u1 + u2

)
.

�A1 ⊖
�A2 =

(
l1,m1, u1

)
⊖ (l2,m2, u2) = (l1 − l2,m1 − m2, u1 − u2).

Table 1  Demographic profile 
of experts

Demographic classification Category Number 
of experts

Business/Industry Academicians 25
DeFi entrepreneurs 20
Financial and Legal 

practitioners
12

Technologist 25
Regulatory experts 08

Continent Asia 20
Europe 35
North America 25
Australia 10

Years of experience 0–5 year 15
5–10 year 32
10–15 year 20
15–20 year 13
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Division of two TFNs

Inverse of TFNs

The following steps have been applied to explain the process of fuzzy‑AHP (Lesniak 
et al. 2018)

Step 1  Constructing the Fuzzy pairwise comparison matrix Triangular fuzzy 
numbers (TFNs) (Table 2) have been used to prepare the pairwise com-
parison matrix (Eq. 2). Three values i.e. l, m, u are based on the linguis-
tic scale of 1–9 and follow fuzzy logic.

where ã
ij = 

⎧
⎪
⎨
⎪
⎩

1̃, 3̃, 5̃, 7̃, 9̃ When element }i� is more significant than element }j�

1

9̃−1, 7̃−1, 5̃−1, 3̃−1, 1̃−1
When element }i� is equally significant than element }j�

When element }i� is less significant than element }j�

Step 2  Fuzzy weight calculation In F-AHP, the geometric mean (Csutora and 
Buckley 2001) method is applied to aggregate group judgments (Eq. 3).

�A1 ⊗
�A2 =

(
l1,m1, u1

)
⊗

(
l2,m2, u2

)
=
(
l1 × l2,m1 × m2, u1 × u2

)
.

Â1�Â2 =
(
l1,m1, u1

)
�
(
l2,m2, u2

)
=
(
l1∕u2,m1∕m2, u1∕l2

)
.

Ã−1
1

=
(
l1,m1, u1

)−1
=

(
1

u1
,
1

m1

,
1

l1

)
.

(2)Ã =

⎡
⎢
⎢
⎢
⎢
⎣

1 ã12 ⋯ ã1n
⋮ 1 ⋱ ⋮

1∕ã12
1
�
ã23

1 ã3n
1
�
ã1n

1∕ã24
⋯ 1

⎤
⎥
⎥
⎥
⎥
⎦

,

Fig. 4  Triangular fuzzy mem-
bership function

M l(y) M r(y)

Y

0

1

l m u X
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where lm
ij
 , lm

ij
, um

ij
 represents the fuzzy sample and the ranking of each sample have 

been evaluated by applying the geometric mean method, which is shown in Eqs. 4 
and 5.

Step 3  Calculation of defuzzified weight A review of literature has suggested vari-
ous methods for Defuzzifying the fuzzy weight i.e. Largest of Maximum 
(LOM), Mean of Maximum (MOM), Center of Area (COA), Smallest of 
Maximum (SOM), and Bisector of Area (BOA). In this study, we have 
applied (Eq. 6) the center of Area (COA) method for calculating the best 
non-fuzzy performance value (BNP).

Step 4  Normalizing the defuzzified weight To normalizing the fuzzy weight, Eq. 7 
has been applied to defuzzified the fuzzy weight.

(3)lij =

(
M∏

m=1

lm
ij

)1∕M

,mij =

(
M∏

m=1

mm
ij

)1∕M

, uij =

(
M∏

m=1

um
ij

)1∕M

,

(4)r̃i =

(
n∏

j=1

ãij

) 1

n

(5)w̃
i
= r̃

i
⊗

(
n∑

i=1

r̃i

)−1

, i = 1, 2,… , n.

(6)BNP = wi

[(
Uw̃i − Lw̃i

)
+
(
Mw̃i − Lw̃i

)]

3
+ Lw̃i …∀i.

Table 2  Fuzzy-AHP Scale

Source Sachdeva et al. (2021)

Linguistic terms Non-fuzzy 
number

Scale of fuzzy numbers 
(l, m, u)

Inverse of fuzzy number

Equally important 1 (1,1,1) (1,1,1)
Weakly important 3 (2,3,4) (1/4,1/3,1/2)
Fairly important 5 (4,5,6) (1/6,1/5,1/4)
Strongly important 7 (6,7,8) (1/8,1/7,1/6)
Absolutely important 9 (9,9,9) (1/9,1/9,1/9)
The intermittent values between 

two adjacent scales
2 (1,2,3) (1/3,1/2,1)
4 (3,4,5) (1/5,1/4,1/3)
6 (5,6,7) (1/7,1/6,1/5)
8 (7,8,9) (1/9,1/8,1/7)
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Step 5  Checking the consistency ratio (CR) Saaty (1980) has given the concept of 
consistency ratio through which we can check the consistency of all indi-
viduals by applying Eqs. 8 and 9.

where CI represents consistency index and RI shows a random index.

Results and discussions

The study applied the AHP approach under fuzzy conditions to evaluate the pair-
wise comparison matrix constructed on the basis of the DeFi risks preference of the 
experts. This approach helps the researchers in prioritizing criteria and sub-criteria 
related to a field. As discussed in step 1, crisp values were used to formulate a com-
parison matrix. To ensure reliability, a consistency ratio (CR) has been computed. 
The outcomes of CR proved that the comparison matrix is consistent as its value is 
less than 0.10. In Table 3, the authors have represented the pairwise comparison of 
the major criteria. The outcomes of the research corroborate the existing literature 
on Defi.

It is clear from this Table 3; the priority order is TR > LRR > FR > OR > NR. 
Echo, technical risk (relative preference weight = 0.317) was the most significant 

(7)NWi =
BNP∑
(BNP)

.

(8)CR =
CI

RI

(9)CI =
1

n(n − 1)

n∑

i=1

n∑

j=1

(
aij

wj

wi

− 1

)
,

Table 3  Normalized pairwise comparison matrix of main criteria for DeFi

Operational Risk (OR); Technical Risk (TR); Financial Risk (FR); Legal and Regulatory Risk (LRR); 
Nascent Risk (NR)
Consistency Ratio = 0.0789 which is less than 0.10

Goal OR TR FR LRR NR Normalized 
weight

Global 
rank-
ing

OR 1,1,1 0.11,0.12,0.17 6.00,7.00,9.00 0.13,0.15,0.20 7.00,8.00,9.00 0.139 4
TR 6.00,8.33,9.00 1,1,1 0.11,0.14,0.20 6.00,8.00,9.00 7.00,8.00,9.00 0.317 1
FR 0.13,0.14,0.17 5.00,7.33,9.00 1,1,1 0.13,3.10,9.00 0.13,2.77,9.00 0.236 3
LRR 5.00,6.67,8.00 0.11,0.13,0.17 0.11,4.70,8.00 1,1,1 7.00,8.67,9.00 0.259 2
NR 0.11,0.13,0.14 0.11,0.13,0.14 0.11,4.38,8.00 0.11,0.12,0.14 1,1,1 0.049 5
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Defi risk. Figure  5 also verifies the supremacy of technical risk. Reliance on 
immature blockchain designs seems to be the major reason for technical risks 
(Liu et  al. 2021). Further, among the various sub-categories of technical risk, 
smart contracts risks are the most substantial risk (as shown in Table 4). Experts 
feel that reentrancy attacks are a major hurdle in the mass adoption of smart 
contracts. Legal and regulatory risks, i.e. regulatory arbitrage, disclosure risk, 
and financial crime proved to be the second most substantial DeFi risk (rela-
tive preference weight = 0.259). Most DeFi protocols do not fulfil compliance 
requirements as they are not regulated by financial regulators. Unregulated DeFi 
protocols pose consumer protection risks that will hinder the mass adoption 
of DeFi protocols. The recent collapse of FTX crypto exchange demonstrates 
the negative consequences of deregulation. According to our experts, regulated 
DeFi startups such as Swarm markets (regulated by German financial regulator 
BaFin) will be more successful as they can resolve the issue of lacking trust. The 
next two DeFi risks are financial and operational risks. Among financial risks, 
liquidity risk (global weight = 0.0928) was the most significant risk. Financial 
specialists argue that slippage due to low market liquidity is the major short-
coming of present decentralized exchanges. Governance mechanism and Finality 
risks were found to be the most significant operational risks. Betwixt the nascent 
risks, flash crashes get the maximum consideration. Automated Market Maker-
based decentralized exchanges should consider open-source arbitrageur bots and 
limit orders to avoid these crashes. 

Apart from the above discussions, the authors also prioritize all the sub-criteria. Table 4 
reports the global weight and ranking of all the sub-criteria. Financial crime (global 
weight = 0.1437) proved the utmost important sub-criteria, followed by smart contract 
risks (global weight = 0.1394), transaction risks (global weight = 0.1355), and liquidity 
risks (global weight = 0.0928). Legal practitioners argue that perceived anonymity in P2P 

13.92%

31.70%

23.58%

25.88%

4.92%
0.00%
5.00%

10.00%
15.00%
20.00%
25.00%
30.00%
35.00%

OR- Operational
Risk

TR- Technical
Risk

FR- Financial RiskLRR- Legal and
Regulatory Risk

NR- Nascent Risk

Fig. 5  Radar chart showing criterion global weight
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transactions can lead to AML/CFT breaches. Logical bugs, integer manipulations, and 
other operational vulnerabilities are major hurdles in the smooth functioning of smart con-
tracts. In addition to this, financial illiteracy risks and dynamic interactions were at the bot-
tom of the list.

Theoretical and managerial implications

The outcomes of current research have several implications for DeFi entrepreneurs, poli-
cymakers, DeFi developers, programmers, and investors. With the advent of blockchain-
based smart contracts, decentralized finance is rewiring the working of financial systems. 
Several disruptors and incumbents are adopting these permissionless, non-custodial, and 
open-source solutions. Nevertheless, DeFi is a nascent area, and there are several vulner-
abilities that need to be addressed to ensure its mass adoption. The findings of the present 
research motivate developers, programmers, and entrepreneurs to understand several DeFi 
risks and come up with sustainable mechanisms to manage these risks. For regulators, 
DeFi masquerades unique challenges. Too much anonymity in DeFi protocols can have 
sinister consequences, i.e. money laundering and illicit activities. Stringent regulations can 
hamper innovations. The current research highlights the high-priority regulatory vulner-
abilities that regulators need to consider first, although, several regulators are proposing 
different regulatory frameworks to regulate DeFi protocols. However, global regulatory 
frameworks would be more effective, therefore global regulatory coordination is the need 
of the hour. Further, there should be a standardized framework for asset tokenization that 

Table 4  Global weight and ranking of all the sub-criteria with respect to main criteria of DeFi



 S. Kaur et al.13 Page 18 of 29

will assist regulators to perform technical due diligence. ERC 1400 is the latest develop-
ment in this field. ERC 1400 is a security token standard that can incorporate intricate reg-
ulations in smart contracts. From financial practitioner’s point of view, the study underpins 
the importance of slippage risk that may arise due to low liquidity. In short, technical, legal, 
and financial risks are substantial DeFi risks; to address these risks global solution net-
works may be a potential solution. These networks consist of standard, advocacy, watch-
dog, knowledge, policy, and delivery networks.

Apart from managerial implications, the study also offers novel insights for 
academicians. With the help of multivocal literature review, the present research 
reviewed various technical notes, peer-reviewed studies, white papers, govern-
ment papers, and policy reports and provided a comprehensive state-of-the-art 
understanding of key issues in the mass adoption of DeFi protocols. The study’s 
findings revealed that technical and regulatory risks are the major obstacle in the 
growth of DeFi protocols. These findings corroborate the ideas of Hayek’s the-
ory of money, which claimed that monopolies of central banks on money could 
be challenged by the novel, effective, and solvent solutions by private players 
(Hayek 1980). In addition to this, the study will guide the researchers working 
in the field of DeFi to propose novel pathways to overcome DeFi risks. Finally, 
by using a novel combination of MLR and F-AHP, the study also contributes to 
methodology.

Conclusion and future scope

DeFi is disintermediating financial services through both familiar and novel 
mechanisms. DeFi is witnessing a perfect storm and it has been accentuated to an 
$80 billion industry in 2021 (Wu 2021). In this study, the authors identified sev-
eral DeFi risks through an extensive literature survey and segregated these risks 
into five major categories. These major categories were considered as the main 
criteria. In addition to this, the present study also considered several sub-crite-
ria for every major criterion. With the help of F-AHP, the relative importance of 
each criterion and sub-criteria has been computed. Global weights have been cal-
culated for all the sub-criteria. Financial crimes, smart contract risks, transactions 
risks, and liquidity risks are key vulnerabilities that policymakers and industry 
practitioners should consider initially.

To achieve the true potential of DeFi, these risks need to be addressed. Strin-
gent regulations will not work for DeFi as it is a new and immature area. Strict 
regulations will stifle innovations. Academicians, financial practitioners, non-
state organizations, technologists, policy experts, governments, co-operations, 
and non-government organizations should come together and build a collabora-
tive ecosystem to fulfil the true promise of DeFi, i.e. financial democracy. The 
sustainable future of DeFi will depend upon the collective capabilities of different 
stakeholders to address technical, operational, financial, and legal vulnerabilities.
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The current research highlights various risks and sub-risks that hinder the 
growth of DeFi; future researchers may offer feasible solutions to these obstacles 
that will help in the evolution of this nascent field. Future studies can employ 
advanced multi-criteria decision-making techniques such as Pythagorean fuzzy 
analytical hierarchy, Pythagorean fuzzy Delphi, MICMAC to investigate and 
validate the various DeFi risk categories. Further, the present study explores the 
overall DeFi risks; future studies can investigate risks in narrow DeFi areas such 
as lending and borrowing protocols, payment protocols, and insurance protocols.

Appendix

Identifying and prioritizing decentralized finance (DeFi) risks: a fuzzy‑AHP 
approach

Questionnaire survey

Part A: general information 

Part B: survey questions In the following sheet, we would like to stimulate your 
opinion in order to select among the alternatives. The pairwise comparison scale 
is used to express the importance of one element over another.

Explanation Numeric value

If Option A and Option B are equally important: Insert 1
If Option A is moderately more important than Option B: Insert 3
If Option A is strongly more important than Option B: Insert 5
If Option A is very strongly more important than Option B: Insert 7
If Option A is extremely more important than Option B: Insert 9
Use even numbers for intermediate judgments 2,4,6,8

Comparison of various factors affecting decentralized finance

Please indicate your response to the relationship between all the critical success 
factors of Decentralized Finance are given below. Rate them on a scale of 1–9 
(Tables 5, 6, 7, 8, 9, and 10).
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