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The Facebook and Cambridge Analytica incident is just

one example in a string of events in recent years that

underlines the difficulties of managing information and

data privacy in the digital environment. In this context,

even executives from the digital world, such as Apple and

IBM, have called for more oversight on personal data use

(Reuters 2018). While many question the preparedness of

businesses and policymakers regarding online consumer

privacy issues, we all still acknowledge that we must now

focus on productive research on this topic. As such, studies

regarding the intersection between data privacy and mar-

keting analytics are particularly important. As researchers

show, it is essential to analyze digital data privacy to build

trust through sound business practices in data analytics and

to improve marketing activities (Leonard 2014; Martin and

Murphy 2017). In addition to building trust, research shows

that proper and transparent privacy policies lead to higher

consumer fairness perceptions and distributive justice

(Krishen et al. 2017).

The United States Bill of Rights includes privacy pro-

tections into different Amendments, including the First,

Third, Fourth, and Fifth (Martin and Murphy 2017).

Throughout decades, research has presented broad and

diverse definitions of information and data privacy (Adams

2017). Information privacy has been defined as ‘‘the right

to select what personal information about me is known to

what people’’ (Westin 1968). Privacy is also considered the

control of the distribution and use of consumer personal,

demographic, and online activity information (Foxman and

Kilcoyne 1993). From the consumer perspective, concern

for information privacy identifies data collection, unau-

thorized use, improper access, and error (misrepresenta-

tion) as the four key dimensions of concerns; these fall into

the two broad categories of risk beliefs and protection

beliefs (Raschke et al. 2014).

Data privacy online

Studies indicate that some of the debated topics related to

digital information privacy include various national pri-

vacy laws and regulations, the social benefits of using big

data, and culturally acceptable practices (Leonard 2014).

For example, while research reveals that countries with

tighter privacy regulations experience fewer privacy

problems, greater control can have a downside and lead to

lower advertising effectiveness and other consumer mar-

keting outcomes (Martin and Murphy 2017). Studies also

conclude that in conditions of higher perceived control

over privacy, consumers are nearly twice as likely to click

on personalized ads (Tucker 2014). Regarding privacy

notices, research finds that consumers are increasingly

frustrated with them, and reading notes come from concern

for privacy, positive perceptions about their comprehen-

sion, and higher levels of trust in the text (Milne and

Culnan 2004; Milne et al. 2006).

Research emphasizes the fact that big data can create

several privacy threats, including for persons whose data

are only indirectly involved or whose information has not

even been collected (Matzner 2014; Raschke et al. 2014;

Sánchez and Viejo 2017). Peltier et al. (2009) present a

framework for understanding consumer information
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privacy issues in direct and interactive marketing based on

three broad dimensions: (1) multiple publics, (2) informa-

tion channel developments, and (3) the publics’ responses

to privacy actions.

In this context, marketing analytics research should

analyze topics such as consumers’ attitudes towards the use

of different levels of privacy controls and regulations,

knowledge regarding privacy tools, and differences among

digital platforms. In addition, social media marketing

research can emphasize the risks and tradeoffs regarding

consumer privacy with particular interest in the role of data

analytics. Consumer-to-consumer communication chan-

nels, microblogs, blogs, social networking applications,

and other means by which they reveal their location,

beliefs, and any other private information are all important

avenues for future research (Scheinbaum et al. 2017).

Consumer attitudes and use of notices, and the midpoint in

the balance between privacy and the use of analytics to

offer better, more personalized services are also of interest.

The different publics and various information channels, as

well as the differences among them, are also topics to

consider.

Data privacy in the Internet of Things

The Internet of Things (IoTs) includes new applications

that allow consumers to check the status of their home

appliances from their smartphones, monitor their homes,

and synchronize their devices, which leads to a higher risk

of having private information collected and shared (Adams

2017). Weinberg et al. (2015) argue that the IoTs can solve

problems and create opportunities for different publics,

including consumers, businesses, communities, and poli-

cymakers, but also issues and costs related to privacy.

With regard to the IoT, privacy is related to smart things

and services surrounding consumers. It assumes individual

control over the collection, processing, and storage of

personal information, as well as awareness and control over

the use and dissemination of this information (Walker

2016; Weinberg et al. 2015; Ziegeldorf et al. 2014). In this

context, researchers note that regulations are not in corre-

lation with the advances in the market, due to information

overload, unclear information use, and the speed with

which data are exchanged (Adams 2017; Walker 2016).

Because of this, consumers are even less likely to know

that their information has been breached or shared. At the

same time, in the world of marketing analytics, marketers

need as much information as possible to be collected

through the IoT so as to offer consumers an efficient and

personalized experience. It is in this area that marketing

analytics research can have a deeper focus, into topics such

as (1) privacy regulations related to IoT and how they

impact the use of consumer data, (2) new marketing met-

rics and their relationship to consumer privacy, and (3)

consumer perceptions and attitudes towards IoT data col-

lection and processing.

Data privacy in research

While debates related to data privacy in the digital world

usually stem from data sharing issues, studies find that in

2017 only about half of the research data were shared and a

much smaller proportion openly, helping discoverability

and reuse (Stuart et al. 2018). A Springer Nature study

shows that, in their attempts to archive, publish, and share

data, researchers face time constraints and a lack of

knowledge around data standards, metadata and curation

expertise, repository options, and funder requirements

(Stuart et al. 2018). Regarding the specifics of big data and

marketing analytics, it would be especially interesting to

find the potential that a different data mining perspective or

the use of a separate method could have in the analysis of a

dataset and the discovery of new information if it became

available to others. However, the issues confronting data

breaches and privacy in practice could be affecting

researchers’ attitudes towards sharing data and putting

more effort into knowing data standards and curation

issues. Not surprisingly, more research is needed even in

terms of this marketing research topic and how it intersects

with data analytics and research efficacy and quality.

Overall, we propose that a more structured approach and

a stream of research is needed with regard to data privacy

and its relationship to marketing analytics, as these topics

have profound implications for consumers and marketers.

Both consumer and marketer attitudes towards privacy and

behavioral outcomes as well as the common regulatory

policies that all parties are willing to reach to benefit

everyone are topics that could be of particular help for

digital and IoT users, managers, researchers, and

policymakers.
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