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 INTRODUCTION 
 The lifeblood of many companies in the 
biotech sphere is the development and 
implementation of new technologies and 
products that enable them to gain a market 
advantage over their competitors. Because a 
company ’ s ability to protect its proprietary 
trade secrets from misuse by its employees on 
behalf of themselves or competitors is of vital 
importance both to the present and future 
fi nancial success of biotech companies, this 
article will focus on how the law, both civil 
and criminal, protects companies from the 
actions of their employees. Specifi cally, this 
article will briefl y describe: (a) how trade 
secrets are defi ned generally; (b) the law 
concerning the enforceability of contractual 
provisions aimed to protect trade secrets, as 
well as common law protections available to 
employers; and (c) recent trends in criminal 
prosecution of employees and former 
employees who misappropriate trade secrets.   

 WHAT IS A TRADE SECRET? 
 Since trade secrets are typically a matter of 
state law, the defi nition of a trade secret and 
the protections afforded trade secrets differ 
according to jurisdiction. Generally, however, 
the hallmarks of an enforceable trade secret 
are information or processes that are not 
generally known to the public for which a 
company derives economic value and for 
which the company takes reasonable efforts 
to keep those trade secrets confi dential. 

 Some guidance on the defi nition of trade 
secret can be found through the Uniform 
Trade Secrets Act (UTSA), which defi nes 
trade secret as  

 information including a formula, pattern, 
compilation, program, device, method, 
technique, or process that: (i) derives 
independent economic value, actual or 
potential, from not being generally known 
to, and not being readily ascertainable by 
proper means by, other persons who can 
obtain economic value from its disclosure 
or use; and (ii) is the subject of efforts that 
are reasonable under the circumstances to 
maintain its secrecy.  1    

 Signifi cantly, enforceable trade secrets do not 
need to be unique or original ideas; the secret 
must only be independently created by the 
company. 

 For example, in New York, a trade secret 
is  ‘ any formula, pattern, device or compilation 
of information which is used in one ’ s business 
and which gives (the owner) an opportunity 
to obtain an advantage over competitors who 
do not know or use it ’ .  2   New York courts 
will further consider several factors in 
determining whether something is a trade 
secret, including but not limited to: (a) the 
extent to which the information is known 
outside of the business; (b) the extent to 
which it is known by employees and others 
involved in the business; (c) the extent of 
measures taken by the business to guard the 
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secrecy of the information; (d) the value of the 
information to the business and its competitors; 
(e) the amount of effort or money expended 
by the business in developing the information; 
and (f) the ease or diffi culty with which the 
information could be properly acquired or 
duplicated by others.  2   Therefore, it is essential 
that companies remain vigilant in keeping 
information secret by establishing suffi cient 
security measures limiting access to those key 
employees who have a need to know such 
information in order to protect their trade 
secrets from future misuse.   

 HOW ARE TRADE SECRETS 
ENFORCED?  

 Contract law 
 The most common manner in which 
companies protect their intellectual property is 
through contractual agreements with their 
employees such as confi dentiality clauses and 
non-compete agreements. It is essential that 
companies include these provisions in their 
standard employment agreements, especially 
with key employees who have access to their 
proprietary trade secrets. 

 After an individual leaves a company ’ s 
employ, the company may still enforce the 
confi dentiality and non-compete provisions 
of an employment agreement. The most 
signifi cant advantage to a confi dentiality 
provision is that the employee ’ s obligations 
under such provisions generally do not have 
an expiration date following the conclusion 
of the individual ’ s employment     −     unlike 
non-compete agreements, which must have a 
reasonable temporal and geographic limitation. 
Typically, courts enforce non-compete 
agreements that are deemed to be reasonably 
limited in scope, and where enforcement is 
necessary to protect trade secrets or 
confi dential customer lists. Indeed, even 
California, which has a statutory prohibition 
on non-compete agreements, allows for an 
exception to protect an employer ’ s strong 
proprietary interests in protecting trade 
secrets.  3   

 An added contractual protection employers 
should enter into with its employees is the 
assignment of ownership to the employer of 
their inventions.  4   According to the Supreme 
Court,  ‘ (t)he respective rights and obligations 
of employer and employee, touching an 
invention conceived by the latter, spring from 
the contract of employment ’ .  5   In the absence 
of such a provision, however, the employee 
is generally considered the owner of the 
patentable work  –  though the employer is 
entitled to use the work if it was invented 
within the scope of the employee ’ s 
employment. This privilege, known as the 
 ‘ shop right ’  in the copyright context,  ‘ is 
implied where the employee uses the 
employer ’ s resources  –  the employer ’ s 
machinery or materials, aid from fellow 
employees, or the employer ’ s time  –  to 
develop the invention (and) applies only in 
the absence of a specifi c agreement between 
the parties ’ .  6   If, however, an employee is 
hired for the specifi c purpose of inventing 
the patentable material, the employer is then 
the owner of the invention and subsequent 
patent.  7     

 Common law  

 Misappropriation 
 In the absence of contractual protections, a 
company may protect its trade secrets through 
a common law action of misappropriation, 
including both wrongful acquisition and 
wrongful disclosure.  8   The burden is tougher 
to satisfy, however, without the clear, 
unambiguous language of a contractual 
provision and because a company must 
establish that the defendant / former employee 
used the trade secret in breach of a 
confi dential relationship or duty, or as a result 
of discovery by other means.  9   

 A claim for wrongful acquisition will 
generally arise where company B hires 
company A ’ s former employee who possesses 
knowledge of A ’ s trade secret(s). The claim 
rests on the principle that  ‘ (a)n employee ’ s 
duty  …  not to disclose the secrets of his 
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knowledge of an employer ’ s confi dential 
information in a narrow technological fi eld ’  
and subsequently begins employment with 
company B, one of company A ’ s competitors, 
on a similar project.  13   In these situations, 
company A will argue that because of the 
nature of the work, the former employee will 
inevitably disclose the confi dential information 
to company B. Because of the drastic impact 
of the doctrine (potentially prohibiting a 
person from working in a certain fi eld), 
however, it is narrowly construed by the 
courts.    

 Federal statutes 
 As a further disincentive for employees to 
steal their employer ’ s trade secrets, the federal 
government institutes criminal prosecutions of 
such actions. Trade secret crimes are generally 
characterized as a form of theft and, as 
opposed to state enforcement of civil trade 
secret violations, such crimes are punishable 
by federal authorities through federal 
statutes such as the Economic Espionage 
Act (EEA).  14   

 The EEA criminalizes trade secret theft 
 ‘ related to a product in interstate or foreign 
commerce with the intent to provide an 
economic benefi t to a third party ’ .  15   In order 
to establish a violation of 18 U.S.C.  §  1832, 
the government must prove: (a) the defendant 
stole, or without authorization of the owner, 
obtained, destroyed or conveyed information; 
(b) the defendant knew this information was 
proprietary; (c) the information was in fact a 
trade secret; (d) the defendant intended to 
convert the trade secret to the economic 
benefi t of anyone other than the owner; 
(e) the defendant knew or intended that the 
owner of the trade secret would be injured; 
and (f) the trade secret was related to or was 
included in a product that was produced or 
placed in interstate or foreign commerce.  16   
EEA trade secret theft is an  ‘ intent ’  crime, 
thus requiring that the perpetrator know and 
intend the consequences of his actions; mere 
recklessness and negligence will not suffi ce to 
obtain a conviction. 

employer  …  may be implied from the 
confi dential relationship existing between the 
employer and employee, and an employee 
may not use the information to the detriment 
of the employer ’ .  10   Thus, to succeed on a 
claim of wrongful acquisition against company 
B, company A must present evidence that 
company B did in fact acquire the trade secret 
and that B knew that the employee used 
 ‘ improper means ’  to acquire it. 

 Moreover, wrongful disclosure constitutes 
 ‘ disclosure or use of a trade secret of another 
without express or implied consent by a 
person who ’  improperly acquired the 
information or who knew that the 
information was obtained from a person who 
used  ‘ improper means to acquire it ’ .  11   Thus, 
unlike a claim for wrongful acquisition, 
company A must demonstrate that the trade 
secret was actually disclosed or used by the 
employee and / or company B in order to 
succeed on a claim for wrongful disclosure. 
Further, company A may still commence 
litigation even if the employee does not 
willingly disclose the trade secret (that is, 
where company B persuades the employee 
to reveal the information). In many situations, 
company B will both acquire and use 
company A ’ s trade secret information. In 
these circumstances, company A may be 
successful on both wrongful acquisition and 
wrongful disclosure claims.   

 Inevitable disclosure 
 Employers may also protect their trade secrets 
under the doctrine of  ‘ inevitable disclosure ’ , 
although it is less likely to succeed than 
relevant misappropriation actions. The 
doctrine is typically invoked only when there 
is a confl uence of the following factors: 
(a) the entities involved are direct competitors; 
(b) the employee could not perform his job 
responsibilities without utilizing the trade 
secret(s) learned from his former employer, 
and (c) the trade secret is extremely valuable 
to both entities involved.  12   Courts will 
employ this doctrine where company 
A ’ s employee develops an  ‘ intimate 
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 By way of example, the government has 
recently prosecuted the following cases of 
employee theft of trade secrets:   

   1.  In November 2010, a former 
pharmaceutical company employee 
admitted to stealing trade secrets in order 
to set up a competing venture in India, for 
which he had already established a domain 
name and solicited investors.  17   The 
defendant misappropriated confi dential 
information by both stealing it and, 
further, by e-mailing it to a potential 
investor in his competing entity. The 
former employee is subject to up to 
10 years in prison and a  $ 250   000 
fi ne. 

   2.  In November 2010, an investment bank 
employee was accused of stealing reams of 
confi dential computer code and notes of 
the company ’ s high-frequency trading 
program, which law enforcement 
authorities found at his apartment in 
New Jersey. The employee contended that 
his supervisors instructed him to take the 
confi dential information home in order 
to work on the program and thus increase 
their bonuses.  18   

   3.  In November 2010, a former automobile 
manufacturer employee pleaded guilty to 
copying roughly  $ 100 million worth of 
trade secrets on an external hard drive 
before relocating to work for a competitor 
automobile manufacturer in China. The 
defendant faces a fi ne of up to  $ 150   000 
and 5 – 7 years of prison.  19   

   4.  In November 2010, a former software 
developer was arrested for stealing 
proprietary source codes from his former 
employer and using those codes to set up 
a competing business. The defendant faces 
up to 10 years ’  imprisonment and a 
 $ 250   000 fi ne.  20   

   5.  In December 2010, a former chemist 
pleaded guilty to stealing  $ 20 million 
worth of trade secrets from a paint 
manufacturer. Specifi cally, the defendant 
took,  inter alia , chemical formulas and 

calculations, sales and cost data, product 
research and marketing data, and used 
those trade secrets for the benefi t of 
himself and a new employer. The 
defendant was sentenced to 15 months 
in jail and a  $ 31   000 fi ne.   

 Furthermore, the government enforces the 
Computer Fraud and Abuse Act (CFAA) to 
punish those who misappropriate trade secrets 
through corporate computer systems.  21   To 
establish a claim under the CFAA, the 
government must establish that the defendant 
accessed a  ‘ protected computer ’  without 
authorization knowingly and with intent to 
defraud and as a result has  ‘ furthered the 
intended fraud and obtained anything of 
value ’ .  22   

 Although the federal courts have not yet 
determined a uniform test for deciding civil 
CFAA claims, they are recognizing the 
potential for the cause of action:  

 At present, courts are split as to what 
circumstances give rise to access without 
authorization or access that exceeds 
authorization. Some courts  …  have ruled 
that an accesser who has obtained and 
use proprietary information in violation 
of a duty of loyalty violates [the] CFAA 
 …  [Others] confi ne: (i) a CFAA violation 
for accessing without authorization to 
instances involving an outsider or user 
who does not have permission to access 
the computer; and (ii) a CFAA violation 
for access in excess of authorization 
to instances involving a user whose 
authorization is limited to certain 
information.  23    

 For example, in September 2010, the 
Southern District of New York held that a 
former Goldman Sachs programmer who 
lifted code off a company computer was not 
subject to CFAA liability.  24   Although the 
defendant was charged with stealing high-
frequency trading code from Goldman Sachs ’ s 
computers before commencing employment 
with another company, the court determined 
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   6   .    19 Williston on Contracts  §  54:20 (4th ed., 
2010)  .  

   7   .     Dubilier,  289 U.S. at 187 ( ‘ One employed to make 
an invention, who succeeds, during his term of 
service, in accomplishing that task, is bound to 
assign to his employer any patent obtained. 
The reason is that he has only produced that 
which he was employed to invent. His invention 
is the precise subject of the contract of 
employment ’ )  .  

   8   .    Common law misappropriation awards typically 
include injunctive relief and unjust enrichment 
realized by the misappropriating party, among other 
awards. Because unjust enrichment is based on the 
benefi ts derived by Company B from the use of 
Company A’s trade secret, such damages can be 
relatively sizeable  .  

   9   .     Sasqua Group , 2010 U.S. Dist. LEXIS 93442, at 
*14 – 15  .  

   10   .     See ,  for example ,  BIEC Int ’ l, Inc.  v . Global Steel 
Servs. , 791 F. Supp. 489, 548 (E.D. Pa., 1992)  .  

   11   .     See  UTSA  §  1(2)(ii)  .  

   12   .     Earthweb, Inc.  v . Schlack , 71 F. Supp. 2d 299, 310 
(S.D.N.Y., 1999)  .  

   13   .      Frumkin  ,   W . D .        Trade secrets, covenants, and 
employee movement  –  employee’s perspective  , 
  http://www.ilr.cornell.edu/law/events/upload/
Frumkin_Trade-Secrets.pdf  ,   accessed 10 December 
2010  .  

   14   .    18 U.S.C.  §  §  1831 – 1839. The UTSA and EEA 
have substantially similar defi nitions of trade secret  .  

   15   .     See  18 U.S.C.  §  1832. The EEA also prohibits 
theft for the benefi t of a foreign government, 
instrumentality or agent, which carries a maximum 
penalty of 15 years in prison and a  $ 500   000 fi ne. 
18 U.S.C.  §  1831  .  

   16   .    Criminal Resources Manual  §  1129,  ‘ Elements of 
the Offense Under 18 U.S.C.  §  183 ’ .     http://www
.justice.gov/usao/eousa/foia_reading_room/usam/
title9/crm01129.htm  .  

   17   .     See U.S.  v . Jhaveri , No. 10 MJ 65 (N.D.N.Y., 
2010)  .  

   18   .     See U.S.  v . Agrawal,  No. 10 Crim. 417 (S.D.N.Y., 
2010)  .  

   19   .     See U.S.  v . Yu , No. 9 Crim. 20304 (E.D. Mich., 
2010)  .  

   20   .     See   U.S.  v . Zhang , No. 10 Crim. 827 (N.D. Cal., 
2010)  .  

   21   .    In addition to criminal penalties, trade secret 
litigants may plead the CFAA as a basis for civil 
relief under 18 U.S.C. 1030(g).  See ,  for example , 
 Nyack Hosp.  v . Moran , No. 08 Civ. 11112, 2010 
U.S. Dist. LEXIS 111651 (S.D.N.Y., 2010)  .  

   22   .    18 U.S.C. 1030(a)(4)  .  

that  ‘ unless an individual lacks authorization 
to access a computer system, or exceeds the 
authorization that has been granted, there can 
be no violation of ’  the CFAA.  24      

 CONCLUSION 
 As the law governing trade secrets is crucial 
to the development and protection of an 
employer ’ s most precious intellectual property, 
it is essential that companies use the 
contractual and common law protections 
available to shield their intellectual property 
from unauthorized use. It is further important 
that companies continue to monitor the 
ever-expanding body of law associated with 
protecting proprietary trade secrets and to 
seek help whenever they are concerned there 
is a risk that their trade secrets have been 
misappropriated.    
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