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Normalizing India’s Country Risk

Moving organizational activities outside your firm and outside your 
country’s national boundaries exposes you to risks which were previ-
ously more or less non-existent or even unknown to you. The terror 
attacks on Mumbai in November 2008 put India’s country risk under 
the limelight for a few days, companies imposed travel restrictions on 
India and quickly examined their business continuity plan, should 
the situation escalate. Such reactions were interesting to see and 
showed a complete misinterpretation of the security situation on the 
subcontinent; in fact the threat had been there for a long time, the 
threat has not changed since the events, and the security concern does 
not only come from terrorist attacks or Pakistan. It is critical that you 
understand these risks, measure the potential impact on your business 
and come up with a plan to mitigate the risks. You will never be able to 
eliminate the risks on the subcontinent, but you should at least normal-
ize them – and this is the term I will use in this chapter.

At the same time, I re-iterate that it is also risky for your business to 
stay away from offshoring because of its inherent risks. These are differ-
ent risks though; they are about losing cost advantage to competitors.

Correctly judging India’s country risk

Before countering risks with mitigation plans, you should get a flavour 
of possible causes of disruption and understand the odds that you are 
up against. Let us organize the discussion around six broad categories:

Terror attacks
Internal unrest
Cross-border tensions
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Natural disasters
Infectious diseases
Infrastructure breakdown

Of course, there are other risks that you need to consider when 
embarking on an offshore journey, such as risks of migration and delay, 
employee capability and attrition; last but not least your market reputa-
tion can also be at stake. These risks have nothing in particular to do 
with India as an offshore location, they will surface even if you are out-
sourcing to a provider within your own national boundaries.

Terror attacks

The spectre of domestic and international terrorism raises its ugly head 
every now and then, leaving violence in its wake. Islamic radicalism 
now seems to be becoming an increasingly serious threat to India. The 
most recent attacks came on 26 November 2008, when terrorists took 
hostages in some of Mumbai’s most famous hotels, hospitals and other 
landmark buildings. Mumbai’s streets emptied out and the country 
watched in horror as the hostage incident in the Taj Mahal Palace hotel 
played out on live TV for almost four full days before the gunmen were 
overpowered.

During the years before, bomb blasts in public areas took place 
with alarming frequency across the country, affecting Ahmedabad, 
Bangalore, Mumbai, New Delhi and other cities. However, their mag-
nitude, the business disruptions caused by them and the worldwide 
attention was never as big as in the November 2008 attacks on Mumbai. 
The international media first named this incident ‘Mumbai’s 9/11’, 
a reference to the attack on the World Trade Centre in New York, but as 
the scale became known, soon referred to it as ‘Mumbai 26/11’.

Where does all the terror come from? Many terror attacks, including 
Mumbai 26/11, are attributed to the two terror organizations Lashkar-
e-Tayaaba (LeT) and the Students’ Islamic Movement of India (SIMI), 
which are believed to be directed from certain elements within Pakistan. 
LeT was founded in Afghanistan and is one of South Asia’s largest and 
most active Islamic militant organizations. SIMI was started in India 
in 1977 and aims to ‘liberate’ India from Western materialistic cultural 
influences, thereby converting the country to an Islamic society; it is 
feared to be infiltrated by Al-Qaeda.

Notwithstanding the terror threats of the past, India’s government, 
police and military is only now waking up to the need to put  effective 
anti-terror measures in place. After Mumbai 26/11, the anti-terror 
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readiness was heavily criticized by the world press, India’s media and 
foreign intelligence agencies. Just look at a few facts and you can judge 
for yourself how well prepared India is to handle an attack of around 
ten terrorists. It took the NSG squad commandos ten hours to reach 
the terrorists from their base in New Delhi; their dedicated plane had 
gone to another city and first had to fly back to New Delhi to pick them 
up. Upon reaching Mumbai, they were stuck at the airport once more 
waiting for the police to arrange for local city buses to pick them up and 
drive them to the site of the terrorist attacks. Mumbai’s fire brigade did 
not have sufficient bullet-proof vests and the firemen had to do their 
job without any protection. Not only this, Mumbai’s fishermen had 
witnessed the arrival of armed terrorists in inflatable rubber speedboats 
and reported the sighting to a nearby police post, but the tip-off failed 
to rouse the police.1

India’s corporate sector and IT providers revised their security pro-
cedures but also raised concerns that CCTVs, metal detectors, and 
unarmed security guards are not effective against trained terrorists with 
machine guns.

Internal unrest

In addition to terror attacks, India faces internal unrest and violence 
caused by minority subgroups. Hindus and Muslims frequently clash, 
leading to widespread riots. The worst incident happened in Mumbai in 
1992/93 when tensions between Hindus and Muslims rose to the extent 
that 900 people died in riots and some 200,000 fled the city. In addi-
tion, members of different castes and communities sporadically clash. 
In June 2007, differences about quota benefits led to a full-blown caste 
conflict in Rajasthan; the Jaipur-Agra highway very much resembled a 
war zone. Migrant workers occasionally come into the spotlight of racial 
conflicts. In February 2008, the cities of Mumbai and Pune saw vitriol-
laced campaigns against north Indian migrant workers and as a result, 
some 10,000 people in Mumbai and 25,000 in Pune left their work at 
construction sites behind and fled to their homes in other states.2

Naxalites are insurgents with communist or Maoist ideology operating 
mostly within the rural parts of India for the past 30 years and respon-
sible for at least 6,000 deaths. It is estimated that at least 40 per cent of 
India’s territory is under Naxal control and unpoliced by the govern-
ment; 20,000 Naxalites are believed to be operating underground and 
armed – with many more overground members and sympathizers. The 
frequency and magnitude of Naxalite attacks in India is growing at an 
alarming rate, prompting Prime Minister Manmohan Singh to declare 
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them as the most serious threat to India’s national security. Despite this 
and some 130,000 military forces engaged in keeping the Naxals under 
control, there does not seem to be a clear government strategy or policy 
to deal with the Naxal guerillas; they get paid by construction compa-
nies to let the government build roads in their territory, and they get 
wooed (and paid again) by political parties, because on election day all 
votes count.3 For a fair and complete picture, I need to mention that 
the Naxal threat has not (yet) made it to the big cities and IT operations 
are pretty much unaffected by this threat.

Some parts of India are prone to being affected by strikes, which 
can result in a whole city shutting down. Sometimes it is the transport 
sector calling its members out on strike against a rise of gas prices or 
against a mandatory installation of speed delimiters in taxis. Sometimes 
it is a political opposition party calling for a general strike. While the IT 
industry is in most parts of the country declared an essential industry 
and as such exempted from the obligation to strike, employees’ abil-
ity to commute to work is disturbed and attendance in offices can be 
adversely affected. Owing to inadequate public transport systems, most 
Indian IT companies run their own arrangements with a transport 
vendor to bring employees in to work. These transport vendors employ 
drivers who form a loose union prone to calling strikes whenever they 
feel that their demands are not being met. Employees then have to 
rely on private transport or otherwise manage to get in to work. This is 
all very well during normal business hours. However, a female employee 
working the night-shift for American operations will not find it as easy 
to get home from work in the small hours. Some companies therefore 
have prior arrangements with hotels or supplies inside their building to 
meet such situations.

Cross-border tensions

The November 2008 terror attacks have further strained India’s already 
tense relationship with Pakistan. While the attacks should make it clear to 
India, Pakistan, and indeed the entire world, that it is essential for the two 
countries to work together to combat extremist threats before everything 
derails and throws both countries back into a dangerous border game in 
which they view themselves as natural and mortal enemies, unfortunately 
Pakistan still views India and its military as a living threat and perhaps as 
a greater menace than the Taliban and other extremist groups.

Pakistan and India have fought a number of wars over the disputed 
territory of Kashmir, in 1947–8, in 1965, in 1971, and most recently the 
Kargil War in 1999. Many small border incidents happen every year, 
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but the region saw its last real big stand-off in 2002 when India and 
Pakistan built up 500,000 and 120,000 troops respectively at the border. 
Concerns about a nuclear exchange returned and probably restrained 
both parties. The USA had then recommended all its non-essential citi-
zens to leave India.4

Relations between India and Pakistan thereafter continued to improve 
again and full diplomatic relations were restored in 2003. However, the 
recent upward spiral in terrorist activities culminating in Mumbai’s 
26/11 and unrest in Pakistan raise concerns for the future, both in 
India and the Western world. Depending on the political parties in 
power and the state of rule (military versus democratic) in Pakistan, 
the Pakistan–India relationship can swing from one extreme to another 
very quickly.

Unfortunately it is not only the border between India and Pakistan 
which is problematic on the subcontinent. Other borders are also dis-
puted, occasionally flaring up into public consciousness. India’s eastern 
states of Assam and Meghalaya saw violent skirmishes at the border 
with Bangladesh in April 2001. And while the long-running border 
dispute with China on the frontier with the Indian Himalaya state of 
Sikkim was finally peacefully resolved in July 2003, the line of border 
control in Ladakh remains partly unclear, and Indian defence experts 
continue to see China as a real long-term military threat. Both countries 
are competing for the same strategic space in the Indian Ocean region. 
China is hugely dependent on the oil shipping lanes passing through 
this area and appears to be actively helping Pakistan with its missile 
and nuclear programmes, possibly intending to checkmate India. The 
Indian defence establishment goes as far as to believe that it will not 
be long before the Chinese navy begins to make active forays into the 
Indian Ocean region.5

Natural disasters

Cyclones, monsoons, and other weather extremes can leave behind 
floods that cause havoc in people’s daily lives and subsequently also 
affect their ability to commute to work. The Mumbai monsoons in 
2005 brought life to a standstill in the city; for some of those people 
who ventured out unwarned (and there was no weather warning at all), 
a daily commute of one or two hours turned into a 14-hour trudge 
back home wading through waist-high water and corpses of dead ani-
mals. Mumbai’s international airport had to be closed for 30 hours and 
many offices remained closed for several days till the waters finally 
receded.



Some major cities and also IT hotspots lie in zones with seismic 
activity and are therefore prone to earthquakes. Cities in high damage 
risk zones are Chandigarh and New Delhi; Bhubaneshwar, Kolkata, 
Lucknow, Mumbai and Trivandrum are in moderate damage risk 
zones.6

Infectious diseases

India has had its share of panic in the form of the 2003 outbreak of 
severe acute respiratory syndrome (SARS), avian influenza and swine 
flu in 2009. So far, the country has always escaped lightly. Even dur-
ing the swine flu scare, India only counted a few thousand confirmed 
cases as of mid 2009. The government was swift to react with checks 
at international airports for inbound passengers and facilities for quar-
antine. But consider the government’s stockpile of 10 million antiviral 
tablets (as of mid 2009, raised from an initial 1 million stock)7 for a 
population of more than 1 billion and you realize the country’s good 
fortune in not having to deal with a deadlier and faster-spreading 
virus.

Infrastructure breakdown

IT offshore operations are very reliant on communication links with 
the onshore location including broadband access, phone lines and so 
on. While most operations are well served by dedicated communica-
tion lines, breakdowns occur every so often. A major disruption in 2008 
came from an underwater cable line being brought down by a ship 
which had strayed off the coast of Egypt, affecting Internet availability 
in parts of India.

Power supply in India still trails behind demand and most offshore 
operators have their own private arrangements with back-up diesel 
generators keeping the power supply going when the main lines go 
down. These arrangements are very much dependent on the availabil-
ity of fuel (diesel). July 2008 saw weak rainfall lowering water reserves 
in most of the hydro-electric power stations in the southern state of 
Karnataka. This led to a general weakening of electricity supply and 
greater dependency on back-up power options – generators running on 
diesel. The resulting scarcity of diesel in parts of the country, including 
the IT hotspot of Bangalore, had companies scrambling to shore up stor-
age capacity so that they could run on back-up power for longer than 
5 to 8 hours at a stretch.

On top of this, infrastructure arrangements are also thrown into disar-
ray at times by strikes or other forms of internal unrest.
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How to conduct your business impact analysis

Your offshore outsourcing contract should not be seen as an insurance 
policy against all possible risks. Unless a particular risk is specified in the 
contract, the providers will not price it into their cost model, and they 
will not compensate you for it when it happens.8 Most of the country 
risks are in any case generally considered as falling under force majeure 
and the Indian provider would not be responsible for a delivery failure 
under international contract law.

Obviously, you cannot expect the Indian service provider to bear all 
the risks and uncertainties around your offshore project. Many of the 
country risks are speculative in nature, unpredictable and lacking in any 
sort of reliable estimates of their financial or strategic impact. So, what 
can you do?

Figure 4.1 outlines the overall business continuity planning proc-
ess in four phases: assessment, strategy, implementation, and quality 
assurance. In the first phase, assessment, disaster scenario planning can 
help you to create specific situations, consider likely possibilities and 
develop reaction or mitigation plans. Such situations cannot be handled 
through normal management procedures, but they require considerable 
and company-wide support through business continuity management 
(BCM). In plain language, BCM procedures help you to stay in business 
in the unlikely event of a disaster. It is preferable to plan for very far-
reaching disasters rather than for small problems, since most smaller 
problems are partial elements of a bigger disaster. Figure 4.2 shows a 
possible high-level threat scenario analysis.

One of the first steps towards business continuity management is 
to understand the impact of the disruption. This is called the business 

Figure 4.1 Business continuity management

Assessment Strategy Implementation Quality assurance
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Disaster recovery
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Disaster recovery
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Threat scenarios Possible causes

• Connectivity (WAN, telephone)
   down
• Prolonged power outage with
  shortage of diesel supply

Business impact Recovery measures

• Transport disruption or road
   blockages (strike, riots)
• Sick leave due to pandemic or food
  poisoning from office canteen 

• Key employees and know-how
  not available
• Project/ ticket delays
• SLA breach 

• Prioritize work
• Remote access from home
• Takeover by backup team at
  another location / in another city

• Building inaccessible due to riots,
  police blockage
• Building destroyed (fire terror
  attack); flooding

• See (1) • Shift employees to backup
  location
• Remote access from home
• Takeover by backup team at
  another location

• Serial terror attacks
• Flooding, earthquake
• Local riots

• See (1) • Takeover by backup team in
  another city
• Minimal support from location in
  affected  city may be possible

• Country-wide riots
• War

• See (1) • Takeover by backup team in
  another geography
• Minimal support may be possible
  from India 

Operational disruption at
location

Low employee attendance
at location

Location outage

City outage

Country (or region)
outage

1

5

4

3

2

• Project / ticket delays
• SLA breach
• System/production down

• Prioritize work
• Takeover by backup team at
  another location / in another city

Figure 4.2 Scenario analysis for business continuity management

88



impact analysis (BIA), which tries to identify answers to the following 
key questions:

How does it affect you financially?
How does it affect your customers?
How does it affect your suppliers?
How does it affect your relationship with the authorities, for example, 
regulators?
How does it affect your reputation?

India’s country risk carries certain implications. However, it should be 
remembered that so far none of the scenarios described earlier have 
affected the IT industry in a big way. Even during the Mumbai 26/11 
attacks, Mumbai’s IT firms managed to continue operating to some 
extent. Hence you should not overreact at this point and look closely at 
the cost implications of countermeasures. Even if you are doing business 
in the Western world, there is also a business continuity risk. Just think 
about the terror attacks in London, Madrid, or New York in recent years.

Based on this analysis, in the second phase you will need to build 
your strategy and prioritize your disaster recovery objectives.

How quickly do you need to recover? The recovery time objective (RTO) 
is the acceptable amount of time till your operations should be up 
and running again.
How much do you need to recover? This is the recovery point objective 
(RPO), which is a measure of the acceptable latency of data, develop-
ment work, and so on.
What do you really need to do during a disaster? Identify the 
minimum you need to do (with respect to project team members, 
application configuration and so on) in order to support your busi-
ness during a disaster; this is called the minimum acceptable recovery 
configuration (MARC).

In parallel, you need to examine your technology architecture, the devel-
opment platform and communication infrastructure with your Indian 
IT provider, for robustness in case of disasters.

Implementation of business continuity management

As part of the business impact analysis you have identified the recov-
ery objectives, which will help you pin down the logistics for business 
 continuity management in the third phase: how do you intend to  
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recover from the disruption? This is the disaster recovery plan, which 
identifies concrete activities for the following questions:

Will you pass back the work to your company’s home location?
Will you relocate to a back-up site in the local vicinity around your 
Indian main delivery site?
Will you relocate employees to another city within India?

Since modern technology makes it possible for employees to remotely 
log onto the company’s systems, other decisions will need to follow.

Should you source all back-up arrangements and infrastructure, for 
example the recovery building, workplaces, desktops, phones and 
govern them by appropriate contracts?
Should you keep these arrangements in-house with the provider? 
Based on your recovery objectives, you will need to decide whether 
to evacuate to a back-up site in time of need or keep a dedicated site 
ready to be used at a moment’s notice?
Who forms part of the recovery team? Do all members of the recov-
ery team relocate to the back-up location or do you have a split 
recovery strategy, that is, some relocate, some work from home, and 
some come back when the situation is back to normal?
What contact numbers are important in the event of a disruption? 
How do you reach your employees (call tree) should there be an 
event outside office hours? How do you ensure that your customers 
and suppliers are informed appropriately?

Documenting all the above is the final step towards a plan for business 
continuity management. This should be discussed with your IT provider 
and be built into your offshoring contract. It is best to already be aware 
of your requirements during the vendor selection phase (see Chapter 5).

Of course, the next big task is to set up a crisis management team and 
ensure that everybody knows about the plan and has an idea of what is 
required in the event of a disruption. You will find it useful to hold brief 
sessions with all employees walking them through the plan.

The last and fourth phase of the business continuity planning process 
is about quality assurance. Physically testing the effectiveness of the plan 
(disaster recovery testing) is essential, especially in cases where you need to 
recover IT operations in a couple of hours. Needless to say, the plan needs 
to be kept up to date and revisited at regular intervals or whenever there is 
a material change in the project setup (disaster recovery plan maintenance).
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