
C ONC L US ION

BA L A NC I NG  GL OB A L  P U BL IC  G O OD S 

A N D  P R I VAC Y :  A HU M A N  R IG H T S 

A P P R O AC H  T O  BIOP OL I T IC A L 

SU R V E I L L A NC E

Surveillance is of vital importance if the international community 

wants to achieve global public good through infectious disease con-

trol. Governments, working in concert, need to collect information 

about how a disease spreads, who has the disease, and who might be 

at risk for contracting it in order to prevent an epidemic from getting 

out of control.

This reality, though, raises the specter of government intrusion 

and biopolitical citizenship. Do the extensive surveillance require-

ments of international public health programs lead to a situation 

where governments can abrogate individual rights in the name of 

health? What can be done to prevent a government from abusing its 

power and claiming the mantle of disease control to grab power and 

use it against “undesirable” elements of society?

The concerns about biopolitical surveillance and its potential for 

nefariousness are real and worth considering. The reality of the neces-

sity of surveillance for effective international infectious disease con-

trol programs is also real and worth considering. In this conflict, we 

see the biological imperatives of disease control coming into conflict 

with the social and political concerns about individual privacy and 

protection against unwarranted government intrusion.

Throughout this book, we have seen a variety of examples of how 

governments have sought to strike a proper balance between the 

global public good of international infectious disease control and the 

fears of biopolitical surveillance. We have witnessed public health pro-

grams violating individual rights, disrespecting local beliefs, and 

ignoring community needs. However, we have also seen examples 
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where governments took special care to limit their intrusions as much 

as possible, to keep their citizens fully informed of the situation, and 

to ensure that people had their basic needs cared for while they were 

under surveillance or isolation. Authorities, instead of getting drunk 

with this power, often consciously sought to limit biopolitical sur-

veillance activities. This was not always possible, and they sometimes 

got the balance wrong, but we do see clear evidence of some grow-

ing level of respect for individual rights in the face of increased 

 surveillance.

Over the years, from the efforts to eradicate struggle through the 

2002–2003 severe acute respiratory syndrome (SARS) epidemic and 

the rewriting of the International Health Regulations, we have wit-

nessed the international community incorporating more human 

rights protections into their biopolitical practices. We are seeing fits 

and starts toward creating some sort of human rights standard as part 

of public health surveillance programs, but this remains scattered and 

ad hoc. The argument of this book is more forceful in that an explicit 

individual human rights standard needs to become a vital element of 

international infectious disease control programs. Only by doing so 

can we strike the proper balance between a global public good for 

health and the need to protect people from unwarranted and overly 

intrusive biopolitical surveillance.

Arguing for such a standard raises obvious questions. What would 

this individual human rights standard look like? How would it be 

implemented? Who would be responsible for it? In this concluding 

chapter, I want to sketch out a vision for a more explicit individual 

human rights standard as a part of future international infectious dis-

ease control programs. Some of these elements are already part of the 

existing practice, while others incorporate new ideas. Taken together, 

they offer a new vision for how the international community can seek 

to reconcile the imperatives of global governance in an era where 

states remain the dominant actors and policy implementers.

A HUMAN RIGHTS FR AMEWORK FOR 
BIOPOLITICAL SURV EILL ANCE

Recognizing the connection between health and human rights is, 

fortunately, no longer so radical. Peter Baldwin, Paul Farmer, David 

Fidler, Sofia Gruskin, the late Jonathan Mann, and Daniel Tarantola, 

among others, have taken the lead in recent years in explicitly linking 

health with human rights and arguing for health as a fundamental 

human right. Their works demonstrate that infectious disease rates 
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are often higher among marginalized and disadvantaged populations, 

that lack of health and health care prevents people from realizing 

their political, economic, and social goals, and that recognizing the 

basic right to health is part of the progressive realization of an 

expanded notion of human rights.1 Their passionate, persuasive argu-

ments have helped shift the terrain of the debate about international 

health care. Instead of arguing whether there exists a right to health, 

most of the contemporary debates focus on how to provide that right. 

These debates are critically important and will continue to resonate 

throughout the international community for years to come.

When it comes to the intersection of biopolitical surveillance and 

human rights, though, the issues are somewhat different. The con-

cern is less about providing access to health care services, which is 

where much of the discussion about health as a human right focuses. 

Instead, the issue here focuses more on the incorporation of human 

rights principles into a wide array of programs. Infectious disease 

control programs do not provide the sort of comprehensive health 

services that are at the heart of discussions about health as a human 

right. These programs tend to be more passive than those that actu-

ally offer access to the health care system. This different nature of the 

programs shifts the issues that arise from trying to integrate human 

rights.

More importantly, incorporating human rights principles into 

international infectious disease control programs blurs the lines of 

responsibility between national and international governance forces. 

Infectious disease control programs and biopolitical surveillance 

largely emanate from the international level. The World Health 

Organization oversaw the efforts to combat smallpox, acquired 

immunodeficiency syndrome (AIDS), and SARS. It has responsibility 

for implementing the International Health Regulations. It operates 

the Global Outbreak Alert and Response Network (GOARN) that 

relies on official and unofficial sources to discover disease outbreaks 

before they spread too far. The directives for these programs thus 

largely occur at a global governance level.

Implementing the programs, though, happens at the national level. 

The World Health Organization cannot explicitly force any state to 

implement specific programs, nor can it directly compel cooperation 

with any of its mandates. It does have the power of naming and sham-

ing, as we saw with its response to the Chinese government’s intran-

sigence in acknowledging the scope of the SARS epidemic. However, 

as the smallpox eradication program highlighted, WHO officials do 

more oversight than program implementation. Each country working 
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on the smallpox eradication program established its own framework 

for eradication and provided most of the funding for the operation. 

WHO provided personnel and expertise, but they did not directly 

operate the programs in any country. The same would be true of 

incorporating human rights standards into biopolitical surveillance 

practices. WHO can seek to do this, but it cannot necessarily force 

their implementation.

In essence, incorporating human rights standards into biopolitical 

surveillance practices requires us to disentangle the relationship 

between national and international governance structures. It needs to 

find a way to compel states to incorporate the ideas generated at the 

international level into their national policy practices. It needs to 

encourage the adoption of an international norm into a state’s prac-

tices to the point that it becomes second nature.

Adopting a human rights framework has positive spillover effects 

too. There exists a growing belief in the existence of an international 

human right to health. The nature of this right remains highly con-

tested, as does the meaning of health itself. Evans offers one useful 

perspective. He defines the right to health as “what we do collectively 

to ensure the conditions necessary to be health.”2 Understanding and 

attempting to realize this right becomes all the more important 

because health is a necessary precondition for the fulfillment and 

enjoyment of other rights.3 People cannot realize, say, a right to edu-

cation, equality, or even freedom of assembly if they are not healthy 

enough to leave their homes or pose a health threat to others. 

Infectious disease surveillance programs help people to realize better 

health. This improved collective health status, in turn, promotes 

national development in a wide array of other areas.4 Furthermore, 

focusing on surveillance systems and making sure those systems oper-

ate in ways that benefit people provide a concrete manifestation of the 

right to health. O’Neill lamented, “What is the point of having an 

abstract right, unless you also have a way of securing whatever it is 

that you have a right to?”5 Surveillance systems are something con-

crete that moves the abstract notion of a right to health into some-

thing more tangible and accessible. It is a concrete manifestation of 

the attempt to secure that right.

Below, I offer five principles of incorporating human rights into 

biopolitical surveillance programs as a way to balance privacy con-

cerns with the imperatives of providing a global public good like 

infectious disease control. These principles draw from the experiences 

in the case studies presented in earlier chapters, existing regulations, 

and current thinking about international human rights. They seek to 
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ensure that human rights are respected in any biopolitical surveillance 

program, which in turn furthers the right to health. They provide 

assurances to individuals that their collective rights are respected.

PRINCIPLE #1: TR ANSPARENCY

Secrecy works against successful infectious disease control programs. 

It stokes fears that such programs have nefarious purposes. It keeps 

the people most affected by these programs in the dark as to their 

purpose and their rationale. It discourages information sharing 

domestically and internationally. It encourages the spread of rumors 

and engenders public distrust of the government. Transparency, on 

the other hand, allows people to know what the problem is, how the 

government is attempting to solve it, why they have selected a partic-

ular program, and how that program will be implemented. It encour-

ages governments to level with their people and the citizenry to 

cooperate with the programs. It facilitates sharing vital information 

that can be crucial to preventing a disease’s further spread. It makes 

fear mongering less likely.

Transparency, of course, is not a panacea. Some will accuse the 

government of overstating the nature of the threat in order to grab 

power. Others may assert that the proposed program is either overly 

burdensome or inadequate. Rumors may still spread, and people may 

still believe them. Individuals may have other reasons to distrust the 

government—reasons that may be completely unrelated to infectious 

disease control. Transparency offers the people who are being sur-

veilled an insight into the how and why of that surveillance program. 

That does not necessarily mean that people will agree with the sur-

veillance program, but it does mean that they will know the nature 

and conduct of the program with which they disagree. Instead of 

relying on rumor and innuendo, they can get information directly.

The historical experience clearly illustrates the importance of trans-

parency. Smallpox eradicators gained greater support and had fewer 

conflicts with local communities when they took care to explain what 

they were doing and why to residents. Early human immunodefi-

ciency virus (HIV)/AIDS programs found themselves hobbled when 

government leaders allowed rumors to spread. This promoted stigma-

tization and encouraged a response based on fear. SARS offers con-

trasting images of government transparency efforts. Singapore took a 

very aggressive but very forthright approach to combating the disease. 

The government quickly established a television channel to share infor-

mation about SARS, its spread, and how to avoid  infection. China, on 
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the other hand, denied reports of a disease epidemic, but these deni-

als directly contradicted the lived experiences of thousands of Chinese. 

The resulting secrecy inspired panic buying of supposed folk reme-

dies. Once the government did admit to presence of SARS within 

China, its lack of transparency led to confusion over its SARS control 

program.

With transparency, people can know what their government is 

doing. This then allows the citizens to evaluate whether the govern-

ment’s programs are in line with both their expectations and their 

human rights principles.

PRINCIPLE #2: WORK W ITH LOCAL AND 
EX ISTING RESOURCES

Human rights may be an international principle, but their guarantee 

and provision comes at the state and substate level. At the same time, 

infectious disease control programs originate at the international 

level, but it is up to state and local officials to actually carry out the 

necessary programs. Gaining the support of the local officials who 

are going to carry out these programs to integrate human rights into 

the infectious disease control programs is crucial. These local officials 

and the already-existing resources at the community level can be the 

bridge between international aspirations and local implementation.

By recruiting local officials and drawing on existing resources, 

infectious disease control programs become less scary and foreign. 

They are less likely to be seen as irrelevant impositions. Instead, they 

rely on these local resources to essentially translate these international 

ideas into practices that make sense to communities on the ground. 

These are officials that community members presumably already 

know and trust. The community members might believe that local 

officials who they probably know would not intend to put their friends 

and neighbors in harm’s way. They can make sure that the rights and 

needs of the local community receive the respect and attention they 

deserve.

When outsiders come into a community to introduce an infec-

tious disease control program, it is natural to doubt them and their 

motivations. Who are these outsiders, and why have they suddenly 

appeared here? What do they know about us, our traditions, and our 

beliefs? Local officials can provide necessary reassurance. Residents 

may still be wary of outsiders, but they may be more willing to 

accede if they know that these local officials who have their rights 

and interests in mind vouch for the strangers. Further, employing 
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existing resources means that residents do not have to navigate some 

new bureaucracy.

Many of the most disheartening episodes of the smallpox eradica-

tion campaign came when outside vaccinators did not use local 

employees, did not gain the trust of local officials, and did not dem-

onstrate a respect for local beliefs and customs. Their hubris led them 

to denigrate local traditions and the importance of local leaders. 

Residents responded by hiding or attempting to barricade their doors. 

Often times, such resistance continued to occur until local officials 

(often religious leaders) spoke on behalf of the vaccinators. Not until 

the vaccinators drew on the existing local resources did community 

members believe that their rights were protected.

On the other hand, the revised International Health Regulations 

explicitly seek to build local resources and incorporate local-level offi-

cials in disease reporting to ensure both timely reporting and quick 

responses. Instead of having to wait for information to pass up a 

bureaucratic chain—leading to a delayed response and possible feel-

ings of mistrust of the government’s actions—the international com-

munity can start to respond more quickly precisely because they are 

drawing on these local resources. These local resources can also pro-

vide more reassurance to residents. Instead of having outsiders snoop-

ing around for diseases, local officials who are more likely to have 

the best interests of that community are taking the lead in making 

sure that infectious disease control programs take place in a timely 

 manner.

PRINCIPLE #3: ADDRESSING PR ACTICAL NEEDS

Objections to biopolitical surveillance are not solely rooted in privacy 

concerns. In many instances, the objections arise from more practical 

fears. If I am unable to go to work for a period of time, how will I 

support my family and myself? Who will take care of me? How will I go 

grocery shopping or take care of other necessary errands? Violations 

of quarantine orders often arise from such seemingly mundane con-

cerns. People want to know that they and their families will be taken 

care of when these biopolitical surveillance programs come into oper-

ation. They want to know that their basic subsistence rights will be 

guaranteed.

Depending on the nature of the surveillance program, mobility 

may be restricted, public places may be closed, and individuals may be 

restricted from having close contact with friends and neighbors. These 

all severely undermine a person’s ability to address their basic needs 
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and fulfill their basic rights. The government can demonstrate its 

respect for such basic rights by guaranteeing the fulfillment of basic 

rights and needs. The Singaporean government provided those under 

surveillance and quarantine during the SARS epidemic a small sti-

pend, three hot meals daily, care of their pets, and health care workers 

who could handle basic errands. It made it such that those under 

quarantine could not plausibly claim that they were violating a mea-

sure designed to stop a disease’s spread out of necessity. They had 

their needs take care of. They could get access to food, care, and an 

income—three fundamental rights spelled out in international human 

rights treaties like the Universal Declaration of Human Rights and 

the International Convention on Economic, Political, and Social 

Rights. At the same time, officials in Hong Kong found themselves 

fight ing to ensure compliance with surveillance and isolation orders 

until they could guarantee these basic rights and needs to those 

affected.

Some may note a cruel irony here. Governments may fail to live up 

to these rights under normal circumstances, yet they seek to ensure 

them during a disease epidemic. This is worth noting, but two impor-

tant points should set this concern aside. First, there is nothing about 

ensuring the basic rights of individuals during surveillance and quar-

antine programs that absolves a government of the same thing during 

other times. This is not a call for ensuring basic rights only at these 

times. Second, biopolitical surveillance programs, especially when 

coupled with quarantine or isolation, are extraordinary measures. 

The government is explicitly restricting the movement of individuals, 

thus limiting their rights in certain respects. In exchange for accept-

ing these temporary limitations, it behooves a government to amelio-

rate the complications that may arise from these limitations. If a 

government is not going to allow people to move freely to carry out 

their daily business necessary to sustain their lives, then the govern-

ment has an obligation to ensure that those rights can still be met. 

This may also have the positive spillover effect of encouraging gov-

ernments to ensure that these basic practical needs are met even when 

no epidemic threatens a state.

PRINCIPLE #4: INTEGR ATION W ITH THE 
HEALTH CARE SYSTEM

Effective biopolitical surveillance requires some sort of infrastruc-

ture. Systems must exist that can collect and analyze data, as well 

as work with international officials to implement effective pro -

grams. As surveillance programs increase in size and scope, it becomes 
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increasingly important for governments to develop local health care 

systems that can capture this information.

At the same time, building up the health care system to improve 

surveillance capabilities can also help expand basic health care ser-

vices. If you already have clinicians in place to alert WHO officials 

about an outbreak of SARS, you can use those same clinicians to pro-

vide basic treatment services and preventative care to the community. 

Developing surveillance systems can thus help people to realize their 

right to health and health care. Instead of being the enemy of human 

rights, surveillance can be at the vanguard of expanding those rights.

By integrating biopolitical surveillance with basic health care ser-

vices, governments can demonstrate to their citizens that these sur-

veillance programs are about protecting health, not about grabbing 

power. It provides a more holistic, integrated approach to health and 

assists with the progressive realization of an expanded notion of 

human rights.

During the smallpox eradication campaign, supporters argued that 

the campaign would have significant positive spillover effects for pub-

lic health systems. The eradication campaign would build up the health 

care infrastructure, and then that infrastructure could continue to pro-

mote and provide basic health care even after the smallpox campaign 

ended. In fact, one vaccinator tells of an older woman in India who 

refused to get vaccinated because she did not see the point if she did not 

also receive basic health care services.6 Vaccinators in Ethiopia some-

times provided basic health services as a condition for getting residents 

to agree to vaccination.7 In interviews with leaders of the campaign after 

its success, they pointed to the development of local health care systems 

as one of the crowning achievements of the quest to end smallpox.8

By partnering biopolitical surveillance with the public health sys-

tem, people get a tangible payoff from these surveillance programs. 

Preventing the spread of a disease epidemic is highly important, but 

it is not terribly visible. Biopolitical surveillance can be relatively pas-

sive and hard to prove its efficacy in the absence of an outbreak. 

A public health system that can provide basic health care services, 

though, is something that people can experience and utilize directly. 

They can directly see the benefit to themselves and their families. 

This may make up for any lingering suspicions about the nature of the 

biopolitical surveillance or any temporary inconveniences.

PRINCIPLE #5: PROV IDE A MEANS FOR APPEAL

Biopolitical surveillance systems are not infallible. Governments make 

mistakes. Officials overreach with their programs. Rights get neglected 
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in the confusion arising out of the occurrence of a disease epidemic. 

For these reasons, it is vitally important that any international infec-

tious disease control program provide an avenue for people to chal-

lenge the system. Any person who has their mobility restricted or 

comes under surveillance should have the right and opportunity to 

question these regulations. This appeal process may not come out in 

the petitioner’s favor (just like in the judicial process), but there needs 

to be someone that individuals can question about the specifics of 

their case.

The court system may be one potential avenue for appeal, but it is 

unlikely to be a satisfactory one when it comes to disease epidemics and 

surveillance. Court cases may take a while to make their ways through 

the system. They may also require filing fees and access to lawyers 

that could put them out of reach for many potential  petitioners.

Instead, the International Health Regulations may provide an 

appropriate appeal venue. Under the International Health Regulations, 

each country must designate a National Focal Point. This focal point 

is responsible for conducting all communications with WHO and dis-

seminating information from WHO to state governments.9 It serves 

as the intermediary for international and domestic officials, making 

sure that communications flow between both parties and that poli-

cies get implemented in a timely manner.

Because the National Focal Point plays such a vital role in ensuring 

the smooth operation of surveillance systems during infectious dis-

ease outbreaks, this same body could play a crucial role in determin-

ing whether a government’s response has been appropriate. It could 

hear appeals because it is uniquely placed to understand both what 

the government is doing and what the international community is 

recommending as an appropriate response. Furthermore, they would 

likely have the most access to the most up-to-date information and 

could play a crucial role in ensuring that these surveillance programs 

change and adapt as circumstances warrant. Biopolitical surveillance, 

after all, is hardly a static idea, but rather an evolving response as 

knowledge about a disease epidemic accumulates.

These five principles will not magically eliminate all objections to 

biopolitical surveillance, nor will they necessarily address all concerns 

that may exist about such programs. Instead, they provide an honest 

attempt to balance the scientific imperatives of biopolitical surveil-

lance and its vital role in infectious disease control with the very real 

and understandable concerns about privacy violations and the expan-

sions of state power. They seek to ensure that people still have 

their voices heard while public health officials implement programs 
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 necessary to stop an epidemic’s spread. They integrate basic human 

rights principles into international public health programs. They also 

assist with integrating the right to health more firmly into interna-

tional thought and practice. The steps necessary to ensure adequate 

public health surveillance allow the international community to real-

ize the promise of the right to health by strengthening the very public 

health structures that provide basic health care.

CONCLUDING THOUGHTS

It is not uncommon to hear people talking about humanity being 

“overdue” for a disease epidemic. We read claims that we should 

expect a terrible influenza epidemic at any time because it has been 

“too long” since we last had one. In one respect, this argument is 

correct. It is incredibly likely that we will face a worldwide influenza 

epidemic again, and it may be in the not too distant future. It is also 

likely, though, that humanity’s next big disease epidemic will come 

from a disease completely unknown at the current time.

We have no way of predicting when or where the next disease epi-

demic will emerge. We cannot know whether the next big epidemic 

will come from a disease about which we already know or if a new 

pathogen will emerge to sicken us. Given all this uncertainty, it is of 

crucial importance that the international community establish disease 

surveillance systems and work toward controlling the spread of infec-

tious disease in a global partnership. Infectious disease control is a 

global public good, something that benefits all humanity.

We must remain cognizant, though, of the very real and justifiable 

fears that exist over governments implementing surveillance systems. 

People fear that these structures could be used to gather arbitrary 

information, strengthen the state’s grasp on power, or deny rights to 

particular individuals. As the case studies presented in this book have 

shown, governments have sometimes used these surveillance pro-

grams in a capricious manner.

How, then, can we balance the scientific imperatives of effective 

international infectious disease control programs with respecting the 

privacy concerns of the people most affected by these surveillance 

programs? I put forward the argument that a thorough integration of 

human rights principles can allow surveillance programs to operate 

while still allowing people to have their voices heard and their con-

cerns respected. It can encourage cooperation at all levels, which may 

in turn minimize the length of time in which these programs must 

operate.
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Humanity officially won the struggle against smallpox in 1980. 

Since that time, new infectious diseases have continued to emerge, 

and the international community has redoubled its collective efforts 

to keep people safe from disease epidemics. Incorporating human 

rights principles into biopolitical surveillance and international infec-

tious disease control programs can go a long way toward ensuring 

that these efforts against disease epidemics receive the cooperation 

they need to succeed.


