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Wavelength division multiplexing of continuous
variable quantum key distribution and 18.3 Tbit/s
data channels
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Quantum key distribution (QKD) can offer communication with unconditional security and is

a promising technology to protect next generation communication systems. For QKD to see

commercial success, several key challenges have to be solved, such as integrating QKD

signals into existing fiber optical networks. In this paper, we present experimental verification

of QKD co-propagating with a large number of wavelength division multiplexing (WDM)

coherent data channels. We show successful secret key generation over 24 h for a

continuous-variable QKD channel jointly transmitted with 100 WDM channels of erbium

doped fiber amplified polarization multiplexed 16-ary quadrature amplitude modulation sig-

nals amounting to a datarate of 18.3 Tbit/s. Compared to previous co-propagation results in

the C-band, we demonstrate more than a factor of 10 increase in the number of WDM

channels and more than 90 times higher classical bitrate, showing the co-propagation with

Tbit/s data-carrying channels.

https://doi.org/10.1038/s42005-018-0105-5 OPEN

1 National Institute of Information and Communications Technology (NICT), 4-2-1 Nukui-kitamachi, Koganei, Tokyo 184-8795, Japan. 2 Department of
Physics, Gakushuin University, 1-5-1 Mejiro, Toshima-ku, Tokyo 171-8588, Japan. Correspondence and requests for materials should be addressed to
T.A.E. (email: eriksson@nict.go.jp)

COMMUNICATIONS PHYSICS |             (2019) 2:9 | https://doi.org/10.1038/s42005-018-0105-5 | www.nature.com/commsphys 1

12
34

56
78

9
0
()
:,;

http://orcid.org/0000-0003-2977-7713
http://orcid.org/0000-0003-2977-7713
http://orcid.org/0000-0003-2977-7713
http://orcid.org/0000-0003-2977-7713
http://orcid.org/0000-0003-2977-7713
mailto:eriksson@nict.go.jp
www.nature.com/commsphys
www.nature.com/commsphys


Recent advances in quantum computing are threatening the
security of today’s communication networks1. It is expected
that current systems will be upgraded with post-quantum

public key cryptography designed to be resilient against quantum
computing attacks2,3. Unfortunately, even post-quantum cryp-
tography cannot be provably secure against so-called “store now,
decrypt later” attacks in which an attacker can undetectably
wiretap a link and store the information until sufficient techno-
logical advances have been made to break the encryption4. This is
especially a threat for users of sensitive data, that may have
secrecy periods of 100 years or more, such as military, healthcare
institutions, and government departments4.

Encryption that is secure against an eavesdropper with
unbounded computational power can be achieved using one-time
pad5, in which the two communicating parties need to share a
secret symmetric key. Quantum key distribution (QKD) can
provide means to establish the symmetrical secret key between
two remote parties regardless of the equipment available to
potential attackers of the channel6,7. QKD has been known since
the introduction of BB848 and Ekert’s protocol9, and can typically
be divided into discrete variable (DV) protocols8,9, relying on
properties of single photons, and continuous variable (CV) pro-
tocols using coherent or squeezed states10–12. Significant effort
has been dedicated to both security proofs6,13–16 and experi-
mental demonstrations17–22, showing that QKD is a promising
technology to provide security for next generation communica-
tion systems4,14,23–27. Notably, QKD has been demonstrated in
installed fiber networks28–30, over point-to-point free-space
optical links31,32, and for satellite links33,34. Commercial QKD
solutions are available35–37 and QKD has even been employed in
real world use cases38,39.

Despite significant research progress, QKD is yet to become a
viable technology for widespread use. One obstacle is the cost,
including not only the QKD transmitter and receiver, but also
rental or deployment cost of optical fibers, which may be higher
than that of the QKD system itself. If QKD channels can be
integrated into the existing communication network architecture,
the total cost of a QKD link may be greatly reduced. This means
that QKD channels should be able to co-propagate with classical
data channels in the same fiber, using multiplexing techniques
such as wavelength division multiplexing (WDM) without suf-
fering significant penalties from crosstalk, and/or compromising
the security. Joint transmission of DV-QKD and between one to
four on–off keying channels40–43 has been demonstrated. Further,
coexistence of DV-QKD channels propagating at 1300 nm with
20 and 32 coherent modulation channels propagating at 1550 nm,
has been demonstrated44,45 as well as joint propagation in the C-
band with two 100 Gbit/s coherent channels and 8 unmodulated
carriers46.

For practical implementations, CV-QKD has many features
which makes it an interesting alternative to the more developed
DV-QKD solutions; the receiver is based on shot-noise limited
commercially available balanced photodetectors compared to
bulky and costly single photon detectors, the local oscillator (LO)
acts as a spectral filter, and the transmitter can be built using
conventional telecommunication equipment. Coexistence with
classical channels is less explored for CV-QKD compared to DV-
QKD. It has been shown that CV-QKD has the potential to be
more tolerant to noise originating from WDM channels47.
Recently, joint transmission of CV-QKD with unmodulated
classical intensity carriers48, as well as on–off keying signals49–52,
has been demonstrated.

To keep up with the traffic demands, current generation fiber
optical communication systems are leveraging fully populated
WDM transmission, which typically carry more than 100 WDM
channels53,54. Further, the transponders have moved from simple

intensity modulation formats to coherent quadrature amplitude
modulation (QAM) techniques with higher spectral efficiency55.
These systems most often apply optical amplifiers such as erbium
doped fiber amplifiers (EDFAs), that generate wide bandwidth
amplified spontaneous emission (ASE) noise. Previous experi-
ments on joint propagation of classical data channels and QKD
channels, both CV and DV, have been limited in terms of the
number of classical channels. Further, in most cases legacy
modulation formats, such as low bitrate on–off keying, have been
used, or Tbit/s data-rates are estimated from co-propagating
unmodulated high power continuous wave laser tones and not
actual data-carrying signals46. Furthermore, to the best of our
knowledge, previous demonstrations have not used any optical
amplification of the data signals, which is a key component in
modern WDM systems. For widespread deployment, it is crucial
to demonstrate that QKD channels can co-exist in the current
state of the art fiber optical network and not only under very
simplified experimental conditions without EDFAs and/or with
unmodulated carriers emulating the classical channels.

In this paper, we demonstrate joint propagation of QKD and
wideband WDM transmission of classical data-carrying coherent
channels. We transmit a CV-QKD channel jointly with 100
coherent polarization-multiplexed (PM) 16QAM WDM chan-
nels, amounting to 18.3 Tbit/s classical datarate (assuming 7%
forward error correction overhead). The study in this paper is an
extension of our initial trials with 18 WDM PM-16QAM chan-
nels56. The result of this paper is compared to previous results
with implemented data-carrying classical channels in Fig. 1. We
report an experimental demonstration of a co-propagating QKD
channel with state-of-the-art classical data-rates and number of
WDM channels. For co-propagation in the C-band, we show the
first demonstration with Tbit/s classical data rate and more than a
factor of 10 increase in the number of WDM channels over
previously reported results. Compared to any former CV-QKD
demonstration, we show co-propagation with two orders-of-
magnitude higher data rates. We demonstrate generation of secret
keys for 24 h over 10 km of fiber and we confirm that all the
classical channels are error free and not affected by the QKD
system. We also show that in-band ASE noise stemming from
EDFAs for the classical channels, limits the effectiveness of CV-
QKD systems and may even prohibit secure communication.
However, it is possible to overcome this issue by proper notch
filtering of the noise before multiplexing the QKD and the clas-
sical channels. The findings in this study represents a big leap
forward for QKD technology, demonstrating that it is possible for
QKD signals to share the current network infrastructure.

Results
Continuous variable quantum key distribution system in the
presence of ASE. The CV-QKD transmitter is shown in Fig. 2
and is based on a distributed feedback (DFB) laser, with a
wavelength of 1549.5 nm, pulsed by a 10MHz electrical signal.
We apply discretely modulated CV-QKD based on the so-called
four-state protocol57,58. The CV-QKD signals are generated by
modulating the pulse train with four discrete phase states, i.e.
similar to 4QAM modulation. A pulsed copy of the transmitter
laser is shifted in time compared to the CV-QKD signal, and
transmitted on orthogonal polarization. This pulsed copy is used
in the receiver as LO. The output power of the CV-QKD signal is
controlled by a variable optical attenuator (VOA). Also generated
is a 100MHz clock synchronization signal at 1310 nm. The sig-
nals are transmitted over 10 km of standard singlemode fiber
(SSMF) as shown in Fig. 2. The receiver is based on single
quadrature measurements (often referred to as homodyne
detection in quantum applications) with random basis selection
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using the transmitted copy of the signal laser as LO. The receiver
performs active polarization and phase tracking. We apply
reconciliation based on low-density parity-check (LDPC) codes
and evaluate the secret key rate after privacy amplification. For
more details see the Methods section.

In almost all modern fiber optical communication networks,
optical amplifiers such as EDFAs, are used. These amplifiers
generate broadband amplified spontaneous emission (ASE) noise.
For classical communication, the out-of-band ASE noise that
leaks to other WDM channels for instance in multiplexing stages,

can in most cases be neglected. However, this is not the case for
CV-QKD signals which are heavily penalized by any small
amount of excess noise in the channel. We investigate the
influence of ASE noise on the CV-QKD channel by coupling
broadband ASE noise together with the CV-QKD channel, as
described in the Methods section. In the experiments in this
paper, the ASE noise is originating from amplifiers within the
classical transmitters. However, another possible scenario is that
the classical channels are transmitted over a periodically
amplified multispan link and that the QKD channel is
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co-propagating over one of the spans in a longer link. Note that
the measurements of the ASE noise tolerance is valid for both
these cases.

In Fig. 3, we plot the change in secret key rate (SKR) in relation
to when no ASE is present, as a function of ASE power. For each
measurement point, the SKR is averaged over 10 min. For the
points at low in-band ASE power, the SKR is slightly higher than
for the case without any ASE noise present. This is due to slowly
varying effects on the SKR (which we will see later in this paper
where the SKR is measured over 24 h) and attributed to changing
external conditions. For in-band ASE noise powers higher than
−59.2 dBm/0.1 nm, no secret keys can be generated. This
requirement is most likely not fulfilled by currently installed
multiplexing equipment where a certain amount of crosstalk
between WDM channels is tolerable. In other words, new
multiplexing equipment with sufficient extinction of in-band ASE
noise for the QKD channels may have to be developed.

To combat the in-band ASE noise, we construct an optical
notch filter that is applied on the classical channels before they
are combined with the CV-QKD channel, as shown in Fig. 2.
Unfortunately, the roll-off of the filter function of the wavelength
selective switches (WSSs) that were used, prohibits us to construct
a very narrow filter. While sending ASE noise into the notch filter
structure, we increased the notch filter width until we saw no
penalty on the CV-QKD channel. The filter width is approxi-
mately 4.00 nm and to suppress crosstalk, the same notch is
created in the WSS of the transmitter structure generating the
classical coherent channels. These two filters remove 20 WDM
channels centered around the CV-QKD wavelength. The
measured spectra showing the notch, the CV-QKD channel and
the classical channels are shown in Fig. 4. Since loss is the main
limiting factor for CV-QKD, we place the CV-QKD channel close
to 1550 nm to operate at the minimum loss of the SSMF.

Joint propagation with 100 coherent data channels. The
transmitters for the classical coherent signals are shown in Fig. 2.
We generate 100 WDM channels of 24.5 Gbaud PM-16QAM
with channel spacing of 25 GHz, amounting to a total bitrate of
18.3 Tbit/s assuming 7% forward error correction overhead. The

channels are split into two bands of 50 channels located on
wavelength on both sides of the CV-QKD channel as shown in
the measured spectrum in Fig. 4. The total launch power of the
classical channels is 12.9 dBm. In our experiment this power is
limited by the maximum output power of the last EDFA (~28
dBm), the loss of the second WSS, and fact that we use a 10%
coupler to combine the classical channels with the CV-QKD
channels to avoid large amounts of excess loss for the CV-QKD
channel.

To evaluate the performance of the CV-QKD system, we
perform measurements of the SKR over 24 h, with and without
the 100 co-propagating classical channels. The results are shown
in Fig. 5. The SKR is slowly changing over time, which is
attributed to varying experimental conditions such as tempera-
ture in the lab, vibrations from people moving around the setup,
polarization changes in the fiber, drifting wavelength of the
transmitter laser, etc. The fast dips in the SKR are attributed to
the active polarization and phase tracking that sometimes
experience fluctuations that are too rapid for the feedback system
to handle properly. The mean SKR over 24 h without classical
channels is 27.2 kbit/s and when the 100 classical channels are co-
propagating it is 28.9 kbit/s. The slightly higher SKR for the case
with classical channels is a statistical artifact due to the slowly
varying performance of the system. These results show that it is
possible to simultaneously transmit a CV-QKD channel with a
large number of coherent data channels without reduced
performance of the CV-QKD system, given that proper rejection
of the in-band ASE noise is achieved. We also performed
experiments with 18 WDM channels, placed in the lower
wavelength band to facilitate the worst case spontaneous Raman
noise case. Also in this case, we did not see any influence on the
QKD channel for up to 1.2 dBm launched power per channel
(which is higher than optimal for the classical channels). We do
notice that the SKR for the case with the classical channels co-
propagating, is experiencing a larger variance in the SKR, possibly
this could be due to small reflections in the many fiber connectors
in the system, which are more prominent when the higher power
classical channels are present.

To investigate the possible nonlinear noise generation, we
perform calculations of the spontaneous Raman scattering (SRS)
noise, which has been shown to be the dominating nonlinear
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noise source59. Different noise sources from WDM channels have
been studied59. In our case, we can neglect in-band ASE noise and
linear crosstalk from the WDM channels since we have tuned the
notch filter such that we do not see any impact on the SKR. The
calculated Stokes and anti-Stokes SRS is shown in Fig. 6 and the
total SRS noise is shown for different transmission distances. The
SRS coefficients are selected to reflect the worst case and chosen
from Eraerds et al.60. Indicated is also the measured in-band noise
levels where the SKR starts to decrease and where no secret keys
can be generated (from Fig. 3), translated to the output of the
fiber. At 10 km, the expected SRS noise is below the levels
that impacts the SKR in our experiments. This supports that the
SKR is not affected by the 100 co-propagating channels in our
experiment.

Performance of the 100 classical coherent channels. For a sys-
tem co-integrating CV-QKD and classical data channels, the
performance of the classical channels should also be addressed.
Several sources of possible degradation of the classical channels
exist, such as the penalty from any extra multiplexing compo-
nents (notch filter in our case), possible restrictions on the launch
power, and nonlinear crosstalk from the pulsed local oscillator of

the CV-QKD system. To assess this, we detect each of the
channels using the coherent receiver depicted in Fig. 2. The
receiver bandpass filter center wavelength and the wavelength of
the LO laser are adjusted to match the channel under test. We
apply conventional digital signal processing as outlined in the
Methods section. The bit-error-rate (BER) of each of the classical
coherent channels with and without the CV-QKD signal on is
shown in Fig. 7. The BER of each channel is far below typically
assumed forward error correction (FEC) thresholds, e.g. Reed-
Solomon codes with 7% FEC overhead with a decoding threshold
around BER= 10−3. Further, the BER averaged over all channels
is the same with and without the CV-QKD channel co-propa-
gating, showing that no significant nonlinear crosstalk from the
pulsed local oscillator to the classical channels occurs.

Discussion
We have experimentally demonstrated that CV-QKD can co-exist
in WDM fiber optical networks with 100 WDM channels of
EDFA amplified coherent 24.5 Gbaud PM-16QAM channels,
summing up to a total classical bitrate of 18.3 Tbit/s. To the best
of our knowledge, this is the first ever demonstration of joint
transmission of QKD and Tb/s classical data-carrying channels in
the C-band. The results represent an important step towards
practical implementation of QKD technology as we show that it is
possible for CV-QKD to share the infrastructure of fiber optical
networks in densely populated links with 100 channels. In the
following paragraphs, we discuss some implications of our results
and propose future studies to bring further insights into different
limitations and challenges.

In previous experiments with CV-QKD channels co-
propagating with classical channels, it appeared that no optical
amplifiers have been incorporated in the transmitter side48–51.
Most fiber optical links today are using amplifiers, such as EDFAs
or semiconductor optical amplifiers, which generate ASE noise.
Our results show that if we can achieve sufficient suppression of
the in-band ASE noise, coexistence of EDFA amplified classical
channels and CV-QKD channels is possible. However, further
studies on the suppression ratio of conventional multiplexing
components, such as those deployed in the field, should be per-
formed. Further, on the transmitter side, the EDFAs are typically
placed after the multiplexing components. In other words, the
QKD transmitter cannot simply use one port of a WDM multi-
plexer but will require novel multiplexers after the EDFAs. Simple
add-on components for the existing architecture are of interest,
and in the long run novel multiplexing components that take
QKD channels into account should be investigated for future
deployment of new fiber optical links.
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The large bandwidth of the notch filter in this experiment is
attributed to the characteristics of the employed WSSs. Using a
smaller bandwidth notch inferred linear ASE crosstalk to the
CV-QKD channel due to the roll-off of the filter function. For
conventional communication applications, extremely good sup-
pression is not a major design target as other noise factors such as
in-band ASE noise are much more prominent. But as seen in
Fig. 3, extreme suppression of ASE noise is needed for the
CV-QKD channel. This adds a new design criterion for future
notch filters targeting QKD applications. By using sharp roll-off
filters with sufficient suppression, future studies should investi-
gate how closely it is possible to place the classical channels to the
CV-QKD channel without inflicting penalties, to avoid reducing
the spectral efficiency of the system. Further, it should be inves-
tigated if placing the classical channels closer will add nonlinear
crosstalk to the CV-QKD channel.

The transmission reach in our investigation is mainly limited
by the loss that the transmitted LO suffers in both the channel
and the components needed for multiplexing with the classical
channels, with a total loss of approximately 7 dB compared to the
expected loss of 2 dB for the 10 km of fiber. Several techniques
exist to increase the reach of CV-QKD, such as for instance
employing a true local oscillator with transmitted pilot symbols
for phase tracking61,62. However, regarding the influence from
the classical channels to the CV-QKD channel, the results in this
paper would mostly hold even if the transmission distance is
increased. The ASE crosstalk penalty is independent of the reach
and nonlinear crosstalk such as cross-phase modulation and four-
wave mixing occurs in the beginning of the link where the power
is high. An exception is spontaneous Raman scattering which has
a peak at distances around 20 km51, see Fig. 6. However, penalty
from nonlinear crosstalk could possibly become an issue if it is
required to further increase the launched optical power of the
classical channels and/or channels are placed closer to the CV-
QKD wavelength. To increase the SKR, the pulse repetition rate
could be increased. However, this may increase the crosstalk from
classical channels since the bandwidth is increased. Another
possibility is to also employ WDM for the CV-QKD channels.

Method
Continuous variable quantum key distribution setup. The setup of the QKD
system is shown in Fig. 2. For details on the system please see Hirano et al.63. The
protocol that is used is based on discretely modulated states57,58, e.g. similar to
classical 4-QAM modulation (sometimes referred to as the four state protocol).
This protocol benefits from simple signal generation in the transmitter and efficient
error correction schemes. However, security has been proven for Gaussian col-
lective attacks but not yet for general attacks63. The modulation is achieved using a

digital-to-analog converter that generates four different amplitudes, driving an
electro-optic phase modulator. The light source is a distributed feedback (DFB)
laser at 1549.5 nm which is directly modulated by a 10MHz electrical signal to
generate a pulse train. The signal is split into two arms, where 1% is directed to the
modulation stage and 99% of the pulsed signal is kept unmodulated and delayed in
time before being recombined with the modulated signal on orthogonal polariza-
tion. This delay is introduced to limit crosstalk between the QKD signal and the
phase reference signal. The output power of the CV-QKD signal is adjusted by a
variable optical attenuator (VOA) to be approximately 70% of the single photon
energy. To synchronize the transmitter and receiver, a sinusoidal signal is gener-
ated by directly modulating a DFB laser at 1310 nm using a 100MHz tone. This
eliminates the need for digital clock recovery which is challenging for CV-QKD
signals. The clock signal is combined with the 1549.5 nm signal using a 1300 nm/
1550 nm WDM coupler.

The CV-QKD receiver starts by demultiplexing the synchronization signal
using a 1300 nm/1550 nm WDM coupler where the 1310 nm signal is directed to a
photodetector from which the generated electrical signal is used to synchronize the
sampling rate of the analog-to-digital converter (ADC) to 100MHz. The 1549.5 nm
signal is first directed to an optical bandpass filter (BPF), with ~1.2 nm in 3dB
bandwidth, which suppresses the classical WDM signals. The wider than necessary
bandwidth is chosen for two reasons, the first is that it had the lowest loss of the
available filters, and the second is that the wavelength of the transmitter laser is
observed to be varying by at least ±0.1 nm over time and any excess loss to the CV-
QKD channel is directly affecting the SKR. Polarization correction is applied by
occasionally measuring the power of the CV-QKD signal arm and minimizing this
power by rotating the polarization state before the polarization beam splitter (i.e.
minimizing the crosstalk from the polarization multiplexed local oscillator). The
CV-QKD signal is directed to a switch which is used to block the CV-QKD signal
to characterize the shot noise variance of the receiver. The other arm of the
polarization beam splitter contains the pulsed copy of the transmitter laser which
will be used as local oscillator. This signal is sent to an electro-optic phase
modulator which is driven by a digital-to-analog converter (DAC) that generates a
random binary pattern that selects the quadrature to measure (i.e. basis selection).
The DAC also generates an adaptive bias signal which is used for phase
stabilization. This bias is controlled by feedback from the detected electrical signal.
For details on this method please see Hirano et al.63. Other phase referencing
methods exist, such as digital phase tracking based on pilot signals and a true local
oscillator61,62. Transmitting the local oscillator, as in this paper, relaxes the laser
linewidth requirement and enables a phase reference without having to transmit
pilot symbols. However, it comes at the cost of lower receiver performance since
the local oscillator is affected by the channel loss. The CV-QKD signal and the
pulsed local oscillator are combined in a 3 dB coupler whose outputs are sent to a
balanced photodetector. The amplified electrical signal is digitized with the ADC
board.

CV-QKD protocol operation. The CV-QKD transmitter generates 106 pulses at a
time where half of them are used for parameter estimation. The mean value and
variance of each of the four coherent states are estimated. These parameters are
used to estimate the excess noise and the loss of the channel. Further, from the
parameter estimation signals, the phase offset between the CV-QKD signal and the
LO can also be estimated63, which is used as a feedback signal to the receiver phase
modulator (as explained in the previous paragraph). Reverse reconciliation is
performed using non-binary low-density parity-check (LDPC) codes running on a
graphics processing unit (GTX 680)64. Privacy amplification is performed using
Toeplitz matrix multiplication65. The mutual information between the transmitter
and the receiver as well as the Holevo information between the eavesdropper and
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the receiver are calculated using the estimated excess noise and loss of the channel.
Here we assume that an eavesdropper cannot control the internal noise sources in
the CV-QKD receiver12. These quantities are used to calculate the compression
factor needed for the privacy amplification. For more details on the implemented
protocols, please refer to the appendix of the study by Hirano et al.63.

Classical signals: PM-16QAM WDM transmitter and receiver. The light source
for the classical coherent channels is an optical frequency comb with 25 GHz
carrier spacing. We generate 100 WDM channels using two transmitter structures
that produce loading channels and measured test channels. The transmitters are
based on dual-polarization (DP) I/Q-modulators driven by arbitrary waveform
generators (AWGs) running at 49 Gsample/s. The AWGs generate polarization
multiplexed 16-ary quadrature amplitude modulation (PM-16QAM) signals using
pulses with a root-raised cosine pulse shape with 0.01 roll-off.

The test band contains 3 modulated carriers while the load channel generates
the remaining 97 carriers. The first WSS in the load channel path serves to roughly
flatten the power of the carriers from the frequency comb. The second WSS serves
four purposes; it removes out of band ASE noise, it generates a notch for the CV-
QKD channel (roughly matching the bandwidth of the following notch filter), it
flattens the spectrum, and it generates a second notch where the test channels are
inserted. The wavelength of this notch is varied depending on which channel that is
measured. The modulated channels are sent through 28 km of SSMF to decorrelate
the WDM channels using the dispersion.

For the test channels, three neighboring carriers with varying center frequency
depending on the measured channel are selected using a BPF. The center channel
(which is the channel under test) is sent to one DP-I/Q-modulator while the two
neighboring channels are sent to a second DP-I/Q-modulator. The modulators are
driven with the same AWG and the signal in the two arms are decorrelated using
fibers with different lengths. The testband and the load channels are combined
using a 3 dB coupler. The signals are amplified using EDFAs at several places
indicated in Fig. 2. For more detailed information on the transmitter setup, please
see Puttnam et al.66. Note that for the long term measurements of the CV-QKD
performance, we use full load band without inserting the test channels. The main
reason for this is that the power of the test band was observed to be slowly varying
over time due to polarization effects in the transmitter and we want to avoid that
the power of the classical channels decreases during the measurements of the CV-
QKD performance.

For measurement of the classical channel quality, we apply a conventional
coherent receiver to detect one WDM channel at a time. The receiver applies a
tunable bandpass filter that is adjusted to the channel under test (i.e. the center of
the generated test band in the transmitter). Further, the receiver local oscillator
(100 kHz linewidth tunable external cavity laser (ECL)) is also tuned to
approximately the same wavelength as the channel under test. We apply offline
digital signal processing (DSP) algorithms: Resampling to two samples per symbol
and normalization is followed by a dispersion compensation stage. Polarization de-
multiplexing is achieved with a 2 × 2 multiple input multiple output (MIMO) filter
structure using 17-tap filters whose coefficients are first updated using a radially
directed error function for pre-convergence then switched to a decision-directed
least-mean square error-function. Frequency offset estimation and carrier phase
estimation based on a decision-directed algorithm with test phase angles is
embedded into the equalizer update loop.

In-band ASE measurements. To investigate the in-band ASE noise tolerance of
the CV-QKD system, we use the ASE noise generation stage shown in Fig. 8. To be
able to generate and accurately measure ASE noise with very low power in CV-
QKD spectral band, we use two cascaded WSSs to create wide notches (roughly 6
nm) in the ASE noise. We then measure the spectral power on both sides of the
notch and average the power. By knowing the notch attenuation we can calculate
the in-band ASE noise power. A manually variable optical attenuator (VOA) is
used to change the ASE noise power before the signals are sent to the 10% coupler
in the transmitter shown in Fig. 2. The noise power is measured by the optical
spectrum analyzer (OSA) indicated in Fig. 2.

Notch filter system. As discussed in the results section, in-band ASE noise is
detrimental to the performance of CV-QKD signal. Since we have several EDFAs in
the transmitter, we need to apply a notch filter in the classical signal arm to remove
the ASE noise at the CV-QKD spectral occupancy. To achieve this, we apply two
cascaded WSSs with a high power EDFA (28 dBm) in between as indicated in
Fig. 2. Both WSSs are programmed to carve a notch that is roughly 4.00 nm in 3 dB
bandwidth. This is much larger than what would be necessary with ideal compo-
nents. However, the filter functions of the WSSs had a slow roll-off and by filtering
ASE noise and monitoring the excess noise of the CV-QKD signal, we increased the
filter bandwidth until we saw no penalty for the CV-QKD signal. At this point, we
further increased the bandwidth slightly to add a margin to account for frequency
drifts of the transmitter laser.

Spontaneous Raman scattering noise. The spontaneous Raman scattering noise
in the forward direction can be modeled as

PSRS ¼ PLβðλÞLηchΔλ ð1Þ

where PL is the launched optical power, β(λ) the spontaneous Raman scattering
(SRS) coefficient, L the channel length, ηch the transmittance and Δλ the band-
width59. β(λ) is from ref. 60 to be 4 × 10−9 km−1 nm−1 for the anti-Stokes SRS and
5 × 10−9 km−1 nm−1 for the Stokes SRS. Note that this overestimates the SRS since
we use the highest β(λ) within our bandwidth of interest for both cases. Since we
use 50 channels in the lower band and 50 channels in the upper band, we divide the
total power of 12.9 dBm (measured in the experiments) equally between the two
bands. Δλ is chosen to be 0.1 nm, which is much wider than our receiver electrical
bandwidth. However, it allows us to directly compare to the noise levels to our
measured ASE noise tolerance levels in Fig. 3.

Data availability
The data that support the findings of this study are available from the corre-
sponding authors upon reasonable request.
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