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Coherent-State-Based Twin-Field
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Large-scale quantum communication networks are still a huge challenge due to the rate-distance limit
of quantum key distribution (QKD). Recently, twin-field (TF) QKD has been proposed to overcome this
limit. Here, we prove that coherent-state-based TF-QKD is a time-reversed entanglement protocol,
where the entanglement generation is realized with entanglement swapping operation via an
entangled coherent state measurement. We propose a coherent-state-based TF-QKD with optimal
secret key rate under symmetric and asymmetric channels by using coherent state and cat state coding.
Furthermore, we show that our protocol can be converted to all recent coherent-state-based TF-QKD
protocols by using our security proof. By using the entanglement purification with two-way classical
communication, we improve the transmission distance of all coherent-state-based TF-QKD protocols.

Since the first quantum key distribution (QKD) experiment with 32 cm free-space channel’, a lot of efforts have
been devoted to achieving long-distance QKD. Recently, the maximum distance of point-to-point QKD has been
pushed up to 421 km ultralow-loss fiber®. Several experiments show that quantum-limited measurement>* and
QKD? can be demonstrated by using satellite-to-ground downlink with more than 1000 km free-space channel.
Furthermore, measurement-device-independent (MDI) QKD® has been performed over 404 km ultralow-loss
fiber” by using the optimal four-intensity set®, which is immune to any attack on detection’ by exploiting the
Bell state measurement. Further increasing the fiber-based transmission distance without quantum repeater is
a difficult obstacle to overcome. In the literature, without the help of trusted relay or quantum repeater, people
believe that the limit is approximately 500 km fiber!?. The strong evidence comes from the secret key agreement
capacity of repeaterless quantum channel'"!?, where the optimal rate is linear scaling with the transmittance of
two communication parties, known as the repeaterless bound'?.

A breakthrough called twin-field (TF) QKD has been proposed to break this bound, resulting in many
variants'*?? and experimental demonstrations?*~*°. However, each security proof of the coherent-state-based
TF-QKD'"'8-20, or called phase-matching QKD, is carefully tailored. Cat state, superposition of coherent states
with two opposite phases, as an important resource, has been widely used for quantum information processing,
including quantum computation”’, quantum teleportation®®, quantum repeater?**’, QKD*' and quantum metrol-
ogy*% Importantly, cat states have been successfully generated and exploited to demonstrate various quantum
tasks®*-7.

Here, we point out the physics in coherent-state-based TF-QKD is exactly entanglement swapping operation
via the entangled coherent state (ECS) measurement. The coherent-state-based TF-QKD is a time-reversed entan-
glement protocol by using ECS measurement, which is similar with the MDI-QKD by using the Bell state meas-
urement. We propose a coherent-state-based TF-QKD protocol under symmetric and asymmetric channels by
using coherent state and cat state coding. The entanglement purification with one-way*** and two-way*’ classical
communication techniques are used to prove the security of our protocol against coherent attacks in the asymp-
totic regime. The secret key rate of our protocol is larger than refs'*!®!°. Furthermore, we show that our protocol
can be converted to other coherent-state-based protocols'*'#-* by using our security proof, which means that all
coherent-state-based TF-QKD can be unified under a single framework. We consider the TF-QKD with two-way
classical communication, which significantly improves the transmission distance of all coherent-state-based
TF-QKD protocols with large misalignment.
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Figure 1. The coherent-state-based TF-QKD with coherent state and cat state coding. Alice (Bob) randomly
prepares coherent states |+ «,;,)) and cat states |£ i(aa( »)) if choosing the Z and X bases, respectively. Alice and
Bob use the insecure channels ;) and 7, to send the optical pulses to untrusted Charlie, who is supposed to
perform the ECS measurement on the two incoming pulses. Only L (R) detector click means a successful
measurement outcome|® ") (¥7)). The case of 1y = 1,1, is required to keep perfect interference in the Z basis,
where intensity o= levy h)|2 and ), 1S the eﬂqiciency etween Alice (Bob) and Charlie.

Results

ECS measurement. Generally, the symmetric beam splitter (BS) and single-photon detectors are used to
implement the interference measurement of TF-QKD'’. One can assume that the two inputs of BS are a and b
modes while the two output modesared = (a + b)//2 andb = (a — b)/~/2. The four two-mode ECS forms*#?
are|®*) = (Ja)|a) |foz)\fa))/JN_iand\\IJi) = (la)|—a) £ \fcu)|04))/JN_,whereNi =2(1 + ¢ *)are
the normalization factors and i = | +a/? is the intensity of coherent states | +«). The four ECSs are sometimes
called quasi-Bell states. The quantum states | = «/) constitute the quasi-computational basis while the quantum
states|€()) = (Ja) £ |—a))/~/2 constitute the quasi-dual basis. After passing through the lossless symmetric
BS, the four states become

BS _, BS
|27}y — leven)|0), @7}y, — [odd);|0)s,

BS . BS
U — [0)gleven)s, [¥7), — [0)5lodd);, (1)

where|even);, (odd);) means that the output mode @ contains even (odd) photon numbers. If we consider the case
of ideal photon-number-resolving detector and lossless channel, one can unambiguously discriminate the four
ECSs by performing photon-number parity measurement.

For the case of lossy channel and threshold detector, one can only discriminate the case with or without detec-
tor clicks. Generally, a successful detection event in TF-QKD* is defined that one and only one detector clicks.
Therefore, we make only detector L (R) clicking represent that the result of the ECS measurement is the state |® ")
(|T7)). Due to decoherence of the cat states in lossy channel, the states|®") and | ") will always be mistakenly
measured as quantum states|® ) and | "), respectively. However, the corresponding probabilities can be restricted
to be very low when the optical intensity is low and there is no eavesdropper’s disturbance. The post-selected joint
quantum states of two legitimate users have quantum correlations, which then means that coherent-state-based
TF-QKD have MDI characteristic.

TF-QKD with cat state. We introduce a coherent-state-based TF-QKD with coherent state and cat state
coding, as shown in Fig. 1. State preparation. Alice (Bob) randomly chooses the Z and X bases with probabilities
pzand py. For the Z basis, Alice (Bob) randomly prepares coherent state optical pulses|a,,) and | — ) with
equal probabilities for the logic bits 0 and 1. For the X basis, Alice (Bob) randomly prepares cat state optical pulses
1€ (@) and € () with equal probabilities for the logic bits 0 and 1. Entanglement measurement. Alice and
Bob send the optical pulses to the untrusted Charlie through insecure quantum channel with efficiency  and 7,
(with detector efficiency taken into account). Charlie is supposed to perform the ECS measurement. For example,
he let the two optical pulses interfere in the symmetric BS which would be detected by two threshold detectors L
and R. Announcement. Charlie publicly discloses whether he has obtained a successful measurement result and
which ECS is acquired. Alice and Bob only keep the data of successful measurement and discard the rest.
Reconciliation. Alice and Bob announce their bases over an authenticated classical channel. They only keep the
data of the same basis and discard the rest. For the Z basis, Bob flips his key bit if Charlie announces a result with
|&7). For the X basis, Bob always flips his key bit. Parameter estimation. The data of the Z basis are used for consti-
tuting raw key and calculating the gain Q, and quantum bit error rate (QBER) E, of the Z basis. The data of the X
basis are all announced to calculate QBER Ey of the X basis. Key distillation. Alice and Bob exploit the error cor-
rection and privacy amplification to distill secret key.

Here, we prove that coherent-state-based TF-QKD with coherent state and cat state coding is secure against
coherent attacks in the asymptotic regime. Any one of two successful detections is enough for proving the
security. The coherent-state-based TF-QKD can be regarded as a time-reversed entanglement protocol,
where Alice and Bob prepare maximally entangled state [1)),, = (|+2),/ Q) + | —2)r| = p))/+/2 and
[0V = (20 lay)y, 4 | —2)y | —ay)y)/~/2, respectively. |+ z) are the eigenstates of Pauli’s Z operator. Alice and
Bob keep the qubit and send the optical mode to Charlie, who is supposed to perform entanglement swapping via
the ECS measurement. Thereby, the bipartite states between Alice and Bob have quantum correlation through
Charlie’s entanglement swapping operation. One can use the entanglement purification technique® to distill max-
imally entangled state and generate the secret key. If Alice and Bob measure qubits before sending optical pulses
in the virtual entanglement protocol, it will become the prepare-and-measurement protocol, i.e.,
coherent-state-based TF-QKD. Details can be found in Supplemental Material. The efficient QKD scheme*’ can
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be directly applied, where we let p, ~ 1in the asymptotic limit. The secret key rate of our coherent-state-based
TF-QKD with one-way classical communication® in the asymptotic limit is

R = Q1 — fh(E,) — h(Ex)], (2)
where h(x) = —xlog,x — (1 — x)log,(1 — x)is the Shannon entropy and f = 1.16 is the error correction effi-

ciency. In our simulation, wrthout Charlie’s disturbance, we have gain Q, = (1 — pl = (1 - 2pd)672X ] QBERs
Ey= (1 —pleg (1 — e ™) + pe ™) and Ey = {1 + ¢ V[ — (1 — 2pd>e2’“] [1— (1 —2p)e ™),
wherex = pn = p,n,. e, is the misalignment rate of the Z basis and pais the dark count rate. The misalignment
of the X basis can be neglected since Bob always flips his bit.

Here, we exploit the two-way entanglement purification* into our coherent-state-based TF-QKD protocol to
increase transmission distance. Specifically, before implementing Key distillation step, Alice randomly permutes
all raw key bits and divides them into two groups, Bob does the same. Alice and Bob compute a parity on raw key
of two groups and compare the parities. The second group is always discarded. If their parities are the same, they
keep the bit of the first group. Otherwise, they discard it. One can repeat the above operation once for each B step.
After kth B step is applied, the gain, bit and phase error rates can be given by Q5 = —Ak 1Q LES = (E5 24!
and EE = 2B (1 — E5 — EE1)/4 ) wherewehave A1 = (1 — EE) 1 (E5 % Q% = QuEC = E,and
Ey = Ey. The secret key rate of our coherent-state-based TF-QKD after kth B step in the asymptotic limit is

R = Q}[1 — f(E)) — h(EN)]. 3)

Converting to other protocols. Without loss of generality, let positive-operator valued measure E,, and
E, (E,=E, + E,) denote the successful measurement results with ECSs |<I>7> and [T); let
P(u, v)):= |u)(u| @ |v)(v|with|u, v) = |u)|v). The density matrix of the Z and X bases are p P(\a ay))
B —ap) + Bl —ay ag) + Bl —a, —ag)] and py = LB, € @) +PUE (), € () +
P(|§ (a,), §+(o¢h))) + P(|§ (o), & (ab))) where we have py = p, = p- For the cases of|¢T(a,), §+(ab)) and
[€ (), & (a »))» they always generate the error gain since Bob always flips his bit, and the corresponding density
matrix is pX = —[P(|§+(a o)) + f’(|§7(a ), & (o)) Let Qy and Qx represent the gain and error gain
of the X basis. In the case of asymptotic limit, we always have Qy = Q, = Tr(pE,)and Qx = Tr(pXE ). Therefore,
the QBER Ey (phase error rate of the Z basis) in the asymptotic limit can be given by Ey = Q£/Qy = Q{/Q,. If
one can acquire an upper bound of Qf, the QBER Ey can be bounded.

By using the entanglement purification with one-way*®* and two-way*’ classical communication to
prove security, we only require the estimation of the QBER Ey. This means that we do not need to prepare
cat state if we can acquire the QBER Ey through alternative method. The alternative method need to ensure
that the prepared state by Alice (Bob) is linearly dependent, which cannot allow Charlie to implement
unambiguous-state-discrimination attack** before performing the entanglement swapping. Here, we show that
our protocol can be converted to the coherent-state-based protocols of refs'*!5-2° by using our security proof.

For the protocol proposed in ref.?’, Alice and Bob randomly prepare coherent state \ei‘g w/_ yand \eieb w/_ yif
they choose the X basis, where they need phases ¢, € [0, 27) and infinite intensities 1 by As pointed out in
ref.?°, the operator pX can be approxlmated to arb1trary prec131on in the H1lbert Schmidt norm by the discrete
diagonal coherent state representation pX =20 A P(|w), wp)), where|w!, w,) is the tensor product of coher-
ent state and )\, is complex number. Thereby, the error gain Q4 can be precrsely obtained by using coherent
states with infinite intensities. Indeed, in the ideal situation with symmetric channel, y = y = p, and

n = 1), = 1, the secret key rate of this protocol by using our security proof with one-way classical communi-
—dp+2ym

cationis givenbyR = (1 — ¢ "1 — h 1—% . which is the same with the results of ref.?.

For the protocol proposed in refs'®!?, Alice and Bob randomly prepare phase-randomized coherent state if they
choose the X basis. As pointed out in refs'®"?, by using the Cauchy-Schwarz 1nequahty we can bound the error gain Q.

S — 2
with photon-number state, ., Qf - Tr(pXE = (Zn m=0 PZ“nPh Yor 2m) * (Zn m=0" \/p2an+1p2hm+1Y2n+1 2m+1§)

Y, ,is the yield given that Alice and Bob send nand m photon statesand P2 = ¢ i) i,/ 1 Decoy-state method >
can be used to estimate the yield Y, ,,,, which has been realized with finite intensities'®*%. Here, we use the three-intensity,
0 < w < v, to estimate the yield, which can be found in Methods.

For the protocol proposed in ref.', Alice and Bob always prepare the coherent state |¢'¢ M} and
|e’(6b+“b”)ﬂ> where k¢, € {0, 1} and 6, € [0, 27). They keep the raw key bit only if[f, — 0,| = 0 or 7. As
pointed out in ref.%, one can introduce a virtual trusted party who prepares a state, splits it using symmetric BS, and
sends it to both Alice and Bob. We have the following observations f’(|a)) + 13(| —a)) = f’(|§+(a))) + 13(|§7(a)))
and P(|¢7(+2a), 0)) + P(|0, £7(+2))) =, P (@), £7(a))) + P(|€ (a), £ (a))). For the post-selected
phase-matching, the error gain can be given by Qf = S0 e (2p)*" Yy, /(2n)!, where we need to assume
t, = p, = p1 Y, is the yield given that the total photon number sent by Alice and Bob is . Only even photon num-
bers have contnbutlon to the phase error rate in our security proof which is only the same with the results of ref.!* i
the ideal situation. Different from protocols of ours and refs'®-%°, the protocol of ref.!* seems to be only suitable for
symmetric channel.

i(0,+K,m)
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Figure 2. The secret key rate under symmetric channel. (a,b) The misalignment of the Zbasisise, = 3%
(10%). Protocols 1 and 2 denote our protocol and the protocol proposed in refs'®!® with three- 1nten51ty phase-
randomized coherent state, respectively. We optimize the intensity of coherent state in the Z basis for each
transmission loss. The repeaterless bound'? is also shown in the figure.

— Protocol 1 with one-way

- — Protocol 1 with one B step
— Protocol 2 with one-way

= = Protocol 2 with one B step
Repeaterless bound

Secret key rate (bit 571 )

eq,= 3% Asymmetric channel ratio 70%

\
\
1
1
L |
0 100 200 300 400 500

Fiber transmission distance (km)

Figure 3. The secret key rate under asymmetric channel. We optimize the intensity for each transmission loss.
The repeaterless bound'? is also shown in the figure.

Discussion

For simulation, we use the following parameters. The inherent loss of fiber is 0.16 dB/km, the efficiency and dark
count rate of threshold single-photon detector are ), = 85%and p, = 10~7. For simplicity, we let Protocol 1 rep-
resent our coherent state and cat state coding protocol Let Protocol 2 represent the protocol in refs'®!? with
three-intensity phase-randomized coherent state. Here, we fix the intensities of phase-randomized coherent state
withv = 0.1 and w = 0.02. The secret key rate of our protocol is equal to that of protocol in ref.?’ since cat state
can be approximated to arbitrary precision in the Hilbert-Schmidt norm by the discrete diagonal coherent state
representation®. The performance of Protocols 1 and 2 under symmetric channel have been shown in Fig. 2,
which assumes 1 GHz system repetition rate?*. Here, we do not consider the performance of protocols in ref.'4,
whose secret key rate has been shown lower than protocols in refs 1*-%. The secret key rate and transmission dis-
tance of Protocol 1 are both superior to Protocol 2. The transmission distance of Protocols 1 and 2 can both be
improved by using the two-way classical communication. Especially, the advantages are very clear when the sys-
tem misalignment rate is large, likee, = 10%. The large system misalignment of TF-QKD is reasonable since the
phase-locking and long-distance phase stabilization techniques in field are still difficult even with some experi-
mental progresses>~2°. The performance of Protocols 1 and 2 under asymmetric channel have been shown in
Fig. 3. The secret key rate of Protocol 1 can still surpass the repeaterless bound when the asymmetric channel ratio
is 70%. The asymmetric channel ratio is the ratio between A-C and A-B, where A-C (B) represents the distance
between Alice and Charlie (Bob). Compare Fig. 2 with 3, the performance of coherent-state-based TF-QKD is the
best under symmetric channel due to the single-photon-type interference.

In summary, we propose a coherent-state-based TF-QKD with optimal secret key rate by using coherent state
and cat state coding. By using the ECS measurement as the entanglement swapping operation, we unify all known
coherent-state-based TF-QKD protocols under a single framework. We have proved that the coherent-state-based
TF-QKD is a time-reversed entanglement protocol, which means that one can use the known techniques of qubit-based
QKD to further develop the coherent-state-based TF-QKD. The results show that coherent-state-based TF-QKD is
suitable for building quantum communication networks within hundreds of kilometers without trusted relay or quan-
tum repeater. We remark that cat states used for high-speed QKD will have difficulty under current experimental
conditions. However, current experiments on the demonstration of various quantum tasks with cat states are very
active®™ ¥, implying that cat states may become a practical resource with the rapid development of technology.
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Methods

Decoy-state analysis. The phase-randomized coherent state can be seen as a mixture of Fock states. Let Q, ,
represent the gain when Alice and Bob send phase-randomized coherent state with intensity a and b, respectively.
Let Y, , represent the yield when Alice and Bob send n-photon and m-photon. Thereby, we have
Q.= Zn 0 pe T b -Y, - Here, we exploit the decoy-state method with three-intensity to estimate the
upper bound of the y1eld Y w1th analytical method. The upper bound of Y, ;, ¥, , and ¥, ; can be given by

e ww ew(Qw,o + Q) + Qoo

Y, < N
b= w? (4)

< WeVQo,u - Vequ,w + (v = w)Qyy

vw(v — w)/2 (5)

and

we'Q, o — 1e“Q, o + (v — w)Qy g
vw(v — w)/2 ’ (6)

where we have Y o = Q. The upper bound of ¥ , and Y, ; withn > 3 can be written as

weVQO,V B VeWQO,w + (V - W)Q()’()
yw(y"*l _ wn—l)/n! (7)

Yy, < ming1,

and

we'Q, o — 1e“Q, o + (v — w)Qq g
v — WY /n! . (8)

Y, o < minjl,

LetF, = e"“’Qw A eyQO,y + Qg o> the upper bound of ¥ , and Y, ; withn > 2 can be given by

E, , —VvE,
Yln < min{l, % R
’ V"W — " /n! 9)
and
E, ,— VE,
Y, , < min]1, “’ZN—VLW .
’ V'"w* — w" ) n! (10)
Similarly, the upper bound of Y, , withn, m > 2 can be given by
Y < ind1 WZFV, - Vw( V,w + Fw,l/) + Vsz,w
nom = G L, 2 2/ n—1 n—1 m—1 m—1 1!
vw@ T =W ) W)/ nlm! (11)
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