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Abstract
In a medical emergency situation, real-time patient data sharing may improve the survivability of a patient. In this paper, 
we explore how Digital Twin (DT) technology can be used for real-time data storage and processing in emergency health-
care. We investigated various enabling technologies, including cloud platforms, data transmission formats, and storage file 
formats, to develop a feasible DT storage solution for emergency healthcare. Through our analysis, we found Amazon AWS 
to be the most suitable cloud platform due to its sophisticated real-time data processing and analytical tools. Additionally, 
we determine that the MQTT protocol is suitable for real-time medical data transmission, and FHIR is the most appropriate 
medical file storage format for emergency healthcare situations. We propose a cloud-based DT storage solution, in which 
real-time medical data are transmitted to AWS IoT Core, processed by Kinesis Data Analytics, and stored securely in AWS 
HealthLake. Despite the feasibility of the proposed solution, challenges such as insufficient access control, lack of encryption, 
and vendor conformity must be addressed for successful practical implementation. Future work may involve Hyperledger 
Fabric technology and HTTPS protocol to enhance security, while the maturation of DT technology is expected to resolve 
vendor conformity issues. By addressing these challenges, our proposed DT storage solution has the potential to improve 
data accessibility and decision-making in emergency healthcare settings.
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1 Introduction

In contemporary emergency healthcare, there is a scarcity of 
effective methods for sharing patient information between 
physicians in the Emergency Department (ED) and para-
medics in an ambulance. Consequently, patient demograph-
ics, chief complaints, vital signs, treatment responses, and 
other medical data are typically transmitted through ver-
bal or written reports. This mode of communication could 
potentially result in miscommunication or the omission of 
crucial medical information, particularly in time-sensitive 
situations such as myocardial infarctions. Traditional Elec-
tronic Health Record (EHR) and Electronic Medical Record 

(EMR) systems can store and share static medical records 
but lack the capability to process and share real-time medi-
cal data, such as electrocardiograms (EKG) and peripheral 
capillary oxygen saturation  (SpO2). Employing patients' 
Digital Twins (DT) could address this challenge, as DT can 
store, process, analyze, and share data in real time. Moreo-
ver, paramedics might leverage patients’ DTs to simulate 
treatment and medication responses.

Although the definition of digital twins varies according 
to different authors' perspectives, the fundamental concepts 
remain consistent. Digital twins represent virtual replicas 
of physical objects that facilitate sharing, analyzing, opti-
mizing, and predicting the performance of their real-world 
counterparts [1]. Fundamentally, digital twins comprise 
the digital model of a physical object, historical data, and 
real-time data. Real-time data processing (unidirectional 
or bidirectional) is a critical element that differentiates 
DT from other digital approaches, such as simulation and 
digital modeling. DT enables bidirectional human-out-of-
the-loop communication between the physical system and 
the virtual model. Data transfer from a physical object to 
the DT is processed, analyzed, and evaluated, potentially 
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offering predictions for the object’s performance and sta-
tus. Additionally, data feedback from the DT to the physical 
object can facilitate notifications or control actions. Within 
an emergency healthcare context, DT could be employed 
to store and share a patient's real-time vital sign data from 
the ambulance and static medical records, including demo-
graphics, chief complaints, treatments, and medications. 
Furthermore, DT offers potential simulation and estimation 
capabilities, which could be pivotal in determining patient 
treatment and medication choices.

Before embarking on any medical treatment or therapy, 
one key aspect of healthcare involves understanding how 
the patient's body will react to the proposed intervention. 
This can entail evaluating the patient's current health sta-
tus, taking note of any pre-existing conditions or allergies, 
and considering their medical history. This initial analysis 
is paramount as it can help to predict potential side-effects 
and adverse reactions to the therapy, especially those that 
could worsen the patient's condition or impair their recovery.

With thorough understanding the patient's physiological 
condition and potential reaction with the proposed treatment, 
healthcare providers can make more informed decisions. 
They can tailor the therapy to the patient's specific needs and 
circumstances, potentially altering dosages, delivery meth-
ods, or even opting for different treatments entirely based on 
their analysis. In turn, this individualized approach to treat-
ment can improve patient outcomes, reduce the likelihood 
of adverse reactions, and increase overall patient satisfaction 
with their care.

In emergency healthcare, digital twins can be used to 
share real-time condition for patient's vital signs or individ-
ual body systems such as cardiovascular system with other 
emergency caregivers. When integrated with other patient 
data—such as previous medical history, genetic information, 
lifestyle factors, and physiological condition—these digi-
tal replicas can provide invaluable insights for healthcare 
providers.

Digital twins of a patient can be created at many levels. 
A digital twin at the level of the entire human body would 
be a comprehensive, integrated model encompassing all of 
the body’s systems and organs. This would ideally involve 
extensive data collection to capture as much detail as pos-
sible about the individual’s health, including medical his-
tory, genetic data, lifestyle factors, and current physiological 
status. A full-body digital twin could be used to simulate 
the effects of a wide range of treatments and interventions, 
allowing clinicians to predict and prevent potential compli-
cations or adverse reactions. Furthermore, it could be uti-
lized for monitoring overall health and predicting potential 
health risks, contributing to preventative care.

Creating digital twins at the level of body functions or 
systems, such as the respiratory, nervous, or urinary sys-
tems, allows for the detailed analysis of how these systems 

function and interact with one another. For instance, a digital 
twin of the respiratory system could be used to study the 
progression of diseases like COPD or asthma and to pre-
dict how the system might respond to various treatments. 
Similarly, a digital twin of the nervous system could be used 
to study neurological disorders, and a digital twin of the 
urinary system could help in understanding and managing 
conditions like kidney disease.

Creating digital twins at the organ level involves mod-
eling individual organs such as the heart, kidney, or liver. 
This can be especially useful for predicting the outcomes 
of organ-specific treatments, including surgeries, medica-
tion regimens, or innovative procedures like organ trans-
plantation. For example, a digital twin of a patient’s heart 
could help physicians better understand how the heart might 
respond to different types of cardiac surgeries or medica-
tions, helping to optimize patient outcomes.

At the lowest level, digital twins can be created to repre-
sent the smallest components of the body, such as cells and 
molecules. This can be particularly useful in the field of 
oncology, where understanding the behavior of cancer cells 
and their interaction with various drugs is crucial. Similarly, 
a digital twin at the molecular level could be used to study 
the effects of genetic variations on disease development and 
response to treatment. It could also assist in drug develop-
ment by simulating how different molecules interact with 
each other and with biological targets.

Creating digital twins at various levels of the human body 
allows for a highly personalized and detailed understanding 
of individual health. By providing precise, individualized 
models of different parts of the body, they offer significant 
potential for enhancing the accuracy of diagnoses, the effec-
tiveness of treatments, and the overall quality of patient care. 
This reflects the broader move in healthcare toward preci-
sion medicine, which aims to tailor medical treatment to the 
individual characteristics of each patient.

A DT model can also belong to one of two categories: 
Healthy Baseline Models or Abnormal Disease Models. A 
healthy baseline digital twin model represents the ideal or 
normal state of health for a specific individual. This model 
is created based on comprehensive data collected from the 
individual when they are in a state of good health, including 
genetic data, physiological data, lifestyle factors, and other 
relevant health indicators. The healthy baseline model serves 
as a benchmark or standard against which future health sta-
tus can be compared.

Regular updates to the model ensure that it evolves as the 
individual's health changes over time, thus maintaining its 
accuracy and relevance. The main purpose of this model is 
to understand what constitutes 'normal' for that individual 
and identify any deviations from this norm. This can help 
detect potential health issues at an early stage, allowing for 
proactive interventions and preventative care. Furthermore, 
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the model can be used to simulate how the individual's body 
would react to different treatments or lifestyle changes, aid-
ing in personalized healthcare.

An abnormal disease digital twin model represents the 
state of health of an individual who is affected by a specific 
disease or medical condition. This model is created based 
on extensive data collected from the individual, including 
the nature and severity of their illness, their medical history, 
genetic data, and current physiological status. The abnor-
mal disease model provides a detailed picture of the disease 
process within the individual's body, helping clinicians to 
understand how the disease is likely to progress and how the 
body may respond to different treatments.

This type of model can be particularly useful for com-
plex or chronic diseases where treatment needs to be highly 
personalized, such as cancer or heart disease. It allows for 
the simulation of different treatment options and their likely 
outcomes, enabling more informed decision-making and 
potentially improving patient outcomes. In addition, the 
model can be used to monitor the effectiveness of treatment 
over time and adjust the treatment plan as necessary.

Both healthy baseline models and abnormal disease mod-
els are critical in modern healthcare. They enable a highly 
personalized approach to care, facilitating early detection 
of health issues, informed treatment decision-making, and 
effective monitoring of treatment progress. Digital twins 
represent an exciting development in the field of precision 
medicine, with the potential to significantly enhance the 
quality and effectiveness of healthcare.

One of the primary benefits of using digital twins in 
healthcare is their potential to increase efficiency and preci-
sion in patient treatment, thereby reducing the incidence of 
medical errors. Through simulations, clinicians can explore 
different treatment options and predict their outcomes 
before applying them to the actual patient. For instance, 
a digital twin can help simulate the effects of a new drug 
on a specific patient, or how a surgical intervention might 
impact the patient's body. This reduces the risk of unfore-
seen complications or adverse reactions, as potential issues 
can be addressed before the actual therapy or procedure is 
implemented.

Moreover, digital twins can facilitate more proactive and 
preventative care by predicting potential health issues before 
they become severe. For example, by monitoring changes in 
the digital twin over time, healthcare providers may be able 
to detect the early stages of a disease that has yet to manifest 
noticeable symptoms in the patient. As a result, treatment 
can commence sooner, often leading to better outcomes.

In addition, the use of digital twins can enhance the 
efficiency of healthcare delivery. By providing a clear and 
comprehensive overview of a patient's health status, they 
enable healthcare providers to make quicker, more accu-
rate diagnoses, devise more effective treatment plans, and 

monitor patient progress more closely. This not only leads 
to improved patient care but also optimizes the use of health-
care resources.

Overall, the integration of digital twins in healthcare 
represents a significant stride toward more personalized, 
efficient, and accurate care, underpinning the move toward 
precision medicine. Their use can help to reduce medical 
errors, improve patient outcomes, and enhance the overall 
efficiency of the healthcare system.

This paper presents a cloud-based DT solution to address 
the challenges of storing patients' medical information (both 
real-time and static) in emergency healthcare settings. The 
subsequent sections of the paper encompass a review of 
related works, an examination of the enabling technologies, 
a discussion of the proposed solution, and a conclusion.

2  Related Works

2.1  Digital Twins and Healthcare

Although Digital Twins (DT) represent a relatively nascent 
technology, researchers have already investigated its appli-
cation within the healthcare domain, yielding promising 
outcomes. Song et al. [2] conducted a survey on the utili-
zation of DT in personal healthcare, proposing its use for 
assessing and maintaining individual health. They argued 
that the quality of a DT is contingent upon the completeness, 
update frequency, and accuracy of the observed data, which 
encompasses personalized risk factors such as behavior, 
vital signs, or symptoms. Xie et al. [3] applied DT and data 
mining techniques to electroencephalogram (EEG) data and 
medical history from the SEER database of patients, subse-
quently providing health status and feedback. Rivera et al. 
[4] outlined their vision for implementing DT in precision 
medicine, developing a reference model that capitalizes on 
DT capabilities, self-adaptive systems, and autonomic com-
puting to engineer intelligent and flexible software systems 
for healthcare. The authors also delineated internal struc-
tures for DT to support precision medicine methodologies 
in the context of continuous monitoring and personalized, 
data-driven medical treatments.

2.2  Digital Twins and Healthcare Existing 
Problems in Communication Between 
Emergency Medical Services (EMS) 
and Emergency Department (ED) 

The communication systems deployed between EMS and 
ED currently are verbal over radio and written through des-
ignated forms. Studies suggest that the handover of infor-
mation can be diluted due to the stressful environment the 
paramedics are communicating with the ED. Additionally, 
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the progress and/or changes of patient’s appearance from the 
very first instance observed by paramedics to the point of 
hospital admission must be recorded, which is occasionally 
disregarded by current communication system. A primary 
solution proposed by Troyer et al. [5] is integrated medi-
cal record shared between medical center and EMS, which 
has not been studied and does not eliminate real-time data 
transfer, whilst some of the problems such as the effect of 
environment on data recording will remain in place.

EMS utilizes two channels of data communication for 
handing over the patient to ED. Firstly, Transfer of Care 
(TOC) form is filed when transferring the patient to ED. 
The latter is a Patient Care Report (PCR), which is filed up 
to 72 h after care is concluded. On average, there is 25% 
discrepancies (such as allergies, used medications, etc.) 
between the two reports. In specific, numerical data such 
as heart rate and blood pressure were mismatched between 
TOC and PCR, and major data losses in both reports, with 
TOC missing around 40% more data than PCR [6]. This 
is concerning as TOC should be as precise as possible for 
urgent medical care. Improving data accuracy and assuring 
its completeness at the point of transferring patients to ED 
can be clearly seen to be an improving factor in providing 
faster medical service with higher quality inside the hospital.

Additionally, EMS data recording and its communication 
with ED faces numerous more challenges such as difficulty 
of obtaining an unconscious patients’ information, paramed-
ics’ hardship in multi-tasking for providing care and passing 
information to hospital, radio signal instability, and com-
munication overload at peak hours [7]. A solution proposed 
in this paper, adopting technology to overcome these chal-
lenges, is developing a mobile app to communicate with ED 
through captured videos (this was suggested to be through 
smart glasses) and photographs of patients alongside voice 
notes of paramedics. However, the mobile app will not be 
sending real-time data and their synchronization with any 
given medication to the patient.

2.3  Use of Digital Twins (DTs) 

The novel concept of digital twins has been considered/
deployed in different applications ranging from industrial 
manufacturing [8] to ED [9] and human body [10]. The level 
of DT’s sophistication varies through each application due to 
the incompleteness of real-time and detailed data obtainable 
from Physical Twin (PT) in certain applications such as the 
human body as a whole. With our focus being on human 
body DT development, data and measurements associated 
with different body organs must be collected, this can be 
through real-time sensor data, medical history, observations, 
and genetic information [10]. An example of developed DT 
model on human heart using continuous obtainable data 
(ECG, blood pressure and heart rate) alongside uniform data 

such as heart geometry obtained through MRI, has been pro-
posed by Kayvanpour et al. [11].

Sahal et al. [10] propose a framework to combine DT, AI 
and blockchain to improve physician–patient communica-
tion, facilitate shared decision-making and data privacy pro-
tection, respectively. A range of probable benefits in devel-
oping human body DT ranging from digital patient model, 
personalized treatment, rapid diagnosis, predicting response 
to surgical interventions, joint research opportunities and 
ultimately, human immortality through data were discussed. 
However, this paper can be seen as a general guidance and 
doesn’t attempt to solve a specific problem in healthcare, 
such as EMS patient flow, or methods of DT creation and 
their data storage.

2.4  Digital Twin Data Structure 

Singh et al. [12] proposed method of data structure that 
utilizes ontology for relational database management and 
transformation. They specifically use ontology to database 
mapping to overcome issues related to continuous update 
of data, easing the data query on the user’s side. Ontology 
to database mapping assumes the pre-existence of database 
and ontology, which produces a set corresponding mapping 
between the two schemas. Additionally, they have chosen 
relational database over graph-based data representation 
to support multi-user environment and standardized query 
language, whilst the graph-based approach has been admit-
ted being more suitable for dynamic data modeling that are 
highly connected and complex, which is the case for DT data 
representation. Digital twin technology explored in health-
care, has provided little findings on practical approach for 
data structure [13] but detailed framework in how to store 
big data in different layers in cloud has been found in lit-
erature [14].

2.5  Digital Twin Data Storage and Transmission 

Digital twin data storage varies based on its application. 
Glancing through industrial and healthcare applications, 
if data storage topic was touched on, cloud-based models 
were proposed [8, 15]. Although, there are different cloud 
platforms that can be used, and the suitability varies based 
on the application’s requirements. In developing a DT of 
human heart, Edge storage and computing platform was pro-
posed [15] to reduce latency to a minimum in data analytics. 
The significance of reduced latency would be highlighted in 
urgent scenarios.

Other forms of data storage such as distributed file stor-
age (DFS), NoSQL and NewSQL databases are proposed 
in literature [16], which impose little emphasis on data 
security and focus on available methodologies that can be 
used in different applications. In the same paper, the writers 
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propose Aspera tool for data transmission, with underlying 
secure communication protocols such as HTTPS, SSL or 
SFTP. Hence, it is thought to be more suitable for real-time 
data flow. Other similar communication technologies such 
as LoRaWAN, 6G have been mentioned for data commu-
nication over the internet [17], whilst the implementation 
of lower layer protocols such as MQTT and ensuring its 
security for DT has not been found in literature.

2.6  Internet of Things and Cloud Computing

Various technologies can facilitate DT implementation, 
including the Internet of Things (IoT), cloud computing 
platforms, edge computing, APIs and integration platforms, 
machine learning and AI, and blockchain and distributed 
ledger technologies. This paper specifically concentrates on 
IoT and cloud computing as enablers of DT storage. Khaled 
et al. [18] designed a motor and wind turbine DT model 
using Simscape and Simulink, subsequently deploying the 
DT model on the Amazon AWS cloud. Saad et al. [19] pro-
posed a cloud-based DT solution for power grid distribution 
systems, importing DT models into the AWS Lambda func-
tion and employing AWS Greengrass at the edge to extend 
cloud system functionality to IoT devices. Wang et al. [20] 
suggested an AWS-based Mobile Digital Twin (MDT) 
solution for personalized adaptive cruise control. The MDT 
(Fig. 1), comprising multiple DTs and interactions among 
them, represents a relatively comprehensive IoT and cloud 
solution for DT. The concept of cloud-based DT was vali-
dated and tested, with results demonstrating the feasibility of 

real-time DT implementation based on IoT and cloud com-
puting technologies.

3  Enabling Technologies

The focus of this paper is on identifying a practical and via-
ble solution for storing Digital Twins (DT) in emergency 
healthcare. To this end, several technologies pertinent to DT 
cloud storage are surveyed, including cloud platforms, data 
transmission formats, and file storage formats.

3.1  Cloud Platforms

Table 1 presents the results of the cloud platform survey. 
The table juxtaposes DT storage-related technologies from 
three major cloud service providers. In terms of services for 
medical file storage and processing, Amazon offers Health-
care Lake services, Microsoft Azure features Azure API for 
FHIR, and Google Cloud provides the Google Cloud Health-
care API. These services facilitate the storage, management, 
and analysis of health data in the cloud while adhering to 
standards such as FHIR, DICOM, and HL7.

Regarding DT services, Amazon introduces AWS IoT 
TwinMaker, Microsoft supplies Azure Digital Twins and 
Digital Twin Definition Language, and Google offers Sup-
ply Chain Twin. These services enable the creation, visu-
alization, and management of digital twins for IoT devices 
and systems, allowing for real-time synchronization, 

Fig. 1  MDT cloud solution proposed by Wang et al. [20]



80 International Journal of Networked and Distributed Computing (2023) 11:75–87

1 3

enhanced analytics, predictive maintenance, and improved 
decision-making.

Real-time data stream processing is a vital component 
for storing and processing real-time data generated by 
medical devices in emergency healthcare settings. Ama-
zon provides Kinesis data streams/analytics, Microsoft 
offers Azure Stream Analytics, and Google features Cloud 
Streaming Analytics. These services ensure efficient and 
reliable data processing and analysis, empowering data-
driven decision-making and rapid response to changing 
conditions.

In emergency healthcare environments, all data trans-
mission and storage must comply with HIPAA regula-
tions. This necessitates the encryption and validation of 
data generated by medical devices. While none of the sur-
veyed cloud platforms offer specific IoMT services, they 
all assert that their IoT services comply with HIPAA. Each 
cloud platform has signed a standard Business Associate 
Addendum (BAA), implying that the services listed under 
the BAA adhere to HIPAA regulations.

3.2  Data Transmission Format

In emergency healthcare settings, the Message Queuing 
Telemetry Transport (MQTT) protocol ensures real-time 
transmission of data streams generated by medical equip-
ment. MQTT is a lightweight, publish-subscribe mes-
saging protocol designed for efficient and reliable com-
munication between IoT devices, even in constrained or 
low-bandwidth environments.

3.3  Storage File Format

Upon arriving at the cloud platforms, the real-time medi-
cal data stream is subjected to various processing steps and 
directed to two distinct destinations. The first destination 
entails immediate real-time processing and transmission to 
the Emergency Department (ED) of the recipient hospital. 
Conversely, the second destination involves the storage 
of the data within the Digital Twin (DT) residing in the 
cloud. The real-time medical data may be stored in one of 
two file formats within the DT.

3.3.1  HL7 C‑CDA

Health Level Seven Consolidated Clinical Document 
Architecture (HL7 C-CDA) is a standard for the exchange 
of electronic health information in a structured, interoper-
able format. It builds upon the Clinical Document Archi-
tecture (CDA) standard, which defines the structure and 
semantics of clinical documents, such as discharge sum-
maries, progress notes, and history and physical reports.

C-CDA is a part of the broader HL7 framework, a set of 
international standards for the exchange, integration, shar-
ing, and retrieval of electronic health information. HL7 
C-CDA provides a unified approach to structuring clinical 
documents by consolidating multiple CDA implementation 
guides into a single, harmonized standard.

Table 1  The survey of cloud services

a AWS has a standard Business Associate Addendum (BAA)
b Azure has a standard Business Associate Addendum (BAA)
c Google Cloud has a standard Business Associate Addendum (BAA)
d Azure has a GitHub IoMT FHIR connector

Cloud provider Surveyed services

Medical files storage Real-time data stream processing DT

AWS HealthcareLake Amazon kinesis data Stream/analytics Amazon IoT TwinMaker
Azure Azure API for FHIR Azure stream analytics Azure digital twins, 

Digital twin definition 
language

Google Cloud Google Cloud Healthcare API Cloud streaming analytics Supply chain twin

Cloud provider Surveyed services

IoMT Data analysis HIPAA

AWS No specific IoMT services, but can use IoT services Amazon Athena, Amazon Quick Sight Yesa

Azure No Specific IoMT services, but can use IoT  servicesd Azure Machine learning Yesb

Google Cloud No Specific IoMT services, but can use IoT services Cloud AutoML Yesc
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3.3.2  HL7 FHIR

HL7 FHIR, an acronym for Health Level Seven Fast Health-
care Interoperability Resources, embodies a contemporary, 
web-centric standard dedicated to facilitating the exchange 
of healthcare information between disparate systems. It is 
characterized by its emphasis on secure, efficient, and inter-
operable data transmission. Its development is anchored in 
the recognition of the paramount importance of data sharing 
in the modern healthcare landscape, particularly given the 
proliferation of digital health records and advancements in 
data-driven care.

The FHIR standard is engineered to confront and navi-
gate the myriad complexities and challenges intrinsic to 
the field of healthcare data exchange. The idiosyncrasies of 
healthcare data—its diversity, sensitivity, and the impera-
tive for accuracy—make its handling a uniquely challenging 
endeavor. FHIR, as a standard, is designed to address these 
very challenges, bringing about a simplified, standardized, 
and interoperable approach to healthcare data exchange.

One of the core features of FHIR is its resource-oriented 
architecture, which encapsulates discrete healthcare con-
cepts into individual 'resources'. Each resource contains a 
specific, well-defined chunk of healthcare data, such as a 
patient's demographic information, medical history, or labo-
ratory results. This modular design enables the individual 
resources to be combined and used in various contexts, fos-
tering a high degree of interoperability.

Moreover, FHIR is built with the modern web in mind. It 
adopts many of the design principles and technologies com-
monly used in contemporary web services, such as RESTful 
APIs, JSON, and XML. This design choice not only ensures 
compatibility with current technologies but also provides 
developers with familiar tools and methodologies, facilitat-
ing the adoption of the standard.

An additional strength of FHIR is its flexibility. It sup-
ports a wide range of use cases, from simple data retrieval 
to complex clinical decision support, making it suitable for 
a variety of healthcare scenarios. Furthermore, its extensi-
ble design allows for the incorporation of new data types 
or modifications to existing ones, ensuring the standard 
can evolve alongside advancements in healthcare and 
technology.

The importance of security in healthcare data cannot 
be overstated, and FHIR addresses this need head-on. The 
standard includes built-in provisions for data security and 
privacy, supporting a range of security models and authori-
zation protocols. It ensures that patient data can be securely 
exchanged between systems while adhering to relevant pri-
vacy regulations and standards.

Through FHIR, healthcare organizations can share and 
integrate patient data more easily, making it a pivotal ena-
bler of interoperability in healthcare. It facilitates the fluid 

exchange of information, thereby fostering a more connected 
and cohesive healthcare ecosystem. This capability is crucial 
in the era of digital health, where timely access to compre-
hensive and accurate patient data can significantly enhance 
clinical decision-making and, ultimately, patient outcomes.

4  Discussion on Our Proposal

Upon examining the enabling technologies discussed in 
the preceding section, several observations can be made. 
All three cloud platforms demonstrate their suitability for 
constructing DT storage in emergency healthcare. However, 
since our study primarily focuses on the storage of real-time 
data within DT, Amazon AWS offers more sophisticated and 
powerful real-time data processing and analytical tools com-
pared to Microsoft Azure and Google Cloud. Consequently, 
we have selected AWS as the cloud platform upon which we 
will construct our DT storage solution. AWS was selected as 
a platform to create temporal digital twin also due to several 
other factors explained below.

4.1  Zone Availability

Due to higher market share of AWS compared to its com-
petitors (Microsoft Azure and Google Cloud), has led this 
service to have greater availability in different zones [21]. 
Holding a prosperous insight in this project, which means its 
expansion to different geographical locations, would require 
a service with highest availability in different zones. Hence, 
AWS is advantageous in this aspect.

4.2  Security

HIPAA compliancy for data transmission between differ-
ent modules of AWS is/can be implemented. For instance, 
certain AWS services such as CloudTail and Amazon Cloud-
Watch can be used to set logging requirements to ensure 
sensitive data sent through API Gateway are captured by 
HIPAA-eligible services. Additionally, storage modules 
(such as S3 and Glacier) are encrypted using management 
keys to ensure data privacy [22].

Microsoft Azure can provide layered security architec-
ture for different application tiers to restrict public access 
to API applications as well as the existence of role-based 
access control and data encryption for transit and storage 
[23], which overall allows HIPAA compliancy.

Similar security measures are implementable on Google 
Cloud [24], showcasing a competing scenario between cloud 
service providers from security perspective. Although, AWS 
has a higher reputation in security for addressing exact 
industrial needs such as HIPAA [22, 25].



82 International Journal of Networked and Distributed Computing (2023) 11:75–87

1 3

4.3  Cost

The cost comparison for strongest instances that AWS and 
Microsoft Azure have on offer are analyzed and concluded 
that AWS’s processing engine is a cheaper service provider 
than Azure and Google Cloud [25–27], whilst AWS’s IoT 
platform is more expensive than its competitors due to 
greater range of cloud services it provides [28].

The MQTT protocol is deemed appropriate for transmit-
ting real-time medical data, and as for the medical file stor-
age format, FHIR is better suited for emergency healthcare 
scenarios due to its granularity, flexibility, and efficient API, 
which makes it an optimal choice for real-time data storage 
and exchange in most situations.

Figure 2 provides a detailed visual representation of the 
proposed cloud-based Digital Twin (DT) storage solution, 
specifically designed to cater to the needs of emergency 
healthcare. This system incorporates an efficient, end-to-
end process of data capture, processing, transmission, and 
storage. The utilization of the Amazon Web Services (AWS) 
infrastructure, which is known for its robustness and scal-
ability, forms the backbone of this solution.

In this sophisticated system, the initial data are cap-
tured by a diverse array of medical equipment aboard an 
emergency vehicle, such as an ambulance. The information 
gathered from these medical devices ranges from basic vital 
signs to more complex data, all of which contribute to paint-
ing a comprehensive picture of the patient's health status.

This collected data are subsequently transmitted to a 
Raspberry Pi device on the ambulance. The Raspberry 
Pi, a small but versatile computer, performs the function 
of transforming the captured data into Message Queuing 
Telemetry Transport (MQTT) messages (Fig. 3). MQTT is 
a lightweight messaging protocol designed for low-band-
width, high-latency networks, making it particularly suitable 
for transmitting data from medical devices in emergency 
settings.

Following this transformation, the MQTT messages 
are relayed to the IoT Gateway of AWS IoT Core (Fig. 4) 
located within the larger AWS Cloud infrastructure. The 
IoT Gateway serves as the entry point for these messages 

into the cloud, effectively bridging the gap between the data 
source (the ambulance) and the cloud storage and process-
ing system.

The IoT gateway, based on the rules established by IoT 
Act Rules, then distributes the incoming messages to the 
Simple Notification Service (SNS) Topic and AWS Kinesis 
(Fig. 5). The former is a web service that coordinates the 
delivery or sending of messages to subscribing endpoints, 
while the latter is a real-time data streaming service offered 
by AWS.

Upon receiving the data, AWS Kinesis generates a tabular 
representation of the information, creating a structured for-
mat that is amenable to further analysis. This data can then 
be scrutinized through Kinesis Data Analytics (Fig. 6), a 
feature that provides insights into the processed data.

Simultaneously, a web server deployed on Amazon Elas-
tic Compute Cloud (Amazon EC2) receives the data stream 
from Kinesis Data Stream. This information is displayed on 
a web portal that can be accessed by handheld devices in 
the Emergency Department (ED) of the recipient hospital, 
allowing healthcare professionals to view real-time patient 
medical data.

Additionally, the SNS messages are routed to an AWS 
Lambda function, a serverless compute service that runs 
code in response to events and automatically manages the 
compute resources (Fig. 7). This function transforms the 
data stream into Fast Healthcare Interoperability Resources 
(FHIR) files, a standard for exchanging healthcare informa-
tion electronically.

The resultant FHIR files (Fig. 8) are then stored in an 
Amazon Simple Storage Service (S3) bucket, providing 
secure and scalable object storage. The stored data can be 
subsequently queried using AWS HealthLake, a HIPAA-
eligible service for healthcare providers, health insurance 
companies, and pharmaceutical companies to store, trans-
form, query, and analyze health data at scale. The insights 
derived from these queries are stored back in the S3 bucket, 
providing a comprehensive data record for future reference 
and ongoing patient care.

In conclusion, the proposed cloud-based DT storage solu-
tion offers an integrated, efficient, and robust system for 

Fig. 2  Proposed cloud-based DT storage solution
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managing critical patient data in emergency healthcare set-
tings. By harnessing the power of cutting-edge technologies 
and the AWS infrastructure, this system can significantly 
enhance real-time data availability, processing, and analy-
sis, potentially improving patient outcomes and the overall 
efficiency of emergency medical services.

Although the proposed solution appears viable, several 
challenges must be addressed before practical implementa-
tion can occur:

• Inadequate access control may allow unauthorized and 
potentially malicious actors to gain control of a cloud-

Fig. 3  The MQTT messages received by a test program that subscribes to our AWS IoT Topic

Fig. 4  The MQTT messages received by AWS IoT Core
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Fig. 5  The messages distributed to AWS SNS and AWS Kinesis

Fig. 6  The output stream after AWS kinesis analytics processing. We can see that the AWS kinesis analytics extracts the data and make the data 
structured

Fig. 7  The Python code of AWS lambda function
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based DT. This issue may be resolved in future work by 
incorporating Hyperledger Fabric technology.

• The absence of encryption may lead to unintentional per-
sonal health data leakage, potentially violating HIPAA 
regulations. This issue can be addressed by implementing 
the HTTPS protocol.

• A lack of vendor conformity may impede the adoption of 
the solution. While DT is a rapidly evolving technology, 
its maturity has not yet been fully realized. As the tech-
nology readiness level of DT becomes more established, 
this issue is expected to resolve itself.

About the problems of medical data transmission secu-
rity, various methods have been proposed in literature on 
how to encrypt data (specifically medical images) before its 
transmission to cloud. Several algorithms have been tested 
and implemented to encrypt images and texts to ensure data 
privacy and security [29–31] before it reaches AWS, that 
are worth to be considered in future work for complete data 
security (from a medical system to cloud and vice versa).

About using AWS Healthlake with DT in the environ-
ment of emergency healthcare, we discuss as follows. AWS 
HealthLake is a highly scalable and secure cloud-based data 
service that is part of the Amazon Web Services (AWS) eco-
system. It is designed to manage, process, and analyze vast 
amounts of structured and unstructured health data. Its core 
function is to transform health data from various sources and 
formats into the standardized Fast Healthcare Interoperabil-
ity Resources (FHIR) format, which is a globally recognized 
and utilized standard for health data exchange. Once the data 
is in the FHIR format, it is much easier to analyze and can 

be readily utilized in machine learning and other analytical 
applications.

The comprehensive nature of AWS HealthLake allows it 
to store, curate, query, and share data across an entire health-
care organization. This includes electronic health records 
(EHRs), wearable fitness trackers, clinical trials, and other 
relevant health data sources. HealthLake's data lake archi-
tecture and serverless design make it capable of handling 
petabytes of health data, making it suitable for complex, 
large-scale health analytics tasks.

In the context of utilizing a Digital Twin (DT) in an 
emergency healthcare environment, AWS HealthLake can 
provide a significant edge. The continuous stream of patient 
data generated by a DT, which replicates the patient's physi-
ological state in real-time, can be processed and stored using 
AWS HealthLake.

The FHIR-based structured data can be queried to glean 
valuable insights about the patient's current health status, 
possible treatment options, and the potential outcomes 
of different therapeutic interventions. This could include 
the real-time analysis of vital signs, predicting the body’s 
potential responses to different treatments, or estimating the 
recovery trajectory given the current interventions being 
applied.

HealthLake's compatibility with machine learning (ML) 
models and AI services offered by AWS, such as Amazon 
SageMaker, allows the development of predictive models 
that can significantly enhance patient care. Machine learning 
algorithms could analyze patterns in the patient's DT data to 
predict the likely progression of their condition. This could 
range from simple predictions like heart rate or blood pressure 

Fig. 8  The real-time data is stored as FHIR files in a AWS S3 bucket
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trends, to complex forecasts such as the likelihood of a cardiac 
event or stroke.

Moreover, these models could be continually refined over 
time. As the DT continues to generate data, the model could 
incorporate this new data to improve its accuracy and predic-
tive capabilities. Over time, this could lead to more precise 
prediction models that can alert healthcare providers to poten-
tial health risks before they become critical, contributing to 
improved patient outcomes.

In a nutshell, AWS HealthLake provides a scalable, secure, 
and robust data management system for health data. Its use in 
analyzing and predicting data from a Digital Twin in an emer-
gency healthcare setting can lead to more informed decision-
making, timely interventions, and improved patient outcomes. 
By facilitating the integration of advanced technologies such 
as machine learning and AI into healthcare, it represents a 
significant step toward the realization of precision medicine 
and personalized healthcare.

5  Conclusion

This paper provides an in-depth, critical review of the exist-
ing literature at the confluence of digital twins (DT), health-
care, the internet of things (IoT), and cloud computing. These 
domains, while individually vast and complex, collectively 
contribute to a rapidly evolving ecosystem that holds signifi-
cant potential for transformative change in healthcare systems 
across the globe.

The review encompasses a broad spectrum of technologies 
that enable the effective functioning of digital twins within the 
healthcare space. Such technologies range from services pro-
vided by cloud platforms that host digital twins, to the intricate 
data transmission protocols that ensure the seamless transfer 
of information between digital twins and other systems, and 
even the storage file formats that help manage and safeguard 
this crucial data.

Based on this in-depth evaluation and synthesis of the lit-
erature, the study proposes a novel, cloud-based digital twin 
storage solution, specifically designed for emergency health-
care scenarios. Recognizing the pressing need for real-time, 
accurate, and secure access to patient data during emergencies, 
the study underscores the development of a practical, viable, 
and scalable solution. The proposed system leverages state-of-
the-art cloud computing technologies, coupled with innovative 
digital twin applications, to provide healthcare profession-
als with real-time, actionable insights that can significantly 
improve patient outcomes.

6  Future Work

Looking toward the future, this paper outlines a roadmap for 
further research endeavors. One of the main focal points of 
these endeavors will be refining and optimizing the proposed 
digital twin storage solution. This refinement process will 
emphasize stringent adherence to the Health Insurance Port-
ability and Accountability Act (HIPAA) regulations. Given 
the sensitive nature of healthcare data, ensuring compliance 
with these regulations is of utmost importance, guaranteeing 
the security and confidentiality of patient information.

Beyond HIPAA compliance, the future iterations of this 
solution may incorporate cutting-edge security technologies. 
One such technology under consideration is the blockchain-
based Hyperledger Fabric, a permissioned blockchain infra-
structure known for its robust security features and scalabil-
ity. The incorporation of such advanced security measures 
would add an additional layer of protection, further enhanc-
ing the reliability and trustworthiness of the solution.

The long-term vision for the proposed solution is its evo-
lution into a Digital Twin as a Service (DTaaS) offering. In 
this scenario, the digital twin technology would be offered 
as a service over the cloud, enabling healthcare providers 
to leverage the benefits of digital twins without the need for 
substantial upfront investment in infrastructure or expertise.
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