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Abstract

Anu Bradford has described the European Union’s ability to externalise its norms
and standards as the so-called Brussels effect. We apply the Brussels effect to select
issues discussed via the EU-US Trade and Technology Council (TTC) and show that
its capacity to project power stems not only from the EU’s market size but also from
its domestic decision-making structure. The political capital accumulated in the EU’s
consensus-based and inclusive deliberations functions as an effective instrument for
motivating other states to adopt European regulations, as legislative acts resulting
from European inter-institutional and multi-level policy-making hold high standards
of legal certainty and signal European strategic goals and political commitments cred-
ibly. Knowing that European consensus is an important condition for externalisation,
Brussels can facilitate consensus by calling for internal compromise in order to be
able to take the European compromise to the international stage. Thus, the internal
and external dimensions of the Brussels effect are mutually reinforcing. This twofold
appearance demarcates it from the California effect and the Beijing effect.

Keywords Brussels effect - Digital sovereignty - European integration - Norms
externalisation - EU-US Trade and Technology Council

1 Introduction
In 2012, Anu Bradford observed that the European Union (EU) has a “strong and

growing ability to promulgate regulations that become entrenched in the legal
frameworks of developed and developing markets alike, leading to a notable
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‘Buropeanization’ of many important aspects of global commerce.” She calls this
an “unprecedented and deeply underestimated” regulatory power that the EU is
able to exercise via its “legal institutions and standards.” Bradford coined the term
“Brussels effect” (2012) to describe this European ability to exercise power beyond
its borders as well as its mechanism of setting standards and then requiring compli-
ance with these standards to gain or have continued access to the European single
market, a significant marketplace and economic player in global affairs. In her 2012
article, Bradford cites antitrust laws, privacy regulation, regulation of chemicals
for health protection, environmental protection, and food safety as examples and
focuses on legal and ideological differences between the EU and the United States
(US) as well as the European ability to efficiently influence US standards. In a full
monograph on the Brussels effect — subtitled “How the European Union rules the
world” — that followed in 2020, Bradford additionally introduces case studies that
see the EU successfully externalising its norms and principles in the digital policy
arena. Drawing on Bradford’s findings, we argue that the Brussels effect also has
a previously overlooked domestic dimension: the Europeanisation of international
standards and third parties’ regulatory policies provides incentives to the member
states to comply with and agree on European regulations. The European Commis-
sion is able to use its international regulatory power for supporting its domestic
political agenda of deepening integration and can further restore European sov-
ereignty in the digital realm despite a lack of leading technology companies or a
European “Silicon Valley”. This process of European re-sovereignisation has been
underway since 2013 when policy-makers from France first cautioned that Europe
was at risk of becoming a “digital colony” of its powerful Western ally, the US, and
was hence suffering from a loss of importance, or even sovereignty, as an inter-
national actor between US technological prowess and Chinese hegemonic aspira-
tions (Nocetti, 2019). In response to these challenges, the European Commission
has worked to reduce “virtual borders” (European Economic and Social Commit-
tee, 2017) and strengthen digital (market) integration, hence increasing internal re-
sovereignisation, so that it can leverage the Brussels effect to advance external re-
sovereignisation as well. In view of diverse challenges — from protecting critical
infrastructure and safeguarding civil liberties to the creation of common markets —
“positive integration”, meaning targeted EU regulatory action, is the way to tackle
market failure within and beyond Europe (Scharpf, 1999) as regulations at the EU
level take effect inside and outside the internal market given the fact that access
barriers to the EU single market are often the highest global standard required for
market entry. The EU is able to ensure such standards by leveraging its regulatory
power, that is, making use of the Brussels effect. Given that digital integration is
a precondition for asserting European standards and norms externally, and there-
fore constitutes an integral element of European Digital Foreign Policy, the Brus-
sels effect arguably has a previously overlooked internal dimension of incentivising
European integration in addition to its often-discussed external dimension of inter-
nationalising European standards.

For making our case of mutually reinforcing internal and external dimensions of
the Brussels effect, we produce evidence from the European Union’s digital foreign
policy strategy, more specifically, we are looking at select policy issues discussed
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in the context of the EU-US Trade and Technology Council (TTC). We find that
the Brussels effect is not only rooted in market power but also its endogenous effect
of deepening European integration. This endogenous effect comes to pass as fol-
lows: European policy-makers are aware of the Brussels effect, and in order to be
able to externalise Europeans norms, an internal agreement on these norms has to
be reached first. International partners trust that legislative acts resulting from Euro-
pean deliberations provide high legal certainty once adopted. Thus, Brussels can
facilitate consensus by calling for internal compromise in order to be able to take
such a European compromise to the international stage, and hence the internal and
external dimensions of the Brussels effect are mutually reinforcing.

We further hold that the Brussels effect can be distinguished from the California
effect insofar that it promotes European re-sovereignisation internally and externally
whereas the California effect simply reflects the power of California as a state within
the federal union of the US. In other words, the California effect lacks the internal
dimension we claim to observe for the Brussels effect. Lastly, we also address the
“Beijing effect” and argue that there are two main differences between the Brussels
effect and the Beijing effect. Firstly, the Brussels effect impacts both private and
global players as well as major powers whereas the Beijing effect is limited to coun-
tries that are dependent on the People’s Republic of China (PRC) economically and
lack technological know-how and human capital. Secondly, the Brussels effect is
rooted in democratic values and the consensus-driven decision-making procedure of
the EU whereas China is ruled by the Communist Party of China (CPC) which has
digital geostrategic ambitions but no intention of promoting the idea of informa-
tional self-determination.

2 Understanding Nature and Dimensions of EU Digital Sovereignty

The Brussels effect describes a mechanism that sees the European Union exter-
nalising its norms via its “legal institutions and standards” (Bradford, 2012). For
illustrating this mechanism in regard to EU digital sovereignty, we will lay out the
digital strategy of the EU, detail its core concepts and strategic goals and discuss
what internal and external challenges this strategy encounters through the lens of the
political and analytical merit of the Brussels effect.

The European Commission has declared the years 2020-2030 Europe’s “digital
decade” and identified securing European “technological sovereignty” and “digital
sovereignty” as key strategic goals for this period. These terms were first used by
industry representatives who cautioned that industrialised European nations were
dependent on the availability, integrity and confidentiality of current and emerg-
ing technologies, both for civilian and safety purposes; furthermore, they cau-
tioned that Europe was lacking production capacities and R&D investments (Bon8,
2021). Given that many concerns regarding the vulnerability of critical technologi-
cal infrastructure are often also discussed as cybersecurity issues, the term digital
sovereignty is sometimes used interchangeably with “technological sovereignty”.
In a 2020 strategy paper, the European Parliament defines digital sovereignty as
“Europe’s ability to act independently in the digital world” and highlighted this
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issue’s importance as “[s]trong concerns have been raised over the economic
and social influence of non-EU technology companies” (European Parliamentary
Research Service, 2020). EU citizens’ control over their personal data is endan-
gered and “the growth of EU high-technology companies and the ability of national
and EU rule-makers to enforce their laws” are constrained (European Parliamentary
Research Service, 2020) when EU digital sovereignty is in jeopardy.

Adopted legislative acts are often considered to be the core of a modern under-
standing of European sovereignty. For the EU, the concept of sovereignty is better
understood as a process, not a status quo. It refers to EU actors’ moderating capac-
ity of legitimising their positions through transparent, internal opinion-forming pro-
cesses along the legislative train schedule and exercising them internationally in
multi-stakeholder bodies and institutions (Bendiek, 2021). The European debate on
norms harmonisation and subsequent standardisation contributes to deepening inte-
gration and thus advances internal re-sovereignisation. Hence, European rules and
laws which have been agreed upon among 27 member states also carry significant
political capital as they are hard to unbundle in international negotiations and thus
project the power of sunk negotiation costs onto the EU’s partners (Dluhosch & Zie-
gler, 2011). This political capital can therefore be transformed into the successful
externalisation of European norms and standards.

The European Commission has strengthened not only its internal but also its
external position by initiating laws addressing the regulation of new and emerging
digital technologies. For instance, the European Commission takes great pride in the
fact that the European General Data Protection Regulation (GDPR) and its provi-
sions shaped not only the terms of service of leading social media platforms, includ-
ing the platforms operated by Meta, but even impacted the data protection legislative
debate in the US. At the same time, it is important to note that while the EU “has
become a sort of ‘regulatory superpower’” (Torreblanca & Jorge Ricart, 2022), it
does not see its regulatory power as a route to dominating or even eclipsing leading
technology powers, especially its ally the US. However, the pursuit of digital sover-
eignty is challenged by external and internal factors: externally, the Covid-19 pan-
demic has revealed the dependency on Asian manufacturers often inhibited by harsh
anti-Covid restrictions such as production stops and lockdowns. The Russian attack
on Ukraine has further highlighted the vulnerability of value chains, especially the
food value chain, and additionally underscored that Europe lacks capacities in the
hard and military security arena. Internally, member states across Europe are con-
cerned that the French Republic and the Federal Republic of Germany might find
protectionist policies a sensible way to boost European industrial capacities (which
would majorly benefit German and French companies and industrial regions) while
the European Commission prefers the concept of “open strategic autonomy”
(Torreblanca & Jorge Ricart, 2022).

Indeed, when presenting her college of commissioners on November 27, 2019,
Ursula von der Leyen defined being a “geopolitical Commission” dedicated to mul-
tilateralism as a priority of the 2019-2024 European Commission. Since late 2019,
the world has changed profoundly: the Covid-19 pandemic, intensifying Great Power
competition, and the Russian attack on Ukraine have heightened threat awareness and
shifted priorities in the European foreign and security strategy. The EU’s strategic
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narrative “strategic autonomy” describing the aim to address security challenges in
hard security, value chain integrity or environmental security independently has since
evolved into “open strategic autonomy”. This broadening of the concept of “strate-
gic autonomy” resulted from the understanding that transatlantic cooperation is not
only important for guaranteeing European security, but necessary, as demonstrated by
the dangerous value chain bottlenecks revealeds during the Covid-19 pandemic and
the Russian attack on Ukraine (Erlanger, 2020). EU (digital) sovereignty can only be
realised in cooperation of like-minded countries (such as the US).

3 Beyond Market Power: the Brussels Effect and European Internal
Re-sovereignisation

The European Commission aims to further progress European re-sovereignisation
and has understood that (digital) sovereignty can only be realised in cooperation
with the US. It had already proposed an EU-US Trade and Technology Council
(TTC) in mid-2020 to find common ground on trade and technology standards after
a contentious relationship and disagreements with the US on economic policies dur-
ing most of the Trump Administration. While this suggestion received only little
attention then, the Biden Administration showed greater interest in cooperating with
the EU and exploring the idea of an alliance on “democratic technology”. The TTC
held its inaugural meeting in Pittsburgh, Pennsylvania, on 29 September 2021. Ten
working groups of the TTC have been established, and a second meeting has been
held in France in May 2022, which has produced an ambitious agenda and detailed
strategy (O’Brien, 2022). In the following paragraphs, the policy arenas cybersecu-
rity, semiconductor value chain resilience, digital market regulation and data protec-
tion regulation will be examined in order to understand how the EU seeks “to reduce
vulnerabilities and interference” (Torreblanca & Jorge Ricart, 2022) by externalis-
ing its regulations via the TTC. We show how this strategy contributes to strength-
ening EU internal and external digital and technological sovereignty and use it to
illustrate the mutually reinforcing nature of the Brussels effect’s internal and exter-
nal dimensions.

3.1 Cybersecurity and Connectivity

An important topic on the agenda of the TTC has been debate whether to include
or exclude the Chinese company Huawei from national telecommunications infra-
structure development. Huawei was the world’s first company to be able to build and
run infrastructure based on the 5G standard and has expressed interest to invest in
connectivity development in Europe — increasing connectivity at high quality and
affordable costs is an important goal across European regions. However, Huawei is
also controlled by the Chinese government through an opaque ownership structure,
which causes concerns for allowing the company to build and operate infrastructure
that can be exploited for gaining access to information ranging from confidential IP
such as trade secrets to information sensitive for national security (Niquet, 2018).
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By introducing key European cybersecurity legislation and taking a closer look
at the case of Huawei investments in the EU, we show the strength of the internal
dimension of the Brussels effect lies in its qualities of signalling European unity and
credibility, as the relevant laws result from a long and consensus-based legislative
process, which makes them credible and durable. Furthermore, they express a long-
term European commitment even if select member states take longer to translate
specific regulations in national law.

Concerns regarding the cybersecurity of information networks and telecommuni-
cations equipment can be discussed in the EU via the forum the Cooperation Group
of the Network and Information Security Directive (NIS Directive) offers. The NIS
Directive was introduced in 2016 and is the key building block of EU cybersecurity
policies. It consists of three parts — national capabilities, cross-border collaboration
and national supervision of critical sectors. The NIS entails a first set of interna-
tional standards in the cyber realm for accession to the European market (Directive
(EU) 2016/1148). Since 2021, the proposal for a NIS 2.0 Directive and the mandate
of the Committee on Industry, Research and Energy to enter into interinstitutional
negotiations have further advanced the debate surrounding framework guidelines for
European cybersecurity and demonstrated potential for harmonised EU-wide cyber
regulation (COM/2020/823; Negreiro Achiaga, 2022), and a provisional agreement
on NIS2 has already been reached by the co-legislators (Groothuis, 2022).

To further European cybersecurity resilience, the European Parliament adopted
the EU Cybersecurity Act in 2019, which established a cybersecurity certification
framework for information and telecommunication products and services that com-
panies want to offer on the European market; certification schemes were drafted by
the EU Agency for Cybersecurity (ENISA). Of special interest are the assurance
levels — basic, substantial and high — that indicate the cybersecurity risk associ-
ated with purchasing and using a specific product. The 2019 Cybersecurity Act does
not make the certification process mandatory yet; discretion on whether to adopt it
or not lies with the European Union member states’ national governments; oversight
of equipment certification is also a responsibility of the member states. The Euro-
pean Commission nonetheless emphasises that the certification framework has the
advantage of allowing comparability across member states and thus improves reli-
ability and trustworthiness based on one unified European benchmark (Regulation
(EU) 2019/881).

Additionally, the European Commission presented a “toolbox” on secure 5G net-
works in January 2020. The toolbox includes strict access controls before allowing
a telecommunications company to contribute to the establishment and operation of
national 5G networks. The recommendation highlights that “[e]nsuring European
sovereignty should be a major objective, in full respect of Europe’s values of open-
ness and tolerance” and that “cybersecurity of 5G networks is key for ensuring the
strategic autonomy of the Union”. As the name already suggests, this toolbox is also
only intended as a set of recommended best practices and potential tools to improve
5G network security in individual EU member states and is not legally binding
(NIS Cooperation Group, 2020). Still, the recommendations included in the toolbox
are very precise, as they include strict access controls before allowing a telecom-
munications company to contribute to the establishment and operation of national
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5G networks. They even directly encourage “necessary exclusions” in the case a
supplier can be considered high-risk according to the EU-wide Coordinated Risk
Assessment. The coordinated risk assessment of the cybersecurity of 5G networks
was published in October 2019 and emphasises the importance of conducting a risk
assessment and implementing access controls for maintaining European digital sov-
ereignty and strategic autonomy (NIS Cooperation Group, 2019).

Lastly, the European Commission adopted a European Cyber Resilience Act with
the purpose to “establish common European cyber security standards for products
(especially connected objects) and services that are placed on our market,” accord-
ing to Commissioner Thierry Breton (Breton, 2021). This act was first announced in
2021 and subsequently opened for input via an EU multi-stakeholder consultation
process (Chee, 2022); thus, this European cybersecurity legislation is indicative of a
European attempt to harmonise and further integrate the European digital market as
well as to regulate access to this market.

European member states considered advancing their connectivity (especially their
5G infrastructure) with the help of Chinese manufacturer Huawei, which has ties to
the CPC and the People’s Liberation Army (Niquet, 2018). For some time, the US
threatened to cease sharing intelligence with any partners that relied on Huawei’s
technological infrastructure for fear of information theft or infrastructure corruption
(Salama, 2020). This sparked debate in Europe, as Huawei is the world’s leading
developer and provider of 5G products and services, having finalized more 5G con-
tracts than any other telecom company by 2021, 50% of which were for 5G networks
in Europe (Sacks, 2021). American adamancy to exclude Huawei (and other Chinese
competitors) from progressing the Open RAN alliance is another contentious issue
between the transatlantic partners (Emmott, 2020). “Open RAN” (Radio Access
Network) presents a “technology concept in the area of 5G mobile communications
that introduces additional and open interfaces for previously proprietary components
of the radio access network [...] intended to promote openness and interoperability
in the RAN of a mobile network™ (Kopsell et al., 2022) and shall help increase inde-
pendence from key ICT providers as an “alternative way” of building networks reli-
ant on technologies such as cloud computing (Lee-Makiyama & Baker, 2022). The
case of the stagnant Open RAN alliance also demonstrates that digital sovereignty
cannot mean “autarky” for either the EU or the US, as the EU lacks the industrial
capacities to boost innovative Open RAN solutions, while the US largely misses
market-ready 5G equipment providers, such as Nokia or Ericsson. Hence, coopera-
tion is required if both want to prevent China from dominating the alliance (Lee-
Makiyama & Baker, 2022).

Huawei lobbyists have continuously sought to fight bans or dilute provisions sug-
gested for national implementation by the EU by pitching significant investments in
national infrastructure and local research hubs, including in the Netherlands, France,
Italy and Spain (Cerulus, 2020). European governments and companies expressed
concerns about the advancement of their digital connectivity if global market lead-
ers such as China’s Huawei are excluded from the internal market (Lilkov, 2021)
while the US Federal Communications Commission has also identified and listed
five companies (all from China) whose equipment and services are deemed an unac-
ceptable national security risk (Federal Communications Commission, 2021) and
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remarked that the European toolbox was not strict enough (Komaitis & Sherman,
2021). Lobbyists like to point out that some Huawei products have been awarded a
Common Criteria certification, such as by the Spanish National Cryptologic Centre
which awarded Huawei the world’s first EAL4 + security certificate. However, Span-
ish authorities have meanwhile responded to the extensive reference to this certifica-
tion by Huawei company officials to support their stance that Huawei equipment did
not pose a security risk by clarifying that the certification only pertains to the tech-
nical abilities of the certified Huawei equipment, and not any kind of cybersecurity
requirements (Tekdeeps, 2020).

It is noteworthy that despite its competitive edge in 5G technology, China’s rise
in the field of technological progress is relative, and other companies are catching
up fast. By 2020, Huawei already ranked only fourth in the list of companies fil-
ing for most 5G patents, following Samsung Electronics, Nokia and LG Electron-
ics. Furthermore, Ericsson has eclipsed Huawei as the top 5G provider according
to the 2020 Technology and Innovation Country Readiness Index published by the
UN Conference on Trade and Development UNCTAD. In other key digital technolo-
gies than 5G, including Artificial Intelligence, big data and blockchain technology,
Chinese companies are not represented among the top providers (except for Aliba-
ba’s blockchain technology). However, the only European company included other
than Ericsson is SAP, which means that the US continues to be the leading innova-
tor in the digital technology industry (UN Conference on Trade and Development,
2021). In fact, it was not until 2019 that Huawei was able to build a smartphone
without manufacturing chips provided by the American company Qualcomm (Fitch
& Strumpf, 2019). This means while Huawei equipment might not be replaceable
immediately once a country decides to limit its involvement in 5G network develop-
ment, feasible European and especially American alternatives exist which also pos-
sess the necessary technological know-how. The example of Huawei also shows a
company that profited both from high public R&D investments and a targeted press
campaign painting it as a standard-setting company and almost inevitable partner.
In contrast, R&D investments in the EU have been comparatively low and several
investment initiatives that were discussed in the Lisbon process yielded not the
desired result, what the European Commission only seeks to remedy now during its
“digital decade” (European Commission, 2021a, b).

This policy issue of 5G connectivity and cybersecurity offers interesting insights
on the Brussels effect. The agreement on security standards and certification regimes
in the EU can help to level the European playing field and demonstrate a show of
unity towards allies, adversaries — and potential investors, even if some member
states select to implement the recommendations only partially. Intel, America’s lead-
ing technology company in the field of 5G (UNCTAD, 2021), has recently announced
a significant investment in the European Union. This new investment can be consid-
ered a success of a European external digital strategy based on the Brussels effect
insofar that internal norms harmonisation increased European credibility — the EU
is willing to fine Huawei (Bermingham, 2022) and reject investment opportunities —
and in doing so generated political capital that can encourage investments from the
US instead. This case also shows that European technological and digital sovereignty
have a significant external dimension that does not equate to dominating other powers

@ Springer



Digital Society (2023) 2:5 Page90of25 5

or seeking autarky but forging healthy relations with democratic technology provid-
ers which can help advance European connectivity and partially remedy the lack of
European capacities. Additionally, the case of Huawei equipment also illustrates that
companies not willing to comply with EU standards face market exclusion, such as
Huawei in Sweden (GKkritsi, 2020).

3.2 Elusive Semiconductor Value Chain Resilience

Aware of the challenge of rising demand for semiconductors triggered by digitali-
sation and greening of the economy (European Commission, 2022), the proposed
EU Chips Act is designed to integrate national efforts into a coherent European
semiconductor research strategy as the EU is facing dependencies along the semi-
conductor value chain: It is a net importer of necessary electrical and rare earth
elements, but a net exporter of machines needed for semiconductor production
(Ciani & Nardo, 2022). The EU Chips Act aims to facilitate collective action for
(re-)building production capacities to reverse the trend of outsourcing semiconduc-
tor production, and thus signals a clear intention to regain industrial capacity (and
hence technological sovereignty). Chips (also known as semiconductors) are criti-
cal components of digital technologies manufacturing, both in the civilian and mili-
tary realms (Baraniuk, 2021). While American companies such as market leader
Qualcomm design the chips, they are manufactured mostly in Taiwan — one single
Taiwanese company produces 92% of the global chip supply of the most advanced
chip type, creating a highly vulnerable supply chain bottleneck (Schoolov, 2022).
The EU Chips Act calls for greater public investments in semiconductor R&D in
Europe (Lomas, 2021), whereas the CHIPS for America Act, passed in June 2020,
calls for investments in chip design R&D in the US (H.R.7178, 2020). Concerns
about an emerging and counterproductive “subsidy race” have thus been voiced on
both sides of the Atlantic. At the same time, a strictly US or EU focus on reclaim-
ing technological sovereignty is unrealistic (Lewiset al., 2021). In these areas,
international cooperation is inevitable, as “value chains of high-tech goods such as
semiconductors are best understood as a complex network of specialised produc-
ers” (Poitiers, 2021) enabled by internationally scattered expertise and division of
labour.

As discussed above, a key example highlighting European dependency on exter-
nal partners is the recent high-profile announcement of US company Intel: It plans
to invest up to €80 billion in the European Union over the next decade along the
entire semiconductor value chain, with plans for a semiconductor production site
in Germany, an R&D centre in France and manufacturing plants in Ireland, Italy,
Poland and Spain (Intel, 2022). Interestingly, European companies have a monop-
oly on the manufacturing of equipment necessary to produce chips in the first place,
which goes to show that “value chains of high-tech goods such as semiconductors
are best understood as a complex network of specialised producers” as described
by Niclas Poitiers (2021). Several European companies and member states have
cautioned against a “politicisation” of the challenge of semiconductor acquisition
and the European industrial strategy spearheaded by France’s Thierry Breton. Their
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concerns are driven by the fact that dependencies on chips from the US and Asia
are unevenly distributed across member states, and that some member states are
more dependent on Chinese FDI — a source of funding they fear to compromise
should a harsh exclusion of Chinese suppliers be facilitated by Breton. Similar
concerns apply to a potential negative impact on existing and planned cooperation
with the US should a counterproductive subsidy race emerge which inhibits foreign
R&D funding (Cerulus & Barigazzi, 2021; Le Corre, 2018; Noyan, 2021). Consid-
ering these contentious issues, the date of adoption for the EU Chips Act remains
uncertain and could well be pushed back to mid-2023 (European Association of
Automotive Suppliers, 2022).

Production capacities and relevant know-how for manufacturing chips them-
selves remain limited in Europe, as do skilled professionals or relevant education
and training programs. Albeit limited compared to their competitors, there are EU
semiconductor companies, which mainly focus on chips for specific sectors such as
automotive and healthcare or specific niches in the supply chain, including STMi-
croelectronics, Infineon and NXP as well as ASML. The biggest of these compa-
nies is German semiconductor producer Infineon, which was consistently ranked
10th or 11th of the world’s biggest semiconductor companies throughout the last
five years — while the three companies Samsung (South Korea), Intel (US) and
TSMC (Taiwan) account for roughly half of global sales (Alsop, 2022). In terms
of market share, TSMC (Taiwan) accumulates more than 50%, followed by Sam-
sung (South Korea) with 17% and UMC (Taiwan) at 7% which in turn is followed
by GlobalFoundries (US), also accounting for 7%. These top ten dominated by
contract manufacturers are completed by two more Taiwanese and three Chinese
companies as well as Israel’s Tower Semiconductor at 1% (Bhutada, 2021). TSMC
builds chips for Intel and Qualcomm as a contract manufacturer, among others, and
Time has estimated that it could even account for more than 90% of the advanced
processors market (Campbell, 2021). Furthermore, despite Washington’s effort to
counter the ever-increasing influence of the Chinese chips industry in the US and in
Europe, 2021 marked the second year in a row in which Chinese chip manufactur-
ers were the world’s biggest buyers of chip-manufacturing equipment, suggesting a
flourishing and growing industry (Leonard et al., 2022). Both the US and the EU
are dependent on international producers, for instance, the US and the EU account
for 21% of the world’s semiconductor manufacturing capacity, but for 43% of the
global consumption of digital devices, revealing a potentially dangerous depend-
ency on Chinese manufacturers (Lewis et al., 2021).

Considering these facts, one key takeaway for understanding the merits of the
Brussels effect in the case of strengthening semiconductor value chain resilience is
that its internal dimension once again helps foster a European effort, for instance in
distributing R&D for producing chip manufacturing equipment across Europe, even
when the EU lacks leverage to shape transatlantic semiconductor value chain resil-
ience in the fashion it desires, that is, utilising the Brussels effect’s external dimen-
sion. Time-consuming and compromise-driven debate signals European interest in
and terms for cooperation with companies and international partners. The effort
to develop a European semiconductor strategy and shared commitment to rebuild
European capacities, even if details still remain the subject of debate, demonstrates

@ Springer



Digital Society (2023) 2:5 Page110f25 5

the will to cooperate and invest internally, which constitutes political capital insofar
that it signals problem awareness and readiness to act, which can help attract inter-
national investors — making the internal and external dimensions of the Brussels
effect mutually reinforcing.

The fact that a set of contentious issues and resulting delay of adoption of the EU
Chips Act remains also demonstrates that the European decision-making process
based on consensus is very much intact despite internal divisions. This again shows
that the concept of sovereignty has become even more complex and is nowadays
better understood as a process, not a status quo (Bendiek, 2021). In other words,
sovereignty no longer merely refers to a legally defined status — instead, it needs
to be understood as a capacity for the EU to act in the European interest. The EU
enacts its sovereignty by moderating internal and external partners through facilitat-
ing transnational structures of negotiations. The methods are transparent, internal
opinion-forming processes reliant on consultations, e.g. with involved industries,
and exercising them effectively internationally in multi-stakeholder bodies and insti-
tutions. European sovereignty cannot be equated with either national autonomy or
autarky — it is the capacity to navigate and govern complex value chain processes.

3.3 European Agenda-Setting in Digital Markets and Digital Services Regulation

The digital economy has strongly diversified over the last decade, and the personal
data of private citizens themselves have become an economic good. Thus, the EU
updated its rules to ensure the data sovereignty of its citizens and companies was
protected and the European e-commerce directive was adopted in 2000 (direc-
tive 2000/31/EC). Now, the Digital Services Act (DSA) and Digital Markets Act
(DMA) were introduced, which address issues that have arisen with the emergence
of new products and service providers on the digital market (COM/2020/825;
COM/2020/842). Still, the e-commerce directive remains at the heart of European
digital strategy and digital foreign policy tools for regulating market access and
institutionalising European norms. It sets standards for transparency requirements
for service providers and liability along the business chain, including intermediary
service providers and general rules for commercial communications.

The DSA introduced new rules in the issue areas of transparency, with specific
information obligations on the storage and commercialisation of user data, handling
hate speech and participation bans and reporting users who are found to share illegal
content. The DMA is designed to establish a level playing field for enterprises in the
digital age and to enable innovation and growth. It is tailored to regulate “gatekeep-
ers”, which are defined as “large, systemic online platforms”. Examples of gatekeep-
ers (although no companies have been designated as a gatekeeper so far) would be
Amazon, Meta and Alphabet. Small and medium-sized enterprises (SMEs) depend-
ing on these gatekeepers shall be protected by the DMA, as gatekeepers can no
longer utilise their power as platform providers to advertise their goods and services
more prominently. Furthermore, gatekeepers are now required to allow commercial
users access to data they generate while using their platforms and to allow third par-
ties to inter-operate with their services. The data sovereignty of European shall also
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protected by the recently adopted Data Act, which clarifies under which conditions
private data can be commercialised (COM/2022/68).

In the context of the TTC, conflicts between the partners on both sides of the
Atlantic have arisen regarding the planned designation of gatekeepers, which will
primarily apply to non-European companies such as social media platforms and
digital marketplaces such as America’s Amazon or eBay and China’s Alibaba
(Mariniello & Martins, 2021). Compliance of such companies with the provisions
laid out in the DMA would mean fundamental changes to their established business
models, which are based on offering free use of their platforms to private users and
third commercial actors in exchange for their data and an opportunity to increase
the platform’s growth. As access to the marketplaces is free, consumers can eas-
ily find an SME advertising its products there and then purchase from the SME
directly rather than through the marketplace, often at a cheaper price. Thus, gate-
keepers argue that they need to advertise their own products more prominently to
profit as well (Meyers, 2021). While some observers caution that the definition of
gatekeeper should not be too broadly interpreted and that the designation of gate-
keepers should focus on companies with little competition, such as Google —
which has a market share of almost 90% in Europe — American partners are con-
cerned that US companies are specifically being targeted, and thus are calling for a
broader interpretation of the term. Furthermore, US policy-makers have expressed
security concerns about requiring the possibility to distribute programmes such as
apps outside of “closed systems” — in other words, to install apps on smartphones
and other devices without relying on the two dominating market powers, Apple
(10S) and Alphabet (Android), because this means that the cybersecurity of smart
devices could be compromised by downloading malicious software from a third
source without established vetting and verification processes (Stolton, 2022). This
has created a dilemma for the DMA in terms of preventing discriminatory practices
by market leaders while adopting non-discriminatory regulations to address data
sovereignty and fair competition in the digital market.

The European Parliament approved the DSA and the DMA on 5 July 2022; the
Council of the European Union followed in September 2022 (European Parliament
News, 2022). Given the anticipated wide-reaching consequences of the acts entering
into effect, they have been the topic of heated internal debate and intensive lobbying
efforts by companies, especially from the US. Internally, the debate surrounding the
DMA and DSA came to be known as a major theatre of the greater ideological con-
flict between Commissioners Thierry Breton and Margrethe Vestager (Larger et al.,
2020). The Microsoft Cooperation has been especially active in the DSA/DMA con-
sultation process and cautions that “the desire for speed should be carefully balanced
against the need for effectiveness” (Alaily & Klynge, 2021). They also emphasise
that “gatekeepers will inevitably need further guidance on how to comply with the
DMA obligations” (Alaily & Klynge, 2021). Microsoft hence signalled acceptance
of the rules while subtly indicating that additional guidance is needed and that such
guidance should ensure that the business model of big tech corporations is not sig-
nificantly affected by the DMA.

Applying the analytical lens of the Brussels effect to the genesis, provisions
and contentious issues of the DMA and DSA, its potential and shortcomings as a
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political tool as well as the mutually reinforcing nature of its internal and external
dimensions become evident yet again. Internally, there is an overall consensus that
tech monopolies “must be loosened” — but to which degree and by what means
is contested (Echikson, 2022). The fact that such disagreements are known is tes-
timony to the transparency and hence legitimacy of the consensus-based European
legislative debate and decision-making process across involving various Euro-
pean institutions. The proposals for the DMA and DSA allowed the EU to initiate
negotiations with international big tech companies and to be the agenda-setter in
the ensuing negotiations and consultations, such as in the TTC. The EU acted, and
companies are now reacting with lobbying efforts. While this external dimension
gives the EU some leverage, it certainly does not fill the big technological gap that
it is confronted with, namely the lack of any competitive big tech company. Still,
European regulatory power increases the political capital with which the EU enters
into international negotiations in fora such as the TTC and multi-stakeholder con-
sultation processes with actors including big tech companies. In other words, digital
sovereignty as a political and foreign policy practice cannot help meet the objective
of filling the technological gaps, but can aid a successful “open strategic autonomy”’
approach by starting international negotiations as the result of internally coordinated
efforts of DSA/DMA legislation (Torreblanca & Jorge Ricart, 2022).

3.4 European Credibility in the Data Protection Regulation Debate

In case of the General Data Protection Regulation (GDPR), the Brussels effect
even extends beyond the regulation of private actors and shapes foreign legislative
debates, from Africa over Asia to the US (Cervi, 2022). The US legislative debate
on a federal privacy law gained momentum after a joint call for a federal privacy
law similar to the GDPR by key US players such as Apple, Alphabet, Meta and
Microsoft (Pfeifle, 2018; Tiku, 2018). The involvement of dominant tech companies
in this process highlights the power of the Brussels effect, as even strong market
dominators such as Meta need to reconsider their terms of service and data com-
mercialisation business model if they want to retain access to the European internal
market. This is evidenced by the U-turn performed by its executive board in 2020
when key executives initially threatened to pull platforms such as Facebook and
Instagram from the European market in response to the Schrems II ruling (Shead,
2022) but quickly backtracked, as this tactic did not influence the European position
as desired. 25% of Meta’s revenue is generated in Europe (Kwan, 2022), which is
too big of a share to lose. Consequentially, Meta had to adapt its terms to European
standards and has called for a US federal privacy law that converges with the GDPR
to further increase legal certainty and interoperability. Such lobbying efforts by US
companies underscore the desire of private US actors to cooperate with the EU on
digital and technological standards via the TTC in order to retain market access and
sustain their growth. Their European counterparts are also highly involved with the
TTC through formats such as the European Commission’s online consultation plat-
form for stakeholder involvement in shaping transatlantic cooperation (European
Commission, 2021a, b).
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Given that digital services are “indivisible,” as Bradford puts it (2020), US com-
panies updated their terms of service following the GDPR, which constitutes the
world’s strictest and most detailed data protection regulation, as it would simply be
too costly to offer a different service model across different countries. In the data pro-
tection and data flow management arena, legal certainty is currently lacking, which
confirms the assumption of a mutually reinforcing nature of the Brussels effect’s
internal and external dimensions, ex negativo, as the following paragraphs illustrate.

Data protection regulations are a key contentious issue between the EU and the
US, especially since the Court of Justice of the European Union (CJEU) voided the
“privacy shield” (the transatlantic agreement regulating the exchange of users’ pri-
vate data between European company subsidies and their American holding com-
panies for commercialisation purposes) in Data Protection Commissioner v Face-
book Ireland Limited and Maximilian Schrems in July 2020 (Judgment of the Court
Case C-311/18). While invalidating the Privacy Shield, the Court has ruled that
international data flows can continue under GDPR provisions if they are based on
EU Standard Contractual Clauses for international data transfers. The CJEU held
that data exporters must verify on a case-by-case basis that the personal data being
transferred will be adequately protected in the destination third country in line with
the requirements of EU law. Furthermore, the CJEU stated that data exporters may
implement supplementary measures to ensure the protection of personal data in des-
tination third countries as required by EU law — however, the court did not specify
what would constitute such supplemental measures. Currently, the EU and US are
cooperating to find a framework replacing Privacy Shield; most recently, President
Joe Biden issued an “Executive Order On Enhancing Safeguards For United States
Signals Intelligence Activities” (The White House, 2022) in order to address Euro-
pean Concerns.

The lack of a new framework and ensuing uncertainty for European companies
and consumers as well as international technology companies and service providers
about what standards they have to meet to be able to conduct business in line with
EU law is damaging for partners on both sides of the Atlantic. For instance, the Aus-
trian data protection authority banned the use of the data analysis tool Google Ana-
lytics, which was a significant setback for Google but also for Austrian companies
using the tool (Terharen, 2022). Following the ruling, the EU Cloud Code of Con-
duct General Assembly, which includes international companies, started to work on
the Third Country Transfer Initiative, which seeks to address concerns regarding the
processing of European users’ personal data in a third country by developing a spe-
cific “module” to complement the GDPR (European Cloud Code of Conduct, 2022).
A feasible solution for providing legal certainty for transatlantic data transfers is
urgently needed, as interoperability is crucial for the provision of digital services and
the pursuit of further business opportunities in Europe, both by American companies
and European companies working with American digital products. So far, steps dis-
cussed towards the institutionalisation of the Third Country Transfer Module have
included the nomination of an oversight board, as such watchdogs and their ability
to issue fines have successfully mediated company practices and GDPR regulations
in the past, for instance in the cases of GDPR violations by TikTok and Meta (Euro-
pean Data Protection Board, 2021, 2022). However, so far no third-country module
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has been introduced, as it remains unclear how such a module should be designed to
comply with the court’s expectations. The March 2022 agreement “in principle” on
a Privacy Shield 2.0 between the EU and the US also hardly extends beyond a state-
ment of intent to remedy the current legal state of uncertainty (Greaves & Nauwe-
laerts, 2022). Even though the US hoped it had a “trump card to resolve [this] long-
running dispute” (Scott & Manancourt, 2022) when the Russian attack on Ukraine
highlighted the urgency to increase transatlantic cooperation and reminded the EU
of its dependency on the US and American intelligence-sharing in the hard security
domain, the Privacy Shield 2.0 agreement has been criticised for being “useless”.
Lessons from the GDPR debate and continued failure to suggest a framework for
replacing the privacy shield confirms the analytical and political merit of the Brussels
effect, as well as the mutually reinforcing nature of its internal and external dimen-
sions, ex negativo.

While the EU has set the agenda in the GDPR debate as it has in the DMA/DSA
debate, and triggered familiar responses by concerned companies in the form of
declarations of intent to cooperate and lobbying efforts, it can thus far not enter into
negotiations with a credible mandate, as the internal European debate has not yet pro-
duced a consensus. Results of negotiations that take place nonetheless — such as the
Privacy Shield 2.0 — lack credibility and are quickly dismissed as useless (Dachwitz,
2022). The failure to produce a legally certain replacement framework hurts European
companies and citizens dependent on digital services provided by American compa-
nies and damages European credibility in negotiations. Institutionalising a replace-
ment for the privacy shield first requires a joint European effort to agree on a feasible
alternative, which is only achievable through inter-level and inter-institutional debate.
The replacement of the privacy shield would thus not only mean a further step in the
process of European internal re-sovereignisation; it would also be an important signal
reaffirming an understanding of European external digital sovereignty as sovereignty
embedded in an international network of democratic partners. Clearly, for the EU,
the opportunity of serving as a transatlantic agenda setter can be an advantage, but
one that comes with the burden of suggesting viable tactics and tools to flesh out an
agreement that works for both sides: the US and all 27 member states.

4 Demarcating the Brussels Effect from the California and Beijing
Effects

Bradford’s concept of the Brussels effect is based on the idea that disputes arising
from different interpretations of key norms such as data privacy, free speech or fair
market competition by the EU and its partners can be efficiently addressed by regu-
lating private actors of the digital market. To secure access to the European mar-
ket, private companies will design their terms of service in compliance with internal
market standards and even lobby foreign governments to adopt legislation conver-
gent with EU law in order to increase legal certainty; thus, the EU can also influ-
ence international legislative debates via private actors. Consequentially, the EU’s
regulatory power in digital foreign policy is derived from its economic power, as
evidenced by the fact that non-European digital technology companies — mainly
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headquartered in the US, but also in China — adjust their terms of services so that
access to the European internal market is secured. The case study of the Brussels
effect in action examining European policy-making by institutionalising and facili-
tating the TTC allows us to better understand key distinctions between the Brussels
effect and the California and the Beijing effects, both of which are based on a similar
assumption that their economic strength allows them to project power beyond their
jurisdiction.

4.1 Difference from the California Effect: Consensus Beyond Market Power

David Vogel has observed a “California effect” in the US, which saw states of the
federation adopt certain environmental regulatory requirements to match the high
standard of environmental protection necessary to be able to do business in Cali-
fornia. California is the US state with the biggest GDP by far, surpassing Texas
and New York by over 1.3 and 1.4 trillion USD, respectively (Bureau of Economic
Analysis, 2022), what allowed externalising political objectives of the state via reg-
ulating access to its market (1995). Bradford coined the term “Brussels effect” in
reference to this California effect, initially stating that she set out to explore “the
dynamics of the California Effect in a global context” and identify conditions for
successful norms externalisation as follows: “the jurisdiction must have a large
domestic market, significant regulatory capacity, and the propensity to enforce
strict rules over inelastic targets (e.g., consumer markets) as opposed to elastic tar-
gets (e.g., capital). In addition, unilateral regulatory globalization presumes that
the benefits of adopting a uniform global standard exceed the benefits of adher-
ing to multiple, including laxer, regulatory standards. This is the case in particular
when the firms’ conduct or production is nondivisible, meaning that it is not legally
or technically feasible, or economically viable, for the firm to maintain different
standards in different markets” (2012).

Furthermore, Bradford provides ample empirical evidence that such an effect
theorised as the California effect can be observed in a global context — namely the
Brussels effect in the jurisdiction of the European Union (2012; 2020) — and points
out that Brussels’ regulatory power is more pronounced than California’s, as Califor-
nian law still has to be consistent with US federal law. California is one state within
the US and conducts its law-making in a bicameral system. The governorship, the
state house of representatives and state senate are held by a Democratic trifecta since
2011, meaning that both chambers of congress have a majority for the Democratic
Party and that the office of the governor is held by a member of the Democratic
Party as well. Since 1999, the Republican Party could only succeed in winning the
governorship from 2004 to 2010, but not achieve an assembly or senate majority
(Ballotpedia, 2022). Furthermore, Republican governor Arnold Schwarzenegger
made environmental sustainability a key topic of his agenda, matching ideological
preferences of Californian voters but detouring from the environmental legislation
strategy pursued by the GOP on the federal level and in other states (Weinberger,
2018). This means that the Democratic trifecta was able to pursue its legislative
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agenda rather easily, and far from having to reconcile positions as differing as across
27 EU member states.

The European Union is an organisation sui generis: One jurisdiction, but
far from being one “bloc”. Ideological preferences, economic needs and politi-
cal goals across member states vary, but previously agreed-on standards and
minimum requirements of European legislative acts are expected to be broadly
reflected in national law across the EU, and non-complying member states can
be fined. Like California, the EU meets all of the criteria for successful norms
externalisation as laid out by Bradford and is thus able to successfully leverage
the Brussels effect. But we argue that there is also a further dimension equipping
the Brussels effect with its considerable leverage: the political credibility derived
from the fact that regulatory norms externalised by the Brussels effect have essen-
tially already passed an intense vetting process of European debate and compro-
mise in the multi-level governance system. EU policy-making involves not only all
27 member states — whose demands for legal requirements and broader ideologi-
cal and strategic preferences often largely differ — but also a variety of European
institutions and non-state actors. Thus, the EU as “one jurisdiction” can arguably
generate international political capital expressed in the form of entering negotia-
tions represented by the European Commission with a mandate explicitly given by
the EU treaties.

4.2 Difference from the Beijing Effect: Credibility Instead of Dependency

This internal dimension of the Brussels effect’s ability to generate political capi-
tal as a result of inter-level and inter-institutional debate which aids the European
objective in international negotiations is also one of the factors that differentiate it
from a purported “Beijing effect”. Matthew S. Erie and Thomas Streinz put forth
their observation of a Beijing effect in 2021, theorising it as ““a combination of push
and pull factors that explains China’s growing influence in data governance beyond
its borders.” They further observe that the Beijing effect contrasts with the Brus-
sels effect insofar that the Chinese ability to provide technological know-how and
equipment to developing economies — and thus, China’s technological and eco-
nomic advantage — is the base condition for the Beijing effect to work, whereas
the Brussels effect has demonstrated its efficiency towards national economies that
are bigger than the European one and can boast the top providers of technologi-
cal equipment and digital services worldwide. Additionally, the Beijing effect can
both reinforce and undermine Chinese aspirations of externalising digital govern-
ance norms, as national governments can halt the development of technological and
digital infrastructure by China (or with assistance from China) when they become
too concerned of the effects of the Chinese National Intelligence Law, which man-
dates every citizen and every company to cooperate with national authorities by
sharing information (that is, private data of costumers) or even manipulating tech-
nology it sells abroad (Stolton, 2019). Some EU Member States, the US and India
are among jurisdictions that have banned some Chinese technology providers from
participation in their otherwise free markets citing national security concerns (Erie
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& Streinz, 2021), thus undermining Chinese expansion efforts — both in economic

terms and in norms externalisation. The Brussels effect, on the other hand, is not

only based on hard market power, but also the ability to project its regulatory power
via its legislative “strength of weakness” negotiated among 27 member states within

a consensus-driven European decision-making process.

If access to such significant markets as the US or India is inhibited, Chinese reli-
ance on the markets of developing countries increases. Such countries often (ini-
tially) welcome Chinese assistance in developing their technological and digital
infrastructure, and therefore accept Chinese data governance norms to shape or even
found their national data laws. This enables the Beijing effect to deliver an increase
in overall connectivity and revenue, but in contrast to liberal projects, it does not
advance citizens’ data sovereignty, freedom of expression or protection against hate
speech, and thus can benefit society only economically. Furthermore, the Chinese
legislative process is significantly less transparent and public than the European one,
and legal certainty as the result of long inter-institutional and inter-level debate is
not given as laws such as the Chinese National Intelligence Law can be adopted or
amended quickly.

In summary, the California, Beijing and Brussels effects all are based on the core
assumption that these jurisdictions can influence actors beyond their borders by set-
ting regulatory standards. The effects differ insofar that:

— the Beijing effect is mainly efficient towards “weaker” and dependent actors,
such as countries coerced into adapting Chinese standards to improve connectiv-
ity or receive loans, e.g. as granted by the Chinese Export-Import Bank;

— Unlike the California and Beijing effects, the Brussels effect is not only based on
market power and technological capacities, but on credibility derived from the
common standard-setting procedure of the European single market, a significant
success story of European integration;

— The Brussels effect finally has an internal and external dimension that are mutu-
ally reinforcing. The Californian legislative process is steered by a Democratic
trifecta, and the Chinese one is exclusively dominated by the authoritarian CPC.
The EU comitology procedure entails debate and compromise necessary to find
a consensus reconciling the needs and preferences of all member states. Internal
agreement is a pre-condition for externalising norms, and knowing that externali-
sation is only possible when an agreement is given, the EU is piggybacking the
political capital of compromise among member states in international negotia-
tions. The TTC negotiations are thus a good case in point of how the external
digital policy of the EU is deepening European integration as well.

5 Conclusion and Policy Implications
In conclusion, the mutually reinforcing nature of the internal and external dimen-
sions of the Brussels effect is based on European procedural sovereignty, which is

a complex, multi-level process across nations and institutions, rooted in debate and
founded on consensus and compromise. Europe’s “legal institutions” (Bradford,

@ Springer



Digital Society (2023) 2:5 Page 190f25 5

2012) enable the Europeanisation of international standards and third parties’ regu-
latory policies, which benefits the EU and its citizens economically and socially.
Thus, institutions and member states are incentivised to arrive at a consensus, as
such a consensus is an important precondition for successful externalisation. This
means that European policy-makers can leverage the Brussels effect to deepen inte-
gration and advance internal digital sovereignty, as they can argue that arriving at a
compromise is necessary so that the European Commission can enter international
negotiations with a mandate explicitly given by the EU treaties. Harmonised mar-
ket regulations allow for more leverage and room for manoeuvre in international
negotiations; thus, the Brussels effect as a political tool is not only based on market
power, but also on the political credibility of the EU. The European decision-making
process is complex and time-consuming, but it is also known to be transparent and
legitimate. Hence, its results carry high legal certainty, and its tentative agreements
reliably indicate strategic goals and political commitments. While Bradford herself
reflects on internal motivations of the Brussels effect (2012), her considerations are
limited to reflections on inter-European competitiveness and political preferences
of member states which they seek to externalise in other member states; she does
not consider the creation of political capital that can strengthen the EU position in
international negotiations through internal norms harmonisation via the European
decision-making process.

The four case studies conducted can confirm the analytical merit of the Brussels
effect in the digital policy arena, assert its relevancy as a political tool and demon-
strate that its concept has an additional and previously undiscussed level of being
internally and externally mutually reinforcing. In the cases of cybersecurity, semi-
conductor value chain resilience and digital markets and digital services regulation,
it is observable that European policy-makers set or propose standards concerning
companies and markets largely beyond Europe, and that this (attempted) standard-
setting provides the agenda for the transatlantic debate, as expected according to
Bradford’s definitions of the Brussels effect (2012, 2020). “Open strategic auton-
omy”’ towards third states according to the European Commission is here within best
safeguarded when embedded in an international network of democratic allies. The
fourth case study on data protection regulation confirms the analytical value of the
Brussels effect as well and demonstrates the mutually reinforcing nature of its inter-
nal and external dimensions ex negativo: the European failure to internally agree
on guidelines for a viable replacement of the “privacy shield” negatively impacts
American producers as well as European customers and clouds TTC negotiations.

The above findings bear policy implications as well: Currently, the European
Union not only profits from the demonstrated enduring strength and relevance of the
Brussels effect, but also from a US administration which seeks to intensify transat-
lantic cooperation. The EU has been forced to reconsider some of its policies given
the lasting slow-down of production in China due to strict reactions to the COVID-
19 pandemic and the Russian attack on Ukraine. Given the current lack of produc-
tion capacities, know-how and human capital in the European Union, a paradigm
shift from an ideal of “strategic autonomy” to a strategic narrative of “open strategic
autonomy” has been set in motion, which understands that digital and technologi-
cal sovereignty can only be achieved in cooperation with international partners. The
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first and foremost partner is the US, but other allies that are also bound to safeguard
a rules-based international order and the protection of individual rights emerge on
the map as well.
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