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Abstract

Internet of things (loT) enables machine-to-machine, human-to-human and machine-to-human interaction. Recent
advancement in loT systems has positively impacted the daily activities of humans, from accessing information to the
delivery of service in real-time. This has improved healthcare management and services, especially in medical hospitals,
for effective and timely access to diagnostic information and treatment of patients. Several existing research mainly
focused on the design of loT architecture, its challenges, and benefits to human society with minor or without consider-
ing applying loT in the healthcare domain. To bridge this gap, this study investigates the implications of loT integration
in the healthcare management domain. It presents a detailed discussion on loT utilization to improve the functionalities
of hospital management system. It also discusses some potential emerging innovations that aids the development and
application of loT in hospital management systems. Investigations show that healthcare personnel can administer treat-
ments to patients anytime—-anywhere. Patients, especially the elderly are administered treatment, as well as monitoring
their wellbeing while at home with the support of wearable sensor devices. Also, some of the challenges that impedes
the integration of loT application into healthcare domain includes generation of irrelevant huge amount of data, issues
of security and privacy of patient information and high cost of loT adoption. Furthermore, the future research trends in
adoption of loT to improve healthcare domain includes stroke and epileptic seizure predictions and prosthetic sensors
which is used to retrieve relevant data or information to aid the treatment of a patient in real-time.

Keywords Healthcare - Security - Smart equipment - Hospital Management - Internet of things (IoT) - Blockchain -
Machine learning - Artificial intelligence

1 Introduction

There have been rapid advances in the management
of healthcare, based on hospital systems and related
medical science disciplines. A few studies have attrib-
uted this current development in the healthcare sector,
to rapid increase in global population density, aging
factors, and technological advancement [1]. Consider-
ing a recent aging and health study conducted by the
World Health Organization (WHO), the number of peo-
ple aged 60 years and above (900 million in the year

2015) is estimated to increase to over 2 billion before
the year 2050, increasing approximately from 12 to 22%
on aggregate based on global population [2]. Therefore,
the rapid increase in demographic shift becomes a bur-
den and challenge to healthcare practitioners. This is
due to limited healthcare resources available in hospital
to meet the influx of patients. However, the increase in
the number of healthcare practitioners has paved the
way for patients to make decisive decisions based on
the selection of medical specialists [3]. Healthcare spe-
cialists and providers are consistently under pressure to
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deliver better healthcare services with limited resources
at their disposal. Hence, there is an urgent need to man-
age costs, and provide quality, efficient and reliable
healthcare services to the populace [4, 5] This can only
be achieved by applying a real-time system for the man-
agement and delivery of healthcare related services to
patients (such as the elderly) that are immobile and
afflicted with chronic diseases that require constant
monitoring. In addition, young people require quality
healthcare services to improve their life expectancy as
they grow older. Therefore, these can be achieved by
deploying Internet of things (IoT) enabled Health sys-
tems, for the delivery of timely and quality healthcare
services to patients across the globe. Even though, loT
has been applied in other fields such as transportation
and logistics [6].

The term loT refers to several physical devices (sensors
data, intelligence services, data processing, software, and
smart applications, etc.) that are connected to the inter-
net for storing, retrieval, sharing and aggregation of data
[7]1. Internet can be leveraged as a medium of interaction
between prospective patients and medical facilities, at
any-time and any-where for the delivery of quality health-
care [8]. Therefore, healthcare practitioner or institution
can create a transparent, effective [9]. Also, it can create
real-time healthcare delivery model with the implementa-
tion of loT technology [10].

Moreover, loT-based healthcare systems has improved
health service delivery exclusively from a conventional
healthcare point of view, providing a modern real-time
healthcare system. Consequently, traditional medicine has
been modernized with the support of biotechnology that
act as key enablers in the emergence of smart healthcare
enabled hospital management systems. Hence, the smart
healthcare-based hospital management system emerges
as the better option for the delivery of healthcare services
due to its integration with loT technologies [11].

The technology that supports the realization of a smart
healthcare enabled hospital management system is some-
times described as the Internet of Medical Things (IoMT)
[5]. It consists of utilizing internet-enabled smart devices
and wearable medical sensors to monitor patient health,
check adherence to prescriptions, predict an impending
heart attack and retrieve timely diagnostic information
[12].

There are various existing literature on overview of
Internet of Things technologies and its applications. For
instance, Colakovic and Hadgzialic [13] investigated the
enabling loT technological challenges and open research
issues. It discusses various versions of related loT technolo-
gies to enable better understanding of its features. Conse-
quently, a survey was conducted to provide an insight into
loT emerging technologies and identify the most relevant
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among them. Detailed open issues and challenges to be
resolved by future research studies were presented.

Akhigbe et al. [14] presented a review on the applica-
tion of loT technologies to Livestock management. The
loT ecosystems were vividly identified, with an improved
architecture and its technicalities. Furthermore, the cur-
rent state, opportunities and expected research trends of
loT enabled Livestock management system was discussed.
Findings show that the proliferation of loT data from live-
stock is a major contributor. As conventional methods of
reactive data processing will be replaced with proactive
(loT data) methods to provide insight about animal pro-
cesses [15]. Javed et al. [16] presented a survey on Inter-
net of Things operating systems support, applications
and challenges. It provides a comprehensive comparison
of operating systems designed for loT devices based on
their architecture, power, scheduling and memory man-
agement approaches, and programming models. It also
highlights the networking methods together with related
features needed for loT enabled applications. In addition,
several case studies and challenges in loT domains are
discussed. Pirmagomedov and Koucheryavy [17] pre-
sented a comprehensive survey on loT technologies for
an Augmented Human. It discusses the concepts of an
augmented human and highlights notable research issues
raised by such systems. In addition, a detailed emerging
loT enabled human augmentation, devices and design
approaches, together with connectivity methods and
security challenges is discussed [18].

Vo et al. [19] presented a review on Internet of things
enabled ocean controlled environmental pollution. It ini-
tially identifies the applications of an intelligent environ-
ment as the basis for analysing emerging loT approaches
consisting of big data and artificial intelligence for moni-
toring and controlling pollution in marine environments.
Furthermore, the prospective opportunities and chal-
lenges vital to this field of research were deliberated,
which mainly considered the applications of loT-big data
systems for the protection of the ocean environment.
Gomez-Chalbla et al. [20] presented a systematic review on
loT Applications in Agriculture. It highlights various type
of loT-enabled software application in agriculture exist-
ing in the market, such as soil sensors, together with the
advantages offered by the technologies.

The existing research in this field as extensively dis-
cussed above mainly focuses on loT related technologies,
challenges and potential future research trends. They
also discuss loT applications in the agriculture and ocean
environment without considering loT enabled healthcare
systems deployed in medical hospitals to improve real-
time information that leads to prompt treatment of critical
diseases. Therefore, this study addresses the gap of the
existing research by investigating the application of loT
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enabled technology in medical hospitals. The contribu-
tions of this research are highlighted as follows:

e The purpose of developing loT-enabled Smart Health-
care as well as its importance were highlighted and
discussed.

e A detailed utilization of loT-enabled technologies in
healthcare, especially in medical hospitals is presented
in this research.

e The challenges such security and privacy were identi-
fied and extensively discussed which pave the way for
future research directions in this field.

The main benefit of this research paper is to provide
a critical analysis that gives information to academic
researchers regarding the current status of loT tech-
nologies in healthcare-enabled hospital management
domain, as well as critical issues to be addressed in the
future. Hence, the structure of this research paper is as fol-
lows. Section 2 presents overview of loT and healthcare
system. The overview put forth more information regard-
ing paradigm shift in smart healthcare with advantages
of loT-enabled healthcare system. In Sect. 3, the detailed
discussion on the purpose and importance of implement-
ing loT-enabled smart healthcare is presented. The section
further explained the scope of utilization of IoT in hospi-
tal management system. Section 4 presents discussion
on future research trends in loT-enabled healthcare infra-
structure. Some of the research trends include prediction
of stroke and epileptic seizure, prosthetics sensors, preci-
sion in-vivo procedure and Blockchain. In Sect. 5, the cur-
rent challenges in loT-enabled healthcare application are
presented. The challenges focused on two aspects namely,

infrastructure and security challenges. The conclusion of
the study is presented in Sect. 6, which contains remarks
and recommendation on paradigm shift in loT-enabled
healthcare system.

2 Overview of loT and healthcare system

The loT paradigm enables smart devices (mobile phones,
sensor device and Raspberry Pi) to sense, monitor and
react to the environment. It aims to achieve a wider con-
nection range by connecting numerous devices to the
internet at a particular time [21-23]. Therefore, both
human-to-machine and machine-to-machine interactions
are feasible. This means that humans can interact with a
machine for the purpose of performing healthcare related
tasks such as surgery on patients, monitoring of prospec-
tive patients in their place of residence, and monitoring
of hospital legacy facilities and environments in real-time
[24-28]. In addition, machines interact with their coun-
terparts for information storing and retrieval, such as sen-
sors transmitting its information to a cloudlet system for
temporary storage [29, 30]. A typical example of an loT-
enabled healthcare platform is depicted Fig. 1.

It shows the four basic components that constitutes a
conventional loT-enabled Healthcare infrastructure. The
hospital is the first component which accommodates
both healthcare practitioners and In/Out patients [31,
32]. loT applications enables hospital management to
closely observe or monitor the well-being and the recov-
ery process of out-patients (already discharged from the
hospital ward) in their respective homes in real-time. This
can be achieved by wearable or embedded medical body
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sensors. The retrieved sensor readings are manipulated
and transformed into useful information with the support
of machine learning techniques together with application
software. Thus, to assist the medical staff in the hospital
facility visualize the current health status of an out-patient
residing at his/her home. For instance, if the health of an
out-patient is observed to be deteriorating or in critical
condition, such patients are transported to the hospital
ward by an emergency vehicle within a limited period of
time [33].

Conversely, out-patients who are not under close moni-
toring or have recovered from their illness may be pro-
vided with loT-enabled ambient assistive living devices.
The ambient assistive living device helps the out-patient
or individual to manage his/her well-being in real-time.
For instance, it monitors and informs the individual of
the number of calories burnt-, the sugar content in the
body and the heart-rate. Therefore, a patient or individual
can manage any unforeseen health issues with the avail-
able information retrieved from the ambient assistive
loT devices. Thus, enhancing the patient’s well-being, as
well as providing care givers with the necessary tools and
timely information needed for optimal health services
to the general public, which is generally known as smart
healthcare.

2.1 Smart healthcare

Smart healthcare originates from the concept of “Smart
Planet” introduced in 2009 by IBM [34]. The Smart Planet
is described as an intelligent infrastructure that utilizes
sensors to retrieve information. The retrieved information
is transmitted via loT related devices to the Cloud Data-
Centre where it a processed into useful information and
accessed by healthcare providers and authorized patients.
In addition, the emergence of smart healthcare was moti-
vated by the concept that patients expect healthcare
providers to render quality and timely services to them
anytime-anywhere. Many authors classified smart health-
care as patient-centric facilities connected to an ecosystem
where healthcare programs are delivered at different loca-
tions, including patient’s homes and hospital wards. Smart
healthcare is capable of facilitating affective communica-
tion between patients and management of a healthcare
facility [35-40]. It assists healthcare stakeholders in making
intelligent choices, enables logical sharing of healthcare
facilities, and ensures quality healthcare services. Further-
more, smart healthcare refers to an advanced form of data
interpretation for medical purposes [41].

Conversely, an loT-enabled healthcare management
service is a form of heterogeneous computing. This is
because of the type of wireless communication system of
applications and devices that serve as connection buses
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between patients and healthcare officials. The services
include diagnosing, monitoring, tracking, and storing
vital statistical and medical information [42, 43]. Some of
the smart healthcare application opportunities includes
handsets that measure brainwaves, clothes embedded
with sensing devices, blood pressure (BP) monitors, glu-
cose monitoring [34], Electrocardiogram (ECG) monitoring,
and pulse oximeters. Other application areas are sensors
embedded in medical equipment, dispensing systems,
surgical robots, device implants, and any wearable devices.
A good example of smart healthcare is the provisioning of
a smart bed provided by Ably Medical Centre in Norway.
The smart bed is embedded with sensors to measure vital
signs, weight, heart beat rate and blood pressure. It has
the ability to inform medical health care providers of the
current status of a patient’s condition (either its deteriorat-
ing or responding to treatment). In addition, it prevents
patients from falling or turns them to alleviate pressure
points on their bodies without human assistance.

2.2 Advantages of loT-enabled healthcare system

The advantages of loT-enabled smart healthcare sys-
tems includes “better treatment, optimal disease control,
maintenance and safety of medical facilities” [44, 45] as
depicted in Fig. 2.

Better treatment is achieved with the support of error
free diagnostic information captured and processed by loT
devices. When patients experience better or quality treat-
ment, it enhances their confidence and trust in the health-
care personnel and facilities of that hospital. In addition,
the general public can have access to medical advice at
an affordable rate, anytime-anywhere in real-time via the
internet. Smart healthcare also enables the maintenance
and safety of healthcare facilities by constant monitoring
with the assistance of embedded camera sensor devices.
Furthermore, it assists the elderly in managing critical
health challenges without frequent visits to the hospital
for checkups by doctor/nurses.

3 Scope of utilization of loT in hospital
management system

The Internet of Things technology have gained a develop-
mental stride in the digital world, deployed in various units
and departments in the healthcare domain, resulting in
better treatment and efficient healthcare service delivery
in real time. The health sector is known for its constant
exploration of ways to enhance its services, mitigate
costs, and improve the integrity of health services ren-
dered. Therefore, there is the possibility of an exponential
increase in the rate at which the healthcare system relies
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Fig.2 Advantages of loT in
healthcare
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on this technology [46, 47]. This is due to the fact that it
becomes easy to obtain tips for healthy living with the
support of an loT-enabled healthcare system. This mini-
mizes cost, improves patients experience and satisfaction.
Furthermore, loT-based systems can be applied for remote
monitoring of physiological status in patients that require
continuous monitoring [48-50].

Advancements in the smart healthcare system can
be achieved through collaboration among different loT
architectures [51]. To examine the health condition of
a patient, loT-driven applications can be useful to gen-
erate a comprehensive entity with the convergence of
different devices. Hence, the current technology in the

Table 1 Applications of loT for smart healthcare system

hospital management system and overall medical activi-
ties are improved with the IoT system. The capability to
easily reach out to healthcare professionals and medi-
cal consultants is rapidly advancing. Data gathered from
large areas of real-world scenarios increase both the size
and accuracy of medical data [52]. Moreover, the preci-
sion of healthcare delivery is equally enhanced by incor-
porating a higher number of modern technologies in the
hospital management system. Some applications of the
loT technology for smart hospital management systems
is presented in Table 1.

References Architecture

Application/use case/benefits to smart healthcare system

[77] Based on expert systems used in clinical diagnosis. The loT Improved treatment, assessment, and diagnosis of psoriasis
architecture fuses perception/sensor, application, and Reduction in expenses that accompany the transfer of patients
network layers from one clinic to another owing to improper diagnosis and/

or treatment of psoriasis

[78] Adopted the use of a visual tool for achieving differential A technology to effectively differentiate six forms of erythe-
diagnosis based on nearest neighbor classifier, voting fea- mato-squamous diseases using histopathological and clinical
ture intervals-5 and naive Bayesian classifier parameters of patients

Improved quality of healthcare by accurately proffering
diagnostic results to guide dermatologists in taking medical
actions for the benefit of patients

[79] loT architecture based on ontology for deploying semantic Seamless environment for interoperability of heterogeneous
loT applications vocabularies and data formats

Sensorial observations are shared, data is contextualized,
knowledge is reused, and information is processed to address
integration and heterogeneity challenges of smart hospital
system

Improvements in healthcare delivery, business growth, and
efficiency in diverse domains

[80-82] Ambient assisted living (AAL). loT architecture is based on Monitoring activities, health, and behavior of incapacitated
Artificial intelligence or elderly individuals in their homes using a convenient and

safe approach
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4 Future research trends of loT-enabled
healthcare infrastructure

The adoption of the loT technology sector has wit-
nessed a tremendous increase in the healthcare sector.
It has been utilized extensively in the healthcare sector
for monitoring the health status of patients. However,
there is still enormous potential for transforming pri-
mary healthcare facilities and improving hospitals into
a secondary care unit. Hence, it is imperative to ascertain
potential technologies are that are feasible to address
the challenges in achieving this goal.

Stroke and epileptic seizure predictions Research shows
that a stroke is classified as one of the leading causes of
untimely death across the globe [53, 54]. In addition, it
estimates that 50 million people are deemed to be suf-
fering from Epilepsy in the world. Therefore, predicting
an epileptic seizure or a stroke in real-time is crucial in
this research field. This can be achieved by developing
machine learning (ML) algorithms that have the ability to
detect and predict these incidents before they manifest.
Thus, enabling quick response to counteract these inci-
dents, as well as measures to prevent them. Therefore,
integrating ML algorithms with loT-enabled healthcare
systems will improve the prediction accuracy of stroke
and epileptic seizures in real time.

Prosthetics sensors Prosthetics built on the Tactile
Internet communication are one of the major applica-
tions in healthcare [55, 56]. There is a necessity to imple-
ment a feasible sensor that can intelligently capture the
events of an environment and filter out the redundant
events (information) to obtain valuable information.
Consequently, prosthetics is an important area for future
research and implementation. These can be actualized
by exploring algorithms that have the ability to extract
valuable information from the data retrieved by the
sensors.

Internet of nano things There are numerous flaws that
are hindering the developmental stride of Internet of
Nano Things (IoNT) for healthcare. For instance, the lim-
ited energy bank of IoNT. A potential energy harvesting
technology can deliver possible solutions for a power-
constrained IoNT network [57, 58]. In addition, design
issues need to be resolved with respect to antenna
design and there are flaws of interoperable protocols
for interaction and the sharing of data. There is also the
issue of signal interference within the body that needs
to be rectified. Alternatively, IoNT can be deployed to
develop an application of precision medicine in the
future. For instance, nano-robots have the potential to
deliver drugs to particular organs with a precise accu-
racy that leads to better treatment and a reduction in
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side-effects. Also, future development of communication
standards that will improve the reliability of co-ordina-
tion and control of loNT network needs consideration.

Precision in-vivo procedures The utilization of nano-
robots deployed for the execution of complex in-vivo
processes can be realized by using the Tl [59, 60]. This
application is mainly used to carryout remote surgery on
patients that need additional functions which include the
delivery of precision drugs and limited invasive processes
in the future.

Blockchain Blockchains are gradually gaining rele-
vance in loT-enabled healthcare applications. The issues
concerning security are a major set-back in developing a
reliable loT-enabled healthcare application [61-64]. How-
ever, blockchain technology have the ability to resolve
the aforementioned challenges, due to its functionalities
which comprise of the provisioning of secured data stor-
age and authentication of devices.

5 Challenges in loT-enabled healthcare
application

The challenges facing loT-based healthcare systems are
broadly classified into two types, namely, infrastructural
and security challenges as follows.

(A) Infrastructural challenges These challenges are fur-
ther subcategorized and each one is summarized
below.

(i) Planning challenges

The initiative of developing or adopting loT-enabled
systems to support healthcare infrastructure is often
unsuccessful due to many challenges. Health centers and
healthcare institutions may be persuaded to consider
loT technologies for rapid transmission of information.
Definitely, there is a cause to be enthusiastic over pros-
pects of loT. Considering a study by Cisco [65], an exciting
impression of loT modification studies was described [66].
The study required obtaining responses from over 1800
individuals that were contributors in the past or pending
loT schemes across the UK, USA, and India. Regarding the
Cisco study [65], completed projects were only considered
as productive when it was 26% ahead of deadline.

This study did not focus on healthcare organizations;
however, the healthcare industry was very much consid-
ered in the overall study. The findings emphasized that
enterprises need to be careful when planning their loT
packages. For instance, considering their general business
goals and patient demands, enterprises were encouraged
to start small and organize their ideas.
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(ii) Generation of tremendous amount of data

Approximately, all enthusiastic hospital administrations
show concern for loT initiatives to monitor people that walk
around the hospital, monitor resources, provide efficient
attention to medical instruments that may soon stop work-
ing, and reduce emergency room waiting period. These
technological inventions are laudable; nonetheless, the
huge amount of data collected are problematic for all of
them. A forecast reveals that by 2025, the healthcare system
will be responsible for generating large amounts of data in
several sectors [67-69]. Hence, organizations must know
that the decision to embrace loT technology will probably
require increased data storage. Additionally, according
to guidelines, the health sector needs to be very careful
about handling patient information through loT devices.
The enormous volume of information collected by the loT
devices utilized in healthcare may cause unexpected obsta-
cles when institutions are not already prepared to establish
its authenticity and manage it appropriately.

(i) IoT devices increase available attack

The huge benefit of applying loT devices in healthcare
presents concerns about vulnerabilities. Because there is
an increase in the use of devices, the numerous possibili-
ties in the number of methods that hackers can explore to
infiltrate the computer system and sabotage valuable data
[70] are increasing. A study by uncovered a new threat. It
indicated that by obtaining access to the network system
and analyzing its error logs, hackers could master how
a linked medical device worked. Using this knowledge,
skilled hackers could break into the system of a selected
hospital or make devices return altered measurements
that may influence patient care. The study also shows
some improvements in the readiness of manufacturers,
suppliers, and vendors to cooperate. By overcoming the
differences between sections of an loT network, adapting
dependable formalities, and strengthening standards,
those shared cooperation can reduce risks for patients.
It is impossible to understand all the security risks that
healthcare institutions may face in the future. Establish-
ments preparing to apply loT technology should still con-
sider the prevailing risks and understand how to fortify
networks and devices from hackers.

(iv) Outdated infrastructure hindering the medical
industry

The advantage of loT is interesting if the infrastructure
of a facility is good, functional, and not outdated. However,
the presence of outdated facilities is a popular problem
in hospitals and healthcare. When hospitals are deficient
of updated facilities, they may have serious issues with
employing the staff to make necessary advancements.
Technology-savvy expertise is required and emerging
healthcare organizations may not want to commence with
outdated facilities.

(v) loT posing several overlooked obstacles

Studies have shown that a patient monitoring system
is the most frequently used loT technology in clinics, hos-
pitals, and healthcare institutions [71, 72]. It is certainly
useful to agree with that system. One thing healthcare
establishments often overlook is that contrary to websites,
loT devices usually cannot exceed the scheduled time for
layoff. Rather, updates must continuously take place while
people utilize the monitoring devices. Furthermore, hos-
pitals consistently depend on loT-enabled supply cabinets
to locate materials. Once those networks are set up, the
facilities can usually reduce hurdles in handling previous
records. Moreover, because humans produce the loT sys-
tems, even the most advanced devices cannot eliminate
human error. This indicates that loT systems can assume
fallible performance from humans that produce them.
Additionally, appraisals by vendors are important in over-
coming usually unexpected problems.

Most producers are primarily bothered with surpass-
ing market rivals with their products. Therefore, when con-
sumer databanks are compromised, manufacturers should
not be amazed because in the hustle of market competi-
tion, several manufacturers do not include security in their
procedures from the beginning. Even if a hospital has typi-
cal cybersecurity protection, devices that do not have the
necessary security may still pose threats to patients. One
bad apple can spoil the barrel. Cybersecurity in the con-
text of loT-based healthcare must be uncompromising and
complete. However, few loT systems are secure in terms of
traditional network security metrics.

(B) Security challenges Because loT will be adopted by
more businesses, there are new security challenges
that will continuously be encountered, and this can
be related to the limitations of the device. Moreover,
when businesses embrace loT, new security vulner-
abilities will continue to emerge. The increased risk
of security breaches may be attributed to device
limitations. These security challenges include the
following.

(i) Rise of botnets

There has been a recent increase in botnet attacks,
which involve the infection of a network of computers
by a malware controlled as a group while owners of loT
devices remain unaware. This problem occurs owing to the
hacking of a device by malicious hackers that extract infor-
mation for use in one illegal activity or another. A hospital
is one of those organizations that can be affected by the
botnet while management remains unaware of its occur-
rence [73].This is because the organization does not have
the required security to be able to track the botnet across
its devices.
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(ii) Increased number of loT devices

Recently, cybersecurity experts have ensured the
security of computers and mobile devices. Moreover, loT
is being increasingly adopted by both private and pub-
lic organizations. Currently, approximately seven billion
devices are being used and this number has a great ten-
dency of reaching more than 20 billion before the year
2021. More loT devices will lead to greater security vul-
nerabilities being affected by businesses, increasing the
challenges of security experts.

(i) Need for encryption

Encryption techniques, despite being an effective way
of denying hackers access to information, are amongst
the most important challenges for loT security [74]. The
devices used may not have storage and processing abili-
ties possessed by traditional computers. This leads to an
increase in the rate of attack, whereby hackers will readily
manipulate the algorithms that are intended to provide
safety and protection. Encryption can only be a security
measure when this problem is solved.

(iv) Outdated legacy security

Interconnected legacy systems are also areas of con-
cern. This is because the legacy technologies are usually
outdated in enterprises with multiple loT devices. A breach
in a particular loT device can lead to a breach of the inter-
connected legacy system that is lacking the appropriate
security standards.

(v) Weak default passwords

Most loT devices have default passwords that may not
be strong. Although it is recommended that the passwords
be reset, this is an instruction that is ignored by some
information technology (IT) managers. When a password
is weak or can easily be guessed, it increases the vulner-
ability of an loT device to brute force attack. This problem
is persistent in some countries and it requires immediate
action. For instance, default passwords were banned in
countries such as the United States of America.

(vi) Unreliable threat detection methods

There are numerous enterprises that are able to identify
data breaching using either spotting indicators, monitor-
ing the activities of users, or even using security protocols.
These techniques were rendered ineffective, considering
the increase in the population of loT devices and device
complexities.

(vii) Small scale attacks in loT

Although experts in cybersecurity are being careful
with large scales of attacks, the small attacks that are paid
less attention to, can be threats on loT. This is because they
are more difficult to recognize and can occur without the
knowledge of the organization. The hackers may operate
through the main devices used by an organization such as
printers, cameras, and scanners.
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(viii) Phishing attacks

Phishing has already become a problem to cybersecu-
rity in approximately all technologies used in organiza-
tions. However, loT can be the vector of the latest attacks.
Signals are usually sent by hackers to an loT device that
may result in a series of complications. Despite being
among the commonly encountered attacks on cyberse-
curity, it is preventable if the organization can focus on
providing awareness to their staff about the latest signs
of phishing.

(ix) Inability to predict threats

Some organizations may not have a management sys-
tem that is capable of monitoring activities and inspect-
ing potential threats simultaneously, even though security
experts were attempting to ensure an early prevention of
attacks on loT. If these proactive measures are not put in
place, organizations will find it difficult to detect potential
breaches at an early stage.

(x) Infrequent updates

One of the ways of ensuring security is for security pro-
fessionals to regularly provide software updates. There are
loT devices that do not receive these updates. This may be
received by other technologies and only some organiza-
tions attempt to provide significant security updates to
loT devices.

(xi) loT financial-related breaches

Because organizations such as banking industries
employ the use of loT for electronic transactions, hackers
have the tendency to attack the devices and make ille-
gal transactions. Currently, organizations adopt machine
learning or blockchain as a means of controlling financial
fraud prior to its occurrence [75, 76]. Nonetheless, not
every organization adopts this security measure.

(xii) User privacy

It is mandatory for enterprises to protect the data of
both internal and external users. This is because of the use
of loT devices that are given by the organization to staff.
Any breach in the privacy of an organization puts the repu-
tation of that organization at risk; therefore, the security
of loT must be given the utmost priority. The security chal-
lenges of loT are represented in Fig. 3.

Although the smart hospital management system pro-
vides the possibility of betterment of the quality of life
of people because of its diverse application in a health-
related system, it has a number of challenges. This requires
an loT architectural design that addresses the discussed
challenges, and it must provide a system of communi-
cating with these devices that is both manageable and
interoperable.
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6 Conclusion

Health maintenance is one of the global challenges for
humanity. In the last decade, the healthcare industry has
attracted scholarly attention. This study investigates the
current trends in the application of loT technology in the
healthcare sector and its potential benefits. Addition-
ally, it investigates future trends which discuss emerging
technologies that could improve the effectiveness and
efficiency of loT-enabled healthcare application for better
treatment. Numerous challenges that tend to impede the
development of reliable, effective, efficient, and scalable
loT-enabled healthcare applications as well as its adoption
are highlighted and discussed extensively. Thus, oppor-
tunities that provide new insight and solutions for the
improvement of quality health treatment that will enhance
human life span. In the future, a re-enforcement algorithm
will be developed and integrated in loT-enabled health-
care infrastructure to resolve the challenges of redundant
sensory data retrieved from wearable sensor devices.
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