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Abstract

In an increasingly digitized world, secure communication plays a pivotal role in safeguarding sensitive information and
ensuring the confidentiality of data transmission. Conventional encryption techniques are robust but often result in a loss
of data during transmission, making it challenging to achieve both security and image quality simultaneously. To address
this issue, an innovative technique for interpolation-based reversible data hiding (RDH) within images is presented in this
study. The interpolation scheme considers the Min function of the neighboring pixels and generates the cover image.
After that, a data hiding method is applied to the cover image by considering the intensity range of the pixels using the
least-significant bit (LSB) substitution method. The suggested embedding approach first encrypts the secret message,
and then it encodes the encrypted secret message into interpolated pixels based on pixel intensity range groups. This
technique enables the image to be consistently recreated once the data has been extracted. The percentage increment
in the embedding capacity and peak signal-to-noise ratio (PSNR) is 40.00 and 8.64% for the proposed method as com-
pared to the existing method. The experimental results indicate that the proposed technique enhanced the embedding
capacity for all test pictures and produced higher PSNR values.
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1 Introduction

In information security, encryption is vital for encoding confidential data before transmission, creating indecipherable
ciphertext. This shields the content from unauthorized access. Data hiding, using methods like embedding in images
or audio files, not only conceals content but also challenges third parties to detect the existence of secret data. Unlike
encryption, data hiding weaves secret information into seemingly harmless digital files, enhancing overall data trans-
mission security. This double concealment makes significant contributions to fortifying security measures. In essence,
the fusion of encryption and data hiding forms a sophisticated defense, protecting sensitive information by rendering
it unreadable and strategically embedding it in the digital landscape, bolstering the resilience of security protocols.
Data hiding has emerged as a prominent technique in contemporary times to safeguard audio, video, or text files
transmitted over the internet, mitigating the risk of security breaches. Security breaches occur when unauthorized users
or programs access a network. This technology facilitates the secure encapsulation of any multimedia format within
another multimedia format. Safeguarding data over an open network poses a significant challenge, prompting the adop-
tion of various data hiding techniques to ensure authenticity, integrity, and reliability. These techniques can be broadly
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categorized into irreversible data hiding (IDH) and reversible data hiding (RDH), both commonly employed in securing
information. In the context of irreversible data hiding, only the secret message can be retrieved, not the original image.
Challenges may arise in certain scenarios, leading to the receiver’s inability to accurately reconstruct the cover image.
However, this limitation is context-dependent, and in fields such as medicine, the military, and crime scene investiga-
tion, preserving the cover image is imperative. The utilization of these data hiding techniques provides a multifaceted
approach to fortifying data security over networks, addressing the intricate balance between concealing information
and maintaining the integrity of the cover image.

In these situations, a remarkable type of data concealing technique known as reversible data hiding (RDH) is used. It
can also be called as lossless data hiding as neither secret data nor the cover/original image is lost. Obtaining an unknown
value based on known values or values is termed “Interpolation” This research paper is based on Interpolation based
Reversible Data Hiding techniques. During interpolation, an original image is upscaled and new interpolated pixels are
calculated using original/reference pixels. Then by using an embedding technique, a secret message can be concealed
in the cover image resulting in a stego image which is illustrated in Fig. 1. Here, the entire embedded message is not
visible to naked human eye.

Tamper detection in digital imagery, Image digital watermarking for copyright protection, embedding audio tracks
in video signals, embedding subtitles in video signals, medical fields, military, and intelligence communication are a
few of the applications of data hiding. The primary goal of researchers in the RDH field is to provide higher embedding
capacity while increasing algorithmic performance. There are three metrics which are generally used for measuring the
performance of a scheme (Fig. 2).

The mean squared error (MSE), peak signal to noise ratio (PSNR) and structural similarity index measure (SSIM) are
the three basic image quality performance measurements. PSNR is a decibel (dB) based metric using Eq. (1) that is used
to calculate the image quality.

PSNR = 10 s log10((256)*/MSE)

The mean squared error (MSE) is a measure of the average squared difference between corresponding elements of
two images, typically the original image and a reconstructed image called stego-image. The formula for MSE is as follows:

_ 5 1 n n 2
PSNR = 10  log10((2567 / —— 3" 3" 0= ,)?) (M

where nis the total number of pixels in the image, X; and Y, represent the pixel values in the ith row and jth column of
the n X nsized coverimage X and stego-image Y, respectively.

Structural similarity index measure (SSIM) is a metric used to quantify the similarity between two images. It takes into
account luminance, contrast, and structure, providing a more comprehensive assessment than traditional methods like
MSE or PSNR. The SSIM index produces a value between -1 and 1, where 1 indicates perfect similarity using Eq. (2). Higher
SSIM values denote greater similarity between the compared images.
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where, p, is the pixel sample mean of x, p, is the pixel sample mean of y, cﬁ the variance of x, 05 the variance of y, 6,
the covariance of xandy, c,and c, are constant.
Contribution of the proposed work are as follows:

v/ The proposed scheme consists of two phases namely image interpolation and data hiding. The image interpolation
method is based on the Min function which considers the neighboring pixels for generating the interpolated image.
v/ The secret data is embedded in the interpolated pixels during the data hiding phase by considering the intensity
range of the pixels using the least-significant bit (LSB) substitution method. The use of the intensity range of the pixels
enhances the capacity for hiding secret data within the image while maintaining image quality.

v/ The experimental results validate the effectiveness of the proposed scheme by showcasing improvements in data
hiding capacity and image quality compared to existing methods.

This research paper flow is presented in the following order, the coming section discusses briefly several inter-
polation-based data hiding methods, followed by Sect. 3 demonstrating our proposed algorithm which is further
categorized into two algorithms: one for interpolation and data hiding technique and a second for data extraction.
Section 4 explains our proposed scheme with an illustrative example which is then followed by the experimental
results section and hence at last we are concluding our research paper with further enhancements that can be made
in the future.

2 Literature review

Although interpolation-based reversible data hiding techniques have been studied, there is still a compromise
between the ability to conceal data and the visual quality of the images. The next section discusses several interpo-
lation techniques and data concealment strategies.

Liu et al. [2] introduced bilinear interpolation which uses the kernel method where non-overlapping blocks
extracted from the original image are of equal sizes and then the weighted average of the reference (diagonally
placed neighboring pixels) pixels is calculated using Eq. (3). Based on pixel block complexity, an adaptive pixel dif-
ferencing method is used for embedding data. The final step is to embed the remaining pixels.
1 <A(O, 0) +A(2, O)) + 2 X<A(0, 3)+ A2, 3)>

A1,2) = L
(1,2) = 3x 2 2

. €)

Rukundo et al. [3] used nearest-neighbor interpolation (NNI) where the pixel which is the nearest match is con-
sidered to produce a new interpolated pixel. NNI method takes the least computational time when compared to all
other existing interpolation methods. In Fig. 3, the nearest pixel to the interpolated pixel B(0, 1) is A(0, 0) and similarly,
the pixel nearest to B(0, 2) is A(0, 3). The entire pixel calculation for the block is shown in Eq. (4).

Fig. 3 NNIBxample A0,0) [ A(0,1) | A®0,2) | A(0.3)
AL0) [ A(LD | A(L2) | A(1,3)
AR2,0) | A1) | AQ22) | AQ23) |
AG0) | AGD) | AB2) | AB3)
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B(0, 1) = A(0, 0) B(0,2) =A(0, 3)
B(1,0) = A(0, 0) B(1,2) = A(0, 3)
B(1,1) = A0, 0) B(0,3) = A(0,3)
B(2,0) = A(3,0) B(2,2) =AG3,3) @
B(2, 1) =A(3,0) B(2,3)=A(3,3)
B(3,1)=A(3,0) B(3,2) =A(3,3)

Jung et al. [4] found the neighbor mean interpolation (NMI) method where the mean of neighboring pixels is used to
obtain interpolated pixels. Least significant method (LSB) is used for concealing secret messages. This method requires
simple computation and hence, helps in concealing more amount of data without distorting the image quality. Figure 4

shows a 4 x 4 block for interpolation and Eq. (5) is used for pixel calculation.
B(0,0) = A(0,0) B(1,0) = (A(0,0) + A(2,0))/2
B(0, 1) = (A(0,0) + A(0,2)/2) B(1,1) = (A(0,0) + A(0,2) + A(2,0))/3 )

In Eq. (5), NMI formula is shown which is nothing but the average of the neighboring pixels, and the diagonal inter-
polated pixel is calculated with the help of reference pixels and two neighbor interpolated pixels. Another embedding
scheme was proposed by Jung and Yoo et al. [5] wherein for non-overlapping sub-blocks, the pixel value is calculated
using an index function using Eq. (6).

d=pKx+p,Ky+6)—pKx,K.y) (6)
where 3,6=0o0r1,
0<x,y<127
The number of bits to incorporate in the cover picture is determined using Eq. (7).
n = |Log2|d|] (7)

NMI’s improved version is enhanced neighbor mean interpolation (ENMI) where the weighted mean of reference pixels
is calculated and then finds interpolated pixel values as shown in Fig. 5. Lee and Huang et al. [6] found this method. Here,
the weighting of its reference neighbor pixels is used to determine the output pixel values. ENMI is an improved version

of NMI wherein diagonal pixels are calculated using all the four reference pixels as shown in Eq. (8).
B(0, 0) = A(0, 0) B(1,0) = (A(0,0) + A(2,0))/2
B(0, 1) = (A(0,0) + A(0,2))/2 B(1,1) = (A(0,0) + A(0,2) + A(2,0) + A(2,2)/4 ®

In INP technique, difference values that are maximum are considered as shown in Fig. 6. This method has a huge
embedding capacity. Interpolated pixels are calculated using Eq. (9).
B(0, 0) = A(0,0) B(1,0) = (A(0,0) + A(2,0))/2

B(0, 1) = (A(0,0) + A(0,2))/2 B(1,1) = (B(0, 1) + B(1,0))/2 ©)

Fig.4 NMI Example A0,0) | A0,1) | A(0,2) | A(0,3) B(0,2) | A(0,3)
A(1,0) | A(LLD) | AQL2) | A(1,3) B(1,2) | B(1,3)
AR,0) | A2, | AR2) | AR3) "1 B(2,0) | B2,1) | B(2,2) | B(2,3)
AGO) | AGD | AB2) | AB33) AG,0) | B3,1) | B(3,2) | A(3,3)
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Fig.5 ENMIExample A(0,0) | A0,1) | A0,2) | A(0,3) A(0,0) B(0,2) | A(0,3)
A(1,0) | A(1,D) | A(LL2) | A(1,3) B(1,2) | B(1,3)
AQ,0) | A2, | AQ2.2) | AQ.3) — B(2,0) | B(2,1) | B2,2) | B(2,3)
AG,0) | AB,D) | AG,2) | AG3,3) AGG,0) | BG,1) | B3,2) | AG.3)
Fig.6 INP Example A0,0) | A0,1) | A(0,2) | A(0,3) A(0,0) B(0,2) | A(0,3)
A(1,0) | A(LD) [ A(1,2) | A(1,3) B(1,2) | B(1,3)
AR2,0) | A2, | AQ2.2) | AQ2.3) B(2,0) | B(2,1) | B(2,2) | B(2,3)
AG,0) | AG,D) | AB2) | AB.3) AGG,0) | BG,1) | B3.2) | AG,3)

Malik et al. [7] proposed an even-odd data hiding scheme that works in two stages. Using odd and even valued
pixels i.e., bit — 0 and bit — 1, location maps are created in stage one. And then in stage two, if secret message bit = 0
then the operation is taken else for bit — 1, even valued pixel is either incremented or decremented by 1. Zhang et al.
[8]'s new data hiding methodology and parabolic interpolation technique add or delete hidden bit decimal values
from interpolated pixels.

Modified neighbor mean interpolation [MNMI] is a more sophisticated variation of NMI that was introduced by
Malik et al. [9]. The interpolation algorithm used here references pixels impact as well as all interpolated pixels, result-
ing in superior interpolated image quality. The cover image is segmented into smooth and complex region segments,
with the complex portions containing more of the concealed secret message.

-

O@,j)ifimod2=0,jmod2=0 and j<N -1
O(,j) ifimod2=0 and j=N -1
OG,j) ifjmod2=0 and i=N -1
Oli—1,))*24+03G(+1,j)*2+C@,j—1)

ifimod2=1 and j=N -1

- 5
C@, j) = 3 oG i - . . (10)
J—1 2+ 0O, Nx2+CHi—-1,)) .. . ,
Gj-D=2+ (’]5+ )x2+¢d ) iffmod2=1 and i=N-1
'_11' 2 j 11' 2 -I. 1 . . .
o ki +O(H5_ P*2+CGJ+ )Iflm0d2=1,jm0d2=0 andj <N -1

Oi—1,j—1D+03(-1j+D)+03(+1,j—1)+00(+1,j+1)
4

otherwise

L

Equation (10) shows the MNMI formula, where O stands for the original picture and C for the cover image. Inter-
polation error and histogram shifting are used by Wang et al. [10] for embedding. Histograms are created using the
FCM (Fuzzy C-Means) clustering algorithm. Peak, empty, and zero points are discernible from the cover image. The
two phases of this system are as follows: in phase one, bin adjustments are performed between zero and peak points,
and the secret message is concealed by modifications to peak and empty points. Malik et al. [11] proposed another
novel weightage-based interpolation technique and reversible data hiding scheme which is based on range groups
of pixel intensities. This scheme has better results than all other existing techniques.

In the 2022 study conducted by Benseddik et al. [12], the researchers focused on interpolation-based reversible
data hiding in the transform domain. The emphasis on maintaining a tradeoff underscores the importance of finding
an optimal balance between data hiding capacity and the preservation of data quality. In the study conducted by
Mohammad et al. in 2023 [13], the authors introduced an interpolation-based reversible data hiding technique. The
proposed technique demonstrated effectiveness in reducing cover image distortion, suggesting that the method
was successful in minimizing the impact on the quality of the original image while providing a satisfactory capac-
ity for hiding data. In the research conducted by Shastri et al. in 2023 [14], the focus was on the development of an
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interpolation-based dual-image reversible data hiding technique. The study aimed to enhance both the embedding
capacity and PSNR of the process. The key improvement lay in maintaining a balanced tradeoff between embedding
capacity (the amount of hidden data) and the quality of the images. This suggests that the proposed method achieved
an improvement in the overall efficiency of reversible data hiding by optimizing the capacity for hidden informa-
tion while simultaneously preserving the visual quality of the images. In the study conducted by Roselinkiruba et al.
in 2023 [15], the authors focused on enhancing reversible data hiding, interpolation, and binary image encryption
techniques. The research aimed to improve existing methods through the application of a combination of optimiza-
tion techniques. The proposed approach demonstrated advancements PSNR and embedding capacity.

The paper [16] delves into spatial domain digital image steganography techniques, providing a comprehensive study.
Moving on to the next [17], it centers around innovative methods for reversible data hiding, introducing a technique that
employs block-wise histogram shifting to bolster data hiding security. The third paper [18] introduces a dual image-based
reversible fragile watermarking scheme, emphasizing its utility in tamper detection and localization for enhanced digital
image security. The fourth paper [19] focuses on tamper detection and localization in images, presenting a blind and
fragile watermarking technique based on logistic maps. Lastly, the fifth paper [20] proposes a logistic-map-based fragile
image watermarking scheme, with a primary objective of augmenting tamper detection and localization capabilities
within the broader realm of multimedia security. The following research gaps have been identified after an exhaustive
analysis of the existing literature:

As far as we know, there is no existing work which seems to consider the horizontal, vertical and/or diagonal edges
as far as interpolation is considered. This overlook has impacted the performance of the existing works as far as PSNR
is considered. For this, the proposed method takes a clue from the media edge detector which is predominantly used
in RDH methods for predicting the pixel value. As experimental results also prove that the proposed method has been
able to improve the performance in significant manner. The major challenge in the domain of interpolation-based data-
hiding techniques revolves around the delicate balance between maximizing data embedding capacity and preserving
the quality of the host media. This challenge arises from the inherent trade-off that exists between hiding substantial
amounts of data within the host media and ensuring that the alterations made during the embedding process do not
introduce perceptual artifacts or degrade the host media’s quality. The major challenge is finding ways to maximize data
embedding capacity without perceptually degrading the host media quality.

3 Proposed algorithm

In this section, a new image-based interpolation method for reversible data hiding schemes is proposed. The proposed
work is divided into three different phases namely image interpolation, data embedding, and data extraction. Figure 7
illustrates the fundamental design of interpolation-based reversible data concealing. Interpolation and embedding
methods are explained in Sect. 3.1 and data extraction is discussed in Sect. 3.2.

3.1 Proposed algorithm for image interpolation and data hiding

As far as we know, there is no existing work that seems to consider the horizontal, vertical, and/or diagonal edges as
far as interpolation is considered. This overlook has impacted the performance of the existing works as far as PSNR is
considered. For this, the proposed method takes a clue from the media edge detector which is predominantly used in
RDH methods for predicting the pixel value. The algorithm for image interpolation and the embedding method to be
used on the cover image created after applying the interpolation method to the original image are both illustrated in
Sect. 3.1.When the original image of size N x N is used as an input, Stego-image S is produced as the output image.

Step 1 - The first step of the proposed methodology is interpolation where the source image O is interpolated as
follows to create Cover Image C:

Fori=0to N-1do.
Forj=0toN-1do

Min[OG,j —1),0G,j+ 1)] ifimod2 = Oandjmod2 = 1
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Fig. 7 lllustration of proposed

technique Cover Image

Secret Message

Network Channel

Stego-image

Cover image ‘
Secret Message

C(i, j) = Min[O(i = 1,j),06 +1,j)] ifimod2=1andjmod2 =0

Min[O(,j — 1),0(,j + 1),06 = 1,j),0G + 1,j)] ifimod2=1Tandjmod2 =1

End For.
End For.

Step 2—The secret message (SM) is first converted to SM’in the second step of the proposed process, which is called

encryption.
Step 3—In the third step, group construction is performed to categorize the intensity range into 4 groups.

G1=0to 15.
G2=16to 31.
G3=32to0 191.
G4=192 to 255.

Step 4—This step performs embedding on the cover image obtained after step 1. Take all the interpolated pixels of
the cover image C to embed SM..

If the recognized pixel is falling under G1 range, then use the straightforward LSB substitution approach to substitute
four LSBs of the recognized pixel with four bits of SM".

Else if the recognized pixel belongs to G2 range, then using the straightforward LSB substitution approach to substitute
three LSBs of the recognized pixel with three bits of SM'

@ Springer



Research Discover Internet of Things (2023) 3:22 | https://doi.org/10.1007/543926-023-00050-5

Else if the recognized pixel belongs to G3 range, then using the straightforward LSB substitution approach to substitute
two LSBs of the recognized pixel with two bits of SM"

Else the recognized pixel is belonging G4 range, then using the straightforward LSB substitution approach to substitute
one LSB of the recognized pixel with one bit of SM'

Step 5—For every interpolated pixel, repeat step 4. As a result, we can get the stego-image S.
3.2 Proposed data extraction algorithm

In Sect. 3.2, the data extraction step of the proposed methodology, which is carried out at the receiver side, is discussed.
By the end of this stage, the receiver side can obtain both the original image and the secret message. The stego image
is used as the input, and a data extraction method is used to produce a secret message as the output.

Step 1—In the first step, identify all the interpolated pixels from S.
Step 2—This step helps in extracting SM’from the stego image S.

If identified pixel € G1 then extract 4 LSBs of the identified pixel and add it to SM’ stream.
Else identify pixel € G2 then extract 3 LSBs of the identified pixel and add it to SM’ stream.
Else identify pixel € G3 then extract 2 LSBs of the identified pixel and add it to SM’ stream.
Else identified pixel € G4 then extracts 1 LSB of the identified pixel and adds it to SM’s stream.

Step 3—For every interpolated pixel, repeat step 2.
Step 4—Decryption is performed in step 4 by applying 1's complement to SM'to obtain the final secret message SM.
Step 5 - In the final step, obtain the original image by discarding all interpolated pixels.

4 lllustrative example of proposed method

In this section, an image interpolation method and the complete steps of the data embedding method are discussed.
This section is further categorized into Sects. 4.1 and 4.2 which explain the entire proposed scheme using an example.

4.1 Image interpolation and data embedding step

We get a5 x 5 sub-block of the cover image by taking a 3 x 3 sub-block of the original image and using the interpola-
tion function C(i,j) to upscale the image as shown in Fig. 8. Usually, up-scaling is done by inserting rows and columns
between adjacent rows and columns. So, the original image O is converted into the cover image C.

The proposed interpolation technique calculates the Min function for the neighboring pixels. To incorporate the data, the
cover picture C that was produced following the interpolation phase is used. Let us consider the secret message as SM="101
01110101110110001110101011100101011011010110010111101". The encryption of secret messages is done in two steps.
Firstly, apply 1's complement to the secret message SM. As a result of this, we obtain an encrypted message, SM'’=010100010
10001001110001010100011010100100101001101000010". The SM'is currently only incorporated in interpolated pixels. The
number of bits to conceal in each recognized pixel is chosen depending on the pixel intensity range groups (G1, G2, G3, and G3).

According to the example, the first identified pixel from cover picture Cis 7, which falls under group G1(0-15). As a
result, we must conceal four bits of SM’in the identified pixel. The binary code for 7 is“00000111", while the four bits of
SM are “0101" The new pixel value after embedding will be ‘'00000101'=5.The next recognized pixel is 12 which similarly
falls under G1, therefore its four LSB bits are swapped with four SM’ bits.’00000001'= 1 will be the new pixel value. Repeat
the preceding steps for all of the remaining pixels from cover image C(7, 6, 6, 6, 82, 6, 6, 8, 6, 6, 6, 35, 40, 35). Thus, by
repeating the whole procedure, SM'is incorporated into the interpolated pixels.

4.2 Data extraction process

Now, we have a 5 X 5 stego-image sub-block. For data extraction, firstly, the interpolated pixels 5,1,4,4,14,2,82,8,13,4,9
,4,13,32,40,34 are identified from the stego-image S. The first interpolated pixel that is known to be in G1 is number 5.

@ Springer



Discover Internet of Things (2023) 3:22 | https://doi.org/10.1007/543926-023-00050-5 Research
Cover Image (C)
Original Image (O) Apply proposed 717 |12]112]95
71121095 interpolation 7 6 82
s 1612 method o 8|6 %)
40| 4335 816 35
40 | 40 | 43 | 35| 35

Secret message bits
010100010100010011100010101000110
10100100101001101000010

7=00000111 after embedding 00000101=5

6=00000110 after embedding 00000000=13

12 = 00001100 after embedding 00000001=1

8=00001000 after embedding 00000000=4

7=00000111 after embedding 00000100=4

6=000001 10 after embedding 00000000=9

6=00000110 after embedding 00000100=4

6=000001 10 after embedding 00000000=4

6=00000110 after embedding 00001110=14

6=00000110 after embedding 00000000=13

6=00000110 after embedding 00000010=2

35=00100011 after embedding 00000000=32

82=01010010 after embedding 01010010=82

40=00100011 after embedding 00000000=40

6=00000110 after embedding 00001000=8 35=00100011 after embedding 00000000=24

7151121195
4 14114 2|82
8 | 8] 6 |13]82 Stego Image (S)
4 19| 4 |13]32
40 | 40 | 43 | 34| 35

Fig.8 An example for a block of an image

Thus, in accordance with our algorithm’s rule, four LSB are removed and then added to the data stream, because the
binary representation of 5 is 00000101. The next interpolated pixel is 1(00000001), which is likewise under G1. Four LSB
0001 are thus extracted and appended to the data stream. The whole procedure is done in a similar manner for each
interpolated pixel. Finally, the data stream is obtained as (010100010100010011100010101000110101001001010011
01000010). Now, decryption is done by applying 1's complement to this obtained data stream. Hence, we can obtain a
secret message. The secret message obtained is (10101110101110110001110101011100101011011010110010111101
). By eradicating all interpolated pixels, the original image may be restored.
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(d). Boats (e). Baboon

(a) Cover images

(d). Boats (e). Baboon

(b) stego images

Fig.9 (a) Cover and (b) stego images
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Table 1 Comparative PSNR (dB) values of several existing and the proposed technique

Images Metrics Jung et al. method [4] Zhang et al. Shaik et al. Malik et al. Proposed Method
method [8] method [21] method [11]

Lena PSNR 31.79 33.91 34.11 37.01 38.82
Embedding capacity 22%x10° 2.25% 10° 3.8x10° 42x10° 7.9%10°
SSIM 0.9854 0.9887 0.9878 0.9954 0.9985

Airplane PSNR 31.45 33.37 30.65 34.89 38.51
Embedding capacity 22x10° 3.8%x10° 41x10° 6.3%10° 7.8%x10°
SSIM 0.9874 0.9887 0.9854 0.9987 0.9954

Boat PSNR 29.51 28.21 29.22 34.13 36.68
Embedding capacity 225x%10° 48x10° 47 x10° 49x10° 7.6 x10°
SSIM 0.9812 0.9854 0.9854 0.9898 0.9968

Elaine PSNR 29.87 29.58 31.52 32.16 37.64
Embedding capacity 23x10° 38x10° 42x10° 45%10° 79%10°
SSIM 0.9857 0.9852 0.9868 0.9887 0.9941

Peppers PSNR 33.39 28.14 29.32 36.51 39.20
Embedding capacity 23x10° 41%10° 42x10° 44%10° 7.7 x10°
SSIM 0.9868 0.9845 0.9812 0.9897 0.9968

Baboon PSNR 23.86 22.87 22.74 31.46 33.38
Embedding capacity 24%x10° 405x%10° 41x10° 42x10° 7.9%x10°
SSIM 0.9857 0.9824 0.9857 0.9877 0.9924

5 Experimental results

This section discusses the outcomes of experiments conducted by utilizing cover images. The six cover images are used
of size 256 x 256 pixel such as lena, airplane, peppers, boat, elaine, and baboon as shown in Fig. 9. These images are then
upscaled, after which interpolation method is used to generate cover images. The embedding procedure is then applied
to cover images, yielding stego images.

As a result, Table T demonstrates that the proposed strategy outperforms previous strategies by yielding higher PSNR,
embedding capacity and SSIM values for all test images. It can be also observed from Table 1 that the highest PSNR value
is obtained for the peppers test image and the lowest PSNR obtained is for the baboon test image using the proposed
interpolation based reversible data hiding scheme. Also, the proposed method has improved the embedding capacity
for all the test cases. This has been represented in the bar graphs in Fig. 10 with embedding capacity in bits taken on the
y-axis. The graph shows the comparison between existing techniques and our proposed method. It can be observed
from the graphs that the highest embedding capacity is for the baboon image and the lowest is for the boat image using
our proposed scheme.

Over this, it is evident from the graphs that the embedding capacity has been greatly improved by at least 40% for the
majority of the test case images. As a result, the performance of the proposed method for interpolation and embedding
is superior to that of existing methods. The outstanding performance of the proposed approach is primarily attributed
to its simplicity. In contrast to other methods that entail complex calculations, the proposed approach excels by directly
substituting the least significant bits (LSBs) of the pixels with the relevant secret data bits. In addition to that, interpola-
tion method in image data hiding also enhances capacity as well as preserves visual quality.

6 Conclusion
This research paper discusses a rapid overview of contemporary steganographic techniques applied in the spatial realm

along with the architecture of the interpolation-based data hiding process. A new image-based interpolation method for
reversible data hiding scheme is discussed. In this proposed work, a new interpolation method for the images is discussed.
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Fig. 10 Embedding data load result graphs for test images

After that, a reversible data hiding scheme is proposed. The PSNR of the proposed method has improved the embedding
capacity for all the test cases. Moreover, it is evident from the results that the embedding capacity has improved by at
least 40 percent for the majority of the test case images as compared to the proposed method. The future scope of the
proposed work opens up several avenues for further research and development such as the enhancement of interpolation
techniques, optimization of data hiding algorithms, security analysis, exploration of multi-pass techniques, application
in multimedia security, and real-world implementations. Thus, continued research in these directions could contribute
to the evolution and practical deployment of the proposed reversible data hiding scheme, making it a valuable tool in
the field of secure data communication.
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