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Abstract
Digital health solutions have the potential to complement traditional healthcare approaches and deliver improved health 
outcomes, but there are system-wide challenges that need to be addressed. These include fragmentation of the digital health 
landscape, regulatory processes that lack the agility to accommodate the fast pace of digital health advances, and inadequate 
transparency around data sharing and data governance. All of these challenges have led to mistrust, limited understanding 
and sharing of best practices, a lack of digital education and awareness, and insufficient patient and public engagement and 
involvement. In this paper, we argue that for digital health solutions to fulfil their potential, there needs to be a significant 
increase in early, meaningful, and sustained engagement with the people they intend to benefit. The uptake as well as the 
impact of digital solutions created in partnership with patients for patients are greater and more relevant to the communities 
they address.
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Introduction

The value of patient and public/citizen involvement and 
engagement in healthcare is widely accepted and has been 
demonstrated in research and medicines development [1–7]. 
The benefits of involvement to patients and other health 
stakeholders have also been described in research prior-
ity settings, clinical trial design, regulatory processes, and 
health technology assessments [6, 8]. Consequently, patient 
engagement (PE) is increasingly being incorporated in drug 
development [9], with the aim of delivering more effective 
healthcare solutions for improved treatment outcomes. In 

this context, the term “patient” encompasses not only those 
with a condition, but all those impacted by the condition, 
including carers and relatives; hence, the term is not restric-
tive or intended to reduce the person to a patient [10].

Digital health solutions have been identified as an essen-
tial strategy to strengthen health systems [11, 12] and 
improve health outcomes, but there are challenges that first 
need to be addressed. These include fragmentation of the 
digital health landscape [13, 14], regulatory barriers [15, 
16], lack of transparency and data sharing (to support fur-
ther research and improve research efficiency) [17–20], 
limited identification and sharing of best practice [21, 22], 
insufficient digital health education and awareness [23, 24], 
and lack of patient involvement [25] (Table 1). This paper 
focuses on the value of embedding PE within digital health 
approaches to address these challenges. In this context, PE 
means working with patients as partners to identify and 
articulate needs, design and co-create solutions, and help 
define data governance requirements.
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Value of PE in Digital Health

Meaningful PE improves understanding of patients’ needs 
and preferences, ensuring that digital health solutions are 
aligned with priorities of patients, that there is an appro-
priate balance between benefit and cost, and that ethical 
boundaries are respected. Patients, patient advocates, and 
patient organizations can play an important role in digital 
health; they can help increase impact and improve out-
comes through the design, development, acceptance, and 
adoption of digital solutions. A patient-directed approach 
is also essential to establishing transparency and good 
governance concerning digital data [26, 27]. Patient 
organizations have the capability to become key partners 
in data management by acting as data custodians or stew-
ards, supporting data collection and data sharing [28, 29]. 
From a development perspective, including patients early 

in decision making can also prevent incorrect priorities, 
mitigate blind spots, and deter costly redesigns.

Where comparable, digital health technologies are rela-
tively unfettered by the regulatory and safety considerations 
that govern development and approval of conventional medi-
cal interventions and devices. There is also no formal assess-
ment or standardized validation of digital health solutions to 
evaluate whether they deliver the “benefit” they purport to 
deliver [21, 30]. Arguably, given this somewhat unconstrained 
environment, PE throughout the digital health development 
process becomes even more important to ensure that the end 
solution has real value for the intended users (patients) and 
can be integrated into their lives. Co-production with patients 
is essential to deliver solutions that improve health outcomes 
and emphasize social and societal accountability.

Table 1.   Key Challenges and Barriers to Delivering Digital Health Solutions that Meet Patients’ Needs

Theme Challenges and Barriers

Fragmented approach to digital health • Rapid emergence of private organizations developing and marketing their own digital health solu-
tions for commercial purposes without integration, coherence, or focus on the patient perspective

• Fragmented landscape of siloed initiatives that fail to enhance patient experience and acceptance, 
exacerbated by the large number of stakeholders and complexity of the digital environment

• Initiatives deliver only a fraction of their potential digital health value and fail to positively impact 
patient outcomes because they are not designed with patients

• Across private and public sectors, the need to quickly deliver convenience has been prioritized over 
production of solutions with patients that maximize health outcomes for patients

• Disjointed digital health solutions were created in response to urgent needs during the COVID-19 
pandemic

• Lack of integration of digital services into healthcare from the patient perspective
Regulatory landscape • Regulatory process developed for conventional health solutions that lack the agility and flexibility 

to accommodate the digital health development approach (e.g., “constant beta” approach that allows 
rapid adaptation in line with changes in the industry landscape)

Transparency and data sharing • Lack of transparency around data sharing and data governance, which stifles collaboration and 
drives rivalry and mistrust, leading to insular solutions and subsequently lack of adoption

• Lack of clarity around health and non-health data
Identification and sharing of best practice • Lack of process or platforms for identifying and sharing best practice and for evaluating whether 

digital solutions are truly tailored to patients’ needs and preferences
• Low awareness of whether patients have the necessary resources to adopt/use digital solutions 

optimally, or see value in the solutions
Education and awareness • Lack of education for patients and patient representatives to gain a wider understanding of the 

digital environment and how to engage with it
• Lack of education for healthcare providers to support patients with identifying and accessing rel-

evant digital health solutions and services
Patient involvement • Low awareness amongst developers of why, when, and how to engage with patients, and of the 

value of return on investment
• Lack of prioritization of patient contribution to the design, development, and adoption of digital 

health solutions or in needs assessment, service design, and data governance
• Limited awareness of the difference between user-centric design and patient-centric design
• Patient involvement generally limited to beta testing of an already designed digital solution
• Lack of patient-validated digital endpoints for patient outcomes
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Barriers to PE in Digital Health

A systematic review of global patient and public involve-
ment in digital health solutions concluded that involve-
ment is seen as “valuable and essential in digital health 
innovation, but rarely practised” [25], reflecting that barri-
ers to PE in digital health are numerous and multifactorial. 
Digital technologies are advancing quickly with increasing 
applications in digital health [21]. A key consequence of 
this rapidly evolving marketplace is fragmentation of the 
landscape [21], with many stakeholders and a complex 
digital environment hindering patient involvement. In 
this fast-paced, disjointed environment it may not seem as 
practical to embed PE in the development of digital health 
solutions compared to the relatively longer timeline for 
medicines development [31]. In addition, due to the com-
petitive nature of the environment, patients are often not 
involved or consulted in solutions that are created, mini-
mizing the value and overall impact the potential technol-
ogy could bring. Paradoxically, fragmentation makes PE 
increasingly important as only patients can identify which 
solutions are truly beneficial. In practical terms, there is 
a need to address fragmentation by “mapping” the digital 
health landscape, its technologies, applications, related 
issues, and stakeholders to better structure the discussion 
around PE in digital health.

The fast pace of digital health further highlights that PE 
should be planned and implemented as early as possible to 
maximize opportunities for patient-centric development. 
Patient-centric design should be translated into digital 
health, using (and developing if needed) the appropri-
ate tools and language to communicate with patients and 
consumers. There also needs to be a collaborative effort, 
including insight from patients, experienced patient advo-
cates and patient organization representatives, to look at 
digital health from a patient pathway perspective and iden-
tify key value creation points for patients (Table 2).

Other barriers to PE in digital health include lack of 
trust around digital health data management [32–35], 
exacerbated by a lack of transparency in quality and 

stewardship and little leadership or standardization out-
side of General Data Protection Regulation. While invest-
ment in digital health continues to grow [36, 37], funds are 
rarely set aside for PE as part of the development process, 
and PE is not often prioritized or embedded in the work-
flow. While limited digital literacy from the patient per-
spective and technology company competence in engaging 
patients can also be barriers to PE, not including patients 
in digital health technology design and development 
leads to a lack of adoption and insular implementation 
since patients do not see the value of, or even mistrust, 
the resulting digital health solutions and services. Impor-
tantly, the patient community and patient organizations 
may need to acquire certain capabilities in order to fully 
engage with and co-create digital health solutions. These 
needs should be identified and addressed at project initia-
tion and further developed through direct participation in 
digital projects. Opening communication channels is key 
to facilitating insightful and potentially transformative dis-
cussions between patients and developers.

Digital health conversations generally have a deeply 
rooted mercantile aspect: the focus is more often on tech-
nological solutions (such as wearables, telehealth, or health 
information technology) and convenience. This is under-
standable as organizations are operating in the world they 
know where interoperability, safe data sharing, and patient 
return on investment may not be well understood or part 
of the organizational culture. Institutional digital health 
stakeholders should include patient organizations in the co-
design of data governance models and digital data manage-
ment plans, leveraging governance best-practices to develop 
operational models which support trusted patient informa-
tion sharing, optimizing data contribution to research and 
ultimately business sustainability. Patient organizations, 
thought leaders, advocates, and experts can play an impor-
tant role in the digital and data protection formation of 
patient communities, adhering to Findability, Accessibility, 
Interoperability, and Reusability (FAIR) guiding principles 
[38] and establishing processes that encourage data sharing 
for patient benefit.

Table 2.   Key Next Steps to Trigger the Early and Consistent Inclusion of PE in Digital Development

• Patients should be involved as valued partners in decision-making from the start and throughout the development process, not just as passive 
beneficiaries of the end solution

• Sufficient budgeting for PE should be included at the onset of development
• Patient experts, patient advocates, and patient organizations should be part of the co-design of data governance models and digital data 

management plans
• Digital solutions and collaborative initiatives should be transparent in how and when patients have been involved
• Patients should also be consulted regarding the business sustainability models
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Need for Multistakeholder Collaboration 
in Digital Health

Multistakeholder collaboration could help to address bar-
riers by collaborating to advance solutions that are truly 
meaningful for patients. The value of co-production in 
healthcare is increasingly acknowledged [39]. This could 
be translated to digital health as a co-creation model where 
all parties benefit. The World Health Organization has 
stated, “Digital health should be an integral part of health 
priorities and benefit people in a way that is ethical, safe, 
secure, reliable, equitable, and sustainable. It should be 
developed with principles of transparency, accessibility, 
scalability, replicability, interoperability, privacy, security, 
and confidentiality” [12]. Multistakeholder collaboration 
and meaningful PE in needs assessment, design, devel-
opment, and adoption of digital health solutions will be 
essential to reach these ambitious but attainable goals. 
There is little documented evaluation on how patients 
have been involved in digital health studies [14], but les-
sons learned from medicines development [40] demon-
strate that patients should be involved early and often if 
digital health solutions are to meet genuine patient needs 
and improve health outcomes. While there may be existing 
multi-stakeholder collaborations for PE in digital health, 
such as Patient Focused Medicines Development (PFMD), 
these can be difficult to identify due to lack of transpar-
ency of how and when patients have been involved. As 
such, digital solutions and collaborative initiatives should 
be transparent in this regard.

Delivering Digital Health Solutions 
that Improve Health Outcomes: A Call 
to Action

A patient-centric, patient-engaged approach is required 
if digital health solutions are to address patients’ unmet 
needs and deliver improved health outcomes. In the 
complex, fast-paced, fragmented digital environment, 
multistakeholder partnerships are essential to deliver-
ing digitally enabled, improved health outcomes. Digital 
technologies and health solutions from technology, phar-
maceutical, and device industries need to be integrated 
to provide holistic interventions for patients, rather than 
standalone solutions that are siloed outside existing health 
and social care services. The collaboration should incor-
porate meaningful and consistent PE where patients are 
involved as valued partners in decision-making from the 
start and throughout the development process, not just as 

passive beneficiaries of the end solution. This commitment 
should be made clear through sufficient budgeting for PE 
at the onset of development. As explained by Papoutsi and 
colleagues [41], “a shift is needed from co-designing with 
technology users to co-designing with patients as service 
users” in digital health.

Patient organizations, patient communities, and non-
governmental organizations could serve as integrators 
between the rapidly evolving digital landscape and the 
slower regulatory and health technology assessment 
process, e.g., by prioritizing digital health solutions and 
potentially speeding up regulatory activity. Learnings from 
PE in medicines development demonstrate that lay peo-
ple and participants can be valuable partners in research 
[42–44]. This highlights that there is also an opportunity 
for patient communities to have a proactive role in the 
design of digital health solutions that would deliver mean-
ingful outcomes that matter most to them. The role of the 
patient community and how to engage with patients (as 
both the primary source of data and end users of digital 
health solutions) needs to be better understood and estab-
lished to unlock the potential of digital and data.

Conclusion

Multistakeholder collaboration with patients as partners 
is paramount. It will help deliver high-value, accessible, 
trusted digital health solutions that reflect patients’ needs 
and preferences, particularly regarding data safety and 
privacy; it will also help drive large-scale acceptance and 
adoption.
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