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Abstract
The current pandemic caused by the COVID-19 virus requires more effort, experience, and science-sharing to overcome 
the damage caused by the pathogen. The fast and wide human-to-human transmission of the COVID-19 virus demands a 
significant role of the newest technologies in the form of local and global computing and information sharing, data privacy, 
and accurate tests. The advancements of deep neural networks, cloud computing solutions, blockchain technology, and 
beyond 5G (B5G) communication have contributed to the better management of the COVID-19 impacts on society. This 
paper reviews recent attempts to tackle the COVID-19 situation using these technological advancements.
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Chapter 1: Introduction

The year 2020 will be remembered in history as the year of 
the spread of the Corona virus-based disease, COVID-19. 
Although there were several viral diseases reported in the 
past, technologies available today were not available then. 
To date (July 31, 2021), the number of confirmed cases has 
crossed 198 million, and more than four million people have 
already died in more than 188 countries and regions of the 
world because of this disease. Unfortunately, there is a clear 
gap between the rapidly increasing number of confirmed 
cases of COVID-19 infection and the capacity of manual 
pathological tests needed to mitigate and handle the pan-
demic [1–3]. This gap was developed by the human immune 

system being attacked by the COVID-19 viruses. As a result, 
the only way to halt the spread of the pathogen is to perform 
mass testing in the shortest possible time and isolate those 
who are infected with the virus and treat them with exist-
ing treatment knowledge acquired from COVID-19’s fam-
ily chain (i.e., SARS-COV-2 or MERS-CoV). One of the 
gold standards of the current treatment process is to identify 
the RNA genome of COVID-19 via Reverse Transcription 
Polymerase Chain Reaction laboratory test (RT-PCR), which 
requires a minimum of 12 h to generate a report and hence 
hinders diagnosis on a mass scale.

Since this new virus began to spread, healthcare providers 
have resorted to several methods of diagnosing suspected 
cases on wide ranges. This has allowed timely care and 
isolation of confirmed COVID-19 cases. One of the test-
ing methodologies for suspected COVID-19 cases is viral 
RNA sequencing by polymerase chain reaction (PCR) [4]. 
Another method is to conduct serological screening for anti-
bodies, which the patients’ immune system usually starts to 
develop approximately 2 weeks from becoming symptomatic 
and lasts for several weeks at a detectable level. It is worth 
mentioning that these antibodies’ structure is the target for 
vaccinologists to mimic while developing vaccines.

Nevertheless, both testing methods suffer long-term oper-
ations that require prospecting longitudinal interventional 
clinical trials, as the exact nature of SARS-CoV-2, while 
still its cDNA/RNA sequences have not yet been completely 
decoded. Therefore, a third approach is to share informa-
tion of viral RNA sequences isolated from confirmed cases 
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and the antibodies developed or to experience existing drugs 
that have shown efficacy on a global level, all of which can 
accelerate the development of innovative testing techniques 
and cures.

This apparent failure to respond to the pandemic requires 
urgent technological intervention to substantially eradicate 
the effects of the virus and protect people at risk without fur-
ther delay. Today, therefore, there is an urgent need to invest 
in the best technologies to mitigate the painful effects of this 
virus and protect the inhabitants of our planet in this race 
against time [5]. As we enter the third decade of the new 
millennium, we find the technological environment abuzz 
with terminologies such as 5G, the Internet of Things (IoT), 
blockchain, and machine learning. Like all extant technolo-
gies, these serve as tools to improve human life on planet 
earth. Medical science, of all sciences, is the most concerned 
with the physical well-being of humans. Scientists are trying 
to find ways to use these technologies to improve disease and 
health management in different ways.

The technologies mentioned above are currently being 
used in different areas of health science, epidemiology, and 
virology. The ubiquity of interconnected and Internet-con-
nected medical devices based on IoT technology allows med-
ical personnel to record and store large amounts of patient 
data in real-time. Before the invention of these devices, it 
was not possible to physically collect large amounts of data. 
However, the 5G telecommunication networks allow these 
IoT devices to transport data to large repositories on the 
Internet within milliseconds. Blockchain guarantees the 
secure and traceable propagation of data among these reposi-
tories using high-speed 5G networks. Data scientists then 
use machine-learning algorithms to analyze this data and 
come up with conclusions that are difficult to reach with lim-
ited human resources. The same high-speed networks also 
make it easy to provide medical advice to patients using 
telemedicine technologies in distant areas. Fortunately, since 
the first reported outbreak of COVID-19 in Wuhan, China, 
researchers around the globe have been using machine-learn-
ing algorithms to detect and diagnose COVID-19 and predict 
and flatten the casualty curve [6, 7]. The current efforts and 
solutions to fight the development of this pandemic using 
state-of-the-art technological advancements are summarized 
as follows:

• The ability to quickly detect positive cases, which are 
large in number and increase daily,

• The ability to maintain safe social distancing and 
dynamic immunization certificates for each person,

• Isolation of healthy people from infected ones in a short 
time, and

• Development of a vaccine by studying the behavior of 
viruses in their fight against the human immune system.

With the advent of the COVID-19, these technologies 
have become the new soldiers in humanity’s fight against the 
pandemic. This paper summarizes recent research on apply-
ing various computing techniques to mitigate the spread of 
COVID-19 viruses. To the best of our knowledge, this is 
the first work to summarize and review stand-alone or cross 
technologies used to fight against COVID-19. The rest of the 
paper is organized as follows: chapter two focuses on neural 
network technology, chapter three highlights the emergence 
of 5G technology, and chapter four demonstrates how block-
chain can be utilized for securing transactions related to the 
COVID-19 process. Chapter five points out some recom-
mendations for future researchers, and finally, we conclude 
our work.

Chapter 2: COVID‑19 Diagnosis Through AI 
and Medical IoT

Preliminaries

Coronavirus is a respiratory illness and, therefore, affects 
breathing patterns and other vital parameters. Extant 
research shows that deep-learning algorithms, for example, 
trained to recognize cough and human respiratory sound 
recognition systems, can analyze a person’s voice and pro-
vide a score regarding the likelihood that an individual has 
coronavirus [44]. According to lung and COVID-19 spe-
cialists, one of the most distinguishing characteristics of 
COVID-19–positive patients is the sound of the patients’ 
breathing when they speak, the sound of dry cough, and their 
breathing patterns [45, 46]. However, there are very few 
large datasets of respiratory sounds available for research. 
Thus, to make better algorithms that can be used for early 
detection, researchers need as many samples from as many 
participants as possible. AI algorithms must be trained using 
many voices to understand the subtle variations in sounds 
that suggest someone is infected with COVID-19 [47]. The 
author in [48] investigated machine-learning algorithms that 
can recognize coughs in real-time using low-cost mobile 
devices. In the time of this pandemic, we can leverage the 
advancements in machine learning’s human voice and cough 
recognition algorithms to reduce the time required for the 
diagnosis of COVID-19 at point-of-care locations [49]. For 
example, AI-based automated cough sound analysis methods 
can be exploited to detect COVID-19 cough patterns early. 
This technique can be applied by processing the collected 
raw data observed by subjects in hospitals or subjects self-
isolating worldwide.

Recently, health professionals have discovered possible 
associations between COVID-19 and pink eye symptoms. 
Researchers have used deep learning to recognize these phe-
nomena from retinal images [50]. For example, the authors 
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in [51] used a deep-learning algorithm to detect pink eye or 
conjunctivitis symptoms from optical coherence tomography 
(OCT) images. However, the researchers in [52] identified 
COVID-19 RNA from the ocular discharges of a COVID-
19–positive patient. In summary, pathological tests con-
ducted early in the diagnostic timeline, such as RT-PCR, 
might not show the intended results [53].

Similarly, finding an effective drug or vaccine that pre-
vents COVID-19 requires a long time and many clinical tri-
als. In addition, the use of pathological COVID-19 is hin-
dered by shortages in the supply chain of chemical reagents 
needed for testing on a large scale. This impairs quick diag-
nosis and makes it challenging to filter out COVID-19–posi-
tive patients from uninfected patients. Deep neural network 
(DNN)-based quick diagnosis methods, such as computed 
tomography (CT), magnetic resonance imaging (MRI), and 
Positron Emission Tomography (PET), have attracted many 
researchers, as COVID-19 exhibits patterns different from 
those of other viral pneumonia conditions [54]. Therefore, 
clinical doctors have recently called for the development 
of image recognition-based early diagnostic criteria for 
COVID-19 as soon as possible.

Since COVID-19 attacks the epithelial cells that line our 
respiratory tract, doctors have resorted to the use of CT-
scans to analyze the health of a patient’s lungs [55–60]. 
Given that nearly all hospitals have CT-scans or X-ray 
imaging machines, it may be possible to use CT-scans or 
X-ray images to test for COVID-19. However, one of the 
bottlenecks of CT-scan and X-ray image analysis is that they 
require a radiology expert [61] and take a significant amount 
of time, which is precious when patients need to be tested 
for COVID-19. Therefore, developing an automated analysis 
system is necessary to save valuable time and serve more 
patients. This study outlines point-of-care screening models 
to diagnose COVID-19 using DNN techniques. Moreover, 
these non-invasive point-of-care tests may help prioritize the 
limited COVID-19 resources that a country, city, or medical 
facility has.

The COVID-19 standard diagnosis currently relies on 
nasopharyngeal RT-PCR swab, although several other poten-
tial diagnosis methods exist. Several researchers suggest that 
a multi-modal diagnosis allows lowering the risk of false 
negatives [62, 63]. Deep-learning theories are imperative 
in recognizing health samples of various types (images, 
sounds, etc.) and classifying each sample according to its 
distinctive characteristics. Since COVID-19 results in res-
piratory disorders, different testing modalities can reveal the 
diagnosis, detection, and recognition of the viral infection. 
Figure 1a [42] shows different types of tests that researchers 
have suggested: for example, the use of DNN algorithms 
to determine whether CT images feature characteristics of 
COVID-19 infection.

Similarly, researchers have used DNN algorithms to rec-
ognize COVID-19 symptoms from other testing modalities. 
For example, authors in [64] have shown how COVID-19 
symptoms such as nausea, fatigue, coughing sounds, and 
body temperature can be captured using modern smart-
phones. Then, deep-learning algorithms can be used to deter-
mine whether patients are positive or negative for COVID-
19. We have studied the efforts of existing researchers and 
open-source initiatives and evaluated the feasibility of vari-
ous potential applications for COVID-19 support at point-
of-care facilities. We have also categorized our evaluated 
applications into two broad areas: DNN modules that can 
be trained, tested, and deployed via off-the-shelf consumer 
hardware and those that require a subject to visit a point-of-
care COVID-19 test facility. Figure 1b shows the applica-
tions to which the former case applies, while Fig. 1c shows 
the applications that fall into the latter category. Please 
note that the DNN applications shown in Fig. 1b are also 
applicable to point-of-care facilities. The modules shown 
in Fig. 1c use computer vision-based DNN algorithms that 
utilize live camera feeds in spaces of self-isolation, pub-
lic places, or point-of-care facilities. For example, modern 
smartphones that come with fingerprint sensors have been 
used by researchers to capture body temperatures [64].

In [8], the authors presented a DNN model that can be lev-
eraged by three stakeholders (patients, doctors, and decision-
maker authority). The model connects patients or suspects 
with various biometric sensors that help to quickly collect 
relevant samples and then process them locally. This pro-
cess employs deep-learning algorithms to analyze observed 
measurements emitted from the human body and then make 
the appropriate decision and send it to the doctors without 
the need for direct contact. Figure 1 demonstrates the DNN 
modules for analyzing COVID-19 data. In their research, the 
authors validate their proposed DNN modules by developing 
an application that uses lung sound. The captured sounds 
will be evaluated using the DNN model through a mobile 
application. Thanks to this idea, patients can now provide 
valuable information and important samples from home or 
during isolation. In general, Table 1 shows DNN modules 
that can be used to deal with the COVID-19 pandemic man-
agement domains.

Diagnosis of COVID‑19 Using AI

Computer science has many branches; one of them is artifi-
cial intelligence (AI), which can analyze complicated health 
data. The ability to fully use significant connections within 
a dataset, which is a feature of AI systems, can be used in 
the identification of a disease, treatment, and description 
of a possible future event [65]. Therefore, AI systems are 
viewed as intelligent agents that can decide what actions to 
take and when to take them. To quickly stop COVID-19’s 
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real outbreaks, there is an essential need to initiate a clinical 
system using AI [66]. DNN is among the key components 
of AI that involves offering automated systems the ability to 
“learn” data rather than being explicitly coded.

As data is propagated through the DNN, weights and 
biases are updated, allowing the DNN to learn features from 
the provided data. However, merging deep-learning-based 
models [such as convolutional neural network (CNN), recur-
rent neural network (RNN), and Support Vector Machine 
(SVM)] with powerful computer vision (CV) algorithms, 
such as the Active Appearance Model (AAM), generates 
excellent precisions [67]. Many variations of DNN, such as 
CNN and RNN, could be utilized to classify and recognize 
COVID-19 cases [68].

AI has been surveyed for COVID-19 in both diagnosis 
and digital contact tracing [62]. The study in [69] found 
that Nathalie’s patients were diagnosed with the help of 
multi-modal AI-based clinical characteristics. As a result, 
chest CTs and lab test prediction of COVID-19 outcome 
were improved by 15% of total cases. One of the COVID-
19 challenges at the Intensive Care Unit (ICU) reported by 
hospital authorities was the prediction of prioritizing the 
patients’ care as per the severity level. From two French 
hospitals, they collected 1003 patients’ medical information, 
comprising biological and clinical data where 11 clinical 
variables were identified in addition to three radiological 
reports. Deep learning (DL) models focusing on CT images 
were used to predict future severity, resulting in better results 
than radiologists’ scan reports. Finally, combining CT-scan 
images with the biological and clinical data results gives 
more accurate predictions than using only clinical and bio-
logical reports; thus, the research’s finding proves that CT-
scan provides good predictions of future severity.

Scientists employed image processing methods, such 
as artifact removal, Firefly Algorithm (FA), and Shan-
non Entropy (SE), based on three-level thresholding to 
enhance the image. Markov-Random-Field (MRF) seg-
mentation was used to extract the COVID-19 lesion, and 
a relative assessment of the extracted binary image with 
the Ground-Truth-Image (GTI) was also used to compute 
the performance measures. They initially considered the 
2D CTI of the benchmark COVID-19 dataset and the 
clinical-grade 2D slices for the experimental investiga-
tion. The initial result attained with the benchmark data-
set offered a mean segmentation accuracy of > 92% on 50 
images of dimension 512 × 512 × 1 pixels. Moreover, the 
results achieved with the clinical grade CTI also offered 

better segmentation of the COVID-19 lesion, and the 
experimental results attained from this study confirmed 
the superiority of the proposed scheme. In the future, this 
scheme can be used to examine the clinically obtained 
lung CTI of COVID-19 patients. Coronavirus persists for 
up to nine days depending on the type of surface (Metal, 
Glass, Plastic, etc.) [70]. AI and CV can be used for tactile 
recognition [71] to resist the transmission of the SARS-
COV-2 virus from various surfaces to the human body 
by recognizing objects already touched and objects not 
touched before [72].

With the help of an innovative multi-task sequen-
tial shift convolutional attention network, a researcher 
deployed an optical cardiopulmonary vial sign on-device 
video-based measurement method [73]. Furthermore, 
machine-learning techniques have helped in distinguishing 
critically ill patients suffering from pneumonia, the sub-
group eligible for extracorporeal membranous oxygenation 
(ECMO) therapy [74]. The authors of [75] implemented 
machine-learning techniques for various classification 
tasks, such as identifying COVID-19 patients, hospitaliza-
tion criteria, and critical care requirements. Visualizations 
of the importance of wearing masks can be a great tool to 
inform the public how they can do their part to flatten the 
curve [76].

Researchers have also worked on detecting different 
security issues related to finding faults within DL networks. 
Engagement of Universal Adversarial Perturbation (UAP) 
was able to produce DNN error in most categorization cases, 
achieving > 85% and 90% success rates [77]. Researchers 
have shown that DNN could also enhance the dataset by 
performing lung segmentation and data imputation in high 
opacity regions. These DL models can be used as a pipeline 
for automatic risk calculation [78].

Authors have used explainable AI in [79] to combat pan-
demics such as COVID-19. Machine learning has been used 
in [80] to track physical wounds. DL has also been used to 
diagnose COVID-19 from X-rays [21, 81], CT-scan [82, 83], 
and gait pattern [84]. A detailed survey on DL in the con-
text of internet of medical things (IoMT) can be reached at 
[85]. Researchers have added explainability on top of the DL 
layers [86] to add semantic explanation and evidence. DL 
has been studied to detect multiple objects by a single cam-
era feed [87, 88]. It has also been used to diagnose diabetic 
retinopathy in COVID-19 patients [89]. Moreover, a survey 
on DL algorithms that can track human daily life activities 
is presented in [90].

One of the most important challenges that researchers 
face in their fight against this pandemic is the accuracy 
of the examination and the speed of identification of the 
infected subjects. One of the most important features of the 
examination is distinguishing coughing for people with res-
piratory diseases [9]. By recognizing the coughing sound 

Fig. 1  Use of AI for COVID-19 diagnosis: a respiratory disorders 
caused by COVID-19 infections, b sample deep neural network mod-
ules that can be trained using available off-the-shelf consumer tools to 
recognize COVID-19 rapidly, and c DNN modules that can be trained 
using point-of-care on-premises tools to diagnose COVID-19 rapidly

◂
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of non-COVID-19 patients and distinguishing this sound 
from the coughing caused by COVID-19 patients, artificial 
intelligence algorithms based on DL theories can produce 
impressive results and significantly help increase the capac-
ity of the COVID-19 virus screening tests.

The characteristics of cough sound waves have been 
found unique in terms of speed, strength, and whether it 
is wet or dry [9, 10]. The authors in [11] developed the 
A14COVID-19 app, which records patients’ cough and 
sends it to an AI model, which detects the unique features 
of the repository system of COVID-19 confirmed cases, 
including cough sound. Because of the lack of a large data-
set, they have exploited knowledge-based methods, which 
mitigates the need for massive samples to prove the concept 
of their proposed hypothesis. As a result, they succeeded 
in achieving 90% accuracy when recognizing COVID-19 
cases from cough sounds. As of today, researchers are call-
ing for volunteers to record their cough sounds to help them 
develop more tools that can help in fighting against the rapid 

spread of COVID-19 [12, 13]. We believe that this issue is 
one of the main open challenges that need to be addressed 
by researchers. Closely monitoring the image of the lung 
before and after infection with the COVID-19 virus has also 
become a promising method for shortening much time dur-
ing screening operations [14–17]. It has been observed that 
radiological images related to COVID-19 confirmed cases 
developed unique physiological footprints over time [18]. 
Figure 2 shows the first COVID-19 X-ray images of a female 
patient observed over a 15 days’ span of infection. Research-
ers from China and other parts of the world have discovered 
the effects and symptoms of the virus, which change over the 
first 15 days. Hence, just testing any random RT-PCR might 
show false negatives, as the virus exhibits diversified types 
of symptoms for the first 15 days. Consequently, researchers 
have proposed a multi-dimensional testing mechanism that 
will allow multiple modalities of symptom checking, such 
as via cough sounds, eye color, stool, smell, lung images, 
and other types, in addition to PCR tests [40]. For example, 

Table 1  Deep neural network (DNN)-based COVID-19 pandemic management

High-level domain Second level domain Low-level domain

Emergency operation and response AI-based diagnosis X-Ray, cough sound, ultrasound, serology, CT-scan, stool 
analysis, conjunctivitis, RT-PCR, fever from thermal camera, 
sewage wastewater analysis

Robot-based emergency response Delivery assist, touch assist, sanitization automation
Optimizing medical resource management Automated EHR, EMR parsing, reading handwritten notes, 

reading prescriptions, automating the treatment plan
Analytics and visualization Infection patterns, pandemic spreading, fatality rate prediction, 

survival rate prediction
Prevention of infection spreading Automatic response and guidance Social distancing, fever and facemask detection, contact trac-

ing, self-quarantine management
COVID-19 positive suspect detection Health immunization certificate management
Analytics and visualization Prevent spread of fake news, handle social risk factor

Forecasting and prediction Modeling outbreak,
Early warning and alerts
Patient surveillance at home and healthcare facilities
Mobility-related influx
Analytics and visualization

Treatment and drug research Drug research, discovery, and repurposing
GENOME research, RNA sequencing
Remote patient care Doctor on demand,
Remote physiological data monitoring Temperature, pulse, lung function (spirometry), oxygen level
Remote patient reported information monitoring Visible symptoms, activities, self-quarantine
Intensive care unit data management Whole body sensory data management
Vaccine development
Analytics and visualization

Open issues Dynamic immunization certificate management
Edge AI/ML/DL on smartphone diagnosis
AI-based hospital management
Intensive care supply chain forecasting
Triage
Data privacy and sharing
Adversarial example
In-home quality of life management
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researchers have observed significant developments and 
changes in the radiological images of the lung and found 
different spreading patterns of the infections.

The authors in [14] used a database of 1065 images com-
prising images of positive samples for those infected with 
COVID-19 in addition to those with pneumonia. Using this 
data, they developed a machine-learning algorithm to train 
inputs to distinguish the distinctive properties of the lung 
of a COVID-19 infected person from different symptoms. 
They had a total accuracy of 89.5%, with a specificity of 
88% and a sensitivity of 87%. As for the external data, the 
total accuracy reached was 79.3%, with a specificity of 83% 
and sensitivity of 67%. On the same approach, the authors in 
[15] were able to combine pneumonia and COVID-19 data-
bases of CT-scans. They developed a method that enables 
them to distinguish the characteristics and features of images 
produced by COVID-19 patients. They succeeded in hitting 
94.92% of sensibility, while the percentage for COVID-19 
detection was 92.00%. In [19], a 3D model COVNET based 
on DNN was developed to distinguish COVID-19 cases 
from other possible infections, such as community-acquired 
pneumonia and non-pneumonia. The work presented in [20] 
used 4356 samples of CT images to evaluate five proposed 
CNN-based models (ResNet50, ResNet101, ResNet152, 
InceptionV3, and Inception-ResNetV2) for the detection of 
COVID-19 potential infection. The authors in [21] developed 
an automated model based on DarkNet open-source frame-
work for COVID-19 radiological image recognition. They 

tested their model against a dataset comprising COVID-19 
and pneumonia images and achieved 87% accuracy. Due to 
the lack of a large dataset related to COVID-19, the authors 
in [22] suggested a new model based on the Capsule Net-
work algorithm for classifying COVID-19 X-ray images. 
The obtained accuracy was around 97%, while the specific-
ity was close to 96% [23]. CoroNet is a COVID-19 diagnosis 
framework that has been examined using a public dataset 
[16, 24] and achieved 89% overall accuracy. Researchers 
have proposed different AI models such as transfer learning, 
federated learning (FL), and explainable AI for COVID-19 
diagnosis and treatment [39–43]. Figure 3 summarizes the 
different AI models that can be fused to support diversified 
types of diagnosis. As shown in Fig. 3, different diagnosis 
types require different input datasets, different underlying 
DL algorithms, and different explainability.

Figure 4 shows details about the decentralized way of 
training a COVID-19 diagnosis model, called federated 
learning (FL), while keeping the privacy of the training data-
set. In FL, the training process is distributed among several 
federated clients. A central trusted entity first generates a 
base central model based on an initial dataset available to 
the central entity. Then, the central entity invites several 
private federated entities that own their private COVID-19 
dataset. Next, the central entity shares the initial DL model 
with the FL clients. The FL clients then train the model at 
their own private edge nodes without sharing the privately 
owned COVID-19 patients’ treatment dataset. Once all the 

Fig. 2  Sample of CT images for 
first COVID-19 confirmed case 
[18]. Images a–d for day for day 
10, day 13, day 17 and day 25 
respectively
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FL clients finish training the local models, they share the 
local models with the central trusted authority to generate 
a higher accuracy global diagnosis model. This process 
continues until an acceptable level of accuracy is achieved, 
ensuring that the private COVID-19 related data is never 
shared with outsiders, but only the model is being shared.

Medical IoT for the Diagnosis of COVID‑19

The biomedical and health data analysis shows a vital role 
in self-knowledge, disease prevention, disease identification, 
infection, and other issues, or its root cause. With the future 
of data-driven applications and with other execution and 

Fig. 3  AI model for COVID-19 diagnosis

Fig. 4  Use of decentralized 
AI to provide privacy of the 
COVID-19 patient’s data
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apps, IoT tools such as home medical sensors, wearables, 
etc., enable data gathering and offer cloud storage, includ-
ing centralized management. Moreover, blockchain became 
available with flexible storage options created on decentral-
ized organization structures [91]. The study in [91] intro-
duced TechO + , which allows recognition and consideration 
of sensors’ available data, trackers, and other IoT devices 
either supported by the end-user or accessible within the 
user’s environment (e.g., smart devices, smart home, or a 
smart car). Many IoT devices, like ThingSpeak, enable trans-
ferring data to the cloud [92]. Accordingly, the researcher 
analyzed IoT data using DL for gait analysis [93].

Researchers use blockchain to boost mHealth through 
storing and sharing IoT data securely and transparently. It 
can enhance the accessibility of a patient’s information in 
real-time. The IoT provides a unique identification number to 
every connected device, such as mobile, medical, and wear-
able devices. The result of using the mHealth framework 
with the blockchain and IoT technologies together provides 
quick help to the patients, allows monitoring remotely, and 
reduces cost and unnecessary hospitalization. The mHealth 
framework with blockchain and IoT technologies has been 
merged to increase patient involvement with the key objec-
tive of providing patients with complete information on their 
treatment and diagnosis [94].

The use of IoMT has been proposed for COVID-19 
patient monitoring in the areas of IoT data sharing, report 
monitoring, patient tracking, and remote healthcare [95]. 
The use of IoT, drones, and robotic technologies to support 
a non-invasive way of caring for COVID-19 patients in hos-
pitals has been shown in [96]. One of the IoT applications 
used for fighting against the COVID-19 is the use of drones 
for surveillance to ensure quarantine and mask-wearing. IoT 
can be used to trace the outbreak origin, identify patients 
with all contacted persons, and track the quarantine breach. 
IoT can also be beneficial in the remote monitoring of in-
home patients [97].

Due to the long incubation period of COVID-19 and 
the limitation of testing capabilities, contact tracing solu-
tion comes to light, and an enormous contribution has been 
made to support this solution. Apple and Google collabora-
tion comes into the picture to break the circle of the trans-
mission of COVID-19 using Bluetooth RSSI-capture and 
provide COVID-19 exposure notification/logging [98]. In 
addition, a company called “Life Signals” has developed 
an IoT-enabled device [99] for remote health monitoring of 
COVID-19 patients staying at home due to the shortage of 
ICU in hospitals and who still need to be monitored remotely 
to reduce the risk of complications. This device can monitor 
patients’ vital signs, such as heart rate, electrocardiogram 
(ECG), blood oxygen level  (SpO2), respiration rate, and skin 
temperature.

The authors in [28] used IoMT in physical therapy at 
home. IoMT has been surveyed in the context of mobile 
edge computing in [100]. Similarly, an overview of IoMT 
sensors has been studied regarding patient monitoring in 
[101]. A comprehensive survey of health IoT based on the 
Internet of Nano Things and 5G tactile Internet’s effect on 
healthcare quality of service have been portrayed in [102]. 
IoMT has been used by authors in [103] to develop an in-
home diabetic management system. A review of IoMT to 
handle pandemics such as COVID-19 has been presented in 
[104]. Authors in [105] designed a wearable IoMT device 
that can track social distancing and generate an alert when 
social distancing is violated.

Researchers have proposed diversified types of medical 
IoT devices conducive for COVID-19 diagnosis and treat-
ment. Figure 5 shows a summary of medical IoT devices 
that different researchers have proposed. Since IoT devices 
are generally resource-constrained to run DL applications, 
edge nodes with more computing and GPU processing capa-
bilities are generally employed. Figure 5 shows several such 
edge nodes (e.g., PC, raspberry PI, NVIDIA Jetson Nano, 
smartphones, or even custom-made edge nodes). In each 
edge node column, a survey has been done that shows the 
IoT devices supported by these edge nodes. Please note that 
this is not an exhaustive list. These medical IoT devices can 
be integrated with existing treatment processes for collecting 
data from patients or caregiver institutions. Different AI and 
DL algorithms have been developed to collect symptoms 
from these IoT devices. A detailed list of algorithms can be 
found in [39–43].

The authors in [95] have proposed an IoMT-based frame-
work for the proactive orthopedic treatment of COVID-19 
patients for different types of diagnosis scenarios, such as in-
body, in-home, in-clinic, and in-hospital. This research has 
considered diverse types of IoT devices, such as user health 
wearable devices, clinical wearable devices, mobility-related 
sensors, point-of-care sensors, and other types of innova-
tive IoT devices. The work presented in [106] uses drones 
to collect health data non-invasively from the IoT sensors 
available within the COVID-19 patients’ body area network. 
The authors claim that this method of collecting COVID-19 
patients’ health data from IoT devices is useful for those 
areas tagged as a high-risk zone. The authors in [28] have 
used Internet-connected X-ray and CT-scan machines with a 
COVID-19 AI diagnosis model that can diagnose the symp-
toms in real-time as soon as new radiometric data is fed to 
the machines. A detailed survey of IoT technologies, espe-
cially those developed and used for COVID-19 pandemic 
handling, can be found at [104]. Authors in [102] have done 
an extensive review of IoT devices that can support COVID-
19 diagnosis and handling. Examples of IoT devices that 
have been reported are Arduino microcontroller with spe-
cialized onboard medical sensors, heart rate sensor and triple 
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axis accelerometer, electrocardiogram sensor, temperature 
sensors, movement sensors, two thermistors, microphone, 
ambient humidity, smartwatch microphone, environmental 
sensors (passive infrared, grid-eye thermopile array), opti-
track camera, wearable (ECG and breath-smart shirt), smart-
watch sensors, environmental sensors, FLIR Lepton 3.5 
Radiometry Long-Wave Infrared Camera, accelerometers, 
gyroscopes and magnetometers, EEG sensor, EMG sensor, 
blood pressure, respiratory rate, motion activity, glucose rec-
ognition, movement tracking sensors such as ECG sensors, 
accelerometers, gyroscopes magnetometers on chest, ankles 
and arms, and glucose level monitoring sensors. Research-
ers have also developed many custom COVID-19 diagno-
sis IoT kits. For example, an IoT kit suitable for reporting 
symptoms with medical authorities during one’s quarantine 
time has been illustrated in [107]. IoT has been used for 
contact tracing as well [108]. To help in social sensing, the 
work presented in [109] has used smart heart-rate monitors, 
activity trackers, and thermal scanners that are connected 
with a smartphone. The authors in [105] have designed a 
wearable IoT band to help in social distance maintenance 
and contact tracing.

A Sample Case Study—How AI is Used for COVID‑19 
Diagnosis

X‑Ray Classification for COVID‑19

In this section, we present a sample COVID-19 diagnosis 
from X-ray radiometric images. The DNN model has been 
trained to classify X-ray images into three classes: normal, 
Pneumonia, and COVID-19. The motivation for this was that 
COVID-19 patients usually present distinctive markings in 
their X-ray images. Hence, a predictive tool based on X-ray 
image analysis proves to be very useful. The presented X-ray 
classification for the COVID-19 system is a web tool that 
takes an X-ray image file as input and outputs the percentage 
score in any of the three classes: normal, pneumonia, and 
COVID-19. Based on the prior knowledge of the input X-ray 
image file, an expert medical doctor treating a patient can 
approve or moderate the result of the prediction.

Description of the system:

Fig. 5  Medical IoT devices to 
treat different types of COVID-
19 symptoms [39]
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• The homepage is shown in Fig. 6. Upon entering the 
website, the user sees the vast array of options available 
for exploring.

• Upon selecting the X-ray Classification—Covid-19 
option, the user is prompted with two-factor authentica-
tion (2FA).

• On the X-ray classification page, the medical doctor can 
see the proper instructions to use the application.

• After selecting the choose file button, the user will be 
prompted to a file browser, from where the user can input 
an X-ray image file.

• After pressing the predict button, the doctor will be 
routed to the result page. On this page, the doctor can see 
the model’s prediction (Normal/Pneumonia/COVID-19) 
along with the confidence score. The higher the confi-
dence score and closer to 100, the more the model is sure 
about its prediction. After seeing the results, the doctor 
can fill out the survey to provide feedback upon using 
the classification system and press the submit button to 
submit the survey. After pressing the submit button, the 
doctor is shown a pop-up to confirm the submission of 
the feedback (Figs. 7, 8 and 9).

The system has been trained with the neural network in 
a machine equipped with a Core i7 9900 k and an Nvidia 
RTX 2080 TI GPU. In addition, the performance of the 
best trained model has been tested on an entirely new 
test set comprising 500 normal, 500 pneumonia, and 500 
COVID-19 positive X-ray images. The training history 

and the test results are given in Fig. 10. The process of 
improving the accuracy, sensitivity, F1-Score, and recall 
values is continued with enough training, test, and valida-
tion datasets until medically acceptable threshold values 
are attained.

Chapter 3: 5G, B5G, and 6G Technology

A 5G network has been rolled out throughout the world, 
which allows ultra-low latency, extreme bandwidth, and 
an extremely large number of medical IoT devices. These 
features would be convenient for the COVID-19 diagnosis 
ecosystem to offer applications needing end-to-end delay 
of less than one millisecond. As shown in Fig. 11, the 
round-trip time to send the COVID-19 related data origi-
nated at one location can travel to a medical caregiver at a 
remote location, obtain feedback from medical profession-
als, and get a telemetry signal back to the source within 
milliseconds.

Unquestionably, the faster the exchange of data between 
healthcare centers and patients, the more this will affect 
the speed of decision-making and the protection of many 
who are at risk. Mitigating the effect of COVID-19 requires 
the exchange of massive data between cities and countries 
around the world. Therefore, utilizing a high-speed, low-
latency network is needed. 5G allows configuring the net-
work and bandwidth that is needed to support the quality of 
experience of COVID-19 applications. This is done through 
the virtualized network functions (VNF) that leverage the 

Fig. 6  X-ray classification app button
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“softwarized” network slices. Figure 12 shows network 
slices that can be initialized for different types of medical 
applications’ needs. The unique features of the 5G net-
work make it possible to examine patients and give them 
advice without the need for direct contact resulting from 
their visit to the clinic. Furthermore, the high bandwidth of 
this network provides the ability to share information at a 

tremendous speed, which leads to researchers reaching more 
data that helps raise the accuracy of results related to algo-
rithms used to reduce the COVID-19 pandemic [25–27].

What distinguishes their model is the replacement of 
a central processing unit with peripherals represented by 
patients’ devices in their homes. The researchers in [29] 
emphasized that China invested the 5G technology in 

Fig. 7  X-ray classification—input upload page

Fig. 8  X-ray classification—image file browser
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reducing the impact of the COVID-19 virus by employing 
it in the transport system. The immense speed, high capacity, 
and low-latency features of 5G contribute to vehicle track-
ing and integration of several techniques in crowd monitor-
ing. In [30], patients were able to respond to questionnaires 

and communicate with doctors without the need to visit the 
hospital by exchanging data via 5G technology. In [30], dur-
ing the peak of the spread of the virus, the Chinese health 
system used 5G technology to develop a rapid response 
system referred to as the Emergency Telemedicine Consul-
tation System (ETCS) to provide distance medical consul-
tations to patients and establish live communication with 
more than 100 cities to track and isolate patients. Moreover, 
the authors in [31] highlighted the opportunity of emerg-
ing 5G technology with the IoMT and how it benefits the 
health system to assist patients remotely. The author in [32] 
explained potential features of incorporating 5G technology 
to combat COVID-19:

• Patients with mild to no symptoms, undiagnosed cases, 
and health workers with direct exposure to the virus have 
a high risk of transmitting it to their families, friends, and 

Fig. 9  X-ray classification—inference and feedback pages

Fig. 10  Sensitivity and positive predictive value: X-ray classification
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communities. This could be monitored in real- time with 
the assistance of 5G technology.

• 5G technology helps to provide the required technical 
infrastructure to exchange information quickly about 

infected patients, locate their transfers, and track the peo-
ple who contacted them to stop the spread of infection.

• Exchanging high-quality images and long and short 
videos for COVID-19 diagnosis is vital. That can be 
achieved by enhancing and upgrading local, metropoli-

Fig. 11  Ultra-low latency in 5G 
to support COVID-19 treatment

Fig. 12  5G custom network slicing to support COVID-19 treatment
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tan, and wide networks to match the new requirements 
due to the COVID-19 pandemic.

While 5G is rolled out, researchers have started develop-
ing extensions of what is called beyond 5G (B5G), which 
looks at the shortcoming of 5G and tries to propose solu-
tions to that [43]. For example, B5G network slices suitable 
for COVID-19 treatment can be automatically configured 
through AI-based system. Similarly, end-to-end delay, jit-
ter, security of the patient data, privacy requirements, and 
so on can be programed through AI using B5G. However, 
the B5G network is not designed by AI-driven technologies 
from end-to-end. Hence, the 6G network is being proposed. 
In 6G, the industrial internet of things (IIoT) devices will 
have AI-enabled wireless interfaces through heterogenous 
frequency bands, including terahertz (THz) and millimeter 
wave (mmWave) and base stations such as small and tiny 
cells. 6G will offer high-performance networking, hyper-
flexible architecture, AI-enabled intelligent architecture, and 
AI-enhanced security. 6G network will be able to exchange 
massive amounts of diversified information between the 
COVID-19-related distributed entities at a peak data rate of 
up to 1 Tbps, undetectable latency of approximately 0.1 ms, 
reliability on the order of nine-nines uptime, and ultra-dense 
IIoT networks. State-of-the-art 5G or beyond 5G deploy-
ments use DL partially (i.e., at the application layer or some 
parts of the network). In 6G, AI will be taking charge of the 
overall optimization of the complete network. For example, 
FL with blockchain-based provenance can be used for secure 
spectrum sharing within competing peers. The authors in 
[28] demonstrated a B5G network applicable for COVID-
19, which can be deployed with various models. In their 
proposed work, B5G was utilized to improve data processing 
accuracy and throughput using DL theories.

Chapter 4: Security of COVID‑19 Treatment 
Process

Blockchain

Blockchain is essentially a computer program that uses 
computational laws and cryptography to make a digitally 
secure record. It is usually referred to as being “immutable” 
because it cannot be subsequently changed [7]. Blockchain 
is closely related to a cryptographic process and is included 
in the category of a decentralized digital transaction ledger 
without any control from individuals, groups, or companies, 
where things recorded in the ledger are information whose 
level of accuracy and validity must be ascertained [110]. 
Copies of the program and the records it stores are typically 
distributed across several computer servers, thus creating 
a distributed ledger [35]. This novel technology acts as a 

shared repository or database, which can keep all its data 
copies synced and verified [38]. Recently, the healthcare and 
biomedical systems with other wide range of applications 
have shown blockchain technology’s adoptability [111]. 
Various industries, businesses, and even governments have 
been attracted by the potential and sophistication of block-
chain technology, especially the healthcare industry [110].

Given the scale of the pandemic and financial impact, 
it makes sense that the certification of COVID-19 patients 
using blockchain technology would be in high demand in 
different areas, including the financial industry, food indus-
try, oil & gas industry, healthcare, and IOT [37]. Many other 
domains include remote patient monitoring, health data ana-
lytics, drugs and pharmaceutical, and supply chain manage-
ment, where the blockchain and AI are playing an excellent 
role [112]. Blockchain introduces different applications to 
the available patients’ health information management and 
sharing [113]. Many digital health applications, such as 
Health Bank, bring fundamentally new methods related to 
data sharing and transactions of personal health data, where 
users can store and manage health information in a secure 
manner [114]. Another example where the blockchain was 
used in the US is the Gem Health Network [115]. Within this 
framework, various healthcare clients, including specialists, 
are permitted to access unlocked resources that solve many 
operational issues using a new class of applications based 
on blockchain [115]. In addition, many blockchain and AI 
systems have been introduced to handle emerging infectious 
diseases [116].

A scientific research group in Egypt has set up an inno-
vative COVID-19 blockchain framework, which has four 
subsystems: (1) infection verification, (2) blockchain, (3) 
P2P mobile application, and (4) mass surveillance. All 
components synergize to identify unknown infected cases 
and predict and give an estimation of the infection risk of 
COVID-19 subjects [117]. An excellent work using block-
chain with a contact tracing scheme named “Beep trace” has 
been shown in [118].

The increasing number of people infected with the 
COVID-19 virus generates vast amounts of medical records 
that require sharing with several parties, including “other 
healthcare centers, decision-makers, and the World Health 
Organization.” This fact represents a major challenge for 
health communities; therefore, applying blockchain tech-
nology contributes greatly to automating health data shar-
ing processes while maintaining the required level of data 
privacy [42]. In [33], the authors highlighted the possible 
advantages of emerging blockchain technology for the 
COVID-19 pandemic. The authors in [110] have used block-
chain to store the COVID-19 test results and to share them 
with communities of interest. Moreover, blockchain has been 
used to store the health certificates of COVID-19 patients, 
which can be shared with stakeholders upon the owner’s 
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request. Researchers have also used blockchain as a secure 
and trustworthy COVID-19-treatment-related data sharing 
platform among multiple medical institutions [37]. They 
specified four benefits:

• First, blockchain will benefit the process of case report-
ing to make it automatically generated and transferred 
without the need for an intermediate party. That will 
make the final authority in front of the decision with 
more efficiency, transparency, and speed.

• Second, with the outbreak of this pandemic, many busi-
ness owners were affected, treatment cost bills increased 
for many patients, and the demand for isolation centers 
for suspected cases also increased. For these reasons, 
many donors have increased the desire to donate their 
money or items, but in a confidant method. Blockchain 
technology provides the confidentiality, transparency, 
and automation required of donors due to the privacy 
and speed with which they deliver the funds.

• Third, as can be observed, many false claims and mis-
leading figures hindered the efforts to combat the pan-
demic and caused considerable losses for health authori-
ties. Exchanging records related to COVID-19 cases 
through blockchain will certainly provide integrity of 
the treatment data and the specimens used.

• Fourth, the digitization of transactions’ papers and docu-
ments between patients, clinics, and insurance companies 
prevents the potential infection caused by touching. Nev-
ertheless, direct contact can also increase the percentage 
of infectious diseases. Blockchain is an excellent alter-
native to non-invasive and paperless processes, and it 
enhances security significantly.

• Fifth, researchers have shown that DL algorithms can 
be attacked using adversarial examples [41]. Hence, the 
DL models need to be secured from such attacks so that 
the COVID-19 data is trustworthy. Hence, a blockchain-
based provenance system has been proposed.

The authors in [34] developed a model based on AI and 
blockchain. The model was built based on four elements: 
COVID-19 data sources, blockchain properties, AI proper-
ties, and stakeholders. In [35], the author highlighted the 
contribution of blockchain technology to secure donations of 
donors who want to contribute to minimizing the effects of 
the COVID-19 virus. In [36], the authors proposed a frame-
work based on blockchain technology to mitigate the impact 
of COVID-19 and provide secure and private data in the 
healthcare sector. In their proposed model, the test proce-
dure for COVID-19 has been demonstrated, which is named 
COVID Test Certification (CTC). The main objective is to 
provide infected people with the ability to share their history 
with other parties and related authorities in a private and 
secure manner. In [37], blockchain technology was utilized 

to propose a secure healthcare system and break down mas-
sive and complicated health processes. The authors in [38] 
elaborate on blockchain technology and how it leads to miti-
gating the virus by discussing several advantages. First, all 
medical records related to COVID-19 should be securely 
saved and processed through blockchain technology for per-
forming medical studies. By using blockchain, researchers 
worldwide can exchange information, findings, and recom-
mendations in a secure and decentralized process.

Blockchain has gained trust in providing provenance, data 
integrity, authentication, and immutability for the Internet of 
Health Things (IoHT) [119]. A detailed survey on IoT appli-
cation security through blockchain can be found in [120]. 
The authors in [121] designed a multi-tenant blockchain 
application that guaranteed scalability, data integrity, and 
data privacy within a permissioned blockchain. BlockDeep-
Net is an architecture that allows secure sharing of private 
data among collaborative IoT nodes to make enough IoT data 
available as the training data required for the DL application. 
Blockchain was used to provide the collaborative IoT nodes’ 
confidentiality, authentication, and integrity [122]. Block-
chain and an InterPlanetary File System (IPFS)-based off-
chain solution was used in [123] to provide secure mobile 
cloud access and secure EHR data sharing between patients 
and medical service providers while keeping the personal 
data on the mobile device private. The probabilistic method 
has also been combined with blockchain to provide authen-
tication and authorization for IoT data transactions [124]. 
Blockchain has been used to provide data assurance and 
resilience in an IoT network [125]. A high-throughput and 
scalable blockchain data structure based on DAG, designed 
for industrial IoT, was proposed in [126].

Blockchain and DL have been used for provenance [127]. 
The authors in [128] showed that the trust of IoHT data by 
different parties could be ensured through smart contracts 
containing trusted IoT zones. The work presented in [129] 
used blockchain smart contracts and physically unclonable 
functions (PUFs) to resist IoT data tampering and data prov-
enance and impersonation attack. Blockchain-based data 
provenance and a lightweight hash-based security algorithm 
were proposed in [130] to detect data tampering. A software-
defined network offering blockchain-as-a-service was pre-
sented in [131], where two different secure DL model train-
ing scenarios were presented. The blockchain-empowered 
training data are first uploaded to a decentralized IPFS file 
system for data provenance. Then, either a partially decen-
tralized or a fully decentralized co-operative model training 
takes place. Researchers have proposed blockchain to thwart 
data poisoning and membership inferencing attacks by not 
allowing malicious or unreliable FL participants [132]. 
Blockchain has been used for failure detection in IoHT 
devices using FL [133]. Secure and privacy-maintained data 
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and model sharing with the help of a permissioned block-
chain was illustrated in [134].

Figure 13 shows a framework in which blockchain 
has been used in combination with medical IoT related 
to COVID-19 treatment. Different edge entities treating 
COVID-19 subjects can collaboratively train the DL algo-
rithms using FL, as detailed in Fig. 4. Each edge node 
can retain its own private health data, while the global 
model is only shared among the clients. Blockchain is 
then used to provide provenance and trust among the col-
laborative clients. Figure 14 shows a detailed explanation 
of the system shown in Fig. 13 in a different dimension. 
Figure 14 shows how blockchain can support medical 
IoT devices within the COVID-19 treatment ecosystem 
to share data securely among multiple clients distributed 
around the globe. In Fig. 4, we explained the FL process 
in which the coordination of choosing FL clients, sharing 
the central model, and aggregating the FL client-provided 

models was assumed by a trusted central authority. How-
ever, this trusted central authority poses two challenges. 
First, the central authority might be compromised; hence, 
there should be a mechanism to trust each other. Sec-
ond, the system must ensure that the FL clients are also 
trustworthy and that there is no malicious client. Hence, 
blockchain has been recommended to add provenance, 
trustworthiness, and decentralization to the process. Fig-
ure 14 shows the timeline of events that take place during 
the similar process discussed in Fig. 4 but in a decentral-
ized way, handled by blockchain.

Differential Privacy to Provide Privacy of COVID‑19 
Patients’ Data

Blockchain has been used in the context of differential pri-
vacy (DP). Because artificial noise is being added to prevent 
a privacy leak through a data query, the authors in [135] 

Fig. 13  Blockchain, distributed DL, and medical IoT to support COVID-19 treatment
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proposed a blockchain to track the total and individual 
privacy budgets, how much additional noise was added to 
unique queries, and how much more noise could be allowed 
before degrading the quality of the dataset and privacy cost. 
In another effort [136], researchers proposed collaborative 
game-based training data sharing and made the updated 
model available on the blockchain. An appropriate incen-
tive for a genuine training data provider is embedded into 
the framework. To prevent a malicious attack and reduce the 
amount of consensus computing on the blockchain network, 
the authors in [137] designed a blockchain-based FL net-
work to store the global model and the incremental updates. 
DP was combined with FL and the blockchain for IoT data 
used in smart home health monitoring [138].

Researchers have used FL to provide DP. Interesting work 
in [139] benchmarked the usage of FL in IoHT edge nodes. 
For example, the work presented in [140] uses a one-shot 
FL that tries to find a privacy balance between two extreme 
phenomena, in which fully private nodes suffer from a very 
low amount of data. Concurrently, the fully central aggrega-
tion of data models is done on a central node. The privacy of 
IoT data was studied in the context of FL in [141]. FL suit-
able for IoHT-based edge computing was illustrated in [142]. 
The security and privacy aspects of IoHT data through 

distributed FL in the context of a 6G network were studied 
in [143]. In a similar study, the security and privacy of AI 
training or inferencing data and models within 6G networks 
were surveyed in [144, 145]. The authors in [146] proposed 
a self-healing FL network, which could collaboratively train 
and detect anomalous nodes. To address privacy, poisoning 
attacks, and latency issues, the work presented in [147] used 
a blockchain where miners approved the uploaded models 
from federated edge nodes through a consensus mechanism. 
To avoid data privacy leaks within 5G ultra-dense mobile 
edge networks, the authors in [148] proposed FL adminis-
tered by blockchain. To provide auditing and accountability 
in terms of the contribution of collaborative FL processes, 
the authors in [149] designed BlockFlow, which incentivizes 
genuine contributors while isolating malicious contributors. 
To ensure the anonymity and privacy of IoT data in edge 
devices, the authors of [150] proposed a blockchain based 
on a decentralized FL architecture. The security and privacy 
of IoHT data used within the data aggregation cycle of FL 
have been studied by the authors of [151] in a smart home 
context.

Fig. 14  Distributed blockchain and off-chain for the provenance of COVID-19-related health data



SN Computer Science (2021) 2:460 Page 19 of 27 460

SN Computer Science

Security of the AI Model

The security and privacy of DL applications over 5G edge 
networks were surveyed in [152]. To protect the sensitive 
data available to network functions or network slices of a 5G 
network and protect the confidentiality of local DL model 
updates, the authors in [153] proposed a Multi-Party Com-
putation (MPC) protocol on top of FL within 5G networks. 
IoT-based traffic data was subjected to FL by the authors in 
[154], where private data was trained using an SVM RBF 
kernel function, and the global training module was admin-
istered by a secure blockchain smart contract. Blockchain is 
gaining popularity for verifying the integrity and authentic-
ity of on-device FL models [155]. Because 5G allows a huge 
number of federated clients to join in model creation, the 
authors in [156] proposed a byzantine-resilient distributed 
learning suitable for 5G networks. Although applied in the 
vehicular IoT domain, the work shown in [157] uses a per-
missioned blockchain and a local directed acyclic graph to 
secure the DL model parameters. The blockchain ensures the 
reliability of the shared data that are used for the deep rein-
forced learning process within the FL network. Research-
ers have proposed a consortium blockchain for finding the 
reputation of each federated node so that the IoT nodes or 
mobile federated nodes that have either malicious data or 
poor-quality data can be filtered [158]. A secure DL model 
called secureSVM was developed by the authors in [159] 
that did not require a trusted third party. The IoHT data was 
first encrypted using the Paillier homomorphic cryptosys-
tem, and then the encrypted IoHT data was stored in the 
blockchain for immutability and provenance. Data poison-
ing and inferencing attacks on FL algorithms were surveyed 
in [160]. The survey also proposes the design factors of a 
resilient FL model.

End‑to‑End Encrypted DL Application

DL applications using IoHT require confidentiality and secu-
rity. The authors in [161] proposed an encrypted facial rec-
ognition algorithm called Wasserstein generative adversarial 
network encryption to encrypt facial features. A demonstra-
tion of using fully homomorphic encryption (FHE) called 
MORE (matrix operation for randomization or encryption) 
shows [162] that the training can take place on an encrypted 
dataset. Finally, the inferencing algorithm can classify the 
encrypted X-ray images. The proposed end-to-end encryp-
tion algorithm was applied to the MNIST dataset, and the 
performance was satisfactory compared with plain text DL. 
To support crowdsourcing in blockchain-enabled FL with 
high security, the authors in [163] proposed the ElGamal 
public-key cryptographic scheme to protect the communi-
cation among federated blockchain worker and requester 
nodes. Researchers have used blockchain to monitor and 

control global model updates and aggregation from local 
federated models [164]. The authors in [165] proposed an 
FHE that could encrypt a batch of local model update gra-
dients to lower communication and computational costs. To 
protect IoT data privacy, the authors in [166] proposed a 
secure parameter aggregation technique called a gated recur-
rent unit, which supports FL without disclosing private IoT 
data.

Secure Internet of the Health Things (IoHT)

Previously, researchers proposed lightweight security proto-
cols for the IoHT [130, 167]. For example, XOR, addition, 
subtraction, and a hash-based authentication protocol were 
proposed for bringing trust to IoHT device-device authenti-
cation [168]. A lightweight, secure key exchange algorithm 
was designed for IoHT-based EHR data exchange scenar-
ios in which a three-way handshake takes place between 
an IoT device, a gateway, and the IoT cloud [169]. IoHT 
data privacy and the secure aggregation of FL models were 
presented in [170], where hardware-based security protec-
tion and a Diffie–Hellman key exchange protocol were used 
to make an Ethereum native encryption toolkit. Bringing 
trust to IoHT data was the central focus of the research pre-
sented in [171]. A privacy protected IoHT framework was 
designed in [172], where IoHT data with provenance and 
audit trails were delivered to authorized subscribers. The 
authors in [173] designed a cryptosystem that can secure 
IoHT data during transmission between two endpoints. The 
cryptosystem was successfully tested with medical image 
transmission. Federated transfer learning of IoHT data was 
proposed in [174]. There was a recent initiative of the Inter-
net Engineering Task Force to manage DDoS or man-in-the-
middle attacks on the IoHT suggested using a manufacturer 
usage description (MUD) as a unique signature [175]. An 
FL architecture can use the MUD signature with the IoHT to 
provide security for DL applications at the edge.

Chapter 5: Discussion, Conclusion, 
and Recommendations for Future Work

Discussion

To avoid the shutdown of businesses, education, economies, 
traveling, and industries and minimize the loss of humans, 
every country in the world has invested in technologies to 
overcome the effects of COVID-19. For example, technolo-
gies such as DL have been invented to develop vaccines 
and drugs. Social distancing and facial mask detection 
techniques have been implemented using AI. Diagnosis of 
COVID-19 using DL from automated and non-invasive body 
temperature measurements, cough sounds, CT scans, and 
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X-ray images has been done in many hospitals. Spreading 
patterns and monitoring of COVID-19 cases are done using 
machine learning. Blockchain and machine learning have 
been used to manage health passports. DL has been used 
to forecast hospital ICU or treatment-related supply chain 
management. Governments are also using AI for lockdown 
enforcement through camera-based social gathering, facial 
recognition, and car plate number recognition.

In summary, technologies have made their footprint in 
containing the effects of COVID-19. Figure 15 shows a sce-
nario on how an AI hospital can employ diversified types of 
diagnosis modules to treat COVID-19 patients in a hospital. 
The figure shows that a patient entering the hospital can be 
checked with DL modules responsible for initial screening 
with non-invasive fever detection. His/her face recognition 
for electronic health records (EHRs) and electronic medical 
records (EMRs) can also be checked, and data can be pulled 
to look at his/her past travel history. If any positive result 
comes out, the patient is directed to a COVID-19 dedicated 
area equipped with more deep-learning modules and diag-
nosis facilities. This will allow less human exposure to the 
pathogen.

Figure 16 shows a scenario where a patient visits an 
AI-enabled hospital, which leverages automated usage of 
diversified types of technologies, as discussed above [176]. 
In every visit, certain types of tasks are performed. Such 
tasks include patient recognition and appointment valida-
tion, storing doctor’s handwritten medical notes in patients’ 
profiles, adding medical diagnosis results and further rec-
ommendations to patients’ profiles, maintaining and updat-
ing treatment plans for patients, orchestrating a follow-up 

mechanism, generating and storing prescriptions, and finally 
updating EHRs and medical records. These are usually per-
formed through manual human interventions, which ren-
ders the whole process prone to errors and long delays in 
patients’ next visit. However, recent AI and DL applications 
have shown excellent human-level accuracy in maintaining 
and accomplishing the tasks mentioned above and can per-
form them automatically [177]. Researchers have proposed 
different families of AI algorithms to perform these tasks 
through an automated process while consuming negligible 
time with higher accuracy [178]. For example, handwrit-
ten medical notes, prescriptions, and other types of content 
can be automatically read by an OCR algorithm and made 
a digital copy. All the symptoms reported by each patient 
during each hospital visit are added to the profile through the 
speech-enabled AI algorithm [179]. In this way, each visit 
will result in a rich set of data points, which will allow the 
doctor to have greater insight and make a better treatment 
plan, plan the next visit, and so on. Finally, human resources 
at the hospital will be able to interact with the AI to approve 
or moderate the results. Since a patient might have to visit 
multiple hospitals for different types of treatment and share 
the health records, a recent innovation in blockchain shows 
promising results in securely sharing and updating the health 
records within multiple institutions. Being the owner of his/
her EHRs, a patient can share certain or all parts of EHR 
with a community of interest, with diagnosis results, prior 
doctor’s notes, and so on [123]. This interoperability and 
interaction with digital records will allow better healthcare 
and lower unnecessary costs.

Fig. 15  Use of DL for automated COVID-19 diagnosis
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Another vital aspect that needs to be addressed by AI 
researchers to help medical professionals is the incorpo-
ration of several areas of AI within the medical diagnosis 
workflow. Figure 17 shows the advanced need for AI. Medi-
cal doctors in particular and humans in general have to use 
a solid ethical background to give the needed trust in case 
of medical treatment. Hence, the AI or DL algorithms must 
show human-level ethics within their algorithms to assure 
medical doctors about its ethics. DL algorithms can show 
bias if the algorithms are trained with insufficient or unbal-
anced datasets. Once a model has been trained and deployed 
in a real-life diagnosis environment, medical doctors have 
no way of identifying such biasness. This will lead to incor-
rect diagnosis results. Hence, the AI algorithm must show 
fairness in the treatment. Another aspect of AI is the explain-
ability of the algorithm. The existing blackbox nature of DL 
algorithms does not explain how the input was processed and 
how the conclusion was drawn regarding the diagnosis. The 
way one doctor explains the evidence to another doctor and 
convinces him/her with reasoning is a fundamental require-
ment of semantic human-AI teaming. If a doctor makes any 
mistake in a treatment plan, he/she is held responsible. How-
ever, a big concern is what happens to an AI algorithm that 
is used for diagnosis. If the AI algorithm makes any mistake, 
will the AI algorithm be held responsible? If an AI algorithm 
makes any mistake in diagnosis, it should be auditable by 
the respective authority. Finally, the patient data’s security, 
safety, and privacy must be ensured, as the DL algorithms 
are exposed to a large amount of patient data during train-
ing and inferencing. Figure 17 shows a scenario in which an 
AI with the above features interacts with a human doctor: a 
cancer patient with COVID-19 symptoms. It is expected that 
the technologies described in this chapter will converge and 
fuse together to support COVID-19 pandemic management.

Conclusion

In this article, we highlighted some current and published 
research discussing the latest ways to use the latest technolo-
gies to help fight the COVID-19 virus. We emphasized DL 
techniques, blockchain, and the 5G network. From what has 
been explained previously, we conclude that an urgent need 
remains to intensify efforts in developing algorithms that 
contribute to integrating DL technology for automatic detec-
tion of COVID-19 patients through chest X-rays to obtain 
the results of accurate tests to be dispensed by those that use 
PCR technology. Moreover, the advantage of distinguish-
ing cough for those with respiratory diseases, especially 
COVID-19, still needs more data to improve the results of 
the algorithms. Finally, research has efficiently demonstrated 
that blockchain is one of the most promising technologies 
in securing and selective sharing of medical records, which 
directly contributes to improving COVID-19’s decision-
making results.

Recommendations

As shown in Table 1, the COVID-19 has opened the doors of 
many technological areas that can help in pandemic manage-
ment. However, there are several joint initiatives that need 
to be taken by different relevant entities. For example, medi-
cal doctors treating COVID-19 patients need to be trained 
and updated with the new AI-based diagnosis tools. Medical 
institutions and healthcare organizations treating COVID-
19 patients should allow novel research ideas with clini-
cal trials. Collaboration between academia with a research 
background, funding, and hands-on experience and medical 
professionals should be established so that both entities can 
share their living-lab experiences. One of the shortcomings 

Fig. 16  AI-enabled hospital
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of DL AI models is that the models need to be trained with 
real-life patient datasets. The collaboration between AI and 
blockchain researchers and the medical professional will 
allow such datasets to be available for clinical trials. Further-
more, the privacy and security of the COVID-19 treatment-
related data need to be ensured. Collaboration between the 
two entities and the use of technologies will also make the 
EHR and EMR data safe and secure.
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