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Abstract 

The increase in antimicrobial resistance (AMR) poses a massive threat to world health, necessitating the urgent devel-
opment of alternative antimicrobial growth control techniques. Due to their specific physical and chemical proper-
ties, nanomaterials, particularly carbon-based nanomaterials, have emerged as attractive candidates for antimicrobial 
applications, however, reviews are lacking. This comprehensive review aims to bridge the existing knowledge gaps 
surrounding the mechanism and significance of nanobiochar (NBC) and carbon nanostructures in the field of antimi-
crobial applications. Notably, NBC, which is derived from biochar, exhibits promising potential as an environmentally-
friendly substance with antimicrobial properties. Its strong adsorption capabilities enable the removal and immobili-
zation of pathogens and pollutants from soil and water and also exhibit antimicrobial properties to combat harmful 
pathogens. In addition to NBC, carbon dots (CDs) and graphene oxide (GO) have also shown excellent antimicrobial 
properties. These carbon-based nanomaterials find applications in agriculture for phytopathogen control and post-
harvest disease management, as well as in medicine for nanotheranostics and in the food industry for extending shelf 
life as an eco-friendly alternative to chemicals and antibiotics. However, the long-term toxicity of these nanoparticles 
to humans and the environment needs further investigation, considering the influence of different physiochemical 
characteristics on antimicrobial properties and nanotoxicity. Therefore, continued exploration in this area will pave 
the way for future research and safe deployment strategies of carbon-based nanomaterials in combating microbial 
threats.

Highlights 

• Nanobiochar and carbon dots are promising alternatives to traditional antimicrobial methods.
• Nanobiochar demonstrates strong adsorption and pathogen immobilization properties.
• Carbon dots and graphene oxide show excellent antimicrobial properties.
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Graphical Abstract

1 Introduction
Antimicrobial resistance (AMR) is a critical global health 
concern that has the potential to become the major cause 
of death globally in the future decades, with an estimated 
4.95 million fatalities attributable to AMR in 2019 and a 
projected increase to 10 million deaths per year by 2050 
(Frei et al. 2023). Antimicrobial resistance poses a threat 
due to the persistent development of resistant microbes 
through the overuse of antimicrobial agents in health-
care and agriculture, spontaneous microbial evolution, 
mutations and horizontal gene transfer which allows for 
the quick acquisition of novel features, such as antibiotic 
resistance encoded by mobile genetic components, as 
well as adaptations to changing environmental stresses 
(Dadgostar 2019). Effective control of microorganisms 
can be achieved by combining natural antimicrobial mac-
romolecules and their composites, which can reduce the 
development of pathogen resistance, with physical and 
chemical agents such as radiation, filtration, temperature, 
disinfectants, antiseptics, antibiotics and through chem-
otherapeutic antimicrobial chemicals (Shahruzzaman 
et  al. 2022). However, challenges remain in achieving 
optimal efficiency and determining the ideal conditions 
for decontamination using physical methods (Murmu 
and Mishra 2018). Furthermore, concerns arise from the 
improper use of chemical agents, which can lead to the 
emergence of resistant strains and pose risks to both the 
environment and human health (Vilaplana et  al. 2020). 
To address these challenges and promote economic 

and environmental sustainability in antimicrobial deliv-
ery formulations, the utilization of nanomaterials has 
emerged as a promising strategy (Vurro et al. 2019). Car-
bon nanomaterials have received recent attention, carbon 
dots (CDs), carbon nanotubes (CNTs), fullerene (C60), 
graphene oxide (GO), and nanobiochar (NBC), as an 
option to suppress microbial development (Gurtler et al. 
2020).

Carbon nanostructures have received interest as 
promising alternatives to chemicals and conventional 
antibiotics in the treatment of multidrug-resistant micro-
organisms, as they have demonstrated broad-spectrum 
antimicrobial properties (Al-Jumaili et  al. 2017). Car-
bon dots which were discovered less than 20  years ago 
have garnered immense popularity among the scientific 
community due to their low toxicity and biocompatibil-
ity (Newman et  al. 2021) favouring their application in 
agriculture and biomedicine. In addition to the low cost 
involved in their preparation, they could be synthesized 
from basically any carbon-containing compound, using 
a variety of strategies, broadly categorized as top-down 
and bottom-up (Mandal and Das 2022). They exhibit dif-
ferent mechanisms as antimicrobial agents depending 
on the presence or absence of photoexcitation (Li et  al. 
2022). Carbon nanotubes, categorized based on the num-
ber of layers of graphene cylinders in their structure, are 
also excellent antimicrobial agents, however, they are 
limited in use as they pose a risk to human health (Gupta 
et  al. 2019). The use of fullerenes  (C60) which inhibit 
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bacterial growth by the generation of reactive oxygen 
species (ROS) is also discouraged by the same limitation 
(Azizi-Lalabadi et al. 2020). Graphene oxide is compara-
tively preferred over CNTs and fullerene due to their low 
toxicity (Azizi-Lalabadi et  al. 2020). However, in com-
parison to multifunctional uses of nanobiochar, such as 
environmental cleanup, the development of novel super-
capacitors, sensors, and healthcare applications (Rama-
nayaka et  al. 2020a, b), the interplay between NBC and 
microbe inhibition has received far less attention.

Due to the unique physical and chemical properties, 
NBC generated from biochar has demonstrated great 
potential as an effective antimicrobial agent (Lian et  al. 
2020). However, the underlying mechanism is poorly 
understood (Pratiwi et al. 2022). Despite the poor under-
standing of the cytotoxicity of NBC towards microorgan-
isms, previous studies on the interactions of engineered 
carbonaceous nanoparticles with microbial cells suggest 
that NBC is potentially harmful due to their strong affin-
ity for heavy metals and other chemicals in the aqueous 
system (Khare 2021; Chausali et al. 2021). Regardless of 
expanded studies on NBC and other carbon nanomateri-
als for antimicrobial applications, the mechanism and sig-
nificance against different microbial populations remain 
unclear. Despite the increased focus on studying these 
materials, there are no reviews discussing the specific 
mechanisms through which NBC acts against various 
microbial populations. Therefore, this review addresses 
current information on the synthesis, antimicrobial 
mechanisms, applications and knowledge gaps associated 
with NBC and carbon nanostructures as antimicrobial 
agents, with the intention of identifying opportunities to 
conduct further research and effective deployment strat-
egies against different microbial communities.

2  Bibliometric analysis on antimicrobial activities 
of carbon nanomaterials

2.1  Method
Using data obtained from the SCOPUS scientific data-
base, a bibliometric analysis of peer-reviewed scientific 
literature was conducted  on the antimicrobial proper-
ties of carbon nanomaterials and biochar was conducted. 
On 25th June, 2023, the titles, abstracts, and keywords of 
the publications published in the Science Citation Index 
(SCI) were searched online using the keywords “(“Nano-
biochar” OR “carbon dots” OR “carbon nanomaterials”) 
AND (antimicrobial OR antifungal OR antibacterial OR 
antiviral)”. Books, editorials, dissertations, and references 
published in other languages were not included in the 
search, which only contained English research articles. 
The search results showed that 639 publications fit these 
requirements. Based on data from the SCOPUS database, 
there has been a significant increase in the number of 

research papers centered around applications of carbon 
nanomaterials on antimicrobial activities since 2013, as 
illustrated in Fig. 1.

VOSviewer 1.6.18 software was used for the bibliomet-
ric analysis, which uses keyword mapping to determine 
the essential components of the study. The keyword co-
occurrence analysis technique can give useful insights 
into the relationships between various disciplines of 
knowledge. In this study, a keyword had to appear at least 
four times in all of the papers that were retrieved, or four 
times in total. Seventy five keywords in total satisfied this 
requirement.

2.2  Results
VOSviewer offers three types of visualizations to display 
bibliometric maps: network visualization, overlay visu-
alization, and density visualization. The network visu-
alization displays the keywords as colored nodes and the 
relationships between them as edges in a graph. This can 
help to identify the clusters of related keywords and the 
strength of their relationships. The overlay visualization 
overlays different bibliometric maps on top of each other 
to compare different sets of data, such as the co-occur-
rence of keywords in different time periods. Further-
more, the size of the nodes and letters used to represent 
keywords is connected to their frequency of recurrence 
in publication titles and abstracts. The more often a 
keyword appears, the greater the size of the letters and 
nodes.

As per Fig.  2,  there is a relationship between node 
distance and keyword relatedness as evaluated by co-
occurrences. In particular, the closeness of two nodes 
suggests a stronger association between the keywords 

Fig. 1 Number of publications in Scopus with the keywords 
of “Nanobiochar” OR “carbon dots” OR “carbon nanomaterials” 
AND antimicrobial OR antifungal OR antibacterial OR antiviral
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they represent. Figure  2A presents  the keyword co-
occurrence network, which includes 63 nodes and 331 
links. Four clusters of words were found by assessing 
the keywords based on how frequently they occurred 
together in the selected publications. Each group was 

given a distinct color to represent it. For example, the red 
color cluster has  the highest  number of keywords (23), 
and the most prevalent being “antimicrobial activity”, 
“antifungal”, “antimicrobial”, “biomaterials”, and “antiviral” 
which means that there is a close relationship between 

Fig. 2 (A) Network visualization and (B) overlay visualization of keywords co-occurrence on antimicrobial activities on nanomaterials
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them. Figure 2B shows the time distribution of keyword 
co-occurrence in recent years. Different colors of the 
node corresponded to the average time of the keyword 
appearance. If the color of a node approaches yellow, 
then it indicates that this keyword is in the early stage of 
development. As shown in Fig. 2B, studies of application 
of carbon dots on antimicrobial activities have become 
a trend over the recent past years. The results showed 
that the term “Carbon dots” was the most commonly 
used author keyword with 172 occurrences, 52 links to 
other author keywords, and an average publication year 
of 2021. The existence of carbon nanoparticles for anti-
bacterial activities up to the year 2019 has attracted a lot 
of attention among the research that were chosen. As a 
result, purple nodes appeared corresponding to terms 
like “carbon nanomaterials” and “nanotechnology”. These 
keywords are with 34 occurrences, with an average pub-
lication year of 2019. With the time researchers are mov-
ing their attention away from carbon nanomaterials to 
carbon dots and nanoparticles for antibacterial activity 
(starting in 2020). These networks may be used to assess 
the revolutionary a piece of research is in the subject 
under consideration.

3  Carbon nanomaterial‑based antimicrobial 
agents

The antibiotic resistance of microorganisms has impli-
cated the need for more innovative approaches against 
microbial infections and diseases (Dizaj et  al. 2015). 
Therefore, carbon-based nanomaterials, such as CDs 
and GO, proffer a promising alternative for the devel-
opment of effective antimicrobials due to their broad-
spectrum antimicrobial properties against pathogens 
(Al-Jumaili et  al. 2017). Although the use of nanoparti-
cles evokes concern about their toxicity and durability, 

carbon nanomaterials are favoured over a variety of other 
nanomaterials, owing to their chemical resistance and 
the durability of their action (Giraud et  al. 2021). How-
ever, there is a broad scope for the investigation of their 
potential toxicity towards humans and the environment 
at large (Giraud et al. 2021), given that there is an insub-
stantial focus on their persistence in the human body as 
well as in varied ecosystems in the long term.

3.1  Carbon dots
Carbon dots also referred to as “carbon quantum dots”, 
“carbon nanodots” and “carbonized polymer dots” (Lin 
et al. 2022a, b), are zero-dimensional fluorescent carbon 
nanoparticles (Dong et  al. 2020) with particle sizes less 
than 10 nm (Pramudita et al. 2022). They have gained a 
high demand and popularity since their discovery in 2004 
due to their low toxicity, low cost, ready availability, high 
water solubility, dispersibility, photoluminescence, pho-
tostability, functional capability and biocompatibility 
(Newman et al. 2021; Pramudita et al. 2022) which facili-
tate their potential application as an alternative to con-
ventional antibiotics (Lin et  al. 2022a, b). The low cost 
and the ready availability of CDs could be attributed to 
the vast array of strategies that could be utilized for syn-
thesising CDs from a variety of biological and chemical 
precursors rich in carbon content (Newman et al. 2021; 
Lin et  al. 2022a, b). Moreover, the ability to utilize bio-
degradable sources, such as plants and plant derivatives, 
animal and animal derivatives and municipal waste, fur-
ther supports the low-cost, environmentally friendly 
production of carbon dots on a large scale for potential 
industrial applications (Lou et  al. 2021). Figure  3 sum-
marises the carbon sources that could be utilized for the 
synthesis of CDs, methods of synthesis and the potential 
applications based on their antimicrobial properties.

Fig. 3 The sources used for the carbon dot synthesis and their antimicrobial applications
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In addition to different environmental factors such as 
the light intensity, time of exposure and    the concen-
tration of CDs which affect the antimicrobial proper-
ties of CDs, several intrinsic factors such as the particle 
size, precursor used in the synthesis, surface charge and 
surface functionalization also impact the performance 
of CDs (Li et  al. 2022). When considering the methods 
for the synthesis of CDs, they may be broadly classi-
fied as top-down and bottom-up approaches (Mandal 
and Das 2022). The former involves techniques such as 
arc discharge, laser ablation, electrochemical exfoliation 
and chemical oxidation, where graphite, active-carbon, 
CNTs, GO and fullerene are broken down to synthesize 
CDs, whereas the latter involves methods such as hydro-
thermal, solvothermal, microwave irradiation, direct 
pyrolysis and sonochemical processes where dehydra-
tion, polymerization, aggregation and carbonization of 
precursor molecules lead to the synthesis of CDs (Man-
dal and Das 2022; Das et al. 2018). A few of these meth-
ods have been compared in Table 1.

Table  2 compares the size, quantum yield, emission 
peak and the applications of CDs synthesized from plant 
sources using different methods. Of the methods avail-
able, hydrothermal/solvothermal treatment has been 
a popular choice among researchers for the green syn-
thesis of CDs from natural products, as it is an environ-
mentally-friendly, cheap and simple method (Lin et  al. 
2021). Nevertheless, even nearly two decades after the 
discovery of CDs, all the above-mentioned methods suf-
fer from a major limitation, namely the lack of a standard 
protocol for the synthesis of CDs (Mandal and Das 2022). 
Hence, the establishment of standard protocols to assist 
researchers would irrefutably facilitate the reproducibil-
ity and consistency in future studies thereby paving way 
for a much better approach to comparisons of character-
istics and yield of CDs and the efficiency of methods uti-
lized, in attempts of determining the most ideal carbon 
sources and scaling up of laboratory-confined studies for 
low-cost mass production of CDs.

Moreover, despite extensive characterization of carbon 
dots synthesized from biomass as well as their application 
in biological research, there are few reports on the pos-
sible synthesis of by-products during CD preparations 
which may or may not be toxic to humans and the envi-
ronment at large, since the inclusion of toxic compounds 
in most biomass resources such as industrial solid waste 
is plausible. Thus, further research is required to shred 
more definitive evidence on the suitability and safety of 
the use of municipal waste for the preparation of CDs.

3.2  Graphene oxide
Graphene oxide, derived from the oxidation of graph-
ite by the Hummers’ method, followed by the chemical 

exfoliation of the formed graphite oxide (Toh et al. 2014) 
is also considered a promising alternative to antibiotics 
against multidrug-resistant (MDR) pathogens (Anand 
et al. 2019). The usage of GO as an antimicrobial is also 
favoured in biomedical applications due to the solubility 
of GO in water and aqueous media (Anand et al. 2019), 
simple, rapid and cheap synthesis and low toxicity for 
mammalian cells, in addition to the unique thermal and 
electrical properties (Azizi-Lalabadi et al. 2020).

The antimicrobial properties of GO could be attrib-
uted to a variety of factors such as the oxygen-contain-
ing functional groups, which render it amphiphilic, the 
lateral size, morphology and aggregation (Anand et  al. 
2019). For instance, Wang et al. (2018) reported the dif-
ferential antimicrobial performance of graphene oxide 
samples against E. coli bacteria (DH5α). This study dem-
onstrated how the high number of oxygen-containing 
functional groups led to better antimicrobial properties 
of epoxy/graphene oxide composite coatings compared 
to weak antimicrobial properties of epoxy/reduced gra-
phene oxide coatings (Wang et al. 2018). The increase in 
antimicrobial performance with the number of oxygen-
containing functional groups could be attributed to the 
oxidative stress induced by the GO sheets. Differences in 
the bacterial growth inhibition by GO-chitosan (GO-CS) 
nano-hybrids owing to differences in size and morphol-
ogy have also been described in literature (Majidi et  al. 
2019). Here, it was proved that GO-CS nano-fibrilar sam-
ple had the highest antibacterial activity against S. aureus 
and E. coli, when compared with the GO-CS spherical 
and GO-CS pristine powder nano-hybrids (Majidi et  al. 
2019). Thus, one or more factors may synergistically con-
tribute to the antimicrobial properties of GO.

4  Antimicrobial mechanisms 
of carbon‑nanomaterials

Different mechanisms are exhibited by CDs as antimi-
crobial agents (Li et al. 2022). In the absence of photoex-
citation (Fig.  4A), these mechanisms involve adsorption 
to bacterial and fungal cell walls via diffusion and elec-
trostatic interactions leading to alteration of the cell wall 
and membrane permeability (Li et al. 2022). The penetra-
tion of CDs through bacterial and fungal cell walls and 
membranes leads to cellular cytoplasm leakage and the 
DNA and RNA binding by CDs results in the destruc-
tion of the nucleic acid structures, thereby inhibiting 
the growth of bacteria (Li et  al. 2022). However, in the 
presence of photo excitation (Fig.  4B), these CDs gen-
erate ROS, which induce oxidative damage to bacterial 
cells and alter the expression of essential genes, resulting 
in the death of bacterial cells (Li et al. 2022). It has also 
been recorded that the antibacterial activity is enhanced 
when visible light has been used to activate CDs prepared 
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with antibiotics as a precursor (Sidhu et al. 2017). Hence, 
using antibiotics or antibacterial compounds as the pre-
cursor presents a more efficient alternative to tackling 
MDR bacteria (Sidhu et al. 2017).

The antimicrobial activity of GO is demonstrated 
through the generation of ROS (Fig.  5) (Azizi-Lalabadi 
et al. 2020), resulting in oxidative stress, DNA fragmenta-
tion and eventual cell death of microorganisms (Anand 
et al. 2019). It has also been reported that GO is involved 
in mechanisms such as cell membrane damage by 
direct cutting by the sharp edges of the GO nanosheets, 
mechanical wrapping on bacterial cells leading to cell 
lysis and extraction of phospholipids from the mem-
brane (Anand et al. 2019). Thus, the synergistic effect of 
these mechanisms may prove GO to be more effective as 
an antimicrobial agent compared to other carbon-based 
nanomaterials such as CNTs and fullerene, which suffer 
the limitations of insolubility and potential toxicity to 
humans.

5  Nanobiochar as an antimicrobial agent
Nanobiochar, characterized by particle sizes less than 
100 nm, exhibits unique physicochemical properties that 
distinguish it from bulk biochar (Liu et  al. 2018). These 

properties, such as a larger surface area, graphitic nature, 
highly negative zeta-potential, and diverse crystalline 
forms, contribute to its enhanced stability (Oleszczuk 
et  al. 2016) and temperature-dependent dispersibility 
compared to bulk biochar (Ramanayaka et al. 2020a, b).
The antimicrobial activity of NBC is influenced by its 
physicochemical properties, including size, shape, chemi-
cal modification, coating, and combination with other 
nanoparticles and solvents  (Pratiwi et  al. 2022). These 
factors can significantly impact the interaction between 
NBC and microbial cells, ultimately affecting its antimi-
crobial effectiveness. However, it is important to note 
that there is currently a lack of studies exclusively focus-
ing on the antimicrobial activity of NBC. Therefore, the 
exact antimicrobial mechanism of NBC remains poorly 
understood. Further research is needed to investigate and 
elucidate the specific mechanisms through which NBC 
interacts with microbial communities and exerts its anti-
microbial effects.

5.1  Synthesis of nanobiochar
The synthesis of NBC involves the initial production of 
biochar, which can be achieved through various pro-
cesses such as pyrolysis, hydrothermal carbonization, 

Fig. 4 Antimicrobial mechanisms of Carbon Dots in the (A) absence and (B) presence of photoexcitation
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gasification, torrefaction, flash carbonation, microwave 
pyrolysis, mechanochemical technology, and engineered 
biochar (Jeyasubramanian et  al. 2021; Yaashikaa et  al. 
2020; Rajapaksha et  al. 2016; Zhou et  al. 2021). Each of 
these processes has its own set of conditions and parame-
ters that influence the characteristics and the yield of bio-
char. Factors such as the type of feedstock, temperature, 
heating rate, residence duration, and pressure points play 
crucial roles in determining the properties of biochar 
(Naghdi et al. 2017).

The top-down approaches are widely utilized as the 
predominant methods for NBC production (Ramanayaka 
et al. 2020a, b). These methods allow for control over the 
size, shape, and surface properties of NBC (Naghdi et al. 
2017). Ball-milling is a popular mechanical procedure 
that can be used to synthesize NBC. It applies mechani-
cal force to a material using a high-energy ball mill to 
break it down to the nanoscale level while preserving 
the crystal structure. This method allows for the pro-
duction of NBC with controlled particle size and shape 
(Ramanayaka et  al. 2020a, b). Vibration disc milling is 
another option that is preferred over ball milling for gen-
erating NBC particles of consistent size and shape. How-
ever, double-disc milling is not commonly used for NBC 
preparation due to the high operational cost associated 
with this method (Chausali et  al. 2021). As reported by 
Jiang et  al. (2023), ultrasonication, microwave pyrolysis, 
centrifugation technology, digestion using concentrated 
nitric and sulfuric acids stand out as other effective tech-
niques for the production of nanobiochar.

Overall, the synthesis of NBC involves a combination 
of different processes and techniques, depending on the 

desired characteristics and properties of the nanoparti-
cles. The choice of method can significantly impact the 
size, shape, and surface properties of NBC particles, 
which, in turn, can influence their antimicrobial activity 
and other applications. Understanding and optimizing 
the synthesis methods are essential for producing NBC 
with desired properties for various applications.

5.2  Action of nanobiochar against microbial communities
The interactions between NBC and microbial communi-
ties can have both beneficial and adverse effects. Nanobi-
ochar, although it has the potential to enhance microbial 
activity and promote bioremediation, can also pose risks 
to microbial populations by generating persistent free 
radicals (PFRs) and reactive oxygen species (ROS), which 
may impact microbial abundance and diversity in soil and 
water environments (Fang et  al. 2015). The presence of 
NBC can result in the release of ions, leading to cellular 
uptake, DNA damage, accumulation of ROS, and subse-
quent intracellular damage in microorganisms, poten-
tially affecting their physiological processes and overall 
cellular health (Esmailzadeh et al. 2016).

However, NBC also demonstrates antibacterial prop-
erties that can be beneficial in certain applications. 
Nanobiochar can be coated with extracellular polymeric 
substance in aqueous environments, which can affect its 
dispersion and antimicrobial action. This coating process 
may lead to the decomposition of NBC and the release 
of ions, causing antimicrobial effects (Esmailzadeh et al. 
2016). For example, a study by Naghdi et al. (2017) dem-
onstrated the antibacterial activity of a Chitosan-Nanobi-
ochar composite encapsulating laccase, which effectively 

Fig. 5 Antimicrobial mechanisms of Graphene Oxide
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degraded pollutants by immobilized laccase and exhib-
ited antibacterial activity against Bacillus subtilis. As 
depicted in Fig. 6, the entry of NBC into the cytoplasm of 
microorganisms has been observed through two different 
mechanisms: membrane breakdown or uptake through 
cell mediatory organelles (Pratiwi et al. 2022). This inter-
nalization of NBC particles can potentially have direct 
effects on microbial cells, affecting their physiological 
processes and intracellular structures. Furthermore, NBC 
has been shown to adsorb and fragment extracellular 
DNA, leading to significant inhibition of DNA replica-
tion. Hydroxyl radicals generated from PFRs on NBC are 
primarily responsible for the damage to DNA, while the 
direct interaction between nonradical reactive sites and 
PFRs on NBC also contributes to DNA degradation (Lian 
et al. 2020).

Overall, while NBC holds promise in enhancing micro-
bial activity and promoting bioremediation, its effects on 
different microbial cells and communities are still not 
fully understood. Further research is needed to elucidate 
the precise mechanisms by which NBC interacts with 
microbial cells and the potential risks and benefits associ-
ated with the antimicrobial activity.

6  Applications of nanobiochar and carbon 
nanomaterials based on antimicrobial activities

6.1  Agriculture
Agriculture could be considered a significant sector to 
benefit from using nanomaterials as it involves ensuring 
sustainable food production and food security in the face 

of rapid population growth and climatic changes (Omran 
and Baek 2022). The use of nanotechnology in agriculture 
could be focused on the control of phytopathogens and 
promoting plant growth (Mittal et  al. 2019). The appli-
cation of nanobiochar and other carbon nanomaterials 
in agriculture to effectively overcome the limitations of 
conventional measures for the control of phytopathogens 
and thereby, control post-harvest losses of fruits and veg-
etables in particular. However, it must be understood that 
the use of nanomaterials may also be presented with limi-
tations as well. Research has demonstrated that nano-
biochar have a direct positive impact on the growth of 
rhizosphere microorganisms. It has been observed that 
soil samples treated with nanobiochar exhibited higher 
microbial biomass and a greater diversity of soil micro-
organisms compared to untreated soil samples (Zhang 
et  al. 2022). Hence, additional research is necessary to 
accurately ascertain the antimicrobial properties of nano-
biochar in relation to the inhibition of phytopathogen 
development (Table 3).

6.1.1  Conventional measures for the control 
of phytopathogens

Significant crop losses due to post-harvest diseases 
caused by phytopathogens have the potential to even lead 
to starvation and death (Omran and Baek 2022). Hence, 
from ancient times traditional agricultural practices have 
been followed to control post-harvest losses. Plant dis-
eases can be managed via chemicals, resistant cultivars, 

Fig. 6 Schematic representation of toxicology effect of nanobiochar on bacterial cell
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biological controls, cultural practices, physical treat-
ments and nutrition management (Miah et al. 2017; Pan-
dit et al. 2022) as depicted in Fig. 7.

Chemical pesticides are essential to modern agricul-
tural efforts to improve food safety and increase crop 
output and quality both preventively and therapeuti-
cally (Raymaekers et al. 2020). However, the broad use of 
chemicals such as pesticides and fungicides is implicated 
in several health concerns such as cancer in humans and 
environmental hazards due to their ecotoxicity and bio-
accumulation (Pandit et  al. 2022). It has also led to the 
emergence of resistant strains of pathogens, thereby 
reducing the effectiveness of the treatment (Ruffo et  al. 
2019). The disease-resistant nature of genetically modi-
fied crops makes them a cost-effective option that can 
lead to higher yields without the need for costly chemical 
inputs (Pandit et  al. 2022). There seems to benefit from 
other breeding techniques including gene rotation, gene 
pyramiding, and multiline varieties for managing resist-
ance (Pandit et al. 2022). Many agonistic and antagonistic 
interactions between plants and microorganisms in the 

rhizosphere and phyllosphere are necessary for biologi-
cal control as it is extremely specific, economically fea-
sible and safe for the environment (Mishra et  al. 2015). 
When considering biological control measures, micro-
bial biocontrol agents have become ineffective with the 
emergence of new serotypes due to the high specificity of 
the biocontrol agents (Rajwade et  al. 2020). Agronomic 
strategies such as field hygiene, crop rotation and regula-
tory measures including eradication and quarantine, have 
been undertaken in addition to biological, physical and 
chemical measures for controlling pathogens (Omran 
and Baek 2022). To minimize the spread of pests and 
diseases, crop rotation, thorough tillage, weeding and 
modifying sowing and harvesting times should be used as 
cultural practices (Gupta et al. 2017). This is a crucial pre-
ventative measure, but it will not completely eradicate the 
condition (Miah et al. 2017). Physical treatments, such as 
irradiations, ozone treatment and the use of electrolyzed 
water, may also suffer the disadvantages of high initial 
investment, and high operation and maintenance costs 
(Deng et al. 2020). To replenish the soil nutrient supplies 

Fig. 7 Conventional measures to control phytopathogens
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depleted after crop removal, the only option available is 
to introduce external sources of nutrients (Gupta and 
Gupta 2016). The nutrients available to a plant have a sig-
nificant impact on its histology or morphology, as well 
as the ability of any infection to persist within the host 
(Gupta et al. 2017). Therefore, by providing crops with a 
sufficient and balanced mineral diet, illnesses can spread 
at a slower rate (Gupta et al. 2017). Furthermore, the use 
of essential oils, which is a safer alternative that does not 
lead to resistance development by pathogens, has a lim-
ited application due to their volatility and susceptibility 
to degradation (Nair et al. 2022). Hence, effectively man-
aging diseases caused by phytopathogens requires an 
alternative that overcomes these limitations.

6.1.2  Post‑harvest disease management
Pathogen infestation in crops, caused by various types of 
pathogens such as viroids, viruses, bacteria, fungi, oomy-
cetes, and nematodes, results in substantial crop losses 
each year (Pandit et  al. 2022). A study by Aftab et  al. 
(2022) demonstrated that a combination of rice straw 
biochar nanoparticles (RSBNPs) and fly ash nanoparticles 
(FNPs) effectively inhibited bacterial leaf spot of pepper 
caused by Xanthomonas campestris pv. vesicatoria. X-ray 
diffractometry analysis highlighted the unique composi-
tion of RSBNPs and FNPs, which likely contributed to 
enhancing plant defense mechanisms against the invad-
ing X. campestris pv. vesicatoria, while RSBNPs showed 
a growth inhibition rate of 51.2% and FNPs exhibited an 
inhibition rate of 42.4% compared to the control. The 
activity of these NBC materials against the pathogen can 
be attributed to several factors. Firstly, the small parti-
cle size of the RSBNPs and FNPs provides a larger sur-
face area for interactions with the pathogen, increasing 
the chances of physical contact and disruption (Pratiwi 
et al. 2022) of its growth and reproduction. Additionally, 
the unique properties of the NBC materials, such as their 
high surface reactivity, porous structure (Ramanayaka 
et  al. 2020a, b), and ability to absorb and retain water 
and nutrients (Razzaghi et al. 2020), contribute to creat-
ing an unfavorable environment for the pathogen. These 
materials can potentially limit the availability of essen-
tial resources which are required for the survival of the 
pathogen (Kościk et al. 2021), impair mobility, and hinder 
the ability to colonize and infect plant tissues. Therefore, 
these materials hold promise in addressing problematic 
soils and have the potential to enhance the growth and 
yield of crops.

Carbon nanomaterials have also been popularly 
accepted as a fitting candidate for alternative and bet-
ter means of controlling phytopathogens owing to their 
intrinsic properties which differ greatly from  those  of 
bulk material (Roberto et al. 2019). When considering the 

use of carbon dots, there are only a few studies focused 
on their use in agriculture, thereby implying a wide scope 
for research in the future. Nevertheless, many findings 
have implied the potential of CDs as broad-spectrum 
antimicrobial agents (Baruah and Sahu 2022). Degradable 
CDs have been synthesized from Vitamin C using a one-
step electrochemical method (Li et  al. 2018). They have 
demonstrated broad-spectrum antimicrobial properties 
through the antibacterial activity against Staphylococ-
cus aureus, Bacillus subtilis, Bacillus sp. WL-6, Escheri-
chia coli and ampicillin-resistant Escherichia coli at a 
concentration of 100  μg   mL−1 and the antifungal activ-
ity against Rhizoctonia solani and Pyricularia grisea at a 
concentration of 300 μg  mL−1 (Li et al. 2018). Moreover, 
Pandey et al. (2021) reported the antibacterial activity of 
CDs synthesized using citric acid as a carbon source and 
β-alanine as a surface passivator. These CDs have exhib-
ited an enhanced antibacterial activity against a group of 
Gram-negative bacteria, Escherichia coli, Pectobacterium 
carotovorum, Agrobacterium tumefaciens, A. rhizogenes, 
Pseudomonas syringae pv. tomato and Salmonella enter-
ica subsp enterica serovar typhimurium at a concentra-
tion of 19  mg   mL−1 compared to that of a solution of 
citric acid and β-alanine (Pandey et  al. 2021). Although 
the antimicrobial property was demonstrated to be light-
dependent, the exact mechanisms involved have not been 
precisely determined (Pandey et  al. 2021). Antifungal 
activity of CDs in the control of phytopathogenic dis-
eases has been however explored in depth have reported 
the synthesis of CDs with 2-methoxy-1,4-naphthoqui-
none (MNQ), an antifungal agent with poor water solu-
bility, isolated from Impatiens balsamina Linn, which is a 
Chinese medicinal plant, as a carbon source (Chen et al. 
2022). These MNQ-based CDs have been found to have 
a MIC of 2.8  μg   mL−1 on Penicillium italicum, a citrus 
blue mould which causes huge post-harvest losses of cit-
rus fruits (Chen et al. 2022). In this study, transcriptom-
ics has been integrated with metabolomics to reveal the 
differential expression of genes and differentially accu-
mulated metabolites upon MNQ-based CD treatment 
(Chen et al. 2022). Their findings have been supported by 
transmission electron microscopic (TEM) observations 
and reverse transcription-quantitative PCR (RTq-PCR) 
analysis (Chen et al. 2022). Thus far, several studies have 
confirmed the effectiveness of CDs in controlling phy-
topathogenic bacteria and fungi.

Moreover, GO has also exhibited broad-spectrum anti-
microbial activity against both bacteria such as Pseu-
domonas syringae and Xanthomonas campestris pv. 
undulosa and fungi such as Fusarium graminearum and 
F.oxysporum, leading to their loss of mass and inhibition 
of spore germination, respectively, thereby indicating a 
potential to be adopted as a highly efficient antimicrobial 
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agent for the control of diseases such as Fusarium head 
blight, bacterial leaf streak and bacterial leaf blight in 
wheat crops (Chen et al. 2013).

6.2  Treatment of soil microbiome
Rashid et al. (2023) stated that higher concentrations of 
NBC derived from farmyard manure biochar resulted in 
a significant decrease in microbial biomass, potentially 
leading to toxicity for soil microbes and their associated 
ecosystem services. This toxicity could be attributed to 
the unique characteristics of NBC, such as its smaller 
size, high surface area, and negative surface charge 
(Shafiq et al. 2023), which can have varying effects on soil 
microbes and their processes depending on the concen-
tration applied. Therefore, caution should be exercised 
when recommending the use of NBC in agroecosystems 
to improve soil quality and crop production, as it could 
have adverse effects on soil microorganisms similar to 
the observed production of ROS and resulting oxidative 
stress and cell damage in algal cells by Zhao et al. (2017).

6.3  Theranostics
The potential of CDs as theranostic agents has been 
evaluated in many studies where CDs have demonstrated 
antimicrobial activity through labelling and eradica-
tion of bacterial cells. Yang et  al. (2019a, b) synthesized 
quaternized CDs using glycerol and quaternary ammo-
nium-carrying organosilane (dimethyloctadecyl [3-(tri-
methoxysilyl)propy] ammonium chloride, abbreviated 
as Si-QAC) through a one-step solvothermal method 
and these CDs exhibited polarity-sensitive, multicolour 
fluorescence emission, thereby revealing an increase in 
fluorescence emission upon contact with Gram-positive 
Staphylococcus aureus, which was absent upon con-
tact with Gram-negative E. coli (Yang et  al. 2019a, b). 
They were also shown to inhibit bacterial growth of S. 
aureus at a minimum inhibitory concentration (MIC) 
of 4  μg   mL−1 whereas a high MIC of 100  μg   mL−1 was 
required to inhibit the growth of E. coli. This could be 
attributed to the surface structure of the CDs and the 
bacterial cell surfaces and this selective fluorescence 
emission and bacterial inactivation of Gram-positive 
bacteria indicate the potential application of CDs in 
bacterial infection-oriented theranostics. Other carbon 
nanomaterials discussed in this review have also been 
found to be useful in cancer nanotheranostics as drug 
delivery systems, platforms for biosensing and bioimag-
ing, photosensitizers and probes for live cell imaging in 
the near-infrared region, thereby preventing side effects 
of conventional chemotherapy due to inappropriate drug 
distribution (Kościk et  al. 2021). Haider et  al. (2023) 

reported the surface functionalization of graphene oxide 
quantum dots (QD) with a peptide having a high affin-
ity to placenta-specific protein-1 (PLAC-1) which is 
overexpressed in colorectal cancer (Haider et  al. 2023). 
This study demonstrated the ability of the peptide-func-
tionalized QD to favour the uptake of malignant cells, in 
addition to increased cell toxicity and reduced metastatic 
potential of colorectal cancer cell lines (Haider et  al. 
2023).

6.4  Food storage
Blue fluorescent CDs hydrothermally synthesized using 
rosemary (Rosmarinus officinalis L.) leaves as a car-
bon source have exhibited their potential in food stor-
age when they were used as a coating on physiologically 
mature but unripe bananas, in combination with polyvi-
nyl alcohol, a biodegradable synthetic polymer (Eskalen 
et al. 2021). This study indicates an example of synthesiz-
ing edible food coatings for the preservation of perisha-
bles as a post-harvest disease control measure. Similarly, 
onion CDs have demonstrated their potential to be 
applied on aquatic products as a means of preservation 
of seafood (Lin et al. 2022a, b). This is due to their anti-
bacterial activity against Pseudomonas fragi at a MIC of 
2 mg  mL−1 and the extended shelf life of Atlantic mack-
erel (Scomber scombrus) at 4 °C (Lin et al. 2022a, b).

6.5  Treatment of biofilms and infected wounds
Biofilms consist of mixed populations of Gram-positive 
and Gram-negative bacteria and quaternized carbon 
quantum dots synthesized by a simple green ‘one-pot’ 
method with dimethyl diallyl ammonium chloride and 
glucose as precursors have been proved to be effective 
at the treatment of wounds infected with mixed bacte-
ria, Staphylococcus aureus and Pseudomonas aeruginosa, 
in Sprague–Dawley rats (Zhao et  al. 2022) as shown in 
Fig. 8. The findings of this experiment could potentially 
be extrapolated for the treatment of wounds in humans, 
especially in immunocompromised individuals, by a 
proper understanding of the underlying mechanism.

Moreover, most studies are involved in biomedi-
cal applications where they emphasize the antibacte-
rial activity of CDs hydrothermally synthesized with 
plant parts as the carbon source, against human patho-
genic bacteria. One such instance is the antibacterial 
activity of CDs synthesized from turmeric (Curcuma 
longa) leaves against Escherichia coli and Staphylococcus 
aureus at a minimum inhibitory concentration (MIC) of 
0.25 mg   mL−1 due to the generation of ROS (Saravanan 
et al. 2021).
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7  Potential risks, challenges and future 
perspectives

Despite the claims of the low toxicity of CDs compared 
to other carbon nanomaterials (Newman et al. 2021), the 
mode of synthesis and physicochemical characteristics 
such as size, surface charge, chemical composition and 
aggregation in culture medium were found to influence 
CD toxicity when the loss of cell viability of THP-1-de-
rived macrophages, a model of human macrophages, was 
assessed (Fan et al. 2019). Hence, it was understood from 
this study that the prediction of the safety of CDs is not 
an easy task as several factors affect the nanotoxicity of 
CDs. Other carbon-based nanomaterials such as CNTs 
and fullerenes have also raised concerns over human 
health, thereby demeriting their wide application in the 
absence of functionalization or surface modification 
(Azizi-Lalabadi et al. 2020).

Apart from carbon nanostructures, the limited avail-
ability of studies assessing the toxicity of NBC on dif-
ferent plant species, mammalian cell systems, and soil 
microbial communities, it is crucial to address their 
potential biological and environmental toxicity (Chau-
sali et al. 2021). The high dispersion of NBC in natural 
waters, along with their associated contaminants, has 
the potential to pose exposure risks to aquatic organ-
isms, resembling those associated with engineered 
carbonaceous nanomaterials (Liu et al. 2018). Nanobi-
ochar particles have the potential to become airborne 
during their manufacturing, handling, and application 
processes, which may pose risks such as respiratory 
problems and eye irritation upon contact. While initial 
examinations of their impact on the respiratory system 
suggest a relatively lower risk to human health (Dong 
et al. 2019). However, additional research is required to 
assess the potential health risks associated with NBC 
and its impact on human health compared to CDs. In 

order to obtain a comprehensive understanding of NBC 
toxicity towards microbes, further analysis is needed to 
investigate the impact on microbial growth, proteomic 
levels, and metabolic responses (Pratiwi et al. 2022). To 
address the major drawback of low yield in large-scale 
production of NBC and ensure cost-effective produc-
tion, research should prioritize optimizing production 
methods to achieve higher yield with desired properties 
(Khare 2021).

Despite the acknowledgement of CDs as a better alter-
native to conventional antibiotics for tackling multidrug-
resistant microorganisms, there is still great confusion 
among the scientific community on the proper nomen-
clature of CDs, as they attempt to address them by names 
which reflect their precursor molecules, especially since 
they could be prepared from any carbon-containing 
compound (Mandal and Das 2022). Moreover, the avail-
ability of an abundance of precursor molecules as well as 
approaches for the preparation of CDs (Mandal and Das 
2022) has greatly complicated the comparison between 
different precursors and approaches in determining the 
most appropriate precursor and approach for scaling up 
and mass production for industrial applications. Hence, 
the dire need for standardization of the process could be 
understood. Furthermore, as CDs could even be prepared 
using municipal waste, there is a high possibility for the 
formation of toxic by-products, thereby requiring proper 
treatments for purification from the impurities. However, 
the failure of standardization of a proper purification 
protocol (Mandal and Das 2022) hinders further down-
stream processing and possibly leads to a dismissal of an 
alternative which could benefit in many ways, from the 
synthesis and multidisciplinary application of CDs as well 
as waste management. Apart from these, there is also a 
notable scarcity of studies on the antimicrobial activity 
of CDs against phytopathogens. When taking CNTs into 

Fig. 8 Quaternized carbon quantum dots as a treatment of wounds in Sprague-Dawleys rats
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account, a considerable knowledge gap could be identi-
fied from the dearth of studies involving the antimicro-
bial properties of double walled CNTs, in addition to 
insufficient information on the functionalization of CNTs 
to reduce their cytotoxicity.

Despite being a cost-effective material with wide 
potential usage compared to carbon nanostructures, 
the reliability of these findings and long-term practical 
applications of NBC require further extensive studies 
and field trials to meet long-term needs and ensure its 
effectiveness (Liu et al. 2018). Utilizing NBC production 
can offer an economical and environmentally-friendly 
process compared to other carbon-based nanomateri-
als, due to its distinct physicochemical properties, abun-
dant functional groups, and ease of surface modification, 
making it an emerging carbon-based material with ver-
satile applications (Khare 2021). However, the informa-
tion regarding the applications of NBC against microbial 
growth is comparatively limited when compared to the 
use of CDs and other carbon-based nanomaterials. This 
creates opportunities for researchers to conduct further 
investigations into the antimicrobial properties of these 
nanomaterials.

8  Conclusions
Carbon-based nanomaterials, such as CDs and GO, have 
demonstrated excellent antimicrobial properties, thereby 
recommending their application in a variety of fields such 
as for the control of phytopathogens and post-harvest 
disease control in agriculture, for nanotheranostics in 
medicine and extended shelf life in the food industry, as 
an eco-friendlier alternative to chemicals and antibiot-
ics. However, there is also a wide scope for research to 
investigate their potential toxicity towards humans and 
the environment in the long term by understanding how 
a combination of different physiochemical characteristics 
influences the antimicrobial properties and nanotoxicity 
of these nanoparticles.

Compared to carbon nanostructures, NBC dem-
onstrates promising potential as a sustainable and 
environmentally-friendly substance for antimicrobial 
applications. Its strong adsorption capabilities make it 
effective in removing and immobilizing pathogens and 
pollutants from soil and water. Additionally, NBC exhib-
its antibacterial properties, which can help prevent the 
development and spread of harmful pathogens. By pro-
viding a cost-effective and long-lasting solution for water 
and soil disinfection, NBC has the ability to significantly 
enhance public health and environmental quality. How-
ever, further research is needed to fully understand the 
mechanisms underlying its antimicrobial activity and 

assess any potential environmental and human health 
impacts associated with its use.
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