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Abstract
Global navigation satellite systems (GNSS) are extensively utilized for military and civilian applications. Unfortunately, 
because of the signal weakness, GNSS is susceptible to interference, fading, and jamming, which reduces the position 
accuracy. Therefore, it would be beneficial to have a simple and highly accurate model for detecting the jamming sig-
nals to improve the GNSS receiver accuracy. In this paper, we propose a hybrid deep learning (DL) model for predicting 
jamming signals. Initially, we utilize a feature selection algorithm that combines mutual information (MI) with the mini-
mal redundancy maximum relevance (mRMR) technique to identify the most crucial features. Subsequently, the model 
undergoes training using a soft attention-double-layer bidirectional long short-term memory (A-DBiLSTM) model. This 
particular model has shown outstanding performance in comparison to other DL models when applied to datasets col-
lected from both kinematic and static jamming scenarios. To assess the effectiveness and efficiency of the proposed MI 
feature selection algorithm, we evaluate its performance through the calculation of confusion matrices and conducting 
numerical simulations. The simulation results of the A-DBiLSTM model demonstrate higher accuracy, precision, recall, and 
F1Score of 98.82% , 98.4% , 98.68% , and 98.36% , respectively. By employing the MI feature selection algorithm, dimension-
ality reduction is achieved. Moreover, the MI feature selection algorithm reduces 19% of the learning time with almost 
the same accuracy.

Article Highlights

•	 A soft attention-double-layer bidirectional LSTM is superior for dynamic and static environments.
•	 Overlapping errors indicate a similar decision boundary for the mutual information, despite its slightly lower reported 

accuracy.
•	 Mutual information achieves impressive dimensionality reduction by eliminating unnecessary features and choosing 

the most crucial features from a broader group of original features.

Keywords  Bidirectional long-short term memory (Bi-LSTM) · Attention mechanism (AM) · Deep learning (DL) · Feature 
selection · Jamming detection · Mutual information (MI)
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1  Introduction

Global navigation satellite systems (GNSS) play an essential role in several applications such as aviation, maritime naviga-
tion, and military operations. However, GNSS signals are susceptible to radio frequency interference (RFI) and sometimes 
on-purpose jamming signals affect the receiver’s accuracy. RFI may cause a complete or partial loss of GNSS signal recep-
tion, degrade signal quality, and high errors in estimating the position and time [1]. The classification of GNSS jamming 
signals is detailed in [2], the chirp jammers exhibit remarkably high jamming effectiveness despite their simple design 
and exceptionally low manufacturing costs. Thus, jamming detection for GNSS is a crucial research direction that aims 
to enhance robustness and reliability. Some traditional methods for detecting the jamming signals are signal power 
measurements and signal-to-noise ratio (SNR) analysis [3]. The importance of using multi-constellation GNSS signals to 
resist jamming signals for high-dynamic environments was discussed in [4]. Numerous studies discussing the behavior 
of GNSS receivers in the presence of jamming scenarios have been presented in [5]. However, these methods are not 
effective in all scenarios especially when the number of satellites in view is minimal [6].

1.1 � Technical literature review

The detection of GNSS interference was suggested using several traditional methods [3, 7–9]. The Time-frequency-
analysis-based GNSS interference mitigation approaches have recently received more attention [3]. Subsequently, 
Wignerr Ville distribution (WVD) and spectrogram are glowing as two common techniques for identifying GNSS 
interference [7]. However, the spectrogram suffers from poor Time-frequency localization characteristics [8]. Although 
WVD faces some challenges with cross-term interference, WVD effectively solves the Time-frequency resolution 
problem [9]. Finally, the authors in [10, 11] proposed the characteristics of eigen-space and eigen-spectrum of sym-
metric and Toeplitz covariance matrices. This approach aims to address the challenge of detecting and estimating 
sinusoidal signals with extremely low SNR.

Recently, deep learning (DL) and other machine learning (ML) models have been widely used in wireless communica-
tion, e.g., channel estimation, adaptive modulations, and beamforming [12]. Furthermore, DL has gained recognition as 
an effective technique for RFI detection in wireless networks, because of their high prediction accuracy in various wireless 
network applications [13]. It has been used to identify GNSS jamming signals, because of their ability to automatically 
extract the features and learn the complicated patterns [14]. The detection and classification of jamming attacks against 
orthogonal frequency division multiplexing (OFDM) were proposed using an ML technique [15]. Subsequently, a deep 
reinforcement learning (DRL) model for anti-jamming scenarios was shown in static and dynamic environments [16]. 
Moreover, convolutional neural networks (CNNs) with long short-term memory (LSTM) were applied to identify transient 
RFI, which results in effectively detecting the sources of transient RFI signals [17]. For identifying signal interference, 
bidirectional long-short-term memory (Bi-LSTM) was implemented [18]. Consequently, the author in [12] proposed the 
attention mechanism (AM) with recurrent neural networks (RNNs) to predict the throughput for long-term evolution (LTE).

On the other hand, estimating the parameters from the statistical data is very important before training the 
model. Some techniques such as recursive [19] and hierarchical [20] were used for classifying the time series models. 
Numerous methods have been proposed to address the challenge of accurately classifying time series data [21]. One 
of the well-established and commonly used approaches in time series classification is the integration of a nearest 
neighbor classifier with a distance function [22]. Notably, the dynamic time warping distance, when combined with 
the nearest neighbor classifier, has been recognized as a robust baseline for this task [21].

Although using all features in DL assures higher accuracy, the required training time is higher if it is compared 
with some selected features. Thus, feature selection methods minimize the learning time of the model, which can 
be categorized into three primary approaches [14]; filter-based approaches, wrapper approaches, and embedding 
approaches. The semi-supervised feature selection approach with manifold regularization [23] was adopted to maxi-
mize the classification margin between distinct classes. In [24], the algorithm’s complexity is computed by assessing 
the decomposability order, and the benefit of incorporating feature dependencies exhibits considerable reducing 
returns. Additionally, mutual information (MI) was utilized to get a set of Gabor features that are informative and 
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non-redundant [25], these chosen features are then refined using kernel methods to enhance their effectiveness in 
recognition. The efficiency of MI feature selection for face recognition was discussed in [26]. Then, the Pearson cor-
relation coefficient (PCC) was applied to further reduce the number of features [27].

1.2 � Motivation

In the classification of different outliers, DL approaches have become increasingly popular as a substitute for con-
ventional methods, like statistical hypothesis testing [28]. However, statistical hypothesis testing has its limitations 
when dealing with intricate problems, as it necessitates considerable effort to estimate probability density functions 
for all hypotheses, particularly when the number of classes expands. On the other hand, DL approaches tackle the 
challenges associated with establishing robust statistical hypothesis testing in complex problem domains [29].

From the above-mentioned works, conventional jamming detection methods often rely on specific assumptions 
and conditions or require manual feature engineering, which restricts their applicability to datasets with homogene-
ous characteristics [13]. In contrast, DL handles the diverse nature of the GNSS dataset, which is more versatile and 
suitable for real-world scenarios. Furthermore, DL techniques can overcome the limitations associated with conven-
tional methods for detecting continuous wave (CW) and chirp jamming signals. Because DL is specifically trained to 
identify the complex and nonlinear characteristics exhibited by CW and chirp jamming signals. On the other hand, 
although feature selection in DL decreases the overall model accuracy, the utilization of MI feature selection brings 
forth important considerations.

1.3 � Our contributions

In this paper, we use a filter-based approach that uses MI [26] for selecting the highest mutual features. Subsequently, 
we present the nonlinear relationship between the input features and the target characteristic. The MI method in this 
study is employed to choose the most crucial features from a broader group of original features. To assess the effective-
ness of our proposed MI feature selection approach, we adopt the soft Attention-based double-layer bidirectional long 
short-term memory (A-DBiLSTM) model for generating and comparing the confusion matrices. A minor reduction of 1% 
in accuracy can be considered acceptable, given the significant advantages offered by the MI model in terms of comput-
ing speed and model size. Furthermore, MI achieves impressive dimensionality reduction by eliminating unnecessary 
features while retaining the most crucial ones. This effective dimensionality reduction ensures valuable information is 
preserved. The substantial 19% decrease in training time enables real-time performance, making MI a suitable choice for 
low-power edge devices and ongoing online learning. The contributions of this study can be summed up as

•	 We propose an MI filter-based feature selection algorithm with the minimal redundancy maximum relevance (mRMR) 
technique to explore the correlation and interdependence between different features in jamming GNSS datasets, by 
selecting the most relevant features.

•	 The prediction accuracy is improved by using AM between double layers of the Bi-LSTM model and validating the 
model in both dynamic and static environments.

•	 Selecting the crucial vectors using the MI feature selection algorithm reduces the learning time by 19% and reduces 
the dimensionality of the optimization problem.

In the rest of the paper, GNSS signal representation and problem characterization are discussed in Sect. 2. Section 3 
presents the prediction model, the collected datasets, and the pre-processing phase. The proposed MI feature selection 
algorithm is shown in Sect. 4. In Sect. 5, the DL model used in the proposed algorithm is introduced. Section 6 analyzes 
the computational complexity of our model. The experimental methods followed by discussions are shown in Sect. 7. 
Finally, Sect. 8 concludes and summarizes the results.
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2 � GNSS signal representation

In an environment with interference, the received signal at the GNSS receiver can be affected by both natural interference, 
w(t) and intentional jamming signals, J(t) . GNSS jammers are frequently employed to compromise electronic systems. 
These jammers are typically installed within moving vehicles or other locations on the Earth’s surface. There are various 
types of GNSS jamming signals [2], e.g., CW interference, pulse jammers, FM modulated signal, and chirp jamming signal. 
Consequently, the total received signal of the GNSS receiver can be represented as [9]:

where Ls denotes the number of satellites in view and yi(t) is the RF received signal from the ith GNSS satellite that can 
be written as [11]:

where Ai is the amplitude of the signal, ei(t − �i) is the pseudo-random noise (PRN) of the periodic code sequence, �i is 
the code phase delay caused by the transmitted channel delay, mi(t) represents the navigation message, fRF is the carrier 
frequency of the GNSS signal, fd,i is the Doppler frequency, and �i(t) denotes the initial carrier phase offset. The block 
diagram of the GNSS receiver is shown in Fig. 1. The GNSS received signal, SRF(t) , is demodulated to an intermediate 
frequency (IF) stage using a local oscillator in the GNSS receiver [1]. The signal is then converted from analog to digital 
and passed through acquisition and tracking stages. The received signal at IF can be represented as [9]:

where − fIF is the IF of the GNSS receiver. The spreading waveform is filtered as ẽi
(
t − 𝜏i

)
 after the received signal in the 

GNSS receiver front-end; however, for simplicity, we ignore the filter’s effect, i.e., ẽi(t) ≈ ei(t) . In this paper, our challenge 
is to accurately identify the interfering term by predicting the value of the next-time-step signal with minimal error. Since 
jammers employ a brute force method with a straightforward signal to disrupt the receiver, the distortion of the jammer 
signal due to factors such as time delay spreading or frequency spreading is not considered significant [2].

The effectiveness of the jamming signal necessitates a relatively high power level to disrupt the operation of the 
GNSS receiver. This is essential because the signal experiences attenuation due to propagation near the Earth’s surface 
and obstruction by various obstacles. Additionally, the complexity and cost of the jammers are very critical issues. 
Therefore, the chirp and CW jammers exhibit remarkably high jamming effectiveness despite their simple design 
and exceptionally low manufacturing costs [5].

In this paper, we address linear chirp jamming and CW jamming signals. Firstly, for linear chirp jamming, the 
jamming signal, denoted as J(t) , undergoes frequency modulation with nearly constant amplitude, resulting in a 

(1)SRF(t) =

Ls∑
i=1

yi(t) + J(t) + w(t)

(2)
yi(t) = Ai ei

(
t − �i

)
mi

(
t − �i

)
cos

[
2�(f RF + fd,i) + �i(t)

]

(3)
SIF(t) =

Ls∑
i=1

Aiẽi
(
t − 𝜏i

)
mi

(
t − 𝜏i

)

cos
[
2𝜋(fIF + fd,i) + 𝜃i(t)

]
+ J(t) + w(t)

Fig. 1   Block diagram of GNSS 
receiver
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sweep jamming scenario. Sweep jamming degrades the accuracy of GNSS receivers in calculating location by scan-
ning available frequency bands to lock onto the operational carrier frequency. Subsequently, the jammer transmits 
a high-power signal on this locked carrier frequency. The linear chirp jamming signal, represented as Jch(t) , can be 
expressed as

where �0 is the carrier phase of the jamming signal at t = 0 , which has a uniform distribution with [−�,+�) , and A is the 
amplitude of the instantaneous jamming signal. f0 is the starting frequency, B is the bandwidth of the chirp signal, T is 
the duration of the chirp.

On the other hand, the malicious jamming signal, J(t) in (1), can be presented as CW jamming signals. In this form of 
interference, the jammers generate single or multi-tone frequency signals within the GNSS frequency bands, disrupting the 
reception of satellite signals by GNSS receivers in the nearby area. This CW signal can be represented as [23]:

where the carrier frequency, denoted as fCW (t) , the amplitude factor represented by ACW (t) , and the initial carrier phase 
denoted as �0.

3 � Materials and methods

This section describes the prediction model to identify the jammed GNSS signals. Additionally, it provides an overview of 
the available dataset and highlights the importance of data pre-processing.

(4)Jch(t) = A cos
[
2�

(
f0t +

B

2T
t2
)
+ �0

]

(5)JCW (t) = ACW (t) cos
[
2�fCW (t)t + �0

]

Fig. 2   Flow chart of the pre-
diction model
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3.1 � Prediction model

The proposed prediction model is depicted in Fig. 2. First, the received IF GNSS signal, SIF(t) , comprises both pure and jam-
ming signals, which need a certain level of pre-processing, including filtering and down-conversion. The low-quality and 
outlier data is removed from the data during this stage. Consequently, the remaining clean GNSS data is analyzed to extract 
the relevant feature vectors for the prediction model. As Y ∈ ℂ

N×T is a matrix with N features at time-steps T, the extracted 
feature vectors are represented in Y as

where x i is the ith time-sample with N features, and f represents the feature variable. The input datasets are divided into 
two sets; one for training and the other for test. The training set is specified as R = ( x1, x2, .., xK ) , and the test set reflects 
the other input data as Z = ( xK+1, xK+2, .., xT ) , where K ∈ T  . MI feature selection algorithm is utilized to select the most 
important features with the most highly relevant and least redundant data. The proposed MI feature selection algorithm 
for the GNSS jamming detection is evaluated using the A-DBiLSTM model.

In this study, the training dataset R comprises K feature vectors, each representing a specific time step and contain-
ing relevant variables related to GNSS datasets. The training process is carried out separately for the GNSS dataset. 
Following the MI feature selection algorithm, the resulting input feature vector y is utilized in each training phase.

3.2 � Dataset

In this paper, the datasets were sequentially collected, capturing information at different time steps (32,832 sample/ 
time-step). This dataset was specifically compiled for the Ultrahack Galileo innovation challenge [30], it can be processed 
using the Georinex Python package because it is stored in Receiver INdependent EXchange (RINEX) format [31].

The RINEX format incorporates different observation codes that are used to differentiate between various tracking 
modes and the generation of measurements. These codes encompass specific signal types, such as D (data) and P 
(pilot), components represented by I (in-phase) and Q (quadrature), and duration indicated by S (short) and L (long). 
Additionally, codes like B and C are employed to indicate data-only and pilot-only tracking, respectively.

The dataset is divided into two sets: GPS and Galileo, each dataset is affected by two types of jamming signals (i.e., 
chirp jamming, and CW). In addition, ambient natural interference was introduced during the data collection process. 
The data was captured using three distinct receivers: a professional receiver, a low-cost receiver, and an Android 
device receiver. In our simulation environment, the jammer-to-signal ratio ranges from 3 to 40 dB for the datasets 
used. The jamming GPS and Galileo datasets are parsed based on these three types of data collection for the static 
scenario, kinematic scenario, and natural scenario. Each dataset consists of 18 variables, as specified in Table 1. The 
GNSS data comprises three frequency bands for GPS (L1: 1575.42 MHz, L2: 1227.60 MHz, and L5: 1176.45 MHz), as 
well as three bands for Galileo (E1: 1575.42 MHz, E5a: 1176.45 MHz, and E5b: 1191.795 MHz).

3.3 � Data pre‑processing

The proposed model is implemented in the post-correlation stage of the GNSS receiver block as shown in Fig. 1. After 
the GNSS data acquisition, the data is prepared for extracting the input features during the data pre-processing stage, 
as described in Fig. 2. It is crucial to check the dataset for any missing, erroneously written, or overly large values. 
Because Python cannot employ heterogeneous data types, any non-numeric items should be converted to numeric 
values [32]. After extracting the features and labels into TensorFlow data structures, the data is normalized. Then, 
the dataset is split into 25% for validation and 75% for training.

(6)Y =

⎡
⎢⎢⎣

f 1
1

⋯ f 1
T

⋮ ⋱ ⋮

f N
1

⋯ f N
T

⎤
⎥⎥⎦N×T

=
�
x1 … xT

�
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To process our raw observation data, we divide it into equal-sized windows. We specifically choose a window size 
of 10 s, as this aligns with the minimum interval for the presence of jammers in our utilized datasets. This approach 
allows us to analyze the data as a time series, considering multiple time steps for each input. Each time step repre-
sents a specific moment and encompasses observations from multiple satellites.

4 � MI feature selection algorithm

Certainly, using the full set of input features improves the detection accuracy. However, with a large number of highly cor-
related features, the accuracy is decreased and the processing time is increased. Therefore, finding some methods for dimen-
sionality reduction of the feature space is very important. Several researchers have utilized feature selection techniques on 
specific datasets to detect various attacks [33].

The mutual dependence of the variables demonstrates the amount of information that can be learned about the variables. 
When two discrete random variables, A and B, are presented in a system, such that; A is the input variable with probability 
distribution of (pA

(
a1
)
, pA

(
a2
)
,… , pA

(
an
)
) , the information entropy of random A can be calculated as follows:

Similarly, the information entropy of random variable B. The degree of uncertainty is the metric of MI that can be con-
nected to entropy. Entropy and conditional entropy can be used to indicate the MI as follows:

where H(B|A) denotes the conditional entropy. Which is non-negative and equals 0 if A and B are independent [34]. On 
the other hand, the mRMR algorithm is a highly effective method for selecting the features, which utilizes MI to assess 
the relevance and redundancy of important variables. Choosing the most effective subset of features, and the mRMR 
technique maximizes the relevant features and reduces the redundancy. The mRMR’s ranking criterion is [35]:

where fi can be any feature in S, I(A, B) is given in (8), fk is a feature candidate, F is the entire feature set, S is the feature 
set that has already been chosen, and L are the class labels. The second term of (9) considers the redundancy between a 
feature candidate and previously selected features in terms of paired variables. However, it only considers the relevance 
and conditional redundancy of up to two variables, failing to fully incorporate the combined relevance and conditional 
redundancy for more variables. The MI feature selection algorithm results in 9 selected features for each input vector, 
which are denoted by y . We summarize the steps of the feature selection based MI with mRMR as shown in Algorithm 1.

(7)H(A) = −

n∑
i=1

pA
(
ai
)
log2 pA

(
ai
)

(8)

I (A, B) = H (B) − H (B|A)
=
∑
A

∑
B

p (a, b) log
p (a, b)

p(a)p(b)

(9)Jm
(
fk
)
= max

fi∈S,fk∈F−s

[
I
(
fk ; L

)
−

1

|S|
∑

I
(
fk ; fi

)]

Table 1   List of basic features for GNSS RINEX dataset

GNSS system Carrier frequency (MHz) Channel/code Pseudo range Carrier phase Doppler shift Signal strength

GPS L1/ 1575.42 C/A C1C L1C D1C S1C
L2/ 1227.60 Z-tracking C2W L2W D2W S2W
L5/ 1176.45 Q C5Q L5Q D5Q S5Q

Galileo E1/ 1575.42 C C1C L1C D1C S1C
E5a/ 1176.45 Q C5Q L5Q D5Q S5Q
E5b/ 1207.14 I C7I L7I D7I S7I
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Algorithm 1   Feature selection based MI with mRMR.

5 � Jamming detection based DL models

The RNN is a memory-based model specifically designed to predict time series data. It incorporates feedback from previ-
ous layers and propagates information through hidden layers utilizing an activation function. However, as mentioned ear-
lier, the challenge arises when applying RNN to lengthy sequences of GNSS data due to the gradient vanishing problem. 
In response to this challenge, an LSTM model is employed [36]. LSTM demonstrates the capability to handle extended 
data sequences effectively. Particularly in the context of long-term series data, LSTM surpasses RNN in prediction tasks 
by adeptly capturing long-term dependencies.

5.1 � LSTM model

LSTM is comprised of three distinct stages; the first stage involves the forget gate, which filters the previous state layer 
Ct−1 through the first unit, which is based on the calculated values of the forget gate at time-step t. The second stage is 
the input gate’s value it at the time t, which determines the values of updates. The state value of the candidate vector Ĉt 
is determined by the tanh unit, which is calculated based on the current input and the previous hidden state.

The LSTM model takes time series feature vectors, with one vector per time-step, as input and transforms them into 
probability vectors at the output layer for detection purposes. Processing the output from the preceding layer, the LSTM 
layer, which is equipped with n hidden units, operates on the input. Following this, the output from the LSTM layer is then 
fed into a fully connected layer, succeeded by the softmax activation layer. This particular configuration is deliberately 
crafted for the explicit purpose of detecting jamming.

5.2 � Bidirectional LSTM model

Bi-LSTM has emerged as a robust solution for context-sensitive natural language processing (NLP) prediction challenges. 
Regarding time series prediction, the Bi-LSTM outperforms the LSTM model. Because, Bi-LSTM contains two sequence-
related LSTM hidden layers, one of which uses information from the past at time t − 1 , while the other does it from the 
future at time t + 1 to be used at time t. Therefore, it can make use of both past and future data. The forward and the 
backward hidden-layers, ��⃗ht  , �⃖�ht respectively, are described as: 
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 where W
yh⃗

 and W
h⃗⃗h

 denote the weight matrices in forward and backward LSTM cell, respectively, the both forward and 

reverse LSTM cells’ bias vectors are b
h⃗
 and b

h⃖
 , respectively. Ot is the output sequences of Bi-LSTM model. The weight 

matrices that connect the output layer with the forward and backward hidden layers as well as the output bias vector 
are designated as W �⃗h O

 and W �⃖h O
 , and bO , respectively.

5.3 � A‑DBiLSTM

Attention mechanism is a computational method that selects the most important information, by assigning each compo-
nent of the incoming data a different priority level. AM is a technique for the output O to give particular attention to various 
components of the input y , where each component’s contribution or weight is stated. AM is applied to the encoder-decoder 
with LSTM layers to focus on the variables that have a major impact on the output to increase the detection accuracy [37]. 
The structural layout of the AM is shown in Fig. 3.

A-DBiLSTM is an encoder-decoder algorithm that incorporates an AM. The encoder of A-DBiLSTM consists of a Bi-LSTM 
layer with forward and backward hidden states, ( �⃗hi , �⃖hi) , which allows it to extract hidden information from each unit-sequence 
of the input. The Bi-LSTM layer learns the mapping from yt to ht for the input sequence (y1, y2, ...., yk) of length k:

(10a)��⃗ht = tanh (W
yh⃗

yt +W
h⃗⃗h

+ b
h⃗
)

(10b)�⃖�ht = tanh (W
yh⃖

yt +W
h⃖h⃖

+ b
h⃖
)

(10c)Ot = W
h⃗ O

��⃗ht + W �⃖h O
�⃖�ht + bO

(11)ht = f1(ht−1, yt)

Fig. 3   Attention block with 
DBiLSTM
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where at time-setp t the hidden layer represents ht and f1 and f1 corresponds to an LSTM unit. Subsequently, the atten-
tion weights assigned to various hidden layers hi of the encoder, considering the hidden layer hi of the decoder, can be 
computed through the following equations:

Subsequently, ct is the context vector (summation of input sequence hidden stats) such that:

where Va and Wa are the weight matrices that required to be learned, �t,i is the attention score of the ith feature at a time-
step, which denotes the correlation of an input feature xi

t
 in y i = (xi

1
, xi

2
, xi

3
, .., xi

K
) . To guarantee that the attention weight 

values sum up to one, the soft-max function in (13) is employed. The computed attention values are then utilized to 
allocate weights to the input feature vector yt at time-step t, ỹt = (𝛼1

t
x1
t
, 𝛼2

t
x2
t
, .., 𝛼N

t
xN
t
).

The output feature vector ỹt is created at the same time-step as the feature attention layer’s adaptive selection of 
multiple features at time-step t. In contrast to yt , ỹt prioritizes various features rather than giving each one the same 
amount of weight. As a result, ỹt rather than the output ht from the first layer is used as the input value for the Bi-LSTM 
network unit’s final layer.

The output feature vector of the attention layer, denoted as ỹt = ( ỹ1 , ỹ2,..., ỹK ) , is passed to the final layer of the 
A-DBiLSTM model. This final layer, which is also a Bi-LSTM, extracts relevant information from the data sequence. The 
purpose of this layer is to anticipate OK+1 by learning from the sequential data.

6 � Complexity analysis

Let’s assume that M represents the number of features intended for selection, K denotes the total number of instances in 
the dataset, and N indicates the overall number of features present. The time complexity of MI is O(K ) since all instances 
require examination for probability estimation. In the mRMD method, each iteration involves computing the information 
terms for all features, resulting in a time complexity of O(KN) . Considering that the total number of iterations is M, the 
overall time complexity of mRMD amounts to O(MKN).

Moreover, the computational complexity of a single layer in the LSTM model is O(Kd2) , where d represents the dimen-
sion of the model and K is the input length. When the LSTM model consists of n layers, the time complexity for multi-
ple LSTM layers becomes O(Kd2n) . This results in the respective complexities of O(2Kd2n) for the Bi-LSTM model and 
O(K2d) for the AM model. Hence, the total computational complexity of the A-DBiLSTM model can be characterized as 
O(2Kd2N + K2d).

7 � Results and discussion

In this section, we assess the performance of four different DL models namely, LSTM, Bi-LSTM, A-BiLSTM, and A-DBiLSTM 
from various perspectives. Our evaluation process involves initially examining each DL model’s performance using the 
complete feature set on the datasets independently to identify the model with the most robust performance. Follow-
ing this, we further evaluate the models’ performance using the MI feature selection algorithm. This assessment aims to 
investigate the influence of the feature selection technique on classifier accuracy.

7.1 � Evaluation metrics

In this paper, we show the effectiveness of the prediction model which is proposed for GNSS jamming detection. The 
pure GNSS signal is devoid of interference, whereas the jamming signal is affected by interference. First, we use several 
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optimizer techniques and batch sizes to determine the prediction model’s accuracy. The confusion matrices are then 
computed using the batch size and most effective optimizer approach.

We define four parameters for the confusion matrix computation: 1) A jamming signal is considered to be true positive 
(TP) if the model accurately identifies it as a jamming signal. 2) True negative (TN) indicates that the pure GNSS signal 
has been accurately recognized as such. 3) False positive (FP) signals indicate that the pure GNSS signal has been mistaken 
for a jamming signal. 4) False negative (FN) is a term used to describe when a jamming signal is mistaken for pure signals. 
We use the formula Accuracy = TP+TN

TP+TN+FP+FN
 to calculate the percentage of the right prediction accuracy based on the 

parameters listed above. Additionally, Precision is defined as: Precision =
TP

TP+ FP
 to show how effective the model is at 

predicting a particular class. Recall = TP

TP+ FN
 is also calculated to show how frequently the model can identify a specific 

category. Finally, the error’s form is taken into account in addition to the number of prediction errors when computing 
an alternative evaluation measure known as the F1Score . In other terms, it is stated as the harmonic mean of the recall 
and precision:

7.2 � Experimental implementation

In this study, we utilize Keras, which is a Python library that relies on TensorFlow, Scikit-Learn, and Georinex. The experi-
ments are conducted on a Windows 11 64-bit operating system and carried out on an ASUS laptop with an 11-th Intel 
Core i7-11800 H processor, 16GB of RAM, and a GeForce RTX 3060 graphics card with 4GB of GDDR4 memory.

In the training phase: we use tanh as an activation function, mean square error (MSE) as an objective function, and 
the learning rate (Lr) is adjusted to 0.0001. The accuracy for various batch sizes (32, 64, 128, 256, and 512) and several 
optimizer algorithms (SGD, Adam, Adagrad, and Adamax) were compared using the A-DBiLSTM model. We observe that 
the model underfits with 32 and 64 batch sizes, while it overfits with 256 and 512 batch sizes. Moreover, Adam optimizer 
offers the best level of accuracy. Therefore, to compute the confusion matrices, we use the Adam optimizer with a 128 
batch size.

7.3 � Performance evaluation of MI feature selection algorithm

For our jamming detection problem, we employ a correlation analysis to select the most relevant features from the full 
feature space. The performance of the proposed MI feature selection algorithm is compared among four DL models: 
LSTM, Bi-LSTM, A-BiLSTM, and A-DBiLSTM, using the datasets presented in Tables 2 and 3.

Table 2 displays the outcomes for LSTM, Bi-LSTM, A-BiLSTM, and A-DBiLSTM based on the proposed MI feature selec-
tion algorithm. On the other hand, Table 3 shows the outcomes for the DL models when utilizing the full set of features. 
To assess the impact of the feature selection algorithm on classification accuracy and GNSS jamming detection, we 
analyze the confusion matrices for the DL models in Figs. 4 and 5 for the GPS and Galileo datasets, respectively. Notably, 
we observe that the LSTM model exhibits the highest FP and FN, whereas the A-DBiLSTM model demonstrates the low-
est FP and FN rates.

(15)F1Score = 2 ×
Recall × Precision

Recall + Precision

Fig. 4   Confusion matrices for different DL models using GPS dataset and MI algorithm
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The classification performance of each model relies on the reduced feature subset obtained from the MI feature 
selection algorithm as indicated in Table 2 and Fig. 6. The A-DBiLSTM model performed the best accuracy is 97.73% , and 
F1Score is 97.44% for the GPS dataset. Additionally, the A-DBiLSTM model has the best accuracy by 97.47% , and 97.14% 
F1Score for the Galileo dataset.

The receiver operating characteristic (ROC) curve in Fig. 7 shows the comparison between DL models, which reflects 
that the A-DBiLSTM model outperforms the other models. We demonstrate the effectiveness of the MI feature selection 
algorithm by presenting the inference training time and the accuracy for the four DL models using the full feature set. 
To show the impact on accuracy when decreasing the features by the MI algorithm, we compute the accuracy obtained 
by full feature vectors, as illustrated in Table 3.

In Table 4, we have conducted a comparative analysis to evaluate the effectiveness of our feature selection method, 
MI, in combination with the A-DBiLSTM DL model. We have compared our approach with two recent studies that utilized 
different feature selection techniques, principal component analysis (PCA) and PCC, along with ML models such as multi-
layer perceptron (MLP) and k-nearest neighbors (kNN). As shown in Table 4, the integrated approach of the A-DBiLSTM 

Fig. 5   Confusion matrices for different DL models using Galileo dataset and MI algorithm

Table 2   MI algorithm 
evaluation parameters

Dataset Model Accuracy (%) Precision (%) Recall (%) F1Score (%) Training 
time 
(Sec)

GPS LSTM 94.88 94.05 94.40 94.22 637
Bi-LSTM 96.5 95.93 96.17 96.05 1014
A-BiLSTM 97.47 97.01 97.27 97.14 1263
A-DBiLSTM 97.73 97.31 97.55 97.44 1393

Galileo LSTM 94.59 93.79 93.84 93.90 630
Bi-LSTM 96.11 95.47 95.54 95.61 1012
A-BiLSTM 97.05 96.51 96.89 96.67 1258
A-DBiLSTM 97.47 97.09 97.10 97.14 1384

Table 3   Full-feature vectors 
evaluation parameters

Dataset Model Accuracy (%) Precision (%) Recall (%) F1Score (%) Training 
time 
(Sec)

GPS LSTM 95.94 95.23 95.6 95.41 786
Bi-LSTM 97.6 97.12 97.38 97.25 1252
A-BiLSTM 98.55 98.05 98.49 98.27 1559
A-DBiLSTM 98.82 98.4 98.68 98.36 1720

Galileo LSTM 95.6 94.95 95.13 95.04 778
Bi-LSTM 97.14 96.59 96.95 96.77 1244
A-BiLSTM 98.14 97.68 98.1 97.89 1553
A-DBiLSTM 98.58 98.24 98.4 98.32 1709
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model with MI achieved superior accuracy compared to the previous methods. Moreover, when using the same feature 
selection algorithm, the A-DBiLSTM DL model outperformed both MLP and kNN regarding detection performance.

In Fig. 7, we have presented a comparison of the ROC curves for the BiLSTM-A model with LSTM, Bi-LSTM, and A-BiLSTM 
models using different MI feature selection approaches for the GPS dataset. The ROC curves are generated using the 
Adam optimizer and a batch size of 128. Upon analyzing the ROC curves, we observe that the BiLSTM-A model achieves 
the highest accuracy by utilizing vectors with the complete set of dimensions. Furthermore, the results indicate that the 
BiLSTM-A model surpasses the LSTM, Bi-LSTM, and A-BiLSTM models by approximately 2.8% , 1.3% , and 0.4% in terms of 
accuracy, respectively. This improvement can be attributed to the incorporation of a double-layer Bi-LSTM between AM, 
enhancing the overall accuracy of the model.

In Fig. 8, we have presented a comparison of the ROC curve for the A-DBiLSTM model applied to the GPS dataset, con-
sidering different feature selection approaches. Specifically, we analyze the performance of the model using full features, 

Fig. 6   Overall performance 
comparison after feature 
selection for GPS dataset

Fig. 7   ROC curve of different 
DL models with MI feature 
selection algorithm for GPS 
dataset

Table 4   Comparison of 
average accuracy MI using 
A-DBiLSTM with other existing 
approaches

Bold indicates that the corresponding value represents the highest accuracy achieved among all the fea-
ture selection algorithms considered

Features Model Accuracy (%) Dataset

Proposed A-DBiLSTM 97.73 GPS RINEX data
PCA [38] MLP 93.17 PDF document
PCA A-DBiLSTM 95.47 GPS RINEX data
PCC [29] kNN 92.6 Spectrogram images
PCC A-DBiLSTM 95.67 GPS RINEX data
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the MI algorithm, and the PCA algorithm, along with the PCC feature selection algorithm. The results indicate that the 
full-feature model achieves the highest accuracy, as it utilizes the complete set of features. Additionally, we observe that 
the MI feature selection algorithm exhibits approximately a 3% higher accuracy compared to the PCA algorithm [38].

Finally, to demonstrate the efficiency of the MI algorithm, we evaluated its impact on the inference training time and 
accuracy of four DL models using both the MI and full feature approaches on GPS data. Subsequently, we compared 
the performance of the proposed MI algorithm with the full feature method to assess the extent of accuracy loss result-
ing from dimensionality reduction. As shown in Tables 2 and 3, applying the MI algorithm resulted in a significant 19% 
decrease in the inference training time for the four DL models. Furthermore, it effectively reduced the dimensionality of 
the input feature space, demonstrating its capability to handle high-dimensional data while maintaining performance.

In summary, the experimental research demonstrates that the performance of the A-BiLSTM model is significantly 
improved by incorporating a Bi-LSTM layer in the decoder phase. Additionally, by utilizing the MI feature selection algo-
rithm before DL training, the inference training time was reduced while maintaining an acceptable level of accuracy.

8 � Conclusions

GNSS signal jamming attacks are a common occurrence. In this study, we have developed a GNSS jamming detection 
system based on DL models, specifically LSTM, Bi-LSTM, A-BiLSTM, and A-DBiLSTM. To train our models, we have utilized 
two different datasets, GPS and Galileo, which included both pure and jamming signals. We have observed that introduc-
ing the AM to the double-layer Bi-LSTM resulted in improved performance compared to the other models. Additionally, 
we have employed the MI feature selection technique to identify the most crucial features from the datasets, enhancing 
the accuracy of GNSS jamming prediction. The accuracy and effectiveness of the proposed MI feature selection algorithm 
have been confirmed through numerical simulations and the use of a confusion matrix. Despite achieving similar train-
ing accuracy, MI facilitated dimensionality reduction and a 19% decrease in learning time. As part of our future work, 
we aim to explore combining multiple feature selection techniques to generate feature subsets that are more directly 
applicable to interference detection and mitigation.
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