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Abstract
A mobile telecommunications network has arguably become a vital part of today’s critical communications infrastructure 
underpinning society’s interconnectedness. A mobile telecommunications network can be considered a critical com-
munications infrastructure that has been built upon a complex set of network technologies. However, the migration in 
recent years from pre-5G to 5G network technologies has presented the mobile telecommunications network operators 
with not only several security-related challenges but also potential unfortunate risk exposure. A new approach called 
Control-Risk-Correctness (CRC) addresses the need for evaluating a complex mix of network technology and the asso-
ciated trade-offs between security and risk. CRC simplifies the analysis by examining the mobile telecommunications 
network from the perspective of security control effectiveness and risk treatments. This article outlines the application of 
CRC when assessing a mobile telecommunication network and highlights direct risk mitigation treatments in an aim to 
increase security control effectiveness and decrease risk exposure. CRC usefulness will assist in the evaluation of existing 
networks and safeguarding new networks over the coming years.
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Article highlights

•	 Propose Control-Risk-Correctness (CRC) method for 
mobile telecommunications networks.

•	 Use CRC for simplified risk analysis in mobile networks 
and apply it on various trust boundaries.

•	 Identify elevated risk rating for trust boundaries.
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1  Introduction

Mobile wireless networks have always been prone to 
several security challenges. Starting with the first genera-
tion, cell phones and communication channels were easy 
targets for several security attacks, such as illegal cloning 
and masquerading. In the second generation, net types of 
attacks such as message spamming were very common, 

particularly for marketing and broadcasting false informa-
tion. With the evolvement of 3G, several Internet-based 
attacks were migrated to wireless networks. Eventually, 
when 4G dominated the market, the increased mobile 
traffic as well the emergence of several new types of ser-
vices, such as live streaming and interactive gaming, posed 
several new security and privacy challenges [1].
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Among all the threats, the fake cell tower is a very com-
mon security vulnerability that existed in all network gen-
erations that support data communications [2]. It is also 
known by many other names, including stingray, Interna-
tional Mobile Subscriber Identity (IMSI) catcher, cell site 
simulator, man-in-the-middle base station, fake base sta-
tion, and false base station.

The fake cell tower threat has existed since the second-
generation cellular network (2G) as well as continued to 
persist with the evolution of mobile networks. The use of 
a fake cell tower by an adversary has led to mischievous 
activity that can compromise the security control correct-
ness of a U.S. Carrier’s mobile network. There are many 
known threats and vulnerabilities with existing 2G radios 
found within mobile devices and mobile network equip-
ment used within mobile network ecosystems around the 
world [3].

Even with the existing 3G/4G, remnants of legacy 2G 
radios and infrastructure equipment exist within U.S. Car-
rier’s mobile network. Many of these might be inherited 
into the more recent 5G advanced technology as well. 
Though many U.S. Carriers have shut down (or begun to 
move away from) legacy 2G within mobile network ecosys-
tems, user devices (or user equipment) still have 2G radio 
capabilities that are more than willing to attach to a fake 
cell tower. Along with the legacy 2G, the adversary can 
pursue mischievous activities with various attacks, includ-
ing (1) downgrade attacks (from 3G/4G/5G), (2) denial of 
service attacks, and (3) exposure to device/identity track-
ing attacks used by adversaries [4]. To address mischie-
vous activity, using performance indicators or signatures 
can increase security control correctness and conversely 
decreases the potential of risk exposure through risk 
mitigation [5]. Correspondingly, this work will use the 
identification, classification, predictions, and prevention 
signatures to address the adversary’s ability to pursue mis-
chievous activities with various attacks.

There have been several research works conducted on 
5G security control. The work in [6] presented a review 
of new security risks as well as challenges faced by new 
infrastructures. The authors proposed a risk prevention 
and control model for monitoring and warning. An agile 
security risk-aware edge server mechanism for 5G was 
discussed in [7]. In addition, several 5G security risks have 
been exposed and discussed in recent literature [8]. For 
instance, Hypervisors, which are commonly used in 5G 
infrastructure [9], have common vulnerabilities exposure 
[10, 11]. The work in [12] presented an overview of the 
5G new security requirements compared to 4G, and then 
defined possible threats using the STRIDE [13] threat clas-
sification model, which is based on Spoofing identity, 
Tampering with data, Repudiation threats, Information 
disclosure, Denial of service and Elevation of privileges 

(STRIDE). Authors used the model to estimate the likeli-
hood and impact of several threat scenarios. In addition, 
there are several recent surveys that discussed the impor-
tance of security and risk analysis in 5G network [14–16]. 
Other recent interesting works addressed some security 
concerns in 5G serve based architecture [17], handover 
[18], air interfaces [19], security metrics [20], and Intrusion 
Detection Systems [21].

In this paper, a novel approach for control risk correct-
ness in 5G networks is proposed. The objective of the 
method is to evaluate the trade-offs between security and 
risk in 5G network based on several control correctness 
measure. The proposed method simplifies the analysis by 
examining the mobile telecommunications network from 
the perspective of security control effectiveness and risk 
treatments. In addition, the work identifies how the pro-
posed method can be deployed during the assessment 
of a mobile telecommunication network. Finally, the pro-
posed architecture can also outline the direct risk miti-
gation treatments in an aim to increase security control 
effectiveness and decrease risk exposure. A comparison 
with existing risk evaluation methods and proposed risk 
evaluation method is provided as well as contributions 
highlighted within this paper.

The rest of this paper is organized as follows. The sec-
ond section presents background on 5G mobile networks 
security requirements. The third section explains the risk 
measurement concept in 5G and pre-5G networks. Forth 
section presents pre-5G signature-based processing. The 
fifth section introduces the 5G security control correct-
ness method. The following section presents the risk rat-
ing methodology. Finally, the conclusion section ends the 
paper.

2 � Background

In this section, we discuss the background information 
necessary to understand the paper. First, we introduce the 
meaning of control risk correctness and why is it necessary 
in 5G era. Next, we introduce the trust boundaries concept. 
In the following subsection, threat modeling in the context 
of 5G risk assessment is explained. Threat attack vectors 
are discussed.

2.1 � Control‑risk‑correctness

A combination of defining trust boundaries, applying 
threat modeling, and performing a novel approach 
called Control-Risk-Correctness simplifies the analysis, 
especially when evaluating the security control cor-
rectness for mischievous activity occurring within the 
5G mobile network ecosystem. The intuition behind the 



Vol.:(0123456789)

SN Applied Sciences           (2022) 4:304  | https://doi.org/10.1007/s42452-022-05193-8	 Research Article

conceptual relationship with the Control-Risk-Correct-
ness approach is that an inverse relationship between 
control correctness “correctness” level and risk level may 
exist, whereby the higher the control correctness “cor-
rectness” level, the lower the risk level.

The Control-Risk-Correctness methodology was used 
to simplify the analysis performed and translate findings 
into suggested risk remediation recommendations nec-
essary to treat elevated risk. The use of this methodology 
frames trust boundaries identifies security controls, eval-
uates threats with threat modeling, translates potential 
risks, and compares risk level trade-offs with the security 
control correctness (see Fig. 1).

2.2 � Trust boundaries

The user’s device trust boundary consists of firmware, 
baseband processor, operating processes, and antenna. 
The subscriber identity trust boundary consists of the 
human user, operating system processes, and universal 
integrated circuit card (UICC). The air interface consists 
of the antenna. The core network consists of a cell tower, 
base station, gateway, signaling system number 7 (SS7) 
interface, diameter interface, and web application APIs 
for storage signal processing. The U.S. Carrier’s mobile 
network business trust boundary consists of the U.S. Car-
rier’s mobile network business applications (e.g., meter-
ing, billing) used in conjunction with the U.S. Carrier’s 
mobile network ecosystem [22].

2.3 � Threat modeling and trust boundaries

Threat modeling is a valuable means to identify, catego-
rize, and prioritize threats in order to evaluate threats 
representing these threats in terms of simplified risk rat-
ings [23]. The STRIDE threat model is adopted in this work 
among many available threat models. The acronym STRIDE 
stands for Spoofing, Tampering, Repudiation, Information 
Disclosure, Denial of Service, and Elevation of Privilege. 
The use of the STRIDE threat model classifies threats [24].

The trust boundaries (previously mentioned) are used 
along with the STRIDE threat modeling. The trust bounda-
ries include user device (or user equipment), subscriber 
identity, air interface, core mobile network, and U.S. Car-
rier’s mobile network business. The STRIDE threat model 
identifies threat categories within each of these trust 
boundaries to assist in structuring the threat analysis 
applied to a U.S. Carrier’s mobile network ecosystem.

STRIDE classifications align with the Open System 
Interconnection (OSI) security architecture defined in ITU 
Telecommunication Standardization Sector (ITU-T) X.800 
standard [25]. The STRIDE threat category relates to a secu-
rity service within the OSI security architecture. Spoofing 
threat relates to authentication service. Tampering threat 
relates to integrity service. Repudiation threat relates to 
non-repudiation service. Information disclosure threat 
relates to confidentiality service. Denial of service threat 
relates to availability service. Elevation of a privilege threat 
relates to authorization service.

2.4 � Threat attack vectors

The threat attack vectors include signal jamming down-
grade, emergency 911 denial of service, spoofed wireless 
emergency alerts, SS7/Diameter, and device/identity track-
ing as shown in Table 1. First, the signal jamming down-
grade attack forces the user’s device to downgrade from 
5G/4G/3G to 2G taking advantage of existing 2G security 
and control weaknesses that allow call and data intercep-
tion [26]. Second, the emergency 911 denial of service 
attack floods the mobile connection by sending unauthen-
ticated ‘attach reject’ messages that render the emergency 
911 inaccessible. Third, the spoofed WEA message enables 
an adversary (or attacker) to prevent emergency calls Fig. 1   Control-risk-correctness

Table 1   Threat attack VECTORS
Threat attack type Threat attack vector
Signal jamming downgrade attack Potential for call and data interception
E911 denial of service attack Sending unauthenticated attach reject messages
Spoofed WEA message Preventing emergency calls
Signaling System No. 7 (SS7)/diameter attack Sending unauthenticated attach reject messages
Device/identify tracking Successfully correlation of a device and an individual
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from occurring. Forth, the SS7/Diameter interface attack 
is another type of denial-of-service attack that sends unau-
thenticated attach reject messages to render the SS7/
Diameter interfaces unavailable. Finally, the device/iden-
tity tracking attack can allow an adversary to successfully 
correlate (and associate) a particular user’s device with a 
subscriber, thereby breaching the subscriber’s geolocation 
privacy [27].

3 � Risk measurement in 5G and pre‑5G

This section presents security analysis for identification, 
classification, prediction, and protection that enables a cell 
tower to be declared as legitimate versus a non-legitimate 
or fake cell tower. Likewise, the detection of a potential 
fake cell tower indicator type can be divided into two risk 
types, including cell tower misconfigurations and incon-
sistencies in control messages, as illustrated in Table 2.

In addition, the two risk types can have both impact 
and likelihood ratings associated with each of them to 
characterize the amount of risk present. The level of risk 
mitigation includes (1) full ability for risk mitigation, (2) 
partial ability for risk mitigation, and (3) minimal ability 
for risk mitigation. A simplified risk rating represents the 
level of mitigation necessary to address the risk present.

5G networks are complex systems. However, a risk 
measurement approach can be considered when deter-
mining the risk associated with 5G that is, the approach 
based on the Information Security Risk Management (ISO/
IEC 27005) international standard. This standard outlines 
the process for conducting an information security risk 
assessment in accordance with the ISO 27001 require-
ments. The 5G risk can be measured using the ISO/IEC 
27005 and demonstrated through a series of steps. For 
example, the first step is to identify a specific 5G risk 

scenario (e.g., disruption of base station’s functionalities in 
a limited area) and outline a detailed description of the risk 
scenario (e.g., an antenna stops working or an attack has 
affected solely the hardware of a given base station and 
the neighboring base stations are not affected). The sec-
ond step is to determine one or more technical outcomes 
of the risk scenario (e.g., misconfiguration of 5G security 
features at the base station). The third step is to evaluate 
and assign a risk category (e.g., availability), likelihood rat-
ing (e.g., certainly may happen) and consequence rating 
(e.g., moderate). The final step is to evaluate and assign a 
risk level rating (e.g., high) [28].

3.1 � Risk lifecycle

A risk management lifecycle consists of (1) identifying 
risks, (2) mitigating risks, (3) pursuing risk plans, and 
(4) monitoring risks. In the mitigating phase of the risk 
management lifecycle, there are risk mitigation options 
that can be performed to address residual risk, including 
accept, avoid, limit, plan, research, and transfer. A risk man-
agement framework becomes useful when determining 
the appropriate risk mitigation option for addressing risk 
[29]. Each threat scenario has been analyzed to determine 
the appropriate risk mitigation option given the trade-offs 
between risk tolerance and control risk correctness. For 
example, by leveraging the protect function found within 
a risk management framework, the risk mitigation option 
may limit or contain any further impact from a potential 
cyberattack on existing controls by redesigning and imple-
menting more effective controls.

3.2 � Potential loss or damage

A risk is any potential loss or damage that results from 
a threat exploited vulnerability found within a security 

Table 2   Risk types and fake cell 
tower indictors

Risk type Indicator types

Cell tower misconfigurations Carrier wrong frequency, 911 services 
disabled, Encryption not set, Neighbor list 
empty, Not listing Absolute Radio-frequency 
Channel Number (ARFCN) for C0, Wrong 
frequency for location, Wrong cell ID for 
location, Cell site parameters

Control message inconsistencies Location Area Code (LAC), Rolling LAC not 
on LAC boundaries, Neighbor list, Random-
access Channel (RACH) control parameters, 
Cell channel description, Network color 
codes, Cell channel options, Cell site not 
used at location, MS-TXPWR-MAX-CCH 
Parameter set very high, RXLEV_ACCESS_
MIN Parameter set very low, control msg. 
padding, description fields indicating the 
wrong version of 3GPP support
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control. A control weakness (or low correctness level) can 
lead to more potential threat attack vectors. An adversary 
can take advantage of an attack vector within a mobile 
network ecosystem. An adversary can take advantage of 
potential threat attack vectors, including signal jamming 
downgrade attack, emergency 911 denial of service attack, 
spoofed wireless emergency alerts attack (WEA), SS7/
Diameter attack, and device/identity tracking attack. 5G 
has introduced several security enhancements over pre-5G 
or legacy (e.g., 2G/3G/4G) mobile networks, but despite 
these security enhancements, 5G networks will still be a 
target where the adversary can take advantage of threat 
attack vectors [30, 31].

3.3 � SS7 and diameter interfaces

An adversary will find two notable interfaces, SS7, and 
diameter, within a U.S. Carrier’s mobile network ecosys-
tem. The SS7 interface is an international standard used 
between public switched telephone networks (PSTN) 
and digital signaling network to exchange communica-
tion information among mobile networks among the U.S. 
Carrier’s mobile networks as well as international mobile 
networks. The diameter interface is used to authenticate, 
authorize, and provide accurate mobile network billing 
information for real-time internet protocol (IP) mobile 
network communication used among U.S. Carrier’s mobile 
networks.

An adversary can use a combination of modified mobile 
network equipment and gained technical knowledge in 
order to infiltrate the mobile network ecosystem. The 
modified mobile network equipment may take the form as 
any one of the following: fake SS7 interface, fake diameter 
interface, fake cell tower and signal jammer.

3.4 � Fake cell tower

A connection between user’s device and a fake cell tower 
consists of five steps that enable mischievous activities 

by the adversary. First, the adversary mimics a U.S. Car-
rier’s mobile network configurations with the adversary’s 
fake cell tower. Second, the user’s device sees the adver-
sary’s fake cell tower emitting the strongest signal. Third, 
the adversary’s fake cell tower accepts the user’s device 
(or can target a particular user’s device). Forth, the user’s 
device registers with the adversary’s fake cell tower. 
Finally, the adversary’s fake cell tower intercepts all out-
bound calls and data services between the user’s device 
and the adversary’s fake cell tower. In this sequence of 
steps, the adversary’s fake cell tower will not be able to 
capture inbound calls and data services since there is no 
roaming agreement in place with the adversary’s fake 
cell tower and a U.S. Carrier’s mobile network.

An adversary’s fake cell tower can significantly impact 
customer’s trust and U.S. carrier’s reputation in the 
mobile telecommunications industry [32]. To perform 
security control correctness analysis for a particular 
mobile network ecosystem, it is divided into five trust 
boundaries, namely, user’s device, subscriber identity, 
air interface, core mobile network, and U.S. carrier’s busi-
ness. A simplified representation with trust boundaries 
is useful when applying a threat modeling technique to 
determine potential threats and risks within a particular 
trust boundary. Figure 2 below shows the position of the 
face cell tower within the network architecture.

There are messages as part of the broadcast system 
information messages in cellular networks, such as mas-
ter information block (MIB) and system information block 
(SIB), which can be useful for establishing a fake base 
station when combined with pre-signing [33]. A fake 
base station enables an attacker to conduct man-in-the-
middle attacks, replay attacks, down-grade attacks, and 
denial-of-service attacks [34]. However, 5G specification 
has no provision for broadcast message authentication. 
3GPP has proposed various solutions to the fake base 
station in their technical report 33.809 [35]. Presently, 5G 
devices are still susceptible to attacks due to the lack of 
authentication of the initial broadcast messages.

Fig. 2   Fake cell tower
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3.5 � System information blocks

A system information block, or SIB, provides valuable 
information about user devices (or user equipment) and 
cell towers including (1) cell tower information, (2) cell re-
selection, and (3) inter-frequency and inter-ratio access 
technology (RAT) cell selections. The indicator types (see 
Table 2) are of interest when detecting a fake cell tower. 
Several inherit signatures (or fingerprints) can be identified 
across various SIBs including SIB type 1, 2, 3, 4 and 13 [36].

For example, SIB type 1 provides information pertain-
ing to cell access related to parameters and scheduling 
of other SIBs. SIB type 2 provides information pertaining 
to common and shared channel configuration; random 
access channel (RACH) related configuration is present. 
SIB type 3 provides information pertaining to parameters 
required for intra-frequency, inter-frequency, and I-RAT cell 
re-selections. SIB type 4 provides information pertaining 
to intra-frequency neighboring cells (e.g., E-UTRA). SIB 
type 13 provides information pertaining to acquiring the 
multimedia broadcast multicast services (MBMS) control 
information associated with one or more multimedia 
broadcast multicast services single frequency network 
(MBSFN) areas.

4 � Pre‑5G signature‑based processing

The process consists of identification, classification, predic-
tion, and prevention. First, identifying an indicator type 
provides a clue that represents a signature (or fingerprint) 
candidate that can be used to detect a fake cell tower as 
part of a threat scenario (as previously mentioned). The 
threat scenario manifests into a simplified risk rating 
that can be used for the mitigation of risk. A signature 

candidate consists of the relationship among the three 
different types, including indicator, data, and SIB. Second, 
the classification of the signature candidates is necessary 
for establishing correlations across multiple SIBs (e.g., type 
1, 2, 3, 4, and 13). Table 3 shows signature candidates clas-
sifications based on indicator type, data type, and SIB.

The information found within each of the SIBs can be 
used for the detection of a fake cell tower over time. Like-
wise, classification such as cell tower inconsistencies in 
configuration or suspicious activity enables prediction of 
a potential fake cell tower where the most likely signature 
candidates can be further investigated to determine appli-
cable risk mitigation. Third, the prediction of an adversary 
(or attacker) can be achieved through the correlation of 
the signature candidates based on information contained 
across multiple SIBs (e.g., types 1, 2, 3, 4, and 13). Table 4 
shows the second part of signature candidates’ classifica-
tions based on indicator type, data type, and SIB.

The successful prediction of a fake cell tower enables 
action and the mitigation of risk. The use of identification, 
classification and prediction of a fake cell tower enables 
prevention of a fake cell tower to take place. Finally, the 
prevention of an adversary (or attacker) using a fake cell 
tower within a threat scenario is of paramount importance 
to safeguard a mobile s network. Likewise, the prevention 
is not a point in time but a continual process of strength-
ening the security control correctness and mitigation of 
risk.

For example, in pre-5G the detection of a fake cell tower 
requires identification of likely signature candidates. The 
signature candidates enable a correlation to take place 
using the information contained across multiple SIBs 
(e.g., type 1, 2, 3, 4 and 13) for each of the threat scenarios. 
Once a fake cell tower has been successfully detected, the 
prevention of a future fake cell tower can be achieved. 

Table 3   Signature candidates Indicator type Data type SIB type

Wrong frequency for carrier GPS LAT, GPS LONG, ARFCN 1
911 services disabled Is cell on-line but not operational 1, 2, 3, 4
Neighbor list empty GPS LAT, GPS LONG, neighbor list 2
Not listing absolute radio-frequency chan-

nel number (ARFCN) for C0
GPS, LAT, GPS, LONG, captured SI-1 Block 1

Wrong frequency for location GPS LAT, GPS LONG, ARFCN 1
Wrong cell ID for location GPS LAT, GPS LONG, CELLID 3
Location area code (LAC) inconsistent GPS LAT, GPS LONG, LAC 3
Rolling LAC not on LAC boundaries GPS LAT, GPS LONG, LAC 3
Neighbor list inconsistent GPS LAT, GPS LONG, neighbor list 2
Random-access channel (RACH) control 

parameters inconsistent
GPS, LAT, GPS, LONG, captured SI-2 Block 1, 2, 3, 4

Cell channel description inconsistent GPS, LAT, GPS, LONG, captured SI-3 Block 3
Cell channel options inconsistent GPS, LAT, GPS, LONG, captured SI-3 Block 3
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However, the protection mechanisms would need to be 
implemented on the user device (or user equipment) and 
network equipment across the U.S. carrier’s mobile s. That 
is, a software application would need to be developed 
for user devices (or user equipment) that would detect 
anomalies represented by the signature candidates. With 
permission from the subscriber, mobile network informa-
tion would be collected and shared with the carrier for fur-
ther correlation analysis of the signature candidates. The 
result from the analysis assists the carrier in strengthening 
security controls. The security controls requirements and/
or changes in existing requirements can then be submit-
ted to the 3GPP and GSMA standards bodies where mobile 
network equipment manufacturers (e.g., Ericsson, Nokia, 
Samsung, and Cisco) can transform the requirements into 
functional capabilities.

Another example, in 5G there are several security 
enhancements including (1) unified authentication frame-
work and access-agnostic authentication, (2) primary 
authentication by the carrier and additional secondary 
authentication to an external data network, (3) increased 
home U.S. carrier’s mobile network control, (4) enhanced 

subscriber privacy, and (5) user plan integrity protection 
in Radio Access Network, Service Based Architecture and 
interconnect security [37]. Likewise, these 5G protections 
mitigate many of the risks found within existing carriers’ 
pre-5G mobile networks. However, many of the 5G pro-
tections are optional for carriers to configure so there is 
no guarantee that carriers will consistently implement 
5G protections across the carriers’ entire mobile network. 
Table 5 below lists the symbols and abbreviations used 
throughout the paper.

5 � Security control correctness

The security control correctness (as defined by NIST SP 
800-137) represents the measure of correctness of con-
trol implementation in accordance with risk tolerance. For 
example, the security preference is utilizing a security by 
design best practice pattern for significant control cor-
rectness. That is, the preferred control correctness results 
from a high certainty of correctness associated with the 
control implementation and an acceptable risk tolerance. 

Table 4   Signature candidates 
continued

Indicator type Data type SIB type

Cell site not used at location GPS LAT, GPS LONG, CELLID 3
Cell selection parameters inconsistent GPS, LAT, GPS, LONG, captured SI-3 Block 3
MS-TXPWR-MAX-CCH parameter set very high GPS, LAT, GPS, LONG, captured SI-3 Block 3
RXLEV_ACCESS_MIN parameter set very low GPS, LAT, GPS, LONG, captured SI-3 Block 3
Inconsistencies in control msg. padding GPS LAT, GPS LONG, captured SI-1, SI-2, 

SI-3, SI-4 and/or SI-13 message
1, 3, 4, 13

Inconsistencies in description fields indicating 
wrong ver. of 3GPP support

GPS LAT, GPS LONG, captured SI-1, SI-2, 
SI-3, SI-4 and/or SI-13 message

1, 2, 3, 4, 13

Table 5   List of abbreviations Symbol/Abbreviation Meaning

AMF Access and mobility management function
ARFCN Absolute radio-frequency channel number
AUSF Authentication server function
IMSI International mobile subscriber identity
PSAP Public safety answering point
PSTN Public switched telephone networks
SIB System information block
SIM Subscriber identity module
SS7 Signaling system number 7
STRIDE Spoofing identity, tampering with data, repudiation threats, 

information disclosure, denial of service and elevation of 
privileges

SUCI Subscription concealed identifier
SUPI Subscription permanent identified
UDM Unified data management
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In contrast, a less than preferred control correctness would 
require a significant amount of risk remediation necessary 
to increase the control correctness to bring up the level of 
control implementation correctness to a level that is back 
within acceptable risk tolerance. A simplified risk rating 
using threat modeling enables a thoughtful discussion 
about the trade-offs between security control correct-
ness and acceptable risk tolerance. Figure 3 shows the 
proposed control correctness architecture.

5.1 � User device control correctness

A review of the user device (or user equipment) control 
correctness suggests that the protection of the interna-
tional mobile subscriber identity (IMSI) is not sufficient 
in pre-5G. As part of the user device registration process, 
the subscriber identity module (SIM) containing the IMSI is 
used during authentication to register with the user device 
with a legitimate U.S. Carrier’s mobile network. The fake 
cell tower can target exposed IMSIs to attach while reject-
ing others. The exposed IMSI can be captured and allow an 
adversary (or attacker) to perform main-in-the-middle and 

eavesdropping attacks. In pre-5G, the detection of fake cell 
towers stems from identification of a candidate signatures 
found through a correlation of information found across 
multiple system information blocks (e.g., SIBs type 1, 2, 3, 4 
and 13) (see Table 6). In 5G, the IMSI is encrypted. However, 
there is no guarantee that the U.S. Carrier’s mobile network 
will consistently implement this 5G protection across the 
entire U.S. Carrier’s mobile network.

5.2 � Subscriber identity control correctness

A review of the subscriber identity control correctness 
includes subscriber privacy protections. The user device 
(or user equipment) is expected to authenticate to the 
mobile network but is not required for the mobile net-
works to authenticate to devices. This allows a fake cell 
tower to impersonate  a legitimate base station and cap-
ture an unsuspecting subscriber’s IMSI. Likewise, a fake cell 
tower can force a user device to use no encryption during 
calls or use easily breakable encryption, allowing eaves-
dropping by the adversary (or attacker).

Fig. 3   Proposed control risk correctness architecture

Table 6   User device 
correctness

Network technol-
ogy

Mischievous activity Protection

Pre-5G Fake cell tower can target exposed IMSI Identification of signatures
5G Fake cell tower can target exposed IMSI IMSI is encrypted but depends 

on U.S. Carrier implementa-
tion
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In pre-5G, the detection of fake cell towers stems 
from  the identification of candidate signatures that can 
be found by correlation across multiple system informa-
tion blocks (e.g., SIBs type 1, 2, 3, 4 and 13). In contrast to 
pre-5G, 5G subscription permanent identified (SUPI), and 
subscription concealed identifier (SUCI) are introduced as 
potential mitigation to the exposure of the IMSI as dem-
onstrated in Table 7. The SUPI is encrypted using the U.S. 
Carrier’s mobile network public key, which allows the user 
device to authenticate and connect to the U.S. Carrier’s 
mobile network. However, more sophisticated adversaries 
or attackers may be able to force user devices to communi-
cate in non-5G mode and minimize the control correctness 
of the 5G mitigation. Table 7 shows mischievous activities 
difference in 5G networks over previous generations and 
protection mechanisms used, indicating how 5G imposed 
a major shift in the paradigm of protection policies.

5.3 � Air interface control correctness

A review of the air interface control correctness includes 
the same protections found within the radio access net-
work for 2G, 3G and 4G. The primary challenge is with fake 
cell towers that enable (1) targeting IMSIs during the user 
device’s initial attach procedure to a fake cell tower and 
(2) paging attacks using the IMSI paging feature of a fake 
cell tower. The obtained information about IMSIs may be 
used for various types of attacks. In pre-5G, detecting fake 
cell towers stems from the identification of a signature 
found by correlation across multiple system information 
blocks (e.g., SIBs type 1, 2, 3, 4 and 13). In 5G, the data 
and signaling transmitted and received at the radio layer 
are expected to be appropriately encrypted and integ-
rity protected at higher layers whenever possible (see 
Table 8). However, there is no guarantee that the carrier 

will consistently implement these 5G protections across 
the U.S. carrier’s entire network (as previously mentioned).

5.4 � Core network control correctness

A review of the core network control correctness identifies 
the U.S. carrier’s mobile network functions do establish the 
necessary protection to thwart an advisory (or attacker) 
from mischievous action. These core mobile network func-
tions include access and mobility management function 
(AMF), authentication server function (AUSF), and Unified 
data management (UDM). The AMF provides  authentica-
tion, authorization, and mobility management services to 
the user device (or user equipment). The AUSF stores data 
for authentication of the user device, and the UDM stores 
the UE subscription data. A launch of both user plane and 
signaling plane attacks on core mobile network functions 
can lead to a significant degradation or event that makes 
critical services unavailable for a legitimate subscriber with 
a user device (or user equipment). Even in 5G, an attack 
against these core mobile network functions can result in 
reduced availability of services or even mobile network 
outages [38] (see Table 9).

In addition, there are potential network slicing, network 
function virtualization, software-defined networking, 
interworking, and roaming threats that remain possible 
with 5G protections [14, 39]. These threats are interesting 
and worth pursuing; however, they are beyond the scope 
of topics covered within this paper and will be considered 
further in future work.

5.5 � Business control correctness

A review of the U.S. carrier’s business control correctness 
used in conjunction with the U.S. carrier’s mobile network 
includes potential user privacy compromises with tracking 

Table 7   Subscriber identity 
control correctness

Network tech-
nology

Mischievous activity Protection

Pre-5G Fake cell tower can target exposed IMSI Identification of signatures
5G Fake cell tower can target exposed IMSI Encrypted SUPI and concealed SUCI but 

depends on U.S. Carrier implementa-
tion

Table 8   Air interference 
control correctness

Network technol-
ogy

Mischievous activity Protection

Pre-5G Fake cell tower can target 
exposed IMSI paging

Identification of signatures

5G Fake cell tower can target 
exposed IMSI

Encryption at radio layer and higher layer integrity 
protections but depends on U.S. Carrier implemen-
tation
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and location detection of a user device (or user equip-
ment) that can lead to significant damages and losses 
to both carriers and subscribers. Depending on how the 
carrier uses location data as part of data aggregation and 
monetization services to provide user device data to third 
parties for further service enrichment by the carrier. In 5G, 
the exposure of user permanent identifier (e.g., SUPI) may 
enable unauthorized tracking of user device movements 
and activities, as shown in Table 10.

6 � Simplified risk ratings

The resultant simplified risk rating can be derived from 
the association among the following: threat type, threat 
scenario, and STRIDE threat classification. The risk mitiga-
tion depends on a combination of simplified risk rating 
and security services that aligns with each of the STRIDE 
threat classifications.

The risk calculation used for the simplified risk rating 
incorporates the same impact and likelihood calculation 
found in the NIST Special Publication 800-30. The risks 
were given impact and likelihood to calculate risk and 
apply a simplified risk rating. The simplified risk ratings 
include (1) full mitigation (or detection) represents Low, 
(2) partial mitigation (or detection) represents Medium, 
and (3) minimal mitigation or detection represents Ele-
vated. The simplified risk rating was stated as Low (Normal) 
when there was high impact and low likelihood. A simpli-
fied risk rating was stated as Elevated when high impact 
and medium likelihood. A straightforward equation is 

used to evaluate risk at a scale from 1 to 100 as follows: 
risk = impact*Likelihood. Since the impact is considered 
severe for all types of risk, it is set for the default value of 
100%. Hence, the calculated risk is directly proportional to 
the likelihood. For example, the user device trust boundary 
risk rating is calculated for signal jamming by estimating 
the likelihood of that risk at 0.5, which results in a risk value 
50, for which the risk is considered elevated. On the other 
hand, for the core network, it is estimated to be 0.1, and 
hence the calculated risk is 10, which is considered low 
or normal.

The resulting simplified risks ratings suggest that the 
user device (or user equipment), subscriber identity, and 
air interface are three out of the five trust boundaries of 
most interest and focus of the threat modeling analysis 
for each of the threat scenarios. These trust boundaries 
of interest include user device (or user equipment), sub-
scriber identity, and air interface with elevated simplified 
risk ratings for all the threat scenarios. In contrast, the core 
mobile network and U.S. Carrier’s mobile network business 
trust boundaries have low (normal) simplified risk ratings 
for all the threat scenarios and are not considered to need 
additional detailed analysis. Table 11 shows the overall 
simplified risk rating analysis.

6.1 � Signal jamming downgrade risk mitigation

The user device (or user equipment) connection to a fake 
cell tower in a signal jamming downgrade attack threat 
scenario consists of seven steps. First, the adversary (or 
attacker) jams the U.S. Carrier’s mobile network (possible 

Table 9   Core network control 
correctness

Network 
technol-
ogy

Mischievous activity Protection

Pre-5G Downgrade or reduced 
availability of critical 
network resources or 
outage

Various levels of protections based on the network technology

5G Downgrade or reduced 
availability of critical 
network resources or 
outage

Trusted internal interfaces, service-based architecture, and 
interconnected security but depends on U.S. Carrier imple-
mentation

Table 10   Business control 
correctness

Network technol-
ogy

Mischievous activity Protection

Pre-5G Fake cell tower can target user privacy 
compromise with tracking and loca-
tion detection

Identification of signatures

5G Fake cell tower can target user privacy 
compromise with tracking and loca-
tion detection

Encrypted SUPI and concealed SUCI but 
depends on U.S. Carrier implementa-
tion
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multiple channels). Second, the adversary (or attacker) 
mimics the U.S. Carrier’s mobile network on an open 
frequency. Third, the user device sees the adversary (or 
attacker) network as the U.S. Carrier’s mobile network 
that is too noisy. Forth, the adversary (or attacker) accepts 
all user devices or only a targeted device. Fifth, the user 
devices hand over with a fake mobile network. Sixth, the 
adversary (or attacker) intercepts outbound calls and data. 
Finally, the inbound calls are not possible as there is no 
roaming agreement in place.

In this case, the threat scenario represents the potential 
for call and data interception. The associated STRIDE threat 
is information disclosure (e.g., privacy breach or data leak) 
of the security controls related to confidentiality security 
service. The confidentiality security service provides pro-
tection of data from unauthorized disclosure. The elevated 
simplified risk rating for the user device, subscriber iden-
tity, and air interface trust boundaries can be explained 
for the signal jamming downgrade threat scenario in the 
context of pre-5G and 5G technologies.

First, the user device pre-5G risk relates to an exposed 
IMSI can be detected through an identified signature 
found by correlation across multiple system information 
blocks and used by the adversary (or attacker) that results 
in an elevated simplified risk rating with high impact and 
medium likelihood. In 5G, the IMSI can be encrypted to 
mitigate exposed IMSI. Still, this capability is optional for 
the U.S. Carrier mobile network to implement, thus main-
taining the same simplified risk rating found in pre-5G.

Second, the subscriber identity pre-5G risk is like the 
user device pre-5G risk that relates to an identified sig-
nature found by correlation across multiple system infor-
mation blocks, and hence can be used by the adversary 
(or attacker), which may result in an elevated simplified 
risk rating with high impact and medium likelihood. While 
the SUCI and SUPI mitigate risk in 5G, more sophisticated 
adversaries (or attackers) may force user devices to com-
municate in non-5G mode. Hence, the simplified risk rating 
is the same as found in pre-5G.

Finally, the air interface pre-5G risk is like the user 
device and subscriber identity pre-5G risk that relates to 

an identified signature found by correlation across multi-
ple system information blocks and used by the adversary 
(or attacker) that results in an elevated simplified risk rat-
ing with high impact and medium likelihood. In 5G, the 
data and signaling transmitted and received at the radio 
layer are expected to be appropriately encrypted and 
integrity protected at higher layers and thereby mitigate 
the risk. However, this capability is optional for the U.S. 
Carrier mobile network to implement, thus maintaining 
the same simplified risk rating found in pre-5G.

A suggested signal jamming risk mitigation com-
bines fake cell tower detection for pre-5G and con-
sistent implementation of 5G protections across the 
U.S. Carrier’s mobile network. The user device (or user 
equipment), subscriber identity and air interface trust 
boundaries have simplified risk rating of elevated. The 
core mobile network and U.S. Carrier’s mobile network 
business trust boundaries have a simplified risk rating 
of low (normal). Figure 4 shows how signal jamming can 
influence different trust boundaries based on the cal-
culated risk rating. For instance, both core network and 
carrier’s business will have normal risk rating because 
of this type of threat. On the other hand, user device, 
subscriber identity, and air inference will have elevated 
risk rates, as illustrated in the blue line.

Table 11   Over simplified risk rating

Trust boundary Threat scenarios

Signal jamming 
downgrade

E911 denial of service Spoofed WEA message SS7/diameter attack Device/identify tracking

User device Elevated Elevated Elevated Elevated Elevated
Subscriber identity Elevated Elevated Elevated Elevated Elevated
Air interface Elevated Elevated Elevated Elevated Elevated
Core network Low (normal) Low (normal) Low (normal) Low (normal) Low (normal)
Business Low (normal) Low (normal) Low (normal) Low (normal) Low (normal)

Fig. 4   Signal jamming downgrade risk rating
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6.2 � 911 Denial of service risk mitigation

The user device (or user equipment) connection to a fake 
cell tower in an emergency 911 denial of service attack 
threat scenario consists of four steps. First, the adversary 
(or attacker) mimics the U.S. Carrier’s mobile network 
and broadcasts support for emergency 911 but is not 
connected to the public-safety answering point (PSAP). 
Second, the user device sees the adversary (or attacker) 
mobile network with a strong signal and attempts to hand 
over. Third, the adversary (or attacker) accepts all devices 
(or only targeted user devices). Finally, the adversary (or 
attacker) does not route emergency 911 calls to PSAP, and 
the user device stays connected trying to connect to emer-
gency 911 PSAP.

In this case, this threat scenario represents the poten-
tial for sending unauthenticated ‘attach reject’ messages. 
This type of STRIDE threat is associated with the denial 
of service. Security controls are normally related to the 
availability security service, ensuring that a resource is 
accessible and usable. The elevated simplified risk rating 
for user device, subscriber identity and air interface trust 
boundaries can be explained for the emergency 911 denial 
of service attack threat scenario in the context of pre-5G 
and 5G technologies.

First, the user device pre-5G risk relates to an exposed 
IMSI can be detected through an identified signature 
found by correlation across multiple system information 
blocks and used by the adversary (or attacker) that results 
in an elevated simplified risk rating with high impact and 
medium likelihood. In 5G, the IMSI can be encrypted to 
mitigate exposed IMSI, but this capability is optional for 
the U.S. Carrier’s mobile network to implement, thus main-
taining the same simplified risk rating found in pre-5G.

Second, the subscriber identity pre-5G risk is like the 
user device pre-5G risk that relates to an identified sig-
nature found by correlation across multiple system infor-
mation blocks and used by the adversary (or attacker) 
that results in an elevated simplified risk rating with high 
impact and medium likelihood. In 5G, the SUCI and SUPI 
can mitigate risk; however, more sophisticated adversar-
ies (or attackers) may force user devices to communicate 
in non-5G mode, so the simplified risk rating is the same 
as found in pre-5G.

Finally, the air interface pre-5G risk is like the user 
device and subscriber identity pre-5G risk that relates to an 
identified signature found by correlation across multiple 
system information blocks and used by the adversary (or 
attacker) that results in an elevated simplified risk rating 
with high impact and medium likelihood. In 5G, the data 
and signaling transmitted and received at the radio layer 
are expected to be appropriately encrypted and integ-
rity protected at higher layers and thereby mitigate the 

risk. However, this capability is optional for the carrier to 
implement, thus maintaining the same simplified risk rat-
ing found in pre-5G.

A suggested emergency 911 denial of service risk miti-
gation combines fake cell tower detection for pre-5G and 
consistent implementation of 5G protections across the 
U.S. carrier’s mobile network. As illustrated in Fig. 5, the 
user device, subscriber identity, and air interface trust 
boundaries have a simplified risk rating of elevated. The 
core mobile network and U.S. carrier’s business trust 
boundaries have a simplified risk rating of low (normal).

6.3 � Spoofed WEA message risk mitigation

The user device (or user equipment) connection to a fake 
cell tower in a spoofed WEA messages attack threat sce-
nario consists of five steps. First, the adversary (or attacker) 
mimics the U.S. Carrier’s mobile network. Second, the user 
device sees the adversary (or attacker) mobile network 
with a strong signal. Third, the adversary (or attacker) 
accepts all user devices (or only targeted user devices. 
Forth, the user device hands over to the fake mobile net-
work. Finally, the adversary (or attacker) injects WEA mes-
sages to the user devices (e.g., amber alerts, emergency 
broadcasts messages or presidential alerts).

In this case, this threat scenario represents the poten-
tial for preventing emergency calls. The associated STRIDE 
threat is the denial of service. Security controls are directly 
related to the availability security service, assuring that a 
resource is accessible and usable. The elevated simplified 
risk rating for user device, subscriber identity, and air inter-
face trust boundaries can be explained for the spoofed 
WEA message threat scenario in the context of pre-5G and 
5G technologies.

First, the user device pre-5G risk relates to an exposed 
IMSI can be detected through an identified signature 
found by correlation across multiple system informa-
tion blocks and used by the adversary (or attacker) that 

Fig. 5   E911 DOS risk rating



Vol.:(0123456789)

SN Applied Sciences           (2022) 4:304  | https://doi.org/10.1007/s42452-022-05193-8	 Research Article

results in an elevated simplified risk rating with high 
impact and medium likelihood. In 5G, the IMSI can be 
encrypted to mitigate exposed IMSI, but this capability 
is optional for the U.S. Carrier’s mobile network to imple-
ment, thus maintaining the same simplified risk rating 
found in pre-5G.

Second, the subscriber identity pre-5G risk is like the 
user device pre-5G risk that relates to an identified sig-
nature found by correlation across multiple system infor-
mation blocks and used by the adversary (or attacker) 
that results in an elevated simplified risk rating with high 
impact and medium likelihood. In 5G, the SUCI and SUPI 
can mitigate risk; however, more sophisticated adver-
saries (or attackers) may be able to force user devices 
to communicate in non-5G mode, so the simplified risk 
rating is the same as found in pre-5G.

Finally, the air interface pre-5G risk is like the user 
device and subscriber identity pre-5G risk that relates to 
an identified signature found by correlation across multi-
ple system information blocks and used by the adversary 
(or attacker) that results in an elevated simplified risk rat-
ing with high impact and medium likelihood. In 5G, the 
data and signaling transmitted and received at the radio 
layer are expected to be appropriately encrypted and 
integrity protected at higher layers and thereby mitigate 
the risk. However, this capability is optional for the U.S. 
Carrier’s mobile network to implement, thus maintaining 
the same simplified risk rating found in pre-5G.

A suggested spoofed WEA message risk mitigation 
combines fake cell tower detection for pre-5G and con-
sistent implementation of 5G protections across the 
U.S. Carrier’s mobile network. Figure 6 shows that the 
user device, subscriber identity, and air interface trust 
boundaries have a simplified risk rating of elevated. The 
core mobile network and U.S. Carrier’s mobile network 
business trust boundaries have simplified risk ratings of 
low (normal).

6.4 � SS7/diameter risk mitigation

The user device (or user equipment) connection to a fake 
cell tower in an SS7/ diameter attack threat scenario con-
sists of five steps. First, the adversary (or attacker) mim-
ics the U.S. Carrier’s mobile network for both 2G and 4G 
networks. Second, the user device registers with the Fake 
2G network. Third, the adversary (or attacker) sends rel-
evant SS7 or diameter messages to home mobile network. 
Forth, the subscriber roams to the fake U.S. Carrier’s mobile 
network. Finally, the inbound calls are routed over SS7 or 
DIAMETER to the fake tower intercepting all calls and data 
to/from the user device.

In this case, this threat scenario represents the poten-
tial for sending unauthenticated ‘attach reject’ messages. 
The associated STRIDE threat is the denial of service. The 
security controls are related to the availability security 
service, assuring that a resource is accessible and usable. 
The elevated simplified risk rating for the user device, 
subscriber identity, and air interface trust boundaries can 
be explained for the SS7/Diameter threat scenario in the 
context of pre-5G and 5G technologies.

A suggested SS7/Diameter attack risk mitigation com-
bines fake cell tower detection for pre-5G and consistent 
implementation of 5G protections across the U.S. Carrier’s 
mobile network. Figure 7 shows that the user device, sub-
scriber identity and air interface trust boundaries have 
simplified risk rating of elevated. The core mobile network 
and U.S. Carrier’s mobile network Business Control Cor-
rectness trust boundaries have a simplified risk rating of 
low (normal).

6.5 � Device/identity tracking risk mitigation

The user device (or user equipment) connection to a fake 
cell tower in a device/identity tracking attack threat sce-
nario consists of five steps. First, the adversary (or attacker) 
mimics the U.S. Carrier’s mobile network. Second, the user 
device sees the adversary (or attacker) mobile network 

Fig. 6   Spoofed WEA message risk rating Fig. 7   SS7/diameter risk rating
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with a strong signal. Third, the adversary (or attacker) 
sends a radio resource control (RRC) connection reconfigu-
ration command, which contains the cell identifiers (IDs) of 
at least three neighboring cell towners and their connec-
tion frequencies to the user device. Forth, the user device 
sends a response to the message that contains the signal 
strengths of the previously specified cell towers. Finally, 
the user device location can be calculated using a tech-
nique called trilateration. Trilateration involves calculating 
the intersection of the radius from the three cell towers, 
given the reported signal strength from each of the cell 
towers. Alternatively, newer user devices will report the 
user devices exact GPS coordinates and therefore, no tri-
lateration calculations are necessary.

In this case, the threat scenario represents the poten-
tial for successful correlation of a device and an individ-
ual. Hence, the associated STRIDE threat is information 
disclosure (privacy breach or data leak). The security con-
trols related to confidentiality security service. Therefore, 
the elevated simplified risk rating for user device, sub-
scriber identity and air interface trust boundaries can be 
explained for the device/identity tracking threat scenario 
in the context of pre-5G and 5G technologies.

First, the user device pre-5G risk relates to an exposed 
IMSI can be detected through an identified signature 
found by correlation across multiple system information 
blocks and used by the adversary (or attacker) that results 
in an elevated simplified risk rating with high impact and 
medium likelihood. In 5G, the IMSI can be encrypted to 
mitigate exposed IMSI; however, this capability is optional 
for the U.S. Carrier’s mobile network to implement, thus, 
maintaining the same simplified risk rating found in 
pre-5G.

Second, the subscriber identity pre-5G risk is like the 
user device pre-5G risk that relates to an identified sig-
nature found by correlation across multiple system infor-
mation blocks and used by the adversary (or attacker) 
that results in an elevated simplified risk rating with high 
impact and medium likelihood. In 5G, the SUCI and SUPI  
mitigate the risk; however, more sophisticated adversaries 
(or attackers) may be able to force user devices to com-
municate in non-5G mode so the simplified risk rating is 
the same as found in pre-5G.

Finally, the air interface pre-5G risk is like the user 
device and subscriber identity pre-5G risk that relates to an 
identified signature found by correlation across multiple 
system information blocks and used by the adversary (or 
attacker) that results in an elevated simplified risk rating 
with high impact and medium likelihood. In 5G, the data 
and signaling transmitted and received at the radio layer 
are expected to be appropriately encrypted and integrity 
protected at higher layers and thereby mitigate the risk. 
However, this capability is optional for the U.S. Carrier’s 

mobile network to implement, thus maintaining the same 
simplified risk rating found in pre-5G.

A suggested device/identity risk mitigation combines 
fake cell tower detection for pre-5G and consistent imple-
mentation of 5G protections across the U.S. Carrier’s 
mobile network. The user device, subscriber identity and 
air interface trust boundaries have simplified risk rating 
of elevated. The core mobile network and U.S. Carrier’s 
mobile network business trust boundaries have simplified 
risk ratings of low (normal) (see Fig. 8).

There is agreement among security professionals that 
increasing security and reducing risk exposure in 5G and 
future versions of telecommunication technology will 
continue to be a challenging and highly demanding. An 
important first step towards increasing security and reduc-
ing risk exposure is reviewing and evaluating risks in these 
networks. Risk assessment provides the necessary tools to 
manage and plan where and how to best apply available 
resources to  mitigate  risk. The contribution of this article 
is to highlight a reviewing process for several risk factors, 
providing a simplified risk review, and evaluating existing 
risk methods intended to support the risk assessment pro-
cess as well as to reason comparatively about existing risks. 
This translates into the proposed risk evaluation process 
can be used to determine the relative riskiness of a par-
ticular threat with regard to various trust boundaries as 
demonstrated previously in Table 10.

A pre-5G cell site simulator can be configured for cap-
turing the MIB and SIB information for a fake base station. 
The equipment may vary depending on the approach 
taken but in general, the simulator includes a core net-
work in a box (e.g., YateBTS, antenna, software defined 
radio (e.g., fake cell site), test mobile system (TEMS) phone, 
device under test (e.g., victim phone), custom radio sen-
sor, GPS simulator, and signal attenuator. Another type of 
pre-5G simulator configuration may consist of the equip-
ment including a GSM modem, antenna, raspberry Pi, GPS 
simulator, device under test (e.g., victim phone, and hot-
spot device [27]. In contrast, a 5G cell site simulator can be 

Fig. 8   Device/identity tracking risk rating
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configured for capturing the MIB and SIB information  for 
a fake base station. The CTIA industry council has recently 
established a 5G security testbed (https://​5gsec​urity​
testb​ed.​com/​use-​cases-​and-​archi​tectu​re/) with a specific 
5G use case to test the protection against international 
mobile subscriber identity (IMSI) catchers or rogue base 
stations used by cyber criminals. The 5G security test bed 
simulator configuration includes a radio access network 
(RAN), core network, user equipment, measurement tool-
set, and monitoring equipment [40].

A set of empirical research articles describe similar 
threat scenarios, risks, and risk evaluation approaches the 
proposed risk evaluation outlined in this article for pre-5G 
and 5G. Table 12 below summarizes a comparison with 
existing risk evaluation methods and how the proposed 
risk evaluation approach is different.

7 � Conclusions

The threats present in a mobile s network can lead to the 
use of fake cell towers (or fake cell towers) by adversaries 
(or attackers) to compromise the confidentiality, integrity, 
and availability of the pre-5G and 5G technologies that 
make up a U.S. Carrier’s mobile network. A novel meth-
odology called Control-Risk-Correctness was used to form 
the basis for simplifying the analysis when making recom-
mendations pertaining to risk remediation necessary in 
the treatment of elevated risk. The result of the analysis 
identified that user device, subscriber identity, and air 

interface are three out of the five trust boundaries of most 
interest with elevated risk ratings. These findings suggest 
that for the current security control trade-offs between 
pre-5G and 5G mobile network technologies identified 
of most interest with elevated risk ratings include user 
device, subscriber identity, and air interface. Risk miti-
gation, which is necessary for the treatment of each of 
elevated risk ratings, was provided to increase the control 
correctness level and decrease the associated risk level.

As future work, we intend to pursue an enhanced 
model for control-risk-correctness combined with an 
implementation of the risk assessment method. 5G 
addresses many pre-5G threats with built-in controls such 
as mutual authentication and enhanced subscriber iden-
tity protection as safeguards. However, options remain for 
the U.S. Carriers to choose whether to implement or not 
implement certain security capabilities as part of the 5G 
build-out. Hence, the elevated risk remains a possibility 
in situations where pre-5G and 5G co-exist. Further investi-
gation deemed necessary into new threat scenarios where 
the usefulness of the control-risk-correctness model and 
associated implementation of the risk assessment method 
provides ample opportunity to be applied to mitigate and 
remediate man-in-the-middle attacks, as well as the devel-
opment of a set of recommendations for best practices 
used by practitioners in the communications industry.

In addition, there are several other risk assessment 
challenges that arise when combining 5G with other 
paradigms. For instance, caching in 5G networks may 
raise several concerns related to performance and risk 

Table 12   Comparison with existing risk evaluation methods

Reference Threat scenarios Pre-5G 5G Risk evaluation limitations

[28] Signal jamming downgrade (bidding down)
E911 denial of service
Spoofed WEA message
Signaling System No. 7 (SS7)/diameter attack
Device/identify tracking

✓
✓
✓
✓
✓

✓
✓
✓
✓
✓

No simplified risk rating
No trust boundaries
Correlated risks

[41] E911 denial of service ✓ ✓ Did not address several threats
No trust boundaries

[42] Signal jamming downgrade (bidding down)
E911 denial of service
Device/identify tracking

✓
✓
✓

✓
✓
✓

No simplified risk rating
Did not address few threats
No trust boundaries
Correlated risks

[43] Signal jamming downgrade (bidding down) ✓ Did not address several threats
No trust boundaries

[26] Signal jamming downgrade (bidding down)
E911 denial of service
Device/identify tracking

✓
✓
✓

No simplified risk rating
Did not address few threats
No trust boundaries
Correlated risks

This work Signal jamming downgrade (bidding down)
E911 denial of service
Spoofed WEA message
Signaling System No. 7 (SS7)/diameter attack
Device/identify tracking

✓
✓
✓
✓
✓

✓
✓
✓
✓
✓

Correlated risks
Interleaved trust boundaries

https://5gsecuritytestbed.com/use-cases-and-architecture/
https://5gsecuritytestbed.com/use-cases-and-architecture/
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analysis [44, 45]. In addition, Fault-Resilience is one of 
the prominent challenges that arise when using 5G in 
the context of industrial Software Defined Networks [44]. 
Finally, there are potential threats to investigate when 
applying several paradigms with 5G, such as network 
slicing, network function virtualization, software-defined 
networking, interworking, and roaming.
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