
Vol.:(0123456789)

SN Applied Sciences (2020) 2:247 | https://doi.org/10.1007/s42452-020-2025-8

Research Article

Privacy concerns in the smart home context

Nadine Guhr1  · Oliver Werth1 · Philip Peter Hermann Blacha1 · Michael H. Breitner1

Received: 23 October 2019 / Accepted: 9 January 2020 / Published online: 21 January 2020 
© The Author(s) 2020  OPEN

Abstract
With the rapid development of the Internet of Things, intelligent systems are increasingly finding their way into everyday 
life and into people’s homes. With the spread of these technologies, there is a growing concern about what sensitive data 
is collected and what it is used for. Unfortunately, the role of privacy has remained largely unexplored in the smart home 
(SH) usage context. This study addresses this gap in literature: to what extend users’ concerns for information privacy 
influence the intended SH usage. This study takes an interactional psychology perspective and links the dimensions of 
the privacy concerns to the intention to use SH devices. Therefore, a multi-theoretical model using Smart PLS 3.2.8 was 
tested. This study contributes to the literature on privacy, and SH usage by exploring how and why privacy concerns 
influence participants’ intended SH usage. The findings, derived from the empirical study emphasize the importance 
of addressing privacy concerns because they are capable of directly and indirectly influencing the intended SH usage. 
Finally, the results which indicate new directions for privacy and SH research are discussed and implications for research 
and practice are given.

Keywords Privacy concerns · Smart home technologies · Technology acceptance · Theory of planned behavior · 
Structural equation modelling

1 Introduction

The fusion of the physical and digital world in the Internet 
of Things (IoT) has significant effects on the design of resi-
dential spaces and the convenience and efficiency in daily 
life [1]. Intelligent appliances in the home are no longer 
operated separately and locally. Increasingly, domestic 
appliances are mutually connected via information and 
communication technology, resulting in the emergence 
of smart homes (SH). Sensors, network connections and 
applications build an intelligent and interactive architec-
ture aiming at increasing efficiency of everyday tasks and 
improving safety of homes and the people living in them 
[2]. A rising importance for SH environments with the 

potential to become an essential installation for everyday 
life is proposed by other studies [3].

The diffusion of mobile networks and the growing 
popularity of smart devices and intelligent systems lead 
to rapid growth of the business segment. While the global 
market for SH services was estimated at $38.50 billion in 
2017, it is forecasted to increase up to $125.07 billion 
until 2023. By that time, the global market penetration is 
expected to be 19.5% [4]. Despite the positive prospects 
for the spread of SH technologies in the future, the adop-
tion of SH seems doubtful [5]. An important reason may 
be the still very fragmented market, where many SH tech-
nologies are not yet mature and standardization is not 
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yet in place to ensure interoperability between different 
manufacturers.

Nevertheless, a major obstacle to adoption is the nature 
of the technology that gives rise to new concerns about 
information privacy [6]. An editorial in the Information Sys-
tems Journal stated that “recent technological changes are 
generating additional privacy challenges beyond the exist-
ing landscape” [7, p. 575]. SH devices make use of various 
sensing technologies to provide services. These sensors 
collect vast amounts of data, which are processed and ana-
lyzed to provide a service to the users. This collection of 
personal data in combination with the increasing deploy-
ment of internet-connected devices in the home exposes 
residents to new privacy and security risks. According to 
this, privacy concerns could represent a potential barrier to 
the adoption of SH devices. Therefore, we aim to identify 
relevant privacy concerns of potential users in connec-
tion with the use of SH devices and to investigate whether 
these have a significant influence on the acceptance of 
this particular technology. While studies on user accept-
ance and on the behavior of potential customers are of 
great importance for successful acceptance and diffusion 
in the market, little research has been done on this topic. 
Rather, the majority of scientific work in the context of SH 
has a technological background [8]. Users’ worries result-
ing from these dangers and their influence on technology 
acceptance remained largely unconsidered. Especially the 
construct of privacy concerns has not yet been part of sci-
entific research on this topic. Consequently, influences of 
the diffusion and adoption of SH technologies have not 
been adequately addressed. This study at hand seeks to 
get a deeper insight into the critical success factors of 
smart devices in households against the background of 
information privacy concerns. Consequently, we aim to 
provide deeper insight into the issue by answering the 
following research question:

RQ How do users’ concerns for information privacy influ-
ence the intention to use SH devices?

We discuss the concept of privacy concerns for the 
application of SH devices and instruments measur-
ing information privacy concerns and user acceptance. 
Hypotheses are derived and a conceptual model is devel-
oped that links these privacy concerns to the intention 
to use SH devices taking into account critical influencing 
factors of the technology acceptance model (TAM) and 
the theory of planned behavior (TPB) as antecedents for 
to intention to use. Then, the methodology is described. 
After that we report the data analysis results. Discussion 
and implications for research and practice are presented 
in the sixth section, followed by identifying limitations and 
providing an outlook for further research.

2  Theoretical foundation

2.1  SH and related literature

Advances in ubiquitous computing have promoted the 
development of SH systems. This fact and the reality 
that technological innovations are making smart devices 
cheaper and more available have given a boost to the IoT 
trend [9]. The SH as a result of this trend unites a multitude 
of devices from the IoT-area in itself. SH technology is the 
application of IoT-technology in the residential environ-
ment [3]. There is no uniform definition for the term SH, 
but rather the definition is based on the respective appli-
cation. According to Aldrich [10, p. 17] a SH can be defined 
as “[…] a residence equipped with computing and infor-
mation technology which anticipates and responds to the 
needs of the occupants […].” By the extension “smart or 
intelligent”, the system (the “house” in our case), is able to 
give tailored assistance for the users [11]. In this study we 
define SH according to [12] as a residence “equipped with a 
high-tech network, linking sensors and domestic devices, 
appliances and features that can be remotely monitored, 
accessed or controlled, and provide services that respond 
to the needs of its inhabitants”. These advanced user assis-
tance systems help inhabitants to fulfil different tasks and 
provide (intelligent) assistance [13]. Essentially, these SH 
devices provide services in three areas: security, energy 
management, healthcare and lifestyle support [12].

The number of application areas in the SH context, as 
well as the vast amount of elements working together in 
a SH raises users privacy concerns. Because users know 
about the value of their personal data, they have an 
increased concern for privacy invasion and data misuse. 
Past research about SH and the usage of their services 
marked the importance on the awareness of privacy 
concerns, sometime linked to security issues (e.g., [14, 
15]). Studies explored, for example, importance of a safe 
usage of personal health data from the users [16]. From 
a more technical perspective, other researchers propose 
web services in order to raise SH user’s privacy [17], 
encryption methods for preserving SH data privacy [18] 
or gateway architectures enhance users` privacy [19]. 
Other studies explored privacy hazards directly con-
nected to the usage of an IoT based SH because of the 
networks between mobile devices of the users and SH 
infrastructure, like doors or windows (e.g., [2]).

2.2  Privacy and technology acceptance

As described before, complexity of privacy is a rel-
evant aspect in a SH context and is also presented as 
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a potential barrier for SH usage [20]. Due to the rapid 
technological development and diversity of applica-
tions, there is a need to develop increasingly precise 
models for measuring information privacy concerns [21]. 
The most prominent models in current research litera-
ture are the Concern for Information Privacy (CFIP), the 
Internet Users’ Information Privacy Concerns (IUIPC) and 
the Mobile Users’ Information Privacy Concerns (MUIPC) 
model, which serve as one of two theoretical pillars for 
our research model.

Since the Internet offers a multitude of possibilities for 
collecting, evaluating and storing various user data, [22] 
developed the IUIPC on the basis of the CFIP proposed 
by [23] for the online context. The expansion of the Inter-
net and related technologies has implications for the pri-
vacy concerns of users. The possibilities offered by the 
Internet allow users to control what information is stored 
in the databases of companies [22]. On the other hand, 
users can no longer perceive exactly when and by whom 
data is collected as in an offline context. The MUIPC was 
developed by [24] with the purpose to measure privacy 
concerns in the context of mobile applications. Like the 
IUIPC, the MUIPC is based on the CFIP. The model MUIPC 
measures the privacy concerns of mobile users based 
on the following three dimensions: perceived intrusion, 
perceived surveillance, and secondary use of personal 
information [24]. Following [25], mobile devices differ 
from other technologies because of the usage of envi-
ronmental sensors, like integrated cameras. These sen-
sors have the advantage to enhance mobile users’ tasks, 
but raises privacy concerns on the other hand.

The literature points to a considerable research inter-
est in topics related to online privacy. The different 
measurement models were often combined with some 
consumer behavior models to investigate the influence 
of privacy concerns on the behavior of individuals (e.g., 
[26]). In particular, the TAM and the TPB were extensively 
used to examine the influence of privacy concerns on 
behavioral intention and were used as a second theoreti-
cal pillar in this study of SH usage and privacy concerns. 
The TAM was developed by [27] to explain and predict 
the use of information systems by individuals. The under-
lying assumption of the model is that the characteristics 
and capabilities of a technology influence the motiva-
tion to use it. This motivation, in turn, can be used to 
predict the use of the technology [28]. The model origi-
nally consisted of three factors: perceived usefulness 
(PU), perceived ease of use (PEOU) and attitude (A). The 
final version of the TAM by [29] the attitude factor was 
discarded and replaced by behavioral intention as proxy 
for actual use. The TAM is used both in its original form 
and often in combination with other models such as the 
TPB. Research shows that the integrated use of TAM and 

TPB increases the explanatory and predictive power on 
the intention to use information systems [30].

The TPB was developed by [31], by means of this model 
the constructs attitude, subjective norm and perceived 
behavioral control (PBC) and their influence on behavio-
ral intention are investigated. Compared to the theory of 
reasoned action (TRA) [32], it has a further determinant 
of behavioral intention, which is PBC. This variable exam-
ines an individual’s perception of whether performing a 
behavior is easy or difficult based on internal and external 
limitations [31]. Moreover, it is the degree over which indi-
viduals have limited volitional control over their behavior 
[30]. The attitude represents an evaluation of an individual 
towards a behavior as favorable or unfavorable regarding 
the consequences of the behavior [30]. The social pressure 
to perform or not to perform a specific behavior is repre-
sented by the variable subjective norm [30].

3  Hypothesis generation and research 
model

The proposed research model aims to examine the way 
privacy concerns influence the use of SH devices. The 
basic premise is that the more users see their privacy 
endangered, the lower the intention to use SH devices. 
It is essential for companies to understand what factors 
lead individuals to consider the use of their products or 
what hinders individuals to use products and services. 
Because with this knowledge they can adapt to customer 
needs. To study the acceptance of complex IS that are dif-
ferent from conventional IT, [33] propose to include TPB to 
provide a more comprehensive theoretical perspective of 
user acceptance. This extension is supposed to provide a 
higher explanatory power to understand the adoption of 
SH devices. [34] support this hypothesis as they state that 
the TPB outperforms other acceptance models in the con-
text of technology adoption decisions in the household. 
Figure 1 depicts our research model.

The construct of PU is defined as an individual’s belief 
that the use of a technology increases one’s own perfor-
mance [27]. The TAM model generally identifies the PU of 
a technology as a mediator in the relationship between 
external variables such as beliefs and perceptions, and 
intentions [35]. Therefore, beliefs are the information an 
individual has about some object [31]. Thus, the privacy 
concerns can be interpreted as beliefs about the aware-
ness of a SH service. This leads to the assumption that the 
PU might be influenced by beliefs about privacy concerns 
of the respective SH service [35]. Regarding this, the usage 
of a SH service could cause that a user perceives a high 
level of intrusiveness by providing personal information. If 
the user does not believe that the SH service is private, the 
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individual may be less prepared to recognize the useful-
ness of the service or technology [36]. According to [27], 
individuals with a high degree of privacy concerns are 
expected to have a psychological burden that negatively 
affects their belief in utility. Hence, it is hypothesized that 
the PU influences the intention to use SH devices—with 
the perceived privacy concerns as its precursor.

H1 Privacy concerns are negatively associated with the 
perceived usefulness of SH devices.

PU originally referred to productivity, performance and 
effectiveness perceived using the respective technology 
[27]. Many studies on technology acceptance showed that 
the perceptions of usefulness have a direct positive influ-
ence on intentions to use a technology in the course of 
various environments and different influencing factors 
(e.g., [37]). Reasons that motivate individuals to use SH sys-
tems are support in daily tasks and routines, the creation 
of security, increased energy efficiency or entertainment. 
In general, the systems can be seen as support for enhanc-
ing effectiveness and efficiency. Therefore, we propose the 
following hypothesis:

H2 Perceived usefulness is positively associated with the 
intention to use SH devices.

The TPB explains behavioral intention as the most 
important determinant of individuals’ behavior. It involves 
situations in which one does not have complete control 
over one’s own behavior and uses the construct of PBC 
for this purpose. The influence of privacy concerns on the 

dimensions of PBC has not yet been the subject to scien-
tific research. PBC is defined as an individual’s behavior 
over which people have limited volitional control [31]. In 
particular, PBC represents internal and external limitations 
when performing certain activities [5]. Therefore, it is sup-
posed that privacy concerns have an impact on the inter-
nal limitations a potential user encounters while deciding 
whether to adapt SH technology.

H3 Privacy concerns are negatively associated with the 
perceived behavioral control.

Several empirical studies have found a relationship 
between PBC and intention (e.g., [5]). [38] found that PBC 
was positively related to the behavioral intention in terms 
of IT usage. Furthermore, research showed that PBC has a 
positive influence on the use of mobile data services [38]. 
[39] applied the TPB on smart meter adoption and found 
evidence for a positive relationship between PBC and 
intention to use. In this study, PBC refers to the percep-
tion of a potential user about the difficulty and barriers 
in adopting SH devices. As mentioned by [40], it can be 
assumed that higher users’ beliefs about their ability to 
interact with SH devices and the absence of barriers to use 
this technology, leads to a greater control over the use of 
SH devices. Thus, we propose the following hypothesis:

H4 Perceived behavioral control is positively associated 
with the intention to use SH devices.

In early stages of diffusion of technologies, people lack 
information to decide whether or not to adapt them. As 
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Fig. 1  Operational model of hypotheses
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a consequence, the adoption decision of a potential user 
may be influenced by others’ opinions within his/her social 
system [41]. This social element of the decision on technol-
ogy acceptance is mapped in the TPB via the construct 
“subjective norm” [32]. Subjective norm refers to a person’s 
assessment on how people important to him/her relate 
to the question of whether he/she should carry out the 
behavior in question [32]. Since people tend to surround 
themselves with people who share similar views, it is 
assumed that with a higher level of concerns about infor-
mation privacy of a potential user, people around them are 
more likely to reject the acceptance of SH devices. Conse-
quently, we propose the following hypothesis:

H5 Privacy concerns are negatively associated with sub-
jective norms.

The more an individual perceives that their significant 
individuals support the behavior in question, the greater 
the motivation to meet their expectations. Acting accord-
ing to the expectations of how others expect one to 
behave is known as the perceived prevalence effect [42]. 
Consequently, it can be presumed that the attitudes of 
affiliated people towards SH devices have an influence on 
the individual’s intention to use them. Therefore, we pro-
pose the following hypothesis:

H6 Subjective norms are positively associated with the 
intention to use SH devices.

A common definition for information privacy is “one’s 
ability to control information about oneself” [21]. With the 
advancement of digital technologies, it becomes more dif-
ficult to guarantee this ability. Especially in the context of 
SH, in which a vast amount of data is needed to perform 
adequately to users’ expectations, there is a high potential 
for violation of privacy. Thus, SH services are perceived to 
be risky, which in turn creates information privacy con-
cerns. In this context, privacy concerns represent an indi-
viduals’ generalized concerns about how organizations 
collect, store, and use personal information. Numerous 
studies have handled the construct of privacy concerns 
as an antecedent to different behavior related aspects, e.g., 
the willingness to disclose personal information and inten-
tion to transact. The negative effect of privacy concerns 
on the intention to use has been empirically proven in a 
large number of empirical studies and a variety of topics, 
e.g., e-commerce [43] and health wearable devices [44]. 
If users get worried not to be able to control information 
about themselves, they will ensure that the risk of inva-
sion of privacy is minimized. With regard to SH devices it 
could lead to individuals avoiding the use of SH devices. 
Therefore, the following hypothesis is proposed:

H7 Privacy concerns have a negative impact on the inten-
tion to use SH devices.

4  Research methods

4.1  Research design and data collection

Given the research goals, we chose to use an anonymous 
self‐reported survey for data collection. Participation was 
voluntary and the participants were guaranteed anonym-
ity. Furthermore, we used multivariate analysis methods to 
test the underlying model statistically, which is proposed 
by other researchers as a well-accepted approach [45]. As 
mentioned by [45], a substantial volume of IS research 
has used studies that involve self‐reported behaviors, in 
different contexts (e.g., [46]). Furthermore, non-proba-
bilistic sampling was used for data collection. This type 
of sampling is used when it is difficult to find a sample 
based on pure chance [47]. In this case it is used due to 
lack of information about the population, in order to 
select a representative sample. The survey questionnaire 
was distributed via social media platforms, e.g., Facebook, 
Xing, and LinkedIn in order to recruit participants through 
announcements. No monetary or comparable incentive 
was given to answer the survey. The posting provided a 
cover letter, which stated the objective of the study and 
also included the link to the survey questionnaire as well 
as the explanation of the data handling procedure. The 
time needed to complete the questionnaire was indicated 
as 5–8 min. As the group of potential SH users is not lim-
ited by obvious reasons due to the diversity of the technol-
ogy, we have not excluded any groups from the sample. 
Therefore we included both, current users and people 
who reject SH in the survey. A total of 236 responses were 
collected. Out of these 236 respondents, 49 participants 
(21%) did not finish the survey and thus, the results could 
not be used and the data was removed from the data set. 
Consequently, n = 187 results (79%) of the questionnaires 
could be used for our analysis. The gender distribution of 
the sample was 100 males and 79 females, and 8 partici-
pants did not provide any information. Age, Income, Edu-
cation, and branch of industry details for the sample are 
reported in Table 1.

In the first part of the questionnaire, participants were 
asked to respond to the privacy items according to their 
subjective perceptions in the context of using SH devices. 
Therefore, the 3 dimensions of the MUIPC, namely, per-
ceived surveillance, perceived intrusion, and second-
ary use of information, 1 dimension of IUIPC, namely, 
awareness of privacy practices, 2 dimensions of the TAM, 
namely, PU intention to use, and 1 dimension of the TPB, 
namely, subjective norms were measured using a 5‐point 
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rating scale, which ranged from 1 “strongly disagree” to 
5 “strongly agree”. Online Appendix S1 provides the full 
details of the items and questions.

Because the data were self‐reported, we used several 
approaches to prevent common method bias [a.k.a., 
common method variance (CMV)] ex ante in the research 
design stage (e.g., counterbalancing the order of the ques-
tions, presenting the survey items in a random manner, 
and adapting the measurement items for the independ-
ent and dependent constructs from different previously 

validated studies) and ex post after the research has been 
conducted. Given our care in survey design and based 
on our analysis, CMV in our model is not likely (compare 
Online Appendix C).

4.2  Operationalization of variables 
and measurement

For our survey instrument, we adapted items from exist-
ing research literature for all latent constructs wherever 
possible. Before we started with the survey, we conducted 
a comprehensive preliminary analysis. We adapted items 
from most closely related scale and changed the wording 
to fit into the context of SH. In a first step, we employed 
a panel of four experts (two professors and two doctoral 
students) to evaluate the questions. To ensure that the 
questions (indicators) reflected the intent of the study, 
we provided the panel with the indicators for the purpose 
intended. Their comments on the questions (e.g. on the 
clarity/phrasing, the ordering, and the appropriateness 
of the indicators) were then compiled and evaluated. 
This process to increase content validity led to refine-
ment of the items, including dropping a few indicators 
and rephrasing [minor grammatical changes were made 
for the scales from the TPB and the TAM (Table A1)] and 
therefore also increase the clarity and conciseness of the 
survey questions.

After examining the relationship between each con-
struct and each associated indicator in our research 
model, we found that the overall constructs to be reflec-
tive because of the covariation among the indicators, the 
direction of the causality, the interchangeability of the 
indicators as well as the nomological net of the constructs, 
which should not vary [48]. According to [24], the structure 
of the MUIPC is represented more concise as a hierarchical 
component model than as a first-order model. Following 
these arguments, we conceptualize MUIPC as a second-
order (hierarchical component model) because it is sub-
stantively meaningful, theoretically sound, operationally 
convenient, and empirically justified. “This higher‐order 
abstraction is justified because if all items are bundled 
together, the explanation of the resultant construct is 
incomplete (…) and the contributions of various content 
domains to the final scale score will not be known (…)” 
[52]. Overall, the approach chosen here reduces the com-
plexity of the model and leads to more parsimony, which 
makes it easier to grasp [49]. By enabling the collection of 
complex concepts in comparatively simple abstractions, 
multidimensional higher-order constructs, such as sec-
ond‐order constructs, provide opportunities for advancing 
research [50] and increase the realism of empirical models 
[51].

Table 1  Sample demographics

The demographic data did not have to be completed when 
responding to the survey. The respondents were explicitly informed 
that the information was voluntary and that no demographic infor-
mation had to be provided. Therefore, the category “No indication” 
includes those participants who did not wish to provide informa-
tion on this category

Measure Items Frequency

Age < 17 1
18–24 25
25–39 104
40–59 49
60–79 8
> 79 0
No indication 0

Income < 1000 € 26
1000–3000 € 69
3000–5000 € 30
> 5000 € 25
No indication 37

Education High school or equivalent 10
Final secondary-school exam 42
Bachelor 42
Apprentice 1
Master/magister 47
Diploma 32
Ph.D. 12
Professor 1
No indication 0

Branch of industry Healthcare 18
Education 18
Social sector 2
Financial concerns 17
Craft 3
Manufacturing 14
Civil service 6
Administration 3
IT 67
Trading 15
Other 24
No indication 0



Vol.:(0123456789)

SN Applied Sciences (2020) 2:247 | https://doi.org/10.1007/s42452-020-2025-8 Research Article

5  Data analysis and results

We applied partial least squares structural equation mod-
elling (PLS‐SEM) to analyze our empirical data. As men-
tioned by [52] the use of PLS-SEM has increased exponen-
tially in a variety of disciplines. Depending on the objective 
of the respective researchers, PLS path modeling can be 
used either for explanation or prediction purposes [56]. 
Our analysis focuses on explanatory/confirmatory mod-
eling. We have therefore used the proposed PLS approach, 
which offers a broad flexibility and scope for theory and 
practice [53]. In contrast to maximum likelihood (ML)-
based covariance-based SEM approaches, the evaluation 
of the structural and measurement model in PLS-SEM is 
based on a number of nonparametric evaluation criteria 
[49, 52] and PLS-SEM is more suitable for unestablished 
models or preliminary model building [66]. The use of 
PLS‐SEM has several advantages, e.g., when sample sizes 
are small, with less normalized data, or when complex 
models with many items and relationships are estimated 
[49]. Furthermore, it permits simultaneous testing of the 
measurement model and the estimation of the structural 

model [24] and provides a broad scope and flexibility for 
practice and theory [53]. Measurement validation and 
model testing were conducted using a two-step approach 
with the SmartPLS/-Version 3.2.8 software [54]. The two-
step approach involves the structural model and a sepa-
rate assessment of the measurement models [49]. To ana-
lyze the reflective–reflective hierarchical latent construct 
“privacy concerns”, we applied the repeated indicator 
approach. The advantage of this approach is that it consid-
ers both the higher and lower-order components as well 
as the entire nomological network. Instead of estimating 
all the dimensions individually, this approach allows esti-
mating all constructs simultaneously [55]. Before testing 
the hypotheses, we evaluated the validity and reliability 
of the construct measures. As reliability is a necessary 
condition for validity, this aspect was examined first. To 
ensure indicator reliability, we examined the loadings of 
each indicator relative to their respective underlying con-
struct (compare Table B.1. and B.2.). In our study, we found 
that all the outer loadings of the reflective constructs are 
significant (min. T-value 13.742–max. T-value 112.726) and 
well above the threshold value of 0.70 (Table 2).

Table 2  Results of the measurement assessment

Construct Construct indica-
tor

Convergent validity Internal consistency reli-
ability

Discriminant 
validity

Loadings t-statistics Indicator 
reliability 
(> 0.50)

AVE (> 0.50) Composite 
reliability 
(> 0.70)

Cronbach’s 
alpha 
(> 0.60)

HTMT (confidence 
interval does not 
include 1)

Secondary use of 
personal infor-
mation (SUoP)

SUoPI_1 0.935 72.311 0.874 0.859 0.948 0.918 Yes
SUoPI_2 0.927 52.748 0.859
SUoPI_3 0.919 54.596 0.845

Perceived surveil-
lance (PS)

PS_2 0.917 98.467 0.841 0.753 0.859 0.682  Yes
PS_3 0.816 16.935 0.666

Perceived intru-
sion (PI)

PI_1 0.879 50.081 0.773 0.780 0.914 0.859 Yes
PI_2 0.885 49.795 0.783
PI_3 0.885 48.385 0.783

Awareness of pri-
vacy practices 
(AoPP)

AoPP_1 0.792 14.976 0.627 0.629 0.835 0.705 Yes
AoPP_2 0.851 24.775 0.658
AoPP_3 0.732 13.742 0.534

Perceived useful-
ness (PU)

PU_1 0.809 30.411 0.654 0.797 0.940 0.914 Yes
PU_2 0.915 52.698 0.837
PU_3 0.917 58.011 0.840
PU_4 0.925 64.958 0.856

Perceived behav-
ioral control 
(PBC)

PBC_1 0.930 73.796 0.865 0.816 0.898 0.778 Yes
PBC_2 0.875 25.887 0.766

Subjective norms 
(SN)

SN_1 0.937 71.637 0.878 0.873 0.932 0.855 Yes
SN_2 0.932 63.479 0.869

Intention to use 
(ItU)

ItU_2 0.944 88.727 0.891 0.899 0.947 0.888 Yes
ItU_4 0.953 112.726 0.908
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The item AoPP_3 has the smallest indicator reliability, 
with a value of 0.53 (0.7322), while the indicator ItU_4 
has the highest indicator reliability, with a value of 0.91 
(0.9532). We assessed the reflective measurement models 
with regard to their validity and internal consistency reli-
ability. First, we considered the composite reliability as 
a means of assessing the internal consistency reliability 
(ICR). According to [56], the reliability of each construct 
should be sufficiently high, with values of 0.70 or more. 
In our case, the values of all the reflective constructs 
are above the threshold value (Table 2). Furthermore, 
we assessed convergent validity using the following 
the criteria: (1) significant factor loadings at p < 0.01 
(see Table 2) and (2) average variance extracted (AVE) 
values above 0.50. The AVE values for all the reflective 
constructs are well above the required minimum level 
of 0.50. Thus, the measures of the reflective constructs 
have high levels of convergent validity (Table 2). Next, 
we checked for discriminant validity because if discri-
minant validity is not established, “constructs have an 
influence on the variation of more than just the observed 
variables to which they are theoretically related” and, 
thus, “researchers cannot be certain results confirming 
hypothesized structural paths are real or whether they 
are a result of statistical discrepancies” [57]. In our study, 
discriminant validity is determined on the basis of the 
heterotrait-monotrait ratio of correlations (HTMT) [56]. 
The HTMT should be less than one to clearly discrimi-
nate between two or more factors [56]. The values for 

all the constructs in our model except the second-order 
constructs range from 0.102 to 0.829. Thus, the HTMT 
show evidence of discriminant validity [56] and we con-
clude that discriminant validity has been established. 
Regarding second-order constructs, discriminant valid-
ity is not necessarily a requirement because all the lower 
constructs are assumed to belong to one overarching 
concept.

The PLS-SEM path coefficient estimates from the two-
stage approach and their significance. This analysis pro-
duced estimates of both the explained variance and path 
coefficients, which are shown in Fig. 2. As shown by the 
PLS results, all seven hypotheses (H1–H7) were found to 
be significant. The intention to use SH devices  (R2 = 0.532) 
is predicted by perceived usefulness, perceived behavioral 
control, subjective norms, and privacy concerns.

To further assess the quality and robustness of our 
results, we checked to ensure the effect sizes were strong 
and had predictive relevance. The effect size  f2 is, in addi-
tion to the values of the path coefficients another measure 
of the substantial effect of exogenous latent variables on 
the latent endogenous variable and is calculated accord-
ing to [58], to check for practical significance. Table D.1 
summarizes this analysis and indicates that the supported 
relationships range from small to large effect sizes. Consid-
ering the predictive relevance, the present results of the 
blindfolding consistently show values in the range 0.016 to 
0.595 (see Table D.2.). Thus it is concluded that predictive 
relevance is given for all endogenous constructs.

Note: * p < 0.05, ** p < 0.01, *** p < 0.001

Privacy Concerns

Secondary Use of
Personal Information

SUoPI

Privacy Concerns
PC

Perceived 
Usefulness

PU

Perceived
Surveillance

PS

Perceived Intrusion
PI

Awareness of
Privacy Practices

AoPP

Intention to 
Use
ItU

R² = 0.532

Perceived 
Behavioral 

Control
PBC

Subjective 
Norms
SN

-0.132***

Fig. 2  Overview of the findings: partial least squares results for the structural model
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6  Discussion

6.1  Implications and recommendations for research 
and practice

Our research aims to shed light on the phenomenon 
how privacy concerns, as reflected by its dimension of 
secondary use of personal Information, perceived sur-
veillance, perceived Intrusion, and awareness of privacy 
practices, is linked to the intention to use SH devices. 
Privacy is one of the six different risk types in the context 
of technology-based innovations, in addition to func-
tional, financial, temporal, psychological, content and 
social risks [59] and is viewed as a significant challenge 
for organizations in the context of SH usage and in par-
ticular in the area of service strategies. SH assistance as a 
specific capability of intelligent systems co-create value 
by the customers and providers via connected systems 
and machine intelligence [60]. As mentioned by [61] in 
addition to the service offered by the technology itself, 
the interaction between provider and customer is neces-
sary. Therefore, we address a substantial research inves-
tigation of privacy aspects in IoT, which is mentioned 
by [6] and [13] and whose relevance is particularly men-
tioned in the smart service context, e.g., by [61].

Our research contributes to theory by identifying 
relevant constructs of information privacy, which are 
important for the acceptance of such user assistance 
systems. The evaluation of results shows that the devel-
oped research model is a meaningful instrument for 
the investigation influence of user privacy concerns’ on 
behavioral intention to use SH systems. The empirical 
results have proven a good explanatory power for the 
proposed research model. IUIPC, MUIPC, TAM and TPB 
are suitable models as underlying theoretical pillars to 
measure privacy concerns in a SH-specific context. Our 
research expands the academic knowledge about MUIPC 
by testing the MUIPC in a SH-specific context, following 
the suggestion for further empirical tests of the MUIPC 
by [24]. Dealing adequately with privacy concerns, 
among other factors that are already known, is essential 
for the adoption and usage of SH services. To best of our 
knowledge, such an empirically grounded and theoreti-
cally informed understanding has been absent from the 
existing research and practice discourses. In our study 
we were able to confirm a negative influence of privacy 
concerns on the intention of use. Since SH services are 
characterized by the interaction of providers and cus-
tomers to deliver value, our findings are significant. This 
cooperation in creating values can lead to a continu-
ously adjustment according to the customers individual 
changing needs [60]. In order to support customers with 

SH services and thus also realize new business models, 
it is indispensable to understand and take into account 
the antecedents of the intention of use, especially the 
obstacles such as privacy concerns.

On the other hand, this study provides useful mana-
gerial implications for decision-making of SH device 
manufacturers. We elaborated the influence of different 
variables (e.g., privacy concerns, PU, PBC, and SN) on the 
decision to use SH technology. Having empirically proven 
the relevance of these factors, they can now be targeted 
by the industry to increase adoption rates. The realization, 
that privacy concerns have a negative direct influence on 
the decision to use intelligent systems in the home is of 
great importance to industry. This allows resources to be 
focused on addressing the key factors of decision making 
directly, namely PU, PBC and SN. Furthermore, practition-
ers can use our study as a starting point for further discus-
sions about the design and the features of successful and 
well-accepted SH devices in order to better meet custom-
ers’ requirements. To the extent that the privacy concerns 
is an important factor influencing the behavioral intention 
to use SH systems, it is also important for service provider 
that these privacy concerns reduces the perceived useful-
ness of these systems and users’ perceived behavioral con-
trol. It follows that additional incentives around perceived 
benefits (e.g., more functions or customized features) must 
be accompanied by a limited collection of sensitive infor-
mation in order to reduce the perceived risk of disclosure 
of information by the user in order to mitigate users’ pri-
vacy concerns.

Finally, we provide implications for SH privacy from a 
regulatory perspective. Several regulatory compliances 
and government regulations have been established to 
address the growing threats to privacy and security. For 
instance, the European Union has implemented the Gen-
eral Data Protection Regulation (GDPR) requiring measures 
to protect citizens within the EU [62]. From the practical 
perspective (i.e., considering government regulations), SH 
provider should react to users’ privacy concerns to comply 
with government regulations such as the GDPR to avoid 
any legal complications through the use of SH devices 
and the associated personal data. Future research should 
investigate whether regulatory initiatives, such as GDPR, 
also create greater trust (e.g., through the unified transpar-
ency of data protection for SH solutions) among users in 
the protection of their personal data and whether these 
initiatives reduce concerns about the use of SH devices. 
Nevertheless, even if the government regulations have 
been established to address the growing threats to privacy 
and security government regulators and privacy advocate 
should not tar privacy concerns in user assistant services 
such as SH services with a broad brush. While the basic 
protection is provided by the GDPR, these government 
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regulations are not suited for ensuring that each user of 
intelligent systems (e.g., SH systems) is able to choose 
the level or privacy that he or she desires. With the rapid 
advancement of intelligent systems and the challenge to 
support individuals with adequate assistance functionali-
ties (e.g., SH services), such a “one-size-fits-all” approach 
to assure privacy is unable to accurately or quickly meet 
the interest of a broad group of users or each individual. 
By contrast, a dynamic approach that assures control over 
the technological functionalities and personal data in the 
hands of SH users seems more attractive and will positively 
influence the willingness to use these intelligent systems 
and the corresponding assistants like SH assistants. Fur-
thermore, both decreased risk and increased user control 
can be managed by individual regulations and policies, 
and they both affect the perceived privacy.

SH services providers must develop improved devices 
with user-friendly interfaces to prevent privacy concerns 
of the users. We argue that government regulations and 
rules such as the GDPR are relevant, but a technology-
based solution to control personal information while using 
SH would be more flexible to customers changing needs.

6.2  Limitations and future research directions

Although our study opens possibilities for future research, 
it is subject to the following limitations. Firstly, the model 
is restricted to the chosen theoretical founded anteced-
ents of the behavioral intention to use SH devices. Fur-
ther research should test other influencing factors like, e.g., 
technology readiness. Secondly, another limitation con-
cerns cultural differences. Privacy is especially interesting 
for cross-cultural investigations, because of, e.g., different 
legal environments [63]. In their empirical work on cross-
cultural differences in risk perception, [64] have found a 
significant influence of culture on the perception of risk. 
Consequently, the customers’ acceptance of SH services 
might be affected by culture resulting in a limited transfer-
ability of the findings to other cultures and nationalities. 
We argue for an extension of this study across different 
cultural settings. Another limitation lays in the complex 
nature of examinations of SH device acceptance. The 
objective of this paper was to investigate the influence of 
privacy concerns on the acceptance of SH technology as 
a holistic approach. Differences between distinct compo-
nents of SH devices with varying functions and risks have 
not been investigated. [65] showed a strong impact on 
acceptance of SH medical technologies. Therefore, results 
of this study have to be considered as a general approach 
to the topic of SH devices. In order to examine differences 
between different technologies and application areas of 
SH devices in more detail, it is of interest to consider them 
separately.

7  Conclusions

We assessed the influence of privacy concerns on the 
acceptance of SH devices. We proposed a model based 
on MUIPC, IUIPC, TBP and TAM to better represent critical 
factors influencing the intention to use SH devices. Sec-
ondary use of information, perceived surveillance, per-
ceived intrusion and awareness of privacy practices were 
identified as essential elements for representing infor-
mation privacy concerns. New technological options as 
SH applications can have numerous advantages but also 
challenges like privacy concerns. It is crucial for academ-
ics and practitioners to understand both. Our study pro-
vides a first step in this process.
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