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Abstract
This study presents a cost-effective analytical model that is capable of resisting the majority of the lethal threats in WSN. 
The significant contribution of this paper is the inclusion of the temporal factors associated with the message trans-
mission behavior of the sensors that act as a contributory player to retain maximum resource retention and maximum 
security. So the aim of the proposed system develops a cost-effective non-iterative framework that can offer robust, 
secure data aggregation in the presence of threats of unknown nature. The comparative analysis of the proposed system 
shows that it is capable of offering a higher degree of energy efficiency, reduced delay, and reduced computational time 
in contrast to existing models of secure data aggregation. The study outcome shows that proposed system is 45% faster 
with 56% of energy reduction capability than existing approaches.
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1  Introduction

Adoption of remote controlling the device as well as ser-
vice has tremendously increased in the last decades over 
various commercial products. Such monitoring is carried out 
by the deployment of sensors using an exclusive structure 
of a network called Wireless Sensor Network (WSN) [1]. This 
formulates a sophisticated network model in a distributed 
manner equipped with different forms of sensor nodes that 
are dispersed in the area that demands to monitor various 
physical attributes [2]. After the deployments of the sensors 
are achieved, the next step is to collaborate with all the sen-
sors in the form of a network, which leads to a sink node. This 
transmission of the data is carried out in two ways viz. data 
fusion and data aggregation. The data fusion is a mechanism 
where the cluster head node collects all the local data from 
the member node using TDMA and checks for their redun-
dancy level [3]. The filtered and processed fused data is then 

forwarded directly to the sink node (in case of single-hop) 
or the next neighboring cluster head (in case of multiple 
hops). This process is called data aggregation [4]. Hence, 
data aggregation is a mechanism of aggregation of the data 
from the sensors in a collaborative manner and forwarding 
it finally to the sink node. However, in this process, there are 
multiple challenges. The first challenges are to carry out clus-
tering so that better coverage is maintained for maximum 
nodes within a cluster that can sustain longer. Irrespective of 
various clustering mechanism in WSN, energy efficiency, traf-
fic management as well as security is still an open-end prob-
lem. The second challenge, while performing data aggrega-
tion, is the consistent drainage of energy irrespective of any 
efforts. Hence, energy is a scarce resource that is sufficiently 
required to be carried out data aggregation. This problem 
aggravates when security is involved in it. At present, there 
are various secure routing approaches in WSN [5–7], where 
the encryption-based approach is considered as the core 
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security solution. It is to be known that irrespective of the 
availability of some of the strongest encryption techniques, 
they cannot be applied in resource-constrained sensor 
nodes. The availability of the energy as well as different other 
resources, e.g., memory, bandwidth, etc. is highly essential to 
run such complex algorithms while performing data aggre-
gation. Therefore, there have been various research works 
being carried out in existing approaches towards exploring 
the mechanism for secure data aggregation [8, 9]. It has been 
observed that strategies are mainly using MAC protocols or 
use timestamp. It deploys authentication schemes towards 
resisting the denial-of-service attack, replay attack, and Sybil 
attack mostly. The existing secure data aggregation can be 
carried out considering a single aggregator as well as mul-
tiple aggregators. One of the most significant flaws of the 
single aggregation method is that they don’t facilitate vital 
confidentiality and suffers from propagating stale routing 
data. The multiple aggregator methods offer data quality, 
but still, they are found not to provide resource conservation 
while performing data aggregation.

Therefore, there is still an extensive scope of evolving 
up with a new solution to this problem. The proposed 
paper identifies that the inclusion of the temporal param-
eter can significantly boost up the control mechanism of 
the malicious node as well as it can also control the energy 
depletion among the sensor nodes. This paper presents 
an analytical approach for secure data aggregation in the 
presence of uncertain adversaries in WSN and is meant for 
balancing the energy needs too.

The potential points as well as novel features of the 
proposed system are (i) inclusion of temporal param-
eters which is meant for direct control over the topol-
ogy towards supporting encryption, (ii) inclusion of on-
demand clustering unlike any existing approaches, (iii) 
performing light-weight encryption while routing. The 
advantages of results are (i) proposed system offers 56% 
of energy saving, (ii) 47% reduction in delay, and (iii) 45% 
faster processing time compared to existing security 
approaches. The organization of the paper is as follows: 
Sect. 2 discusses the existing research work towards secure 
data aggregation while Sect. 3 briefs of research problems. 
The highlight of the proposed methodology is briefed in 
Sect. 4, followed by a discussion of algorithm implementa-
tion in Sect. 5. Result discussion is carried out in Section 
VI while concluding remarks about the contribution are 
highlighted in conclusion Sect. 6.

2 � Related work

This section discusses existing approaches and techniques, 
which are associated with the secure data transmission in 
the wireless sensor network. The work carried out by Guo 

et al. [10] has presented a security approach towards the 
physical layer over the wireless network, which is equally 
applicable to the sensory application. The authors have 
used beamforming mechanisms along with source decod-
ing here; certain jammers are used to act as an impedi-
ment towards eavesdropper by forwarding artificial noise. 
The study claims a higher secrecy rate. A similar mecha-
nism of stopping eavesdropping is also carried out by 
Wang et al. [11], where game theory logic has been used. 
The work carried out by Tian et al. [12] has used a cross-
layer based scheme to construct a secrecy model for better 
data security using an optimization approach. The work 
carried out by Huang et al. [13] has used a conventional 
mechanism of intrusion detection system considering 
mobility factor over sensory application. The authors have 
developed a mobility pattern with the aid of an elastic col-
lision model, which is mainly about capturing the essential 
information about the intruders. Deng et al. [14] have used 
a stochastic geometry to offer the security of the physical 
layers associated with sensory applications. According to 
the study, two different scenarios have been formulated 
where sensors of active form forward the message to the 
access point. In contrast, the access point further trans-
mits it to the base station. The study outcome shows that 
if the access points are maximized, then the mean rate of 
secrecy minimizes.

The study carried out by Zhu et al. [15] has presented a 
unique security mode where the focus of security was in 
physical layers. This study carries out a discussion of the 
issues and challenges associated with the security factor of 
WSN as well as energy-related problems too. Another fre-
quently used approach of data security in a wireless sen-
sor network is trust. The study carried out by Liu et al. [16] 
has presented a trust-based solution to resist blackhole 
attack in the sensor network. According to the study, the 
system generates the identification information about the 
adversary based on the energy factor of the hotspots. The 
analysis was carried out using experimental and theoreti-
cal aspects. The work carried out by Kim and An [17] has 
presented the use of the public key encryption to offer 
data security while performing transmission. The author 
has presented a distributed scheme where the control 
message is subjected to various processing for resisting 
jamming attacks in the sensor network. Kong et al. [18] 
have a unique key generation technique to secure com-
munication in a wireless sensor network. The security 
modeling was carried out over the physical layer using 
network coding. The presented concepts make use of the 
multipath channels to improve the secure data transmis-
sion where the secret key is yielded based on the impulse 
response of the communication channel.

The authors have presented a quantization approach 
with adaptive nature to enhance the secrecy. The work 
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carried out by Wang et al. [19] has constructed as a secu-
rity mechanism for resisting threats against the physi-
cal layer, considering the case study of a smart city. The 
authors have implemented Wyner’s model considering the 
mobility factor in the sensory application using probabil-
ity theory. The authors have used Monte-Carlo simulation 
to assess its effectiveness. The work of Zhang et al. [20] 
has presented a trust-based security approach for mod-
eling the intrusion detection system [34]. The authors 
have used a context of dynamic state to develop this trust 
model along with an assessment model for checking the 
legitimacy of the feedback obtained. The adoption of a 
group key has been considered in the work of Porambage 
et al. [21], where multicast protocols have been used for 
secure transmission. The work considering the case study 
of internet-of-things has developed a group key protocol 
for devices that has a shortage of resources with a target 
of improving the security and scalability factor in its data 
transmission performance. Similar approaches towards 
securing the physical layer are witnessed in the work of 
Moara-Nkwe et al. [22], where a unique key generation 
mechanism is presented, which uses the energy and error 
correction mechanism to offer security.

Study towards body area network and securing its sam-
pling mechanism was discussed in the work of Dautov and 
Tsouri [23]. The authors have used an encryption approach 
of the compressed data, primarily focusing on the physi-
cal layer. The technique offers independence from using 
different encryption and also reduces resource depend-
encies much. The work of Biswas et al. [24] has used a 
Chaotic map to improve the encryption operation where 
public-key encryption is used for authenticating the com-
municating sensors. The study also harnesses the potential 
of evolutionary computing to enhance the operation of 
encryption associated with the sensor nodes. The work 
carried out by Zou and Wang [25] have presented a work 
towards the identification of an eavesdropping attack. 
According to this logic, the data transmission is permissi-
ble by the sensor node, which is chosen based on a higher 
secrecy rate. The work carried out by Lee et al. [26] have 
established a relationship between energy and security in 
wireless sensor network, which mainly emphasis on data 
integrity. The study evaluates that it can successfully con-
trol the energy efficiency. The work of Wu et al. [27] has 
developed a model which is claimed to offer resistance 
from complicated attacks. The idea of this work is mainly to 
check the feasibility of identifying uncommon and uncer-
tain forms of attacks in the wireless sensor network. The 
adoption of the chaotic theory was considered in the work 
of Tayebi et al. [28], where direct sequence spread spec-
trum is used for offering privacy in communication over 
wireless networks. The work of Zhang et al. [29] have pre-
sented a logic of scheduling and associated them with the 

security scheme in a wireless sensor network. The study 
has showcased that the scheduling of sleep and awake 
states can significantly contribute towards the security 
scheme as well as energy efficiency together. The idea of 
this study was also to promote lesser use of encryption 
approaches using graph theory.

Therefore, the drawbacks of each technique are as fol-
low: (1) Adoption of complicated concept like game theory 
can be used for mitigating adversaries with complex pat-
terns; however, they still cannot be mapped for dynamic 
adversaries. (2) Layer-based approaches are too specific 
towards securing attacks. Although, cross-layer based 
scheme offers flexibility but still they are made specific to 
attack. (3) Majority of the other schemes are made to resist 
one kind of attacks only. (4) Adoption of probability mod-
elling is a good attempt but they are not meant for resist-
ing the adversaries when they dynamically change their 
attack strategy. (5) None of the work actually offers resist-
ance to adversaries if they have newly joined the network.

Therefore, various research works are being carried out 
towards secure data aggregation in a wireless sensor net-
work with different forms of approaches. However, these 
works have some evident advantages as well as an evident 
limitation, which is briefed in the next section.

3 � Research problem

Irrespective of different forms of available approaches 
towards data aggregation in existing approaches, there are 
specific sets of open-end problems that are required to be 
addressed. Following are the identified research problems:

•	 Biased Security on Layers: Usually, an attacker intrudes 
or attempts to compromise the network using the 
routing protocol, which runs on the network layer, and 
its execution is carried out by the transport layer. The 
physical layer is the last option, where the attacker 
intruders. A closer look into the existing approaches 
of secure data aggregation shows that much work is 
carried out towards securing the physical layer and 
not the network or transport layer. Hence, existing 
approaches offers biased importance to the layers of 
operation when it comes to secure data aggregation 
in the wireless sensor network.

•	 Improvement required in scheduling: There are few 
scheduling approaches where it was proven helpful to 
offer security. However, they are more emphasized over 
data transmission, ignoring the dynamic environment 
and its challenging topology. An existing scheduling 
approach performs scheduling of data transmission. 
After the decision is taken, there is no second chance 
to look if the schedule path is compromised or about to 
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be compromised. Hence, stale information is included 
while performing a schedule.

•	 Usage of complex encryption mechanism: It is found that 
the existing system makes use of two forms of encryp-
tion approach. The first form of approach makes use of 
either a very complex encryption approach while mak-
ing the system practically impossible to work in a real-
time environment. The second form of approach makes 
use of a very simplified encryption method which can 
hardly withstand complex form of attack. No approach 
is tailored to sustain a complex and uncertain form of 
intrusion in the wireless sensor network.

•	 Lack of Temporal approach inclusion: The existing sys-
tem has found lacking any adoption of time-based fea-
tures, which is extremely important. When the existing 
solution of security is busy is safeguarding one node, 
the attack possibly takes place on other parts of the 
topology. The attack could happen to any node which 
has recently been authenticated. Hence, such authen-
tication measures are not fruitful in case of dynamic 
attacks.

•	 Iterative and Similar form of resource conservation plans: 
Existing approaches claim to offer resource efficiency 
while performing security implementation, but while 
claiming its outcome fruitful, there is no evidence of 
how it reduces energy consumption. Apart from this, 
there is a need for a proper non-iterative method that 
can reduce energy consumption to a greater extent, 
which is also found missing in the existing literature.

Therefore, the problem statement of the proposed 
system will be “To develop a cost-effective non-iterative 
framework that can offer robust, secure data aggregation 
in the presence of threats of unknown nature.” Developing 
such a solution is quite challenging as there is a need to 
balance resource utilization along with effective, secure 
data transmission concurrently. The next section discusses 
the proposed solution.

4 � Research methodology

The prime aim of the proposed solution is to present a 
robust, secure data aggregation scheme for resisting any 
sort of lethal threat that significantly drains the energy of 
sensor nodes. The proposed implementation is carried 
out using a simplified analytical methodology where a 
framework is developed based on the reduced number of 
simulation parameters.

The prime logic of methodology is to use the enhanced 
scheduling mechanism integrated with the public key 
encryption system. The secure routing algorithm during 
data aggregation is designed considering adversarial 

node identification, clustering, distribution of key, and key 
updating. In this multi-tier scheme, agreement of session.

Key will be performed in Tier-1, while data transmission 
is carried out in Tier-2. From Fig. 1, it can be seen that the 
proposed system introduced various temporal param-
eters, which is meant for controlling the entire actions 
associated with data aggregation by the sensor nodes. 
This temporal factor also ensures uniformity in resource 
depletion so that it offers consistency in its performance 
as well as it can also have better control in secrecy. The 
temporal factor is the core backbone of the architecture 
as it is found not to be addressed in the existing system 
as a connection with the security breach. Therefore, the 
proposed modelling introduces temporal parameters like 
message forward allocation, which is responsible for allo-
cating the aggregated data forwarding concerning a spe-
cific time. This parameter will offer more potential value in 
the analysis for investigating the effect of latency caused 
due to adversary. The proposed system will also formulate 
a new data packet that is meant for capturing temporal 
information concerning active and sleep time slots corre-
sponding to the scheduling strategy. An extensive analysis 
is carried out considering various existing protocols in this 
stage of implementation. The prime focus of the imple-
mentation is basically to harness the temporal factors as 
the prime indicators of controls over malicious events and 
introduce a cost-effective encryption mechanism without 
much involvement of reengineering in it. The next section 
elaborates on the algorithm implemented.

5 � Algorithm implementation

The prime intention of the proposed system is to carry out 
a secured transmission of the data in the wireless sensor 
network, considering different cases of vulnerabilities. The 
objective of this algorithm is to offer a higher degree of 
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Fig. 1   Schematic architecture of the proposed system
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secrecy as well as resistivity in communication. The com-
plete operation of this algorithm is classified into two parts 
viz. (i) primary routing and (ii) secondary routing.

5.1 � Primary routing operation

The primary routing algorithm is meant for performing 
data transmission in a highly accountable manner. The 
algorithm takes the input of n (nodes), Tr (transmission 
range), k (number of clusters), ts (time slots), which after 
execution, gives the outcome of smsg (forwarding of sync 
message). The steps of the operation are as follows:

For all the n nodes (Line-1), the algorithm constructs 
an m matrix which has information about all the edges of 
the nodes connected (Line-2). The algorithm constructs 
another super-matrix M which retains all the edge infor-
mation about the neighbouring nodes by shortlisting all 
the nodes residing closer to the transmission range Tr 
(Line-2). The next part of the algorithm is about applying 
a function f1(x), which takes the input arguments of the 
super matrix of adjacent nodes M and h hops from the 
base station to the target node (Line-3). This operation 
finally results in output arguments of cost c and path p 
(Line-3). The operation of f1(x) is about using graph theory 
for performing routing between the source and destina-
tion node with the shortest path based on cost. The term 
cost will mean all the effective resources, e.g., channel 
capacity, memory, energy, etc. required to carry out the 
target transmission. The next part of the implementation 
is about hops where the proposed system emphasizes 
on both single sh and multihop mh. The proposed sys-
tem applies a function f2(x), which performs extraction of 
all the single hops for all the communicating nodes and 

constructs a multihop using the single hop information 
(Line-4). The proposed system also introduces a user-
controlled clustering mechanism considering k number 
of clusters (Line-5). The algorithm then constructs a func-
tion f3(x), which is responsible for obtaining the identity 
ID of the clusters for the available nodes n and clusters 
k (Line-6). The next part of the algorithm is to construct 
another function f4(x) assess if the identity of group GID 
matches with the number of clusters k (Line-7). This opera-
tion leads to the generation of the updated identity of the 
nodes falling within specific clusters (Line-7). Finally, asyn-
chronous message smsg is forwarded to all the respective 
nodes within a cluster. The contribution of this algorithm 
is (i) it generations a complete set of routing as an under-
lying network using graph which facilitates in data trans-
mission, (ii) all the nodes and links are indexed, and the 
indexes are updating during every clustering operation. 
Hence, the network keeps its updated which is essential 
from a security viewpoint, (iii) the complete route estab-
lishment process is very simpler based on cost, and it is 
non-iterative at the same time which has a positive effect 
on the computational complexity control.

5.2 � Secondary routing operation

This part of the algorithm is mainly meant for incorporat-
ing lightweight encryption towards the data transmission, 
considering certain temporal factor. The algorithm takes 
the input of n (nodes) and α (data transmission instance), 
which, after execution, leads to the generation of dfor 
(data forwarded). The steps of the algorithm are as follows:

The algorithm considers certain temporal factors α viz. 
(i) Data transmission duration T1, (ii) Time for forwarding 
synchronize message T2, (iii) Time for forwarding request 
and response message T3, (iv) Time to operate in sleep 
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mode T4, and (v) Time to forward acknowledgment T5. The 
complete operation of this algorithm is to associate the 
temporal factors with the active (T2, T3) and passive mode 
of operation (T4, T5). The computation of the active period 
is determined by multiplying the probability of success-
ful data transmission with the size of the frame. The algo-
rithm randomly initializes the temporal factors α (Line-2) 
with respect to timeslot ts. The next part of the algorithm 
is to construct a function f5(x), which is responsible for 
carrying out encryption over message msg with respect 
to the temporal factor α (Line-3). This operation leads to 
the generation of ciphered message msg. Considering 
all clusters k, the algorithm finds a prioritized message 
from M using a function f6(x), which leads to the explora-
tion of the high urgency hu message (Line-5). The buffer 
b is then increased, considering the size of message size 
(Line-6), which leads to forward the data dfor to the next 
hop. Hence, the algorithm cost-effectively forwards the 
encrypted data with higher scalability towards addressing 
safer communication in a wireless sensor network in many 
resources and efficient manner. The next section discusses 
the results being obtained from the proposed study.

6 � Result analysis

This section discusses the outcome obtained after imple-
menting the proposed algorithm. Referring to the discus-
sion carried out by Gaikwad and Dhage [30], it is stated 
that there are two forms of secure data aggregator model, 
i.e., single aggregator (E1) and multiple aggregators (E2). 
Hence, the proposed system (P1) is compared with exist-
ing aggregator model where the assessment is carried out 
considering a combination of three different frequently 
used security protocol, i.e., Rivest-Shamir Algorithm (S1) 
[31], Advanced Encryption Standard (S2) [32], Secured and 
Efficient Authentication (S3) [33]. The brief of justification 
are as follows:

(i)	 Justification behind Adoption of S1, S2, and S3.

Referring to IEEE Xplore, it is seen that there are 156 
conference paper, 23 journals published discussing the 
adoption of S1 in sensory application. The significance of 
S1 is that it offers simplified sharing of public key and it 
uses factorized prime numbers that is quite challenging 
to crack. On the other hand, adoptions of S2 are found 
in 1167 conference and 179 journals as it supports secu-
rity with hardware acceleration. Similarly, S3 algorithm is 
found to be cited by 143 researchers till date in last 5 years. 
This algorithm uses certificate based DTLS handshaking 
mechanism which is claimed to be better than conven-
tional handshaking mechanism using public keys to 

support IoT application. All this usage statistics evidently 
shows that S1, S2, and S3 are frequently adopted encryp-
tion approaches owing to their simplified implementation 
of secure routing in WSN.

	 (ii)	 Justification behind Adoption of E1 and E2.

The discussion carried out in [31] evidently shows that 
single and multiple aggregators are the two existing 
approaches for secure data aggregations scheme. The 
paper has discussed cases of both the schemes which 
proved that majority of the existing secure data aggre-
gation till date in current times fall in these categories. 
Therefore, proposed system is chosen to be compared 
with these existing approaches.

The analysis has been carried out considering 500–1000 
sensor nodes with 10 J of energy and simulated over 1000 
rounds of operation with 2000 bytes of data considered 
for transmission. The simulation area is considered to be 
1000 × 1000m2.

The outcome in Figs. 2 and 3 shows that the proposed 
system (P1) performs well with the S3 security scheme 
and not much with S1 and S2. It is because the S3 scheme 
entails better supportability towards the distributed envi-
ronment, which cannot be offered by S1 and S2; therefore, 
better energy savings are observed. However, S3 approach 
claims of 26% of overhead reduction by its inherent nature 
but S1 adoption offers higher energy depletion owing to 
maximized memory saturation within the node owing 
to larger key size. S2 algorithm is not recommended as 
similar encryption is applied on all the blocks. On the other 
hand, the E2 scheme performs better than the E1 scheme 
owing to the reduced size of the key for E2 compared to 
the E1 scheme. Hence, the proposed system offers reduced 
variable dependencies and faster operation, which also 
contributes to energy saving in comparison to the existing 
system of E1 and E2.

Figure 4 highlights the delay performance, which again 
shows similar trends of proposed system P1 when using 
the S1 security protocol. However, a closer look will show 
that the E2 scheme using the S3 security protocol doesn’t 
offer a better solution toward controlling delay. It is 
because a proposed scheme uses a tree mechanism where 
the updating policy is taken care of by the shared memory 
system of the sensor, causing faster data transmission. The 
routing protocols developed in the proposed system make 
use of temporal factors which retains maximum consist-
ency for almost all the routing operation involved in data 
aggregation. Therefore, the proposed system has better 
control of the time of operation, which is very important to 
control dynamic threats. Processing time performance can 
be seen in Fig. 5, which exhibits that the proposed system 
offers reduced computational complexity when working 
with an S3 security scheme. Apart from this, S2 approach 
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Fig. 2   Comparative analysis of 
remnant energy

Fig. 3   Comparative analysis of 
energy depleted per bits
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makes use of counter mode of operation during encryp-
tion which is reported to be too complicated and hence 
they will significantly degrade the security performance 
in WSN. Hence, existing approaches has different security 
effects.

Apart from this, the proposed system successfully 
performs data aggregation in the presence of uncertain 
attackers in the most secure way, unlike E1 and E2 scheme. 
It is, therefore, resistive against any key-based attack and 
jamming attack, mainly in the presence of a dense traffic 
environment. It also offers faster and effective verification 
with a reliable mechanism of authentication and data 
integrity.

Hence, without using many sophisticated entities, the 
proposed system provides a much better form of secure 
data aggregation scheme in contrast to the existing sys-
tem. It is also computational cost-effective in its operation, 
and hence its scope in the application is more practical.

7 � Conclusion

Security has always been a more significant concern in a 
wireless sensor network. With the involvement of wireless 
sensor networks in upcoming technologies, i.e., Inter-
net-of-Things, there is a need to emphasize secure data 
aggregation. This paper has presented a novel mechanism 
for resisting the threats and cost-effectively performing 
secure data aggregation.

The benefits of the proposed system are as follow: (i) 
the proposed system adopts light-weight encryption 
approach, (ii) a significant energy saving is offered in pro-
posed system, (iii) it offers resistance towards jamming and 
resistance attack. Following are the scientific contribution 
of the proposed system: (i) the proposed system intro-
duces the usage of 5 temporal factors unlike any exist-
ing approach to ensure round the clock security while the 
security operation is at progress, (ii) As all these temporal 
factors can be directly extracted from routing table, the 
proposed system is free of any computation towards this. 

Fig. 4   Comparative analysis of 
end-to-end delay

Fig. 5   Comparative analysis of processing time
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Hence, no extra resources are consumed in this way, (iii) 
the proposed system offers a higher degree of flexibility 
towards getting itself integrated with multiple encryp-
tion schemes depending upon any futuristic application 
of sensory data, (iv) another essential contribution is that 
proposed system maintains a higher degree of consist-
ency in the entire cycle of data aggregation which ensures 
maximum monitoring of pattern and its abnormality to 
identify an attack. Hence, attack identification becomes 
faster as well as easier in the proposed system, and deploy-
ing a cost-effective solution further makes it sustainable 
towards thwarting threats. The simulation results of the 
proposed system is that it offers 56% of saving of energy, 
45% faster processing compared to existing secure data 
aggregation scheme, and proposed study also minimizes 
end-to-end delay by 47%. Our future work will be towards 
extending the current model for testifying its applicability 
over reconfigurable networks.
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