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Connected and automated driving confronts critical complex 
traffic scenarios and safety, which attracts increasing atten-
tion from academia and industry. To enhance the intelligent 
safety for connected and automated vehicles (CAVs), includ-
ing functional safety, safety of the intended functionality 
(SOTIF), and cybersecurity, efforts are required to seek solu-
tions from fundamental theory, guarantee framework and 
general/systematic point of view. This feature topic aims 
to provide a platform for academia, industry, and policy-
makers, on which they could present the latest research and 
engineering experience in developing and applying novel 
technologies. The topics cover SOTIF, cybersecurity, arti-
ficial intelligence for CAV safety, risk assessment-based 
vehicle path planning and decision-making under uncertain  
environments.

Paper Highlight

1. Most of the SOTIF issues happen in the perception layer, 
where object detection algorithm plays a key role. The 
uncertainty and randomness of the object detection algo-
rithm might cause fatal accidents in autonomous driving. 
Capturing uncertainty in object detection is indispensable 
for safe autonomous driving. “Uncertainty Evaluation of 
Object Detection Algorithms for Autonomous Vehicles” 
by Jun Li et al. from Tsinghua University presents a quan-
titative evaluation method for the uncertainty of the object 
detection algorithms which are verified by the Chinese 
SOTIF scenario dataset, and it demonstrates the potential 
to monitor object detection algorithm online and provides 
a valuable reference for readers who are interested in the 
uncertainty of artificial intelligence for vehicles.

2. The increasing amount of CAVs has brought many unprec-
edented automotive cybersecurity threats, which may cause 

privacy breaches, personal injuries and even national secu-
rity issues. “A Systematic Risk Assessment Framework of 
Automotive Cybersecurity” by Yunpeng Wang et al. from 
Beihang University proposes a systematic risk assessment 
framework of automotive cybersecurity that comprises a 
specific risk assessment process and systematic risk assess-
ment methods, which applies to all phases of the vehicle 
lifecycle. The proposed assessment framework helps to 
meet automotive cybersecurity requirements.

3. “Cyber-Attack Detection for Autonomous Driving Using 
Vehicle Dynamic State Estimation” by Chen Lv et al. 
from Nanyang Technology University proposes a cyber-
attack detection approach for autonomous vehicles based 
on secure estimation of vehicle states. This paper pre-
sents a case study of a vehicle localization system under 
attack, which displays great application potential.

4. “Human Performance in Critical Scenarios as a Bench-
mark for Highly Automated Vehicles” by Laura Quante 
et al. from the German Aerospace Center uses human per-
formance as a benchmark to assess the safety performance 
of highly automated vehicles, which narrows the gap of the 
recording and description of human performance between 
uncritical and critical scenarios. This paper contributes to 
the ongoing development of testing and verification meth-
ods for highly automated vehicles.

5. Autonomous driving is a challenging task in complex 
traffic scenarios, as uncertainties in dynamic and physical 
parameters would cause safety issues. “Path-Following 
Control of Autonomous Vehicles Considering Coupling 
Effects and Multi-source System Uncertainties” by Yinong 
Li et al. from Chongqing University proposes methods 
to solve different types of coupling in vehicle dynamics, 
and robust control methods to deal with the uncertainties 
in dynamic and physical parameters. This paper provides 
effective solutions to tackle coupling effects and system 
uncertainties of vehicles in path-tracking control.

The publication of this feature topic would not be achieved 
without the meticulous work and joint efforts of the authors, 
reviewers, editors and the editorial office of Automotive 

 * Hong Wang 
 hong_wang@tsinghua.edu.cn

1 School of Vehicle and Mobility, Tsinghua University, 
Beijing, China

http://crossmark.crossref.org/dialog/?doi=10.1007/s42154-021-00158-w&domain=pdf


240 J. Li, H. Wang 

1 3

Innovation, and we would like to express gratitude to all of 
them for their hard work and support. We are also indebted 
to the support from Tsinghua University, University of Elec-
tronic Science and Technology of China, Nanyang Technol-
ogy University, Carnegie Mellon University and University 
of Waterloo.

Heartily hope this feature topic can inspire scientific ideas 
and promote research in the field of intelligent safety.
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