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Abstract
Ensuring the privacy and safety of platform users has become a complex objective 
due to the emerging threats that surround any type of network, software, and hard-
ware. Scams, malwares, hackers, and security vulnerabilities form the epicenter of 
cyber threats causing severe damage to the affected systems and sensitive data of 
users. Thus, users turn to online social networks to report cyber threats, discuss top-
ics of their interest, and obtain knowledge concerning the various perspectives of 
information security. In this study, we aim to address the concepts of social interac-
tions surrounding information security-related content by retrieving and analyzing 
Reddit posts from 45 relevant subreddits. In this regard, a word clustering approach 
is employed, based on the Affinity Propagation algorithm, that leads to the extrac-
tion and interpretation of 54 concepts. These concepts are relevant to information 
security and some more generic areas of interest including social media, software 
vendors, and labors. Furthermore, to provide a more comprehensive overview of 
users’ activity in the different Reddit communities/subreddits, a knowledge map 
associating subreddits and concepts based on their conceptual similarities is also 
established. The analysis shows that the descriptions of the examined subreddits are 
strongly related to their underlying concepts. At the same time, the outcomes also 
assess the conceptual associations between the different subreddits, offering knowl-
edge related to similar and distant communities. Ultimately, two post metrics are 
utilized to explore how the concepts may impact user interactions. This allows us 
to differentiate between concepts associated with posts typically endorsed by com-
munities, resulting in increased information exchange (via comments), or contrib-
uting as news/announcements. Overall, the findings of this study can be used as a 
knowledge basis in determining user interests, opinions, perspectives, and respon-
siveness, when it comes to cyber threats, attacks, and malicious activities. Also, the 
respective outcomes can contribute as a guide for identifying similar communities/
subreddits and themes. Regarding the methodological contributions of this study, 
the proposed framework can be adapted to similar datasets and research goals as it 
does not depend on the special characteristics of the imported data, offering, in turn, 
a practical approach for future research.

Extended author information available on the last page of the article

http://crossmark.crossref.org/dialog/?doi=10.1007/s42001-024-00269-4&domain=pdf
http://orcid.org/0000-0001-5743-609X


 Journal of Computational Social Science

1 3

Keywords Information security · Social networks · Reddit · Hierarchical clustering · 
Word clustering · Community mapping · Behavioral analysis

Introduction

Information security has become an important component of systems and appli-
cations in the digitalized era, which is characterized by rapid development. The 
emerging network and application resources brought to the surface capabilities and 
security issues that can benefit cyber-attackers. These circumstances lead to the dis-
covery of new gaps and demands concerning information security. In general, infor-
mation security is described as the procedures that protect information in all kinds of 
forms and systems [1]. One specific category of information security that attracts the 
interest of users and industries is defined as cyber security. Cyber security contains 
all the practices that aim to mitigate potential threats leveraging internet resources 
to gain access to an attacked system [2]. Cybersecurity is a complex area of interest 
and contains numerous perspectives associated with the following general catego-
ries [3–7]:

• Security Vulnerabilities: Software, hardware, or network weaknesses that create 
opportunities for unauthorized access and malicious behavior.

• Threats: A security threat is described as any occurrence that can harm a sys-
tem or cause damage to an asset. Threats are usually associated with security 
vulnerabilities and may benefit an attacker to infiltrate a system. Note that this 
category is more related to application or system aftereffects than the actions of 
an attacker.

• Attacks: An attack is a set of procedures that exploit specific weaknesses to harm 
or disrupt a system. These actions are executed by malicious third parties aiming 
to gain access to the sensitive areas and main workflow of a system. The ultimate 
objective behind these actions is to achieve personal or collective goals related to 
personal files, codes, and rewards.

• Mitigations and Countermeasures: A mitigation can be defined as the overall 
effort and relevant actions taken to restrict the consequences and damages of 
successful attacks. A countermeasure is a procedure, tool, or change applied to a 
system or software to prevent a possible exploitation or attack.

• Exposures: An exposure is defined as a system or a software flaw that allows 
information leaks to a potential attacker and makes the target system more 
exploitable to him, as he, the attacker, can gather knowledge about existing vul-
nerabilities.

• Attack cost: Attack cost is related to the attacker’s effort and expenses which are 
defined by his resources, experience/knowledge, and motivation.

• Incident: An incident can be described by the outcomes and impact of a com-
pleted/successful attack i.e. bank account exposures, file retrieval, etc.

Even though weaknesses that lead to successful attacks usually originate from 
existing liabilities that are related to system accessibility, complexity, and capacity, 
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many cyberattacks require human interaction [8]. As a result, user knowledge is 
an important factor as the security of online activities has become more complex 
[9]. These circumstances along with the intriguing technological capabilities and 
the immediate online connectivity lead individuals, both experts and amateurs, to 
discuss the different information security perspectives in many available forms of 
social networks, e.g. social media [10], Q&A sites [11], forums [12].

In recent years, social networks have grown into multifarious data sources, 
covering a plethora of topics and concerns that are useful for social analysis. The 
increasing popularity of relevant platforms like Facebook, Twitter, Stack Overflow, 
and Reddit affects the overall user interactions and the variety of the themes being 
discussed. In contrast to developer Q&A websites, Reddit contains posts with high 
topic diversity by allowing users to establish topic-driven communities, called sub-
reddits, that maintain their identity and unique purpose according to appropriate 
rules defined by their moderators [13]. A Reddit post comprises properties that pro-
vide information regarding the author, the relevant subreddit, and the main content 
of the post, i.e. title, description, and attached media components. At the same time, 
a Reddit post is associated with meta-characteristics that are relevant to user interac-
tions including scoring systems, i.e. upvotes and downvotes, and comment sections 
[14]. Until now, the existing studies that analyze information from social networks 
are directed to a variety of experimental goals, where many of the aforementioned 
cyber security perspectives are explored in the process. These goals are associated 
with user awareness [10], vulnerability disclosure [15–17], exploitation [18–20], 
threat popularity [21], discussion growth [22], post popularity [23], and topic analy-
sis [19].

Thus, motivated by the need to investigate interesting aspects of information security 
and social network discussions, in this study, we focus on addressing the main concepts 
that characterize user discussions from multiple subreddits that are relevant to informa-
tion security. The main purpose of this study is to provide insights through data and text 
mining techniques that could assist both users and researchers in assessing user inter-
ests, opinions, responsiveness, and experiences as well as in identifying the representa-
tive subreddits per concept and the content similarities between these communities. To 
meet these objectives, we (a) employ a methodology for concept extraction, (b) estab-
lish a knowledge map that determines the potential relationships between concepts and 
subreddits and finally, (c) implement an approach assessing the relationships between 
concepts and user interactions. The proposed framework aims to provide answers to 
three Research Questions (RQs), presented in the section "Research questions", that are 
strongly associated with the purpose of this study. The first step towards this frame-
work is to employ a word clustering approach based on the Affinity Propagation [24] 
algorithm to unveil the underlying concepts from the titles of Reddit posts. In addition, 
by leveraging the outcomes of the proposed approach, we further assess word distri-
butions over concepts and subreddits. Moreover, the Shannon–Jensen Divergence [25] 
between all the extracted distributions is calculated, pair wisely, in order to establish 
the knowledge map through hierarchical clustering [26] and offer comprehensive infor-
mation concerning their content relationships. In the last phase of the framework, the 
potential effects of the different concepts to user interactions are evaluated, with respect 
to two post metrics described as number of comments and upvote ratio. The outcomes 
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lead to concepts with relatively high public acceptance and small or big discussion 
threads. The findings can be used as a guide for understanding what users discuss about 
information security-related issues, threats, incidents, jobs, skills, and scams. Also, the 
outcomes of this study can be studied as an overview describing the content-wise iden-
tity of the different subreddits/communities and the interaction profiles of the differ-
ent investigated concepts/themes. Until now, to the best of our knowledge, we have not 
encountered a study that analyzes the concepts, interactions and hierarchy of informa-
tion security-related subreddits from this perspective.

Overall, study contributes in:

• Helping researchers and platform users at identifying the various major and minor 
concepts discussed on information security subreddits  (RQ1)

• Offering content-based guidelines through concept and subreddit similarities that 
can be used for filtering queries and searches  (RQ2)

• Assisting individuals at distinguishing controversial or widely approved concepts 
(via upvote ratio) as well as determining concepts associated with frequent respon-
siveness, i.e. large numbers of comments, in the Reddit communities  (RQ3)

The rest of the paper comprises the Related Work (The section "Related work") and 
three Research Questions of this study (The section "Research questions"), while the 
methodology and results of the experiments are presented in the sections "Methodol-
ogy" and "Results", respectively. Furthermore, in the section "Discussion" we discuss 
the main findings of the study and their potential usage while in the section "Threats 
to validity", the main threats affecting the validity of this study are evaluated. Finally, 
the section  "Conclusions and future work" concludes the paper and proposes future 
directions.

Related work

This section provides an overview of the related literature on social networks and infor-
mation security, focusing especially on Reddit data. The section  "Research studies 
related to information security and social networks" discusses some common research 
practices associated with the different aspects of information security and the usage 
of information security-related data, discussions and posts from social networks. The 
section "Research directions and frameworks using Reddit data" provides information 
on multiple use cases relevant to the Reddit platform, discussing the various areas of 
interest, properties and methodologies that have been previously investigated to provide 
valuable insights and solutions.

Research studies related to information security and social networks

In recent years, the importance of cyber security has drawn the attention of researchers 
to develop tools for enhancing system security as well as providing knowledge regard-
ing specific use cases and emerging threats. Three common cyber security threats that 
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are frequently investigated in studies of this nature are related to denial of service, mal-
ware, and phishing attacks, and the reason of this increased interest is that these threats 
often appear in the real world and common computers, up until recently, hence causing 
severe damage to both users and systems [4]. The existence of threats of this nature 
in most systems dictates the demand to explore approaches for threat prioritizing and 
mitigation through the adoption of a wide variety of data-driven approaches including 
graph theory, linear programming, machine learning, and statistics [27]. To succeed at 
threat prioritizing and mitigation, researchers develop guidelines or tools concerning 
the identification, adaption, and assessment of security vulnerabilities and malicious 
activities, thus encircling a variety of topics [28]. The aforementioned proactive prac-
tices serve as countermeasures and mitigation techniques, which are usually integrated 
into the general categories of application and element hardening, activity detecting, iso-
lation of system parts, deceiving practices, and eviction decisions [29].

The different practices and aspects of information security are nowadays attracting 
the interest of both domain experts and amateur individuals to discuss or post relevant 
events, ideas, and questions on different social networks. Through the integration of 
data from social network platforms, researchers have previously offered important 
information by studying user interactions with security issues/vulnerabilities [30] and 
by associating conversations with specific weaknesses [31, 32]. Regarding user aware-
ness and system protection, prior studies make use of social network data to produce 
user alerts [10, 16, 33], assess exploitability indicators [15, 18], and evaluate threat 
evidence [19] using machine learning algorithms, statistical analysis, networks, and 
text mining approaches. Moreover, other studies aim to protect social network users 
and software applications as well as prevent potential incidents by detecting malicious 
behavior [34–36].

Shields et al. [37] address cyber security virality factors from information security-
related Reddit posts to provide insights on the most important characteristics and times-
tamps that elevate post popularity. They reveal that the post content and time variables 
affect the virality of a discussion thread. Similarly, Horawalavithana et al. [30] show 
that both Twitter and Reddit can offer valuable information for the early detection of 
security threats, while it is also mentioned that the relevant Reddit posts have higher 
virality than tweets, which is a characteristic that leads to faster information spread. 
Regarding information security-related discussions and questions, Wu et al. [23] show 
that the Reddit platform contains more subjective/personal rather than technical content 
compared to developer Q&A sites, i.e. Stack Exchange, and suggest that Reddit com-
munities are more appropriate for recommending career paths. Finally, recent trends 
in analyzing cybersecurity communities are related to vector spaces that capture the 
semantics of large corpora i.e., words and documents, with the main goal of offering 
flexible data structures for topic analysis and machine learning tasks [32, 38, 39].

Research directions and frameworks using Reddit data

Even though many social network data sources offer different alternatives for 
research, each source has its advantages and disadvantages. By comparing Reddit 
and Twitter, which are close in terms of popularity and usage, someone can discover 
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several key differences related to information spread and interaction characteristics/
capabilities [40]. Up until now, Reddit constituted an appropriate source for various 
objectives [41] focusing on two general perceptions associated with user interactions 
and post analysis [42]. One efficient extraction tool for retrieving the desired data 
from Reddit posts and communities is called the Pushshift social media data plat-
form and offers real-time data collection for potential research [43].

Prior studies on Reddit data collect information by defining keywords against 
post titles or by simply exploring appropriate communities-subreddits. The common 
research purposes are associated with post-topic popularity [44–46] and controver-
siality [47], user behavior [48, 49], user networks [50], and conversation modeling 
[51, 52]. The available public venues provide knowledge for all kinds of discussions 
and areas of interest, leading researchers to focus on various directions like immi-
gration [53], products [54], human habits [55] and treatment-health [56–58], social 
behavior [59–61] along with topics closer to computer science like personal data 
and user privacy [12]. In summary, according to Proferes et al. [62], many relevant 
studies focus on politics and mental health while the commonly utilized methodolo-
gies are often relative to computational and statistical procedures.

Moreover, several studies aimed at discovering the main underlying topics of 
Reddit posts covering a specific domain to offer insights according to user inter-
ests. Okon et  al. [63], employed a framework for topic extraction based on topic 
modeling methods to extract knowledge from posts that are relevant to dermatology. 
In the process, the topic extraction framework helped identify trends, from seven 
subreddits, reflecting user interests and engagement, thus offering important infor-
mation to both patients and experts on therapies and issues. Similarly, Ruan and Lv 
[64] employ topic modeling to assess the different perceptions of electric vehicles, 
hence revealing trends across the years and the sentiment on Reddit across the dif-
ferent perceptions and different subreddits. In general, researchers achieve success 
in addressing trends within Reddit data related to healthcare [65], privacy [66], par-
enting issues [67], programming [68], diseases [69], anesthesia [70], and other sub-
jects by focusing on the discovery of patterns and topics in the textual information 
of Reddit posts, through approaches similar to those in the previously mentioned 
studies.

Research questions

In this section, we present the three RQs reflecting the main scope and objectives 
of this study. The scope of this study is to provide a multi-perspective view of user 
interactions that are associated with information security Reddit posts by assess-
ing the concepts that characterize the investigated communities/subreddits and their 
potential effects to interaction metrics. The first objective is to assist individuals and 
organizations in understanding the interests of Reddit platform users through a word 
clustering approach. The second objective is to guide future researchers and plat-
form users, via a knowledge map, into identifying communities according to their 
interests, acknowledging the conceptual interconnections between subreddits, and 
distinguishing the representative subreddits of each concept. The final objective is 
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to provide an overview of the concepts with respect to user interactions and approval 
based on the number of comments and upvote ratio of the posts. Overall, the scope 
and objectives of this study lead to the following three RQs:

RQ1: How can information security Reddit posts be thematically profiled?

RQ1 focuses on extracting knowledge from the textual content of information secu-
rity-related Reddit posts. Each post has a title that reflects its content/theme and 
affects the overall interactions of a subreddit’s users. It should be mentioned that 
only the post titles were analyzed as a large proportion of the retrieved posts did not 
include “selftext”, i.e. textual information containing additional details. To provide 
the appropriate outcomes, text mining and Natural Language Processing (NLP) 
techniques are employed to extract the main terms/words and concepts from these 
posts, hence offering an outline of user interests. In fact, a word clustering approach 
based on the Affinity Propagation [24] algorithm is implemented to uncover pat-
terns of frequently co-occurring words encompassing distinct concepts. Afterwards, 
word distributions over concepts are also assessed to characterize their structure. By 
studying the top terms of each cluster/concept, we provide a representative descrip-
tion for each concept as well. According to Westrupp et  al. [67], topic extraction 
techniques are commonly employed to extract patterns from Reddit data and con-
tribute to the discovery of important knowledge related to the investigated area of 
interest. The general motivation behind  RQ1 is to offer an outline of information 
security-related discussions and establish a baseline that can contribute to the bet-
ter understanding of concerns, interests, perceptions, facts, and opinions, which is a 
task that constitutes the primary purpose of existing studies [63, 65, 66]. The practi-
cal importance of the respective outcomes is the detection of the diverse areas of 
interest, which are directly or indirectly associated with information security, attract-
ing and affecting users on daily basis like common types of threats, e.g. malwares, 
vulnerabilities, skills, and jobs, email and application scams.

RQ2: What are the content relationships between concepts and subreddits?

RQ2 extends  RQ1 by first evaluating the linkage strength between each subreddit and 
each word (included in post titles). To achieve this, word distributions over subred-
dits are first assessed in a similar manner to the word distributions over concepts 
that were discussed previously. By leveraging these two types of distributions, the 
similarities between the subreddits and concepts are discovered in order to offer 
additional guidelines that may assist users and researchers. As mentioned in the 
introductory part of this study, the Shannon–Jensen Divergence [25] is employed to 
calculate these similarities by comparing the word distributions over concepts and 
subreddits pair wisely. These similarities are first used to evaluate the prevalence of 
each concept in the examined subreddits. Thus, the identification of the representa-
tive subreddits per concept provides insights regarding the communities that a user 
should follow depending on his/her interests. One of the main goals and outcomes 
of this study are strongly associated to  RQ2, as the respective distributions are also 
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utilized to establish a subreddit-concept knowledge map through hierarchical clus-
tering. The objective of this map and RQ is to help researchers and platform users 
identify groups of information security-related communities and concepts matching 
their queries and scopes.

RQ3: How do the different information security concepts affect user interactions 
on Reddit?

RQ3 is dedicated to offering insights into the sentiment and responsiveness of users 
across the different information security-related concepts. To evaluate these two fac-
tors, the potential effects of the concept frequencies on the retrieved posts are stud-
ied by fitting two regression models for two relevant post metrics namely upvote 
ratio (continuous variable ranging from 0 to 1) and number of comments (no com-
ments – count variable). In these models, the post metrics constitute the depend-
ent variables while the frequencies of the concepts are denoted as independent vari-
ables. The first goal is to provide insights regarding the concepts that are associated 
with increased responsiveness on Reddit, in terms of no comments. The outcoming 
results will indicate the type of discussions in which the Reddit platform can be used 
as a social network to address related queries/questions. Similarly, by making use of 
the upvote ratio of the posts, we aim to unveil concepts that are associated with sig-
nificant positive or negative sentiment. Thus, the latter analysis will help at distin-
guishing concepts that are linked with posts that either offer trustworthy information 
or lead to possible misleading and controversial discussions, as evaluated by user 
acceptance, agreement, and sentiment. By reviewing the outcomes and findings of 
the respective experiments, both researchers and platform users can acquire valuable 
knowledge related to the overall responsiveness and sentiment of the Reddit users in 
the investigated information security communities and related concepts. Overall, the 
main purpose of  RQ3 is to assist these target groups in accurately filtering both their 
queries and potential research on the Reddit platform through a knowledge basis 
describing the expected misinformation and user engagement across the different 
information security-related concepts.

Methodology

The main framework of this study consists of distinct phases and subphases that 
finally lead to the establishment of concepts, the construction of the subreddit-
concept knowledge map and the assessment of the potential effects of the extracted 
concepts to two post interaction metrics. The first phase is entitled Post Retrieval 
and Preprocessing and contains all the necessary steps that are followed to collect 
data from information security subreddits. First, multiple subreddits that have been 
previously explored as information security-related communities were selected [22, 
23, 37]. In addition, we manually searched and included subreddits that are relevant 
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to cybersecurity careers and skills as well as to red1 and blue2 teams. At the same 
time, the subreddit list was also enriched with communities that are similar to the 
ones that were selected previously in the existing literature. In Appendix A, the full 
list of the 45 subreddits that were explored to form the dataset of this study is pro-
vided, where the additional communities are marked with boldface text. Moreover, 
in this phase, preprocessing techniques are applied to deduplicate replicated posts, 
i.e. posts that have the same title and belong to multiple subreddits.

The next phase is dedicated to  RQ1 and contains the text mining approaches that 
are employed for concept extraction and interpretation (Concept Assessment). First, 
text preprocessing techniques are applied to establish a Document Term Matrix 
(DTM), with raw term frequency weighting, where the post titles correspond to 
documents and their words correspond to terms. These techniques include lower-
case transformation, stopword and punctuation removal as well as token stemming. 
To form the final DTM, rare words that occurred in less than 0.1% of the retrieved 
posts and words that carried insignificant content for the analysis, e.g. also, ever, 
will, start, else, anyway, were excluded as well. Thus, the final DTM is formed by 
721 different stemmed words/terms. Next, the Inclusion Index (II) [71] between the 
words included in the DTM are calculated to assess the pairwise word similarities

where m is equal to the number of words included in the DTM (721 words overall), 
P(i ∩ j) is the ratio of all the posts (in the dataset) that include both i and j and P(i) 
is the ratio of the posts that include the word i . Overall, IIi,j ranges from 0 to 1 and 
measures the probability of i occurring in a document given that j appears in it and 
P(j) < P(i) . As a result, frequent words that can represent rare words will carry high 
values of II in the analysis. Note that, the II matrix constitutes the input to the Affin-
ity Propagation clustering algorithm.

Affinity Propagation is a clustering method that groups a set of observations, 
in our case words, with the main idea of message passing between these observa-
tions [24]. The objective of this method is to identify exemplars, based on similarity 
measures, which quantify as appropriate at representing a set of observations based 
on two measures described as Responsibility and Availability.

Responsibility r(i, k) measures the fitness of an observation k serving as the exem-
plar of observation i against other candidate exemplars while Availability a(i, k) 
measures the support from the data points where observation k is expected to be an 
exemplar. The availabilities are initialized as 0 while r(i, k) is initialized and updated 
on each iteration with respect to the pairwise similarity between observation i and k 
denoted as s(i, k):

(1)IIi,j =
P(i ∩ j)

min(P(i),P(j))
, for i = 1, 2,… ..mand j = 1, 2,……m

(2)r(i, k) ← s(i, k) − ���
k�s.t.k�≠k

{

a
(

i, k�
)

+ s(i, k�)
}

1 https:// en. wikip edia. org/ wiki/ Red_ team.
2 https:// en. wikip edia. org/ wiki/ Blue_ team_ (compu ter_ secur ity).

https://en.wikipedia.org/wiki/Red_team
https://en.wikipedia.org/wiki/Blue_team_(computer_security
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Similarly, the pairwise availability is updated iteratively and gathers evidence 
from other observations on whether observation k is indeed a fitting exemplar, 
while at the same time, the self-availability is calculated differently:

Overall, for each observation i , the observation k that maximizes the sum of 
responsibility and availability ( r(i, k) + a(i, k) ) is defined as the exemplar of i , 
while i identifies as an exemplar when i = k . Finally, the algorithm may converge 
after a predefined number of iterations, when the “changes in the messages follow 
below a threshold” or when “local decisions stay constant for some number of 
iterations” [24].

The main reason that led to the implementation of this word clustering 
approach is the inability of topic modeling and document clustering algorithms 
to fit concepts from social media posts, as these posts are usually characterized 
as short and noisy [52]. In the process, we fit and present topic models to provide 
complementary information concerning the suitability and effectiveness of the 
employed approach, when it comes to topic/concept extraction, by highlighting 
similarities, benefits and potential drawbacks. Also, the reason behind the selec-
tion of the employed similarity measures and clustering algorithm, i.e. II and 
Affinity Propagation, is that the values of the II matrix will drive the Affinity 
Propagation method to identify word exemplars with a high frequency which can 
represent the rest words of the same cluster conceptually in the retrieved data. At 
the same time, rare words included in the DTM may be brought to the surface and 
form a unique cluster when frequently co-occurring pairs of words are apparent, 
hence offering information on concepts that probably represent a minority of the 
documents but still exist and concern the Reddit platform users. In addition, the 
meanings of the exemplars along with the most frequent words of each cluster 
will be evaluated to provide a representative description for each concept. Finally, 
according to similar indicators, each concept is categorized into at least one of 
the following categories:

• Attacks
• Mitigations/countermeasures/security
• Incidents/exposures
• Threats/vulnerabilities
• Labor/research
• Generic

Furthermore, in our approach, the weight coefficient of each word to a concept 
will be measured by the II between this word and the exemplar of the concept. 

(3)a(i, k) ← min

{

0, r(k, k) +
∑

i�s.t.i�∉{i,k}

���

{

0, r(i�, k
}

}

(4)a(k, k) ←
∑

i�s.t.i�∉{i,k}

���

{

0, r(i�, k
}
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Thus, by evaluating these weight coefficients, in Eq. (5) we define the word distri-
butions over concepts.

Similarly, to address the  RQ2, a probability distribution of words for each sub-
reddit is also evaluated, similar to concepts, based on the DTM and the posts that 
belong to each subreddit,

where s is the total number of subreddits, pi is the subset of titles that are relevant 
to the ith subreddit, and Si,j represents the frequency ratio of the jth word in the ith 
subreddit.

In the following step of this phase, the extracted word distributions over con-
cepts, i.e. matrix C , and subreddits, i.e. matrix S , are used to assess their dis-
similarities. As discussed previously, these dissimilarities are calculated using the 
Shannon–Jensen Divergence which measures the difference/divergence between 
two probability distributions. Furthermore, these evaluations are utilized to estab-
lish clusters of concepts and subreddits with similar distributions via Agglomera-
tive Hierarchical Clustering [26].

The main goal of the proposed approach is to provide a hierarchy tree, where 
similar objects are clustered together at its lower levels while all objects are clus-
tered together at the highest level. In this approach, each concept and subreddit 
starts as a singular object at the lowest level of the tree while its most similar 
objects can be identified at the lower levels of the tree. The knowledge extracted 
from these procedures leads to establishing the knowledge map, capturing simi-
larity details, and detecting the representative subreddits per concept (Subreddit-
Concept Knowledge Map).

In the final phase of the methodology, we make use of two post metrics, the no 
comments and upvote ratio, to assess the overall sentiment and interactivity of the 
users across the different concepts. First, each post is linked to the concepts via 
the Post to Concept Matrix (PCM) where PCMi,j denotes the number of words in 
the ith post belonging to the jth concept. Next, two regression models are fitted 
where each column of the PCM is declared as an independent variable while the 
two metrics are declared as the response/dependent variables, one for each model. 
The outcomes of these models are used to evaluate the significance and level of 
the potential effect of each concept to the two metrics. The ultimate purpose of 
this approach is to raise awareness to platform users about the information secu-
rity concepts that are usually controversial or steady (upvote ratio) and about 
the ones that are associated with increased numbers of responses (no comments) 
across the Reddit platform. This purpose will be satisfied by distinguishing the 
most significant to each metric concepts. The flowchart of this study is presented 
in Fig. 1.

(5)Ci,j =
IIi,j

∑m

l=1
IIi,l

, for i = 1, 2,… ..k and j = 1, 2,……m

(6)Si,j =

∑

p∈pi
DTMp,j

∑m

l=1

∑

p∈pi
DTMp,l

, for i = 1, 2,… ..s and j = 1, 2,……m
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Results

In this Section, we present the main results of this study. At this point, it should be 
noted that 62,091 posts from 45 subreddits were collected, covering the period from 
2022-11-03 till 2023-03-07, with 53,458 unique post titles. The reason behind the 
exclusion of more recent posts is that the Reddit Pushshift Api has been unavailable 
since April 2023 for public use. The section "RQ1: How can information security 
Reddit posts be thematically profiled?" presents the main underlying concepts of the 
retrieved Reddit posts encompassing multiple themes that are directly or indirectly 
associated with information security. To complement the findings of the previous 
Section, in the section "Comparing concept extraction and topic modeling", 69 topic 
models are evaluated and the best model, with respect to topic coherence, is com-
pared to the outcomes of the employed approach. Moreover, in the section "RQ2: 
What are the content relationships between concepts and subreddits?", we assess 
the main subreddits of each concept and present the subreddit-concept knowledge 
map which provides insights regarding the relationships between them. Finally, in 
the section  "RQ3: How do the different information security concepts affect user 
interactions on Reddit?", the outputs of the regression models are interpreted while 
the similarities between the concepts that usually lead to relatively high/low no com-
ments or upvote ratio are discussed as well.

Concept extraction

RQ1: How can information security Reddit posts be thematically profiled?

The Affinity Propagation algorithm assessed overall 54 exemplars and clusters lead-
ing to an analogous number of distinct concepts. The respective outcomes show that 
Reddit posts concern a range of different perspectives related to information security 

Fig. 1  Flowchart of the study
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that were discussed in the introduction of this study while at the same time, many 
generic concepts related to applications, projects, careers, and skills are also appar-
ent. In Appendix B (Table 3), the 54 concepts with their representative description 
and general categories/perspectives, in which each concept can be classified, are 
presented. In the same table, the overall occurrence of each exemplar in the docu-
ments, i.e. number of documents that the exemplar occurs at least once, is presented 
as well. The last column displays the number of words that declared each word as 
their exemplar (No Words). Note that the different words are stemmed, i.e. the suf-
fixes of the exemplars are reduced to their word stem. Also, it is worth reminding 
that each concept may be classified into multiple categories which are separated by a 
semicolon in the table (“;”).

Both the descriptions and categories of each concept are extracted based on the 
core meaning of the exemplars and the most frequent words of each cluster, where 
the most frequently co-occurring words of each exemplar are considered as well. 
Moreover, Table 1 presents the frequencies of the general categories in the extracted 
concepts and the proportion of each category in the retrieved post titles. Note that, 
the aggregated values presented in the latter table sum up to more than 100 percent 
as a single concept may belong to multiple categories. This proportion is measured 
by the overall frequency of each word and the categories of their cluster. Overall, 
it is evident that most concepts can be classified as generic while the cyber-attacks 
(Attacks) are associated with more concepts in the investigated discussions com-
pared to the rest information security-related categories. In addition, the table shows 
that cyber-attacks, is, indeed the most prevalent category in our data as 73% of the 
words in the posts fall into this category.

As the exemplars scam and hack represent a large proportion of the examined 
words, we can accept that users discuss scams and hacking in many of the retrieved 
posts while fewer posts are associated with the remaining concepts. Also, Table 1 
shows that the generic concepts and the concepts that are related to enhancing secu-
rity and research constitute the primary user interests, apart from cyber-attacks. 
Since cyber-attacks concern applications, accounts, and other components, the high 
frequency of generic concepts in the results should be highlighted as a reasonable 
finding as well. Also, the fact that users are frequently interested in mitigations, 
security, and countermeasures, means that Reddit users are interested in acquir-
ing knowledge/skills or developing practices to enhance user and system security/

Table 1  Prevalence of 
categories

Category Prevalence (%) No concepts

Attacks 73 16
Generic 24 23
Incidents/Exposures 9 5
Labor/Research 7 10
Mitigations/Countermeas-

ures/Security
21 11

Threats/Vulnerabilities 5 6
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protection. Hence, the Reddit platform should be considered a valuable source for 
searching practical security solutions.

In summary, we observe multiple concepts that are relevant to an attacker’s per-
ception including security vulnerabilities and threats (e.g. concepts 24 and 29), 
cyber-attacks (e.g. concepts 1, 2, 13, 36, and 45), and incidents (e.g. concepts 32 
and 46). On the other side, multiple concepts that are relevant to the enhancement 
of information security (e.g. concepts 9, 25, 28, 37) are also identified, meaning that 
users are highly interested in enhancing or learning about system and user security. 
At the same time, multiple concepts indicate that users are also interested in learning 
relevant skills, acquiring certificates, or working in related job positions and pro-
jects (e.g. concepts 8, 22, 31, 34, 35, 39). The remaining concepts concern generic 
themes including source codes (concept 15) and open source projects (concept 18), 
specific vendors and systems (concepts 10, 27, 49), applications (concept 7), web 
browsing (concept 33), storage systems (concept 51) and social media (concept 30) 
among others.

Moreover, Fig. 2 visualizes the extracted clusters in a more direct approach by 
showing the overall size of each cluster as indicated by the number of words repre-
sented by each exemplar. In this figure, the nodes of each cluster are presented with 
a unique color while the exemplars are also displayed along with their overall occur-
rence in the documents, i.e. number of documents that the exemplar occurs at least 
once. At this point it should be mentioned that the exemplar which is blurry in the 
figure is the word scam and occurs in 9373 documents overall.

In summary, it is evident that the retrieved Reddit posts are related to diverse 
concepts belonging to the general domain of information security and to other areas 
of interest that are indirectly associated with cyber-attacks, threats, and vulnerabili-
ties. Overall, the retrieved post titles tend to combine two or more of the concepts 
and categories above. For example, multiple posts discuss threats or attacks that are 
relevant to websites and applications where the author either asks for advice or just 
reports an event. A representative post title linking websites with potential scams 
is the following: “Impersonator/Scammer redirecting his domain to my website”. 
Another example linking two or more concepts is the following: “Scammed by 
Social Media Store Twitter account”. This example is associated with two concepts 
and categories encompassing scams, i.e. concept 1, and social media, i.e. concept 
30.

Comparing concept extraction and topic modeling

In this Section, we assess the fitness and validity of the proposed approach, by 
evaluating 69 topic models, which are trained using the Latent Dirichlet Allocation 
– LDA [72], and the employed approach under two metrics. The first metric, named 
Normalized Pointwise Mutual Information [73], measures the topic coherence of a 
model by assessing the co-occurrence strength between the top words of each topic 
while the second one measures the topic divergence of a model by counting the ratio 
of the unique words in the top words of the extracted topics [74]. Figure 3 presents 
the evaluations of the 69 LDA models in the range from 2 to 70 topics, where the 
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number of top words was set to 3 due to the occurrence of significant reduction in 
topic coherence when selecting a larger number.

Overall, the optimal model, based on the topic coherence score, is the one trained 
for 47 topics (coherence close 0.233), while the topic divergence values show no 
significant improvement across the different numbers of topics. Based on the topic 
divergence metric, the two best models were trained for 2 and 5 topics while the rest 
models yielded descending values as the number of topics increased. At the same 
time, the employed approach was also evaluated using these metrics,, where its topic 
coherence evaluation was close to 0.313 while the respective topic divergence was 
above 0.87. Thus, when evaluating a small number of top words, the Affinity Propa-
gation and the employed similarity metrics led to achieving the better performance 
for concept/topic extraction.

By thorough examining the LDA model for 47 topics, i.e. the model that maxi-
mized topic coherence, we believe it is worth summarizing the key points concern-
ing the main differences and similarities between this model’s outcomes and the 
outcomes of the proposed approach. Regarding the similarities, both algorithms 
identified the major topics/concepts of the posts including scams, hacking, vulner-
abilities and exploits, jobs and careers, privacy, accounts, apps, encryption, pass-
words, phones, emails, attacks as well as links. However, several of the most fre-
quent words of the dataset, e.g. scam, hack, privaci, were evaluated as the top words 
of multiple topics, having a relatively high proportion within a topic (usually more 
than 10%). In particular, the word scam was apparent in the top-3 words of 15 top-
ics, hence creating overlaps. As discussed in the section "RQ1: How can informa-
tion security Reddit posts be thematically profiled?", the word scam constitutes the 
exemplar for a significant number of words (322 overall), a number justifying the 
occurrence of overlaps in the LDA model. Due to this outcome, some minor con-
cepts that were extracted using the Affinity Propagation algorithm are not apparent 
in the LDA models, including brute force, bounty hunting, ctf, forensics, red and 
blue teams etc.

These findings led to the conclusion that when it comes to uniqueness and diver-
gence, the employed approach provided more unrelated and hidden concepts com-
pared to the LDA model. In contrast, the LDA model captured topics that can be 
categorized to the same general theme, which is an issue concerning the occurrence 
of significant overlaps between the topics. The overlapping topics refer to types of 
scams (e.g. on Facebook, via text, money scams), or perspectives of hacking (e.g. 
learning to hack, hacking/hacked accounts). By summarizing, since LDA is consid-
ered a baseline method in extracting topics from textual information and several top-
ics match the concepts extracted by the proposed approach, it is worth highlighting 
that the employed approach indeed captured text patterns characterizing a significant 
fraction of the analyzed posts.

RQ2: What are the content relationships between concepts and subreddits?

In this section, we extend the findings of the section  "Concept extraction" by 
exploiting the representative subreddits of each concept and further establishing the 
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subreddit-concept knowledge map. Initially, the pairwise divergence of the probabil-
ity distributions is calculated, comparing 99 distributions for 54 concepts (matrix C ) 
and 45 subreddits (matrix S ). Then, the representative subreddits of each concept 
are defined as the subreddits with the lowest divergence, where values equal to 0 
indicate identical distributions and values closer to 1 indicate a high degree of dis-
similarity. Appendix B (Table 4) presents the top 3 subreddits of each concept along 
with their relative divergence, as calculated by the Shannon–Jensen Divergence.

By examining the descriptions of the different concepts and their top subreddits, 
it is observed that there is a conceptual association between them in multiple cases. 
These cases include concept 1 (i.e. Scams), concept 2 (i.e. Hacking), concept 8 (i.e. 
Jobs), concept 9 (i.e. Privacy and policies), concept 14 (i.e. Malwares), and concept 
34 (i.e. Cissp), meaning that the employed approach captured several strongly asso-
ciated pairs of concepts and subreddits. Furthermore, the subreddit-concept knowl-
edge map is created through hierarchical clustering and based on the pairwise dis-
similarities as calculated by the Shannon–Jensen divergence. In this approach, the 
second Ward’s method proposed by Murtagh and Legendre [75] is employed to form 
the hierarchy tree. Figure 4 presents the complete hierarchy between the examined 
subreddits and concepts.

The subreddit-concept knowledge map extends the findings of the previous sec-
tion by providing additional information regarding the hierarchy of these objects and 
by addressing their interconnections in the process. In more detail, we detect that 
concepts and subreddits that refer to similar content are clustered together in the 
lower levels of the hierarchy tree. A representative example associated with this find-
ing is the relationship among Concept 14 (Malwares), r/Malwarebytes, r/computer-
viruses, and r/Malware which are clustered early at the lower layers of the tree, and 
it is obvious that they represent similar content, i.e. malwares and viruses. Similar 
cases include the early clustering of Concepts 8, 31, 34, 39, 43, and 48 with subred-
dits that are relevant to career advice, as well as the early clustering of r/Scams and 
Concept 1 (Scams) with relevant concepts or objects/components that are indirectly 
associated with scams, i.e. accounts, emails, websites, cards and links. In summary, 
the proposed approach captures several of the expected similarities between con-
cepts and subreddits in multiple cases, offering, in turn, valuable information for 
future research and queries as well as for user interactions and engagement.

RQ3: How do the different information security concepts affect user interactions 
on Reddit?

In this Section, we provide the outcomes of the trained regression models and dis-
cuss the main findings connecting each concept to the two investigated interaction 
metrics (no comments, upvote ratio). At this point, it is worth mentioning that dif-
ferent regression models were selected according to the specificities of these metrics 
which constitute the response variables in the experiments.

By investigating the no comments of each post, which constitute count values, a 
significant overdispersion was detected, since a large proportion (close to 27%) of 
the posts did not have a comment. As a result, the zero-inflated Poisson regression 
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[76] is employed which overcomes this issue by fitting two models. The first one 
models the probability of observing a specific non-zero count (first inflation model), 
for every possible non-zero count, and the second one models the probability of 
observing a zero count (second inflation model). Regarding the upvote ratio of the 
posts, which constitute proportional values, a binomial regression model [77] is fit-
ted and in this case, no significant overdispersion was detected. Thus, by extracting 
the results of the two models, a 2d map presenting the coefficients and significance 
of each concept is established (Fig. 5). Note that, this map presents the coefficients 
of the first inflation model for the no comments of the posts, referring to non-zero 
counts (y axis).

Based on the above figure, it is detected that most concepts affect the no com-
ments of the posts, and that concepts airdrop and language should be considered as 
the concepts that lead to relatively few comments. Apart from this observation, there 
is not a concrete subset of concepts with high coefficients as a large proportion of 
the concepts were declared significant (50/54).

For this reason, the model that was fitted for the zero counts of no comments 
(second inflation model) was also inspected and led to determining that apart from 
airdrop, there are other concepts that are usually associated to posts with zero com-
ments as well. These concepts are directly or indirectly linked to cyber threats, vul-
nerabilities and exploits (i.e. concepts threat, vulner, exploit) or to practices aiming 
at identifying these threats in a system (i.e. concepts bounti and ctf). In addition, the 
concepts attack, malwar and inject were also evaluated with similar attributes com-
pared to the rest concepts.

On the other side, the model indicated that the posts belonging to the general cat-
egory of jobs/careers, including the concept advice, find increased responsiveness 
by the information security communities in terms of comments. Similarly, concepts 
that are directly or indirectly related to privacy (privaci, googl, password), where 
the indirect relations are identified through Fig. 4, are linked with increased no com-
ments or zero comments. Also, some major concepts including scam, phone, social, 
encrypt and authent usually receive at least one comment or lead to a relatively high 
no comments.

Regarding the second metric, it is observed that multiple concepts, i.e. threat, 
vulner, exploit, malwar, attack, that were associated with relatively few no comments 
are also linked to high values of upvote ratio. Overall, the binomial model indicated 
that only a few concepts (14 overall), compared to the previous regression models, 
should be considered as significant while at the same time, not a single concept was 
evaluated with a significant negative sentiment.

The practical meaning of the outcomes of this Section is that there are differ-
ences between the investigated concepts concerning their approval and contro-
versy, expressed by voting/scoring systems (upvote ratio). This finding leads us to 
determine concepts finding agreement by the Reddit users. Similarly, the potential 
interactivity (no comments) of the concepts varied among the different categories, 
meaning that some concepts refer and contribute as news/announcements (lower 
values of no comments) while others potentially constitute discussion threads, que-
ries and questions/answers (higher values of no comments). By inspecting the fitted 
regression models, we can conclude that the posts referring to Certified Information 
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Systems Security Professional (cissp) and security breaches (breach) should be con-
sidered as the most informative/interactive (no comments) and widely approved/
liked by the Reddit users (upvote ratio). It should be also mentioned that breach 
may also lead to zero no comments according to the zero values of the no comments 
(second inflation model). To sum up, the key contributions presented in this Section 
are the following:

• Through the presented map, researchers and users can identify concepts driving 
trustworthy or misleading posts/discussions based on user opinions/sentiment

The investigated subreddits can be used as a trustworthy news stream for 
vulnerabilities and exploits as well as for cyber-attack and malware related 
announcements

• Users seeking advice or requiring answers can review the above figure to deter-
mine whether the investigated communities would correspond to their queries

Queries related to Jobs/careers obtain significant responsiveness

Discussion

Our analysis showed that the Reddit platform can be studied as a valuable source 
for exploring numerous and diverse areas of interest that are associated with 
user interests, concerns, opinions, and experiences. In summary, we believe that 
both platform users and researchers may review the outcomes of this study to 
understand the prevalence of each of the different extracted themes and catego-
ries as well as acknowledge specific concepts that were previously unknown to 
them. Also, through the presented findings, individuals who intend to discover 
new areas of interest or study unique concepts can find associated discussions 
and content in specific communities to cover their queries and needs. As shown 
previously, objects with similar content are clustered early in the established 
hierarchy tree, indicating that groups of concepts and subreddits can be studied 
together instead of exploring one concept or community at a time. As a large pro-
portion of the posts were related to cyber-attacks, the Reddit platform can be seen 
as a source to enhance user awareness by identifying and learning about mali-
cious activities, e.g. scams, and viruses. In addition, security practitioners and 
analysts can study the outcomes of this study to distinguish categories of threats, 
vulnerabilities, and attacks, which can be viewed as complementary material for 
improving system and application security. Also, individuals exploring alterna-
tives for developing appropriate frameworks and techniques associated with 
countermeasures and mitigations can benefit from the outcomes of this study in 
a similar manner (Category Mitigations/Countermeasures/Security from the sec-
tion "Concept extraction"). In addition, since several concepts that are relevant to 
security careers and tools (Labor/Research) were uncovered, the same groups of 
individuals may use the extracted knowledge map, or the results presented in the 
section "Concept extraction", to search the Reddit platform for new security tools, 
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ideas and techniques as well as identify related courses, jobs and skills. When it 
comes to user interactions and sentiment across the different concepts, research-
ers and platform users can review the outcomes of this study to identify concepts 
that are usually associated with news/announcements or discussion threads and 
queries as well as determine concepts offering non-controversial information 
which usually contributes as factual knowledge.

Overall, the employed approach provided details rather than a generic outline of 
user interests by identifying both frequent and infrequent concepts, which were also 
cross validated using topic models. Notably, multiple rare words were declared as 
exemplars and helped form unique concepts that are relevant to information secu-
rity, including revers (Reverse engineering), breach (Security breaches), threat 
(Cyber threats), forens (Digital Forensics), and more. At the same time, frequent 
words like scam, hack, and privaci were also identified as cluster exemplars through 
the proposed approach. In summary, an important outcome of this study is that the 
extracted concepts match multiple information security-related themes and catego-
ries, hence offering meaningful insights regarding user interactions  (RQ1).

Further, the subreddit-concept knowledge map offered a structure assessing 
the similarities between the different subreddits and concepts  (RQ2). The analysis 
pointed out multiple communities that are more directly to the category of cyber-
attacks but at the same time, subreddits that are related to the rest categories were 
distinguished as well. With more detail, it was observed that r/Malware, r/com-
puterviruses, and r/Malwarebytes are the subreddits in which users discuss about 
malwares and viruses (concept 14). At the same time, it was detected that security 
careers, jobs, and certifications are mostly discussed in r/CyberSecurityJobs and r/
SecurityCareerAdvice. Similar clusters include security vulnerabilities, exploits, 
and threats, which are mostly associated with r/Infosec, r/netsec, r/readteamsec, and 
r/blueteamsec, as well as communities that mostly contain posts relevant to hack-
ing. Furthermore, based on the main title of the subreddits, multiple pairs that were 
expected to be clustered together early in the hierarchy tree were also identified, e.g. 
r/cissp and cissp, r/Social Engineering and social, r/Scams and scam. In conclusion, 
the different hierarchy levels of the subreddit-concept knowledge map can be inves-
tigated to distinguish clusters of subreddits and concepts that are associated with 
specific or generic themes, depending on the selected level/layer.

Regarding the employed regression models, the outcomes indicated that posts 
related to cyber-attacks and security threats mostly contribute to raising awareness 
as news feed, having a wide acceptance by the users of the investigated commu-
nities. Also, according to the no comments of the posts, Reddit should be consid-
ered a social network where users can seek responsiveness or review questions/
answers for security jobs, skills, and careers (especially for CISSP). Overall, groups 
of concepts referring to the same category are characterized with similar interac-
tion profiles, meaning that users engage related concepts with similar sentiment and 
responsiveness.

As for the practical implications of the study, the findings of our approach can 
be studied as a basis for different purposes. Through the respective analysis, it was 
detected that the extracted concepts  (RQ1), knowledge map  (RQ2) and interaction 
profiles  (RQ3) address the interconnections and interaction effects of subreddits and 
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concepts which can be studied for eight main purposes that are associated with the 
main objectives and RQs of this study:

• Recognizing user interests, concerns, and experiences;
• Identify concepts characterizing a subreddit;
• Assess representative subreddits/communities for each concept;
• Find similar subreddits to a target subreddit encompassing likewise content;
• Distinguish highly associated or distant concepts;
• Determine concepts that are usually related to news/announcements
• Classify controversial and publicly approved post types
• Detect question types that acquire responsiveness on information security-related 

subreddits

Finally, we believe that the proposed approach can be adapted to other simi-
lar tasks involving textual information and unique entities. The flexibility of this 
approach is indicated by the absence of dependencies or restrictions on the investi-
gated domain and characteristics of the explored data source. The only requirement 
concerning the properties of the imported dataset is to contain two variables, one 
denoting the textual information of an observation and one denoting its related enti-
ties. By keeping this structure in mind, future researchers can investigate the under-
lying concepts and similarities of a set of books, Twitter accounts, Q&A communi-
ties, authors, etc.

Threats to validity

Although the employed approach and experiments are based on existing method-
ologies and a data source that is investigated for similar purposes, it is important to 
address potential threats to the validity of this study. Thus, this Section discusses 
internal and external threats, where these threats are related to the vital stages of our 
approach including data collection, data preprocessing, word clustering, algorithm 
selection, assessment methods, and outcome interpretation.

Regarding the internal validity of the approach, the are some steps that were man-
ually handled, hence raising bias towards the proposed approach. First, the selected/
applied text preprocessing techniques affect the whole of the methodology and find-
ings accordingly. To address this concern, a set of text preprocessing techniques 
which are commonly utilized in research were selected. In addition, the imple-
mented methodology for concept extraction is based on a clustering algorithm while 
other alternatives are considered in similar experiments as well, i.e. topic modeling, 
and document clustering. However, the analysis showed that the employed approach 
extracted multiple concepts belonging to the general domain of information secu-
rity while at the same time, prior research supports the fact that the aforementioned 
standard methods are not always appropriate for these types of data [52]. Further, the 
employed performance metrics were not evaluated based on a ground truth indica-
tor. To mitigate this threat, the choice concerning these metrics was based on exist-
ing and frequently applied methods for measuring the semantic similarity between 
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words and the divergence between probability distributions. Finally, the extracted 
concepts were manually interpreted and described, thus raising bias again. To mini-
mize the impact of this concern, the majority of the concepts were examined and 
matched against existing themes relevant to both information security, e.g. threats, 
attacks, vulnerabilities, and to more generic contexts, e.g. applications, skills, jobs, 
social media, etc.

The threats to external validity involve all potential issues affecting the generali-
zation of the findings and the proposed method. Apart from Reddit, there are several 
sources where both expert and amateur individuals pose their questions, concerns, 
and queries, i.e. Stackoverflow, and Twitter. To enhance the validity of the outcomes 
and decrease the significance of this risk, we decided to base the analysis on multi-
ple subreddits which are explored in similar studies as well [22, 23, 37]. Moreover, 
since the implemented framework contains newly proposed steps, without the direct 
validation of the respective outcomes with ground truth indicators, the generaliza-
tion of the findings and the effectiveness of the proposed framework in future appli-
cations/research is currently not investigated. Knowing the significance of likewise 
issues, we employed solid algorithms and metrics that have been extensively used 
on generic data mining tasks. In addition, the outcomes of the study were matched 
against multiple information security terms while the extracted knowledge map con-
tained reasonable information, e.g. the subreddit r/scams was strongly associated 
with the concept that was relevant to scams.

Conclusions and future work

In conclusion, this study presented a novel framework aiming at extracting the main 
underlying concepts of information security Reddit posts, characterizing their inter-
action profiles, and mapping these concepts and different communities, i.e. subred-
dits, encompassing posts of this nature. This framework utilizes a word clustering 
approach, an approach based on the Affinity Propagation algorithm to discover these 
concepts, assesses the interconnections between the aforementioned objects, i.e. 
concepts and subreddits, via hierarchical clustering, and finally addresses the poten-
tial effects of the concepts to the interaction metrics of the posts through regression 
models. The respective findings indicate that the users of the investigated subred-
dits are interested in many diverging themes which are categorized into multiple 
information security concepts and categories, e.g. cyber-attacks, scams, threats, vul-
nerabilities, incidents, exposures countermeasures, skills, and jobs. Moreover, the 
extracted subreddit-concept knowledge map helped provide details concerning the 
conceptual similarities/dissimilarities between subreddits and concepts, thus offer-
ing insights about the representative subreddits of the different concepts and the sub-
reddits that share similar content. Finally, the regression models unveiled types of 
concepts that usually provide non-controversial information which is approved by 
the platform users while at the same time, pointed out types of discussions that work 
as either news/announcements or discussion threads.

Overall, we believe that the proposed framework can be applied to different 
content, data sources, and tasks as the employed algorithms and data inputs can 
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be easily replaced or adapted depending on the goals of potential future research. 
For example, this framework can be used to discover and assess the relationships 
between researchers and themes in a specific domain. Regarding the practical usage 
of the main outcomes, the findings of this study can be used as a comprehensive 
guide in identifying user interests, assessing the main content of a subreddit, dis-
covering similar or distant information security communities/subreddits as well as 
detecting concepts that lead to high responsiveness and trustworthy information.

In future research, the similarities between subreddits and concepts as well as the 
identification of concepts can be investigated using different algorithms and met-
rics. Topic modeling, document clustering, and co-word analysis are some of the 
approaches which constitute the more standard approaches for this task, as they pro-
vide sufficient results on many occasions. Also, the identification of user interests 
and themes can be investigated in multiple platforms where both expert and amateur 
individuals can interact with each other through information security-related discus-
sions, queries, and events. Thus, the outcomes of this study can be cross-validated 
with the posted events, discussions, and questions from other platforms or contrib-
ute to assessing the diversity between two or more communities/platforms, includ-
ing the Reddit platform. Regarding the interaction metrics of the Reddit posts, it is 
worth noting that some alternative approaches measuring the effects could also pro-
vide sufficient knowledge, in a similar manner to the employed framework, includ-
ing machine learning models, e.g. Random Forest, correlation analysis and hypoth-
esis testing.

When it comes to the communities of the Reddit platform, the different subreddits 
also contain information about their users. These properties can provide valuable 
information concerning post popularity and engagement while the subreddit prop-
erties may be evaluated to assess the similarities/dissimilarities between two sub-
reddits, hence offering an alternative approach in clustering communities. Undoubt-
edly, studying user interests is a multi-perspective task as they can interact in diverse 
communities. Thus, by investigating the co-occurring interests of users interacting 
in information security communities, future research can unveil other domains that 
are associated with information security, e.g. computer science, social media, and 
applications.

Appendix A: Selected subreddits

See Table 2

Appendix B: Content based details and relevant communities 
of concepts

See Table 3
See Table 4
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Table 4  Top subreddits of each concept

No. Exemplar Subreddit 1 Subreddit 2 Subreddit 3

1 scam r/Scams 0.22 r/hackernews 0.38 r/hacking 0.39
2 hack r/hacking 0.19 r/cybersecurity 0.24 r/HowToHack 0.25
3 account r/hacking 0.27 r/Scams 0.3 r/hackers 0.32
4 email r/Scams 0.27 r/hacking 0.33 r/cybersecurity_help 0.34
5 phone r/privacy 0.28 r/hacking 0.3 r/cybersecurity_help 0.32
6 websit r/hacking 0.33 r/cybersecurity 0.35 r/Scams 0.35
7 app r/privacy 0.26 r/hacking 0.31 r/hackernews 0.32
8 job r/CyberSecurityJobs 0.34 r/cybersecurity 0.36 r/SecurityCareerAdvice 0.45
9 privaci r/privacy 0.24 r/hackernews 0.33 r/cybersecurity 0.39
10 googl r/privacy 0.29 r/hackernews 0.32 r/hacking 0.35
11 password r/hacking 0.32 r/HowToHack 0.35 r/cybersecurity_help 0.36
12 link r/Scams 0.33 r/cybersecurity_help 0.35 r/hacking 0.36
13 attack r/blueteamsec 0.22 r/InfoSecNews 0.29 r/cybersecurity 0.31
14 malwar r/Malware 0.29 r/blueteamsec 0.3 r/netsec 0.35
15 code r/netsec 0.32 r/hackernews 0.32 r/cybersecurity 0.35
16 access r/hacking 0.31 r/privacy 0.32 r/cybersecurity 0.32
17 card r/Scams 0.41 r/privacy 0.5 r/hacking 0.5
18 open r/hackernews 0.29 r/cybersecurity 0.34 r/netsec 0.35
19 tool r/netsec 0.29 r/blueteamsec 0.31 r/cybersecurity 0.32
20 network r/cybersecurity 0.32 r/blueteamsec 0.36 r/AskNetsec 0.37
21 window r/blueteamsec 0.35 r/netsec 0.37 r/cybersecurity 0.41
22 learn r/cybersecurity 0.37 r/Hacking_Tutorials 0.37 r/HowToHack 0.39
23 advic r/cybersecurity 0.39 r/CyberSecurityAdvice 

0.46
r/CyberSecurityJobs 0.48

24 vulner r/netsec 0.28 r/blueteamsec 0.34 r/InfoSecNews 0.4
25 encrypt r/cryptography 0.41 r/privacy 0.42 r/hackernews 0.44
26 exploit r/netsec 0.32 r/blueteamsec 0.35 r/InfoSecNews 0.37
27 linux r/netsec 0.45 r/Hacking_Tutorials 0.48 r/blueteamsec 0.5
28 test r/cybersecurity 0.42 r/AskNetsec 0.43 r/netsec 0.46
29 threat r/blueteamsec 0.31 r/cybersecurity 0.4 r/netsec 0.43
30 social r/SocialEngineering 0.39 r/hacking 0.41 r/privacy 0.44
31 career r/SecurityCareerAdvice 

0.39
r/CyberSecurityJobs 0.41 r/cybersecurity 0.5

32 breach r/InfoSecNews 0.38 r/pwned 0.39 r/cybersecurity 0.43
33 brows r/privacy 0.42 r/cybersecurity_help 0.49 r/hackernews 0.5
34 cissp r/cissp 0.14 r/SecurityCareerAdvice 

0.62
r/cybersecurity 0.63

35 research r/cybersecurity 0.36 r/netsec 0.37 r/blueteamsec 0.37
36 revers r/ReverseEngineering 0.34 r/hacking 0.52 r/netsec 0.52
37 team r/cybersecurity 0.42 r/blueteamsec 0.44 r/netsec 0.46
38 languag r/hackernews 0.47 r/netsec 0.52 r/ReverseEngineering 0.55
39 soc r/CyberSecurityJobs 0.46 r/SecurityCareerAdvice 

0.46
r/cybersecurity 0.53
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Table 4  (continued)

No. Exemplar Subreddit 1 Subreddit 2 Subreddit 3

40 forc r/cybersecurity 0.51 r/hacking 0.51 r/HowToHack 0.52
41 host r/AskNetsec 0.44 r/cybersecurity 0.46 r/blueteamsec 0.47
42 authent r/hacking 0.48 r/cybersecurity 0.48 r/cybersecurity_help 0.48
43 degre r/CyberSecurityJobs 0.47 r/SecurityCareerAdvice 

0.52
r/cybersecurity 0.57

44 virtual r/cybersecurity_help 0.55 r/hacking 0.56 r/Hacking_Tutorials 0.56
45 inject r/netsec 0.51 r/websecurityresearch 0.54 r/blueteamsec 0.56
46 incid r/cybersecurity 0.51 r/blueteamsec 0.52 r/netsec 0.57
47 forens r/computerforensics 0.41 r/cybersecurity 0.56 r/AskNetsec 0.58
48 entri r/CyberSecurityJobs 0.42 r/SecurityCareerAdvice 0.5 r/cybersecurity 0.56
49 icloud r/privacy 0.5 r/cybersecurity_help 0.5 r/hacking 0.51
50 ctf r/netsecstudents 0.64 r/Hacking_Tutorials 0.66 r/HowToHack 0.67
51 storag r/privacy 0.55 r/cybersecurity_help 0.59 r/AskNetsec 0.6
52 third r/cybersecurity 0.52 r/privacy 0.53 r/Scams 0.53
53 airdrop r/cryptography 0.74 r/ethicalhacking 0.82 r/Scams 0.85
54 bounti r/Hacking_Tutorials 0.6 r/ethicalhacking 0.62 r/netsec 0.65
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