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The technological revolution enabled by the Industry 4.0 rev-
olution is fusing the physical and digital worlds through the
confluence of various technologies (i.e., Internet of Things
(IoT), Artificial Intelligence, Cyber-physical Systems, and
smart factories) [1] [2]. Industrial systems in several domains
ranging from manufacturing, transportation, energy, defense,
automotive, and buildings operate in an environment that is
highly dynamic, safety-critical, and uncertain [3].
Bringing automation and connectivity into these industrial
systems introduces system complexity inherent to system-
level integration and operation. It is our endeavor to engineer
future industr ia l systems that not only augment
automation technologies, but are also safe and dependable.

Cyber-physical systems are engineered systems built from
seamless integration of computation (i.e., sensing, computing,
and networking) and physical components. There are many
data-centric challenges related to the implementation, opera-
tion, control, and optimization of these systems with a high
degree of complexity. These challenges arise from data, mod-
el, or system-level integration [4]. Data related issues arise
from inherent nature of sensory data, that includes noisy, un-
certain, partially informative, and dynamic data. The
modeling-related challenges range from how to improve the
robustness of machine learning models, primarily when used

in the place of physics-based models based on sound assump-
tions across many engineering domains. Finally, when ma-
chine learning models are integrated into existing industrial
processes, one has to deal with performance and system-level
constraints such as cost, computational time, and budget. This
special issue is dedicated to presenting papers that deal with
various issues about data-driven discovery with industrial
cyber-physical systems. The special issue covers a
broad range of topics that includes cyber-physical integration,
scalability and reliability of cyber-infrastructure, and systems
engineering. The application of these topics ranges broadly
from power engineering to medical diagnosis to aircraft
maintenance.

Physics-based models have a high degree of transparency,
as the transition from inputs and outputs are clearly explained
with first-principle models. On the other hand, most machine
learning models estimate variables directly from data using
black-box approaches. In applications where there is a need
for a high degree of transparency and accuracy, due to cost or
safety reasons such as health domain or industrial systems,
explainable AI provides details of why the model is saying
what it is saying. Krishnamurthy et al. [5] offer an explainable
AI framework for images that have applications in industrial
systems or medical diagnostics. Ferdowsi et al. [6] present a
data-driven approach to classify power behavior dynamics on
Solid State Transformers (SST) in a microgrid using machine
learning. Unlike traditional physics-based techniques, ma-
chine learning methods effectively capture the nonlinear dy-
namics associated with the uncertainty and variability of re-
newable energy resources in power distribution networks.

Future industrial systems will be dependent on cyber-
infrastructure for monitoring, diagnostics, and control.
Integrating operations and maintenance data into common data
platforms enable industrial systems to perform both predictive
and prescriptive maintenance. Choubey et al. [7] provide a
holistic prescriptive maintenance framework to predict
impending failures to help manage unplanned downtime at
optimal cost. Prescriptive maintenance provides data-driven
strategies for both part replacement and repair solution
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recommendations. Cloud computing provides both scalability
and reliability at an infrastructure level. Still, critical infrastruc-
ture such as power systems uses local computational infrastruc-
ture, and reliability guarantees are an essential for these sys-
tems. Henning and Hasselbring [8] present a scalable stream
processing framework with an emphasis on reliability for mon-
itoring and analysis of IoT streams in the power distribution
systems.

Feature selection and engineering directly affect the machine
learning algorithm’s computational performance (i.e., accuracy,
efficiency, cost, etc.), the model’s interpretability and
explainability, and cost of machine learning projects. Chomiak
[9] presents a novel feature extraction method to improve image
classification for computer-aided health diagnosis. The proposed
method was evaluated on both binary and multi-class classifica-
tion across three different datasets. These methods have poten-
tial applications in automated medical imaging systems.

Two different aspects of feature selection problems are cov-
ered in this special issue. Carson et al. [10] provide a machine
learning–based approach for feature selection for aircraft safety
and maintenance. These features are used to predict whether an
incident will be identified during aircraft maintenance or air-
craft operation and what specific type of incident will occur.
One of the important elements of data-driven modeling of
cyber-physical systems is quantifying the cost of data-driven
methods. While accuracy is an important consideration in the
deployment of machine learning methods, the cost of data ac-
quisition, the computational cost associated with feature extrac-
tion, and the cost of misclassification are also important.
Meekins et al. [11] provide a novel feature selection technique
that optimizes both cost and accuracy.
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