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Abstract

The article discusses different examples of data-driven policing, its legal provisions
and effects on a society’s understanding of public security. It distinguishes between
(a) the collection of classical data such as fingerprints or DNA, which serve to iden-
tify suspects and to collect evidence, (b) the processes and the impetus of big data,
and (c) the networking of files from different security authorities. Discussing sys-
tematic forecasting tools, the article works out a significant difference between the
prediction of incidents such as home burglary in the case of predictive policing, and
the identification of individuals deemed to be at risk of involvement in various forms
of crime in the case of risk control programs. Data and personality protection are
interrelated issues.

Keywords Data-driven policing - Predictive policing - Risk control programs - Data
retention policies

1 Introduction: Data, Risk and Security

Security policies and policing have always been based on systematic data collec-
tion and data banks. Taking of fingerprints, the production and retention of photo-
graphs of suspects, the systematic collection of crime and perpetrator information in
comprehensive police files, and later the equally systematic collection and storage
of DNA profiles refer to a line of data and data banks that are based on investigation
of crime and criminal proceedings and are essentially built on the assumption that
these data can contribute to the identification of suspects in current or future crimi-
nal cases. Another consideration is that the collection and retention of investigative
data, in particular DNA profiles, can have a preventive effect by deterring those cap-
tured in data banks (Tegner Anker et al. 2018).
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Automated processing and digitization then made data retention and, above all,
data analysis and matching of data easier from the 1990s onwards. At the same time,
legislation on the protection of personal data is developing, leading to normative
frameworks and conditions which have limiting effects in the form of deletion peri-
ods, reasons for data retention, etc. The main focus is here on the protection of per-
sonal data through minimizing the amount of retained data. This introduces a further
perspective on security, namely the security of personal data and the protection of
fundamental rights, above all the right to privacy and the right to self-determination
with respect to personal data.

This first line in data collection and retention for law enforcement and security
purposes, created during law enforcement, aims to improve the investigation of
criminal offences by effectively identifying repeat offenders. Here, police them-
selves maintain databases in which personal data on known suspects or traces (DNA,
fingerprints) of unknown suspects and other information on crime are entered and
retained. This approach to data collection and resulting retention strategies are cer-
tainly convincing. Criminological research shows that in particular serious crime is
committed predominantly by repeat offenders (or career offenders). In this respect,
comprehensive data covering the group of repeat offenders is most likely to improve
clearing up rates.

A second line of data collection and the use of retained data for security pur-
poses arises from what is now known as “big data”. The digitalization of communi-
cations and transactions leads to the extensive generation and storage of data that is
generated during telecommunication, Internet surfing, financial transactions, travel
information or reservations. The use of such data for security purposes takes vari-
ous forms. The private sector is involved here in different ways, since most of these
data is generated in the commercial sector. On the one hand, the police and secret
services are granted the right of access to existing data files or data generated in
an ongoing process (e.g. telecommunications providers) for the purpose of identi-
fying and averting dangers or investigating and prosecuting suspects in individual
cases. The retention of telecommunications traffic data must also be classified here.
In addition, secret services generally have the authority to search data streams for
suspicious transactions or suspicious communication using keywords (bulk surveil-
lance). On the other hand, private individuals may be obliged to check data for sus-
pected criminal offences and to pass these on to the police in the event of suspicion.
Money laundering legislation has introduced such an obligation for banks, insurance
companies and other commercial players (§43 Money Laundering Act). The obli-
gation can also be aimed at handing over all data arising in a certain commercial
area to state authorities. Such an obligation is introduced by the Passenger Data Act
of 25 May 2018. Air carriers are obliged to transmit passenger data to the Federal
Criminal Police Office (Passenger Information Unit) for flights within the European
Union and to non-European countries. The analysis of the data and corresponding
decisions on further retention, forwarding or further investigations will then be car-
ried out by the police.

Finally, a third line concerns the networking of files held by different security
authorities. The anti-terror data bank provides an example of such networking.
This third line also includes (international) data exchange, the associated issue
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of interoperability and the development of transnational data systems such as the
Schengen Information System or the European Travel Information and Authorisa-
tion System (ETIAS; see for a summary Der Bundesbeauftragte fiir den Datenschutz
und die Informationsfreiheit 2019, pp. 31-32).

Data thus ultimately become the core of security policies. The European Strategy
for Internal Security (European Commission 2010) already states that information is
the key to effective internal security. Data and data exchange are also at the centre
of European Union policies establishing a “Security Union” (European Commission
2016).

2 Security Agencies, Data and Security Strategies

Since the 1990s, strategies of “predictive policing” (or “smarter policing”) have been
developed, which are increasingly attracting international attention and which are

%

complemented by police strategies falling under “community policing”, “problem
policing”, “hot spot policing” and “zero tolerance”. Common to these approaches
is not only the claim to solve crime problems on the basis of empirical knowledge
and empirical evidence (or to reduce crime and feelings of insecurity), but also the
more or less strong reference to criminological and social science theories in the
form of the theory of rational choice, the theory of routine activities, the theory of
social disintegration and informal social control (broken windows) or theories of
legitimacy (trust and cooperation). The practical prerequisites for the formation of
a preventative police were created by the rapid development of information tech-
nology, reduced costs for hardware, increasing and effective networking and data
transfer, the rapid growth of police information systems and databases as well as
decentralized data collections driven by social media and IT corporations such as
Google, Facebook or Apple, and finally by increasingly efficient data mining tech-
niques, which also reflect the considerable progress in pattern recognition software
and the integration of geographical data, texts or pictures. In designing predictive
policing, however, there is now a movement away from a research—(and theory-led)
towards a data-driven strategy (which, incidentally, is embedded in the general inter-
est in stockpiling information and widening data collection and is described with
great openness in a paper from the North Rhine-Westphalian Ministry of the Interior
as a procedure that is “free of content-related and theoretical assumptions”, Schiir-
mann 2015, p. 4).

The concept of a predictive police in Germany has received special attention
in recent years, initially in connection with burglaries (Landeskriminalamt NRW
2017). After a sharp increase in burglaries up to about 1993, there was an even
more pronounced decline up to about 2006, after which the number of burgla-
ries rose again by 2015, although the scale of burglaries in the years after the
abolition of borders and the fall of the iron curtain in Europe and in the first
half of the 1990s was not even close to reached. The presentation of German
police crime statistics in 2016 then again showed a drastic decrease in burglaries
compared to 2015 (from about 167,000 to ca. 151,000; cf. time series on www.
bka.de; the decrease developed into a free fall in 2017: 116,540 burglaries were
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registered in 2017). In 2018, the police crime statistics finally count 97,504 bur-
glaries. The increasing number of burglaries since 2006, which is noticeable in
view of the otherwise declining burden of conventional, also property-related,
crime (Albrecht 2016), and which is particularly relevant for criminal policy
because of the considerable effects it has on the victims® feelings of security
and the notoriously low rate of investigations (Landeskriminalamt NRW 2017,
p. 23f), some years ago encouraged some European and then above all Ger-
man police authorities to use software first developed in the USA and finally
offered by various companies in Europe, which promises accurate predictions of
the occurrence of burglaries and effective solutions going beyond the burglary.
However, IBM’s offer already showed certain weaknesses not in the basic arith-
metic operations, but in the determination of the problem, when for the year
2014 out of 152,123 burglaries (including 63,282 day time burglaries) by sim-
ple addition 215.405 burglaries and moreover forgetting to adequately consider
attempted burglary crimes (which account for almost half of police-registered
offences; http://www.935.ibm.com/services/multimedia/Smarter_Policing.pdf).
An increasing number of enquiries in German state parliaments and the Bun-
destag since 2014 underline that predictive policing has gained great impor-
tance both politically and practically today. In any case, different software is
now being used in different federal states with the aim of reducing the number
of burglaries (Bayerisches Landeskriminalamt 2015; in summary www.heise.de/
newsticker/meldung/Predictive-Policing-Die-deutsche-Polizei-zwischen-Cyber
-CSI-und-Minority-Report-3685873.html).

Forward-looking and preventative policing is a matter of course. Averting
dangers, preventing crime and dealing with threats are central tasks of police
and are always based on prediction (and assessments). In this context, preven-
tion is essentially about short-term prevention, i.e. pre-emption, which differs
significantly from the more long-term forms of prevention developed in crimi-
nal law theory (positive general prevention and prevention through resocializa-
tion). If preventative police are concerned with the prevention or reduction of
crime (in all its forms), two conditions are decisive for effectiveness. First of
all, it depends on accurate predictions as to where, when, by whom (and against
whom) crimes are committed. Of course, this alone is not sufficient. For, the
knowledge that leads to the prediction must be translated into effective preven-
tion, i.e. measures or interventions. Only the combination of accurate prediction
and effective intervention can produce benefits in the form of crime prevention.

The start of a predictive police is now set with the implementation of Comp-
Stat in the New York police force. The implementation of CompStat was based
on a combination of real-time oriented data processing and use in police prac-
tice, the adaptation of organization and operations to precisely defined goals
as well as the immediate verification of targets by individual police authorities
(Bureau of Justice Assistance 2013). Furthermore, CompStat is embedded in
a strategy of zero tolerance policing based on the “Broken Windows” theory,
police organizational reform and a policy strictly oriented towards cost—benefit
analyses.
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3 Starting Points

The starting points for predictive policing, however, go back further than Comp-
stat. They are geared to individuals, incidents and spaces. In the case of proac-
tive policing of relevant individuals, the question is whether individuals can be
identified whose risk of becoming perpetrators or victims of crime is significantly
higher than the baseline of crime participation or victimization (at least to the
extent that interventions pay off, see Saunders 2016). In terms of incidents, the
main focus is on predicting rather rare events rather than mass crimes. In fact,
there is no need for sophisticated mathematical instruments to predict that shop-
lifting occurs rather frequently in large department stores in city centres; higher
mathematics is also not necessary to predict drug transactions in the (geographi-
cally manageable) surroundings of various main railway stations in Germany.

In particular, different degrees of the threat of terrorist violence are dis-
played in different colours in many countries since 9/11 and, according to official
announcements, refer to data and data analysis which are obviously intended to
help determine the degree of terrorist threats, but which are not disclosed (for
reasons of secrecy). Predictions coming with less secrecy were presented by
amok researchers who interpreted so-called leaking, i.e. the announcement of
extreme violence, in particular in social media, as a central variable of (explana-
tion) and predictability (Heubrock et al. 2005). After all, the historical legislator
has already put the announcement of severe violence under the threat of punish-
ment in wise foresight of the findings of recent amok research (§126 StGB).

The prediction of crime is closely linked to the question of space and time,
i.e. where and when certain criminal offences will occur. This is the focus of the
approaches of predictive policing discussed and implemented today.

Risk assessment of individuals has a long history, as it is already part of the
modern program of criminal law aimed at rehabilitation and the protection of
legal interests and criminal sanctions, the imposition and method of enforce-
ment of which are dependent on the risk of recidivism. This refers to predictive
criminal law (or consequence-oriented criminal law) and predictive prison work
or probation assistance, which in recent decades has increasingly been based
on statistical risk assessment instruments, especially in the risk assessments of
sexual and violent offenders. A methodically (and theoretically) sound attempt
to identify high-risk individuals using standardized prediction instruments has,
in contrast to other areas of criminal justice such as probation services or the
penal system, only slowly developed in the police internationally. Thus, the Fed-
eral Criminal Police Office is now actually praising a standardized instrument for
assessing the risk of violence among Salafists, which has been given the name
RADAR iTE, and which, as far as the description permits a judgement, is more
or less oriented towards conventional instruments of violence prediction such as
the Violence Risk Appraisal Guide (VRAG). The population to be assessed with
RADAR iTE is likely to coincide to a large extent with the Salafists classified
as high risks, who are under observation at the Joint Anti-Terrorism Centre or
have been included in the Joint Anti-Terrorism File after an essentially qualitative
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evaluation and classification by various intelligence services, police and judicial
authorities. This is because §2 of the Anti-Terror Law basically only permits the
inclusion of personal data where there are actual indications that these are mem-
bers of terrorist groups and associations or are preparing for serious (terrorist)
acts of violence.

Police authorities in various European countries, including Germany, have devel-
oped and implemented “risk control programs” (Gefdhrderprogramme) to varying
degrees and with different structures and legal frameworks (Chalkiadaki 2017),
although these programs did not become a prominent theme in public, political or
professional discourses (cf. now the stocktaking on predictive policing in Gluba
2014, where risk control programs are not even rudimentarily mentioned). In this
respect, it is also understandable that empirical research, in particular evaluation
research, on risk control programs has remained limited. Risk control programs
essentially correspond to the model of predictive policing, as it is now clearly vis-
ible and discussed in the burglary prediction programs which also contain elements
of a “focused deterrence” (Braga and Weisburd 2012). However, the programs are
not related to the prediction of incidents, but to the identification of individuals who
are considered to be at particular risk of involvement in various forms of crime.
Since the 1990s, risk control programs for career or multiple offenders (Lesmeister
2008), domestic violent offenders (Greuel 2009), sexual offenders (Koch-Arzberger
et al. 2011), football hooligans (Albrecht 2006) and people with an affinity for ter-
rorism (Antwort der Bundesregierung 2017) have been launched and implemented
(Chalkiadaki 2017). These programs follow a preventative logic and are based, at
least in relation to young career criminals, on a well-known distribution of crime,
first reported by the Philadelphia Cohort Study, according to which the greater part
of serious crime, and in particular violent crime, is committed by about 3% of the
members of a birth cohort (Wolfgang et al. 1972).

Risk control programs consist of risk assessments and interventions adapted to
them. They have been regulated in various ways in formal laws. These differences in
legal forms are due to differences in data protection relevance and to differences in
the interventions following the classification as dangerous individuals. As a conse-
quence of the relevant case law of the Federal Constitutional Court, the Anti-Terror
Data Bank and the Joint Anti-Terror Centre have been subject to detailed legal regu-
lation (BVerfG, 1 BvR 1215/07 of 24.4.2013). Interventions following risk assess-
ments are regulated for example for domestic violence in detail in the Protection
against Violence Act and now for terrorist threats (beyond the measures contained
in the Act on the Joint Counter-Terrorism Information System) in the Act on the
Federal Criminal Police Office (inserted by Gesetz zur Neustrukturierung des Bun-
deskriminalamtgesetzes (Act on the Restructuring of the Federal Criminal Police
Office Act), Bundestagsdrucksache 18/11163, Bundestagsdrucksache 18/11326) in
§56 BKAG in the form of electronic monitoring of potential terrorists. This regu-
lation is essentially modelled after the English “Terrorism Prevention and Investi-
gation Act” 2011 (TPIA), but is much less differentiated, especially as regards the
measures. The forerunner of the English TPIA had once (after 11 September 2011)
introduced preventive detention for (foreign) individuals assessed to pose terrorist
risks but who could not be deported or charged. The obvious collision with Art. 5
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of the European Convention on Human Rights (and the English Human Rights Act
corresponding to the Convention) then led to the lifting of preventive detention for
individuals assessed to pose a terrorist threat and to a less intrusive regulation based
essentially on electronic control and other surveillance measures, which now also
targets “foreign terrorist combatants” and—unsurprisingly—is regarded as propor-
tionate (Memorandum to the Home Affairs Committee 2016).

In contrast, the programs developed for young career offenders and football hoo-
ligans are not based on specific legislation, but on general police laws. In addition to
retaining personal data in specific data banks and the classification of risks of vio-
lence, these lead essentially to general risk control measures, which are intended to
trigger deterrence and general prevention (Braga and Weisburd 2006).

The risk control programs mentioned above are structured in a comparable way.
They are assigned to police laws and the general goal of averting threats and dan-
gers. In a first step, risk control programs are based on risk assessment and clas-
sification of individuals into different risk groups. The classification as a risk leads
to the inclusion in a special police file and, in a second step, to the application of
various standard measures aimed at observing and monitoring and seeking effective
risk management. Individuals classified as risk are informed and warned that and
why he or she is now under systematic and permanent observation and under what
conditions surveillance will be terminated. In some cases, risk control programs are
also linked to a case-handling strategy geared towards individuals instead of crimi-
nal offences. Accordingly, there is no assignment of cases to investigating officers
on the basis of the type of criminal offence, but individuals at risk are assigned
regardless of which criminal offences are committed. Monitoring of residence and
placement under police surveillance can be part of standard measures of risk man-
agement. Individualized measures then may include temporary restrictions to enter a
location, investigation of the whereabouts of offenders, addressing and advising for-
mer or potential victims or channelling data to other administrative bodies. In addi-
tion, some risk control programs are set up in cooperation with other authorities.
The latter applies to juvenile and adolescent repeat offenders, for whom, in addi-
tion to measures based on police laws, in the event of the commission of criminal
offences, acceleration of criminal proceedings and deterrent effects shall be realized
(Lesmeister 2008).

While general “risk control programs”—oriented towards the risk of participation
in crime and implemented since the 1990s—have actually received little attention
(apart from the attention triggered by the Berlin Christmas market attack carried out
by Amri who was—at the time of the attack—monitored through the Joint Counter-
terrorism Centre), the emergence of programs aimed at predicting and preventing
crime was immediately accompanied by considerable media, public and political
attention. Predictive policing initially aimed at the prevention of domestic burglary.
Then, the approach became broader. It now also aims to identify potential victims of
firearm violence (or homicide).

The media and politicians in particular are fascinated by the idea that the police
could be given an instrument that would enable them to predict crimes in a way that
can be combined with appropriate prevention measures (see only New York Times,
Sending the Police Before There’s a Crime, 16 August 2011). On the one hand, the
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fascination is probably due to a certain inclination towards Hollywood films and the
public susceptibility they promote. On the other hand, the fascination is also fuelled
by stories about “Big Data”. This includes also the story of Walmart, a company that
obviously—inspired by data mining—now not only places more water and adhesive
tape (understandable) on the shelves on the occasion of certain weather forecasts,
but also more strawberry tarts (not immediately comprehensible, see for example
Pearsall 2010, p. 16). Added to this is the firm belief in the capacity of mathemati-
cal solutions and the effectiveness of “information technology” in addressing social
problems (cf. only IJIS Institute 2015; see also the summary provided by van Brakel
and de Hert 2011) as well as the still significant appetite for large amounts of data in
security and police organizations, which can now obviously be used for the common
good and for the identification and prediction of focal points of crime (Bogomolov
et al. 2015). Finally, rumour has it that such math-based approaches (or algorithms)
have led to significant reductions in crime. The Bavarian State Criminal Police
Office (Bayerisches Landeskriminalamt 2015, p. 16) reports a “decline of approx.
30%” (of the number of domestic burglaries after the introduction of Precobs in
Zurich), but could also have commented on the dramatic decline in domestic bur-
glaries in Munich between the end of the 1980s and 2010 from approx. 3500 to
about 800, a decline of about 80% (admittedly related to a period of about 20 years,
but without the use of Precobs, Bayerisches Landeskriminalamt 2015, p. 15). In this
respect, empirical studies and theoretical explanation of the decline (not only) in
domestic burglaries during this period should come first. Something must have trig-
gered and promoted the initially quite drastic decline in burglary, on the one hand,
and the still relatively modest increase from 2010, on the other. For some, “predic-
tive policing” has even brought about the end of crime and the prospect of a world
without crime (Merz 2016, p. 1). Such visions are, of course, still opposed by Emile
Durkheim’s still convincing theoretical argumentation, which proceeds from the
normality of crime as a basic prerequisite of normatively structured human societies.

In the 1990s, the implementation of Compstat in New York in particular was
associated with the decline in serious violent crime (but also property crime) that
began at the same time (Willis 2003; Ferguson 2012, p. 326). And, as expected,
the use of large amounts of data and the merging of different data sources have
led to issues of protection of personal data and privacy (American Civil Liberties
Union et al. 2016); predictive policing and the classification of individuals as dan-
gerous also lead to constitutional and criminal procedural issues (Ferguson 2012;
Koss 2015). In view of the debate about deadly police violence that has repeatedly
flared up in the USA in recent years, the question is finally asked whether and to
what extent such a strategy does promote police practices that further intensify the
degree of criminal-law-based social control that is already particularly pronounced
for marginalized social groups and ultimately results in racist profiling (Saunders
et al. 2016, p. 367; Shapiro 2017). It is therefore advisable to pay special attention
to the occurrence of systematic (and discriminatory) distortions in the use of certain
algorithms (Babuta and Oswald 2019; Obermeyer et al. 2019).

In North America at least, the Compstat approach of a new police organiza-
tion and above all the development of data-driven police strategies to reduce
crime has largely prevailed since the 1990s. On the other hand, however, specific
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predictive software is at that time not yet available. The beginning of the adop-
tion of predictive policing approaches is dated to the end of the last decade (Perry
et al. 2013, p. 4). Specific programs have so far been implemented in connec-
tion with property offences (burglary crime) and violence. In Europe, predictive
policing has attracted attention mainly in England/Wales, then in Switzerland and
subsequently in various police authorities in German states and have now led to
projects aimed at exploring the potential of algorithms developed commercially
or in-house.

A fundamental assumption of policing aimed at prevention of crime refers
to the predictability of crimes, especially violence, an issue to which criminol-
ogy, forensic psychiatry and psychology have devoted themselves for at least
100 years. On the one hand, it is assumed that the individual risk of commit-
ting certain crimes can be determined on the basis of actuarial instruments. Fur-
thermore, the assumption is found here that criminals are also characterized by
“habit” and therefore tend to repeat successful crimes. In addition, it is assumed
that criminals tend to repeat crimes in the immediate (geographical) environ-
ment and at the same time as the previous crimes (Koss 2015, p. 302). On the
other hand, it is assumed that risk profiles and certain patterns can be used to
extract information from large amounts of data about persons and places through
whom or where crimes are committed. In contrast to risk control programs,
which focus on persons who have already appeared as criminals and which are
based on the concentration of (serious) crime in a group of few (career) crimi-
nals, analysis tools geared to still unknown persons or possible crime scenes
refer to the assumption that future offenders and crime scenes can be identi-
fied. On the one hand, this is associated with the initially not easily plausible
hypothesis that criminals repeat the same crimes frequently and, above all, com-
mit them in the same place or in the vicinity of the last crime. On the other
hand, the identification of as-yet-unknown persons requires valid risk profiles,
which will hardly be possible, especially in the case of rare events (where the
problem of high numbers of false positives turns up, see Munk 2017). The situ-
ation may be different where criminal events occur frequently. An example here
can be drawn from a 2017 case of repeated domestic burglaries. Hessian police
arrested that year an individual suspected of 900 domestic burglaries (Spiegel
Online 11.05.2017, Hundreds of burglaries—suspects captured). The suspect
also looks back on a history of at least 1200 other officially recorded domes-
tic burglaries for which he had already been convicted in 2004. However, its
geographical reach extended across three federal states, which is not surprising
given the simultaneous lack of residence. In contrast to this individual perfor-
mance, a report by the Munich police almost fades away. In this report, it is
assumed that a group of offenders who were active across borders was responsi-
ble for every fifth burglary in Germany 2017 (Zeit Online, 22 May 2017). In this
respect, it should come as no surprise that when highly active persons or groups
are detained and thus incapacitated, a more or less significant reduction in crime
can be achieved for certain spaces (and times). These particularly active persons
and groups are only marginally visible in the qualitative research results of the
Kriminologisches Forschungsinstitut Hannover in a study on domestic burglars,
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obtained from interviews with foreign offenders serving time for burglary in
German prisons (Wollinger and Jukschat 2017, pp. 65ff).

However, assumptions about specialization obviously cannot be general-
ized. Life history research and research on criminal careers indicate that little
specialization occurs in criminal careers (Williams and Arnold 2002, p. 2ff).
If specialization occurs, it is precisely in a limited circle of property or prop-
erty offences or transaction crimes (such as drug trafficking). Particularly in the
area of property crime, and even more so in white-collar crime, business models
are being developed which—Ilike all useful business models—are expected to
be repetitive. Various forms of larceny by trick bear witness to this as well as
Nigeria fraud schemes, Ponzi systems or even the burglary of flats and other
forms of theft, which are assumed to contribute disproportionately to property
crime in an organized manner and with only a small group of perpetrators. In
this respect, it is surprising that only recently have so many expectations been
placed on an observation which, now referred to as “near repeats”, expresses (no
more, but no less) than that when one of the persons or groups mentioned above
is active in a region, the probability increases that (in the same region) further
burglaries will occur. And: the statistical evidence that houses on the same side
of the street as those that have been broken into have a somewhat higher risk
of being the victim of a burglary than houses on the opposite side (Bowers and
Johnson 2005) is neither unexpected in view of human laziness nor suitable for
the design of preventive measures. “Near repeats” simply depict, at least in part,
business models, the emergence, adaptation and continuation of which should
probably not be regarded in terms of parallels to the foraging of chimpanzees
(Johnson 2014; Chainey and da Silva 2016). For the business models mentioned
will tend to differ depending on social, economic and cultural conditions (see for
example Chainey and da Silva 2016).

In this context, however, the focus of interest of Western European police today
is rather on highly mobile criminal groups (or individual perpetrators) who change
their activity areas at short intervals and also proceed across borders (WODC
2016). Moreover, these are said to have contributed considerably to the increase in
burglary figures in various countries of the European Union. But, rapid exchange
of and replacement of offenders, considerable mobility and limited data exchange
between police authorities ultimately result in serious limitations as regards attri-
bution of offences to offender groups (WODC 2016, p. 80). Furthermore, it can be
assumed that here—comparable with other forms of transaction crime—replace-
ment effects occur with regard to imprisoned actors or actors who have left the
country again (WODC 2016, p. 81). Obviously, in this context—and rightly so—
more preventive potential is seen in approaches that serve more to identify crimi-
nally particularly active persons and groups (WODC 2014), i.e. correspond to con-
ventional risk control programs and are furthermore not based on predictions but
on observations.

In contrast, the attempt to predict serious (terrorist) violence faces a different prob-
lem. This problem arises from the rarity of the event to be predicted. As a result, valid
risk profiles cannot be developed (Munk 2017).
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4 Data, Security and Protection of Privacy

Data collection, data retention and data analysis for purposes of crime control and
security are embedded in a normative system of data and personality protection.
In addition to national constitutional and data protection law, the protection of
personal data is also governed by European Union law and the European Conven-
tion on Human Rights. The security-driven demand for large and unselected data
collections has given rise to a field of conflict that has in the last decade become
apparent, in particular, in the retention of telecommunications data introduced by
Directive 2006/24 EC and then in the bulk meta data collection programs of the
US National Security Agency (disclosed by Snowden). The decision of the Euro-
pean Court of Justice (Judgment of the Court (Grand Chamber) in Joined Cases
C 293/12 and C 594/12) issued on 8 April 2014, however, found that Directive
2006/24 EC violated the European Charter of Fundamental Rights and was there-
fore null and void overall.

The Court first of all emphasizes that Directive 2006/24 EC entails general
retention of all telecommunication traffic data and thus interferes with the funda-
mental right to privacy and the right to the protection of personal data (Art. 7, 8
of the European Charter of Fundamental Rights) without individuals concerned
giving a concrete reason for retaining their data. This interference affects indis-
criminately (almost) all persons living in member states of the European Union
and the right to privacy protected by Article 7 of the Charter of Fundamental
Rights (for the privacy properties of meta data see Mayer et al. 2016). The simul-
taneous interference with the right to data protection (Art. 8) is placed in connec-
tion with intrusion into the right to privacy. According to the Court, the protec-
tion of personal data is of particular importance for the right under Article 7 of
the Charter of Fundamental Rights (European Court of Justice (Grand Chamber),
Judgement as of 8 April 2014, in Joined Cases C-293/12 and C-594/12, No. 53).
The Luxembourg court repeats here a statement of the European Court of Human
Rights, which in its decision M. K. v. France (Application no. 19522/09, Judge-
ment as of April 18, 2013, No. 32) also assumes that the protection of personal
data is of outstanding relevance for the right to privacy under Art. § ECHR and
that therefore the state is obliged to ensure effective protection of personal data
against any use which cannot be reconciled with Art. 8. The need for protection
is set higher in the case of automated data processing and processing for security
and criminal justice purposes.

The European Court of Justice considers that data retention is, in principle, a
necessary and appropriate means of furthering the prosecution of serious crime
and of ensuring the prevention of serious dangers. Data retention is assessed to
be necessary because of the outstanding importance of the fight against organ-
ized crime and terrorism for public security, and investigation methods based
on telecommunication traffic data are assumed to make a considerable contribu-
tion to this (European Court of Justice, Judgement in Joined Cases C-293/12 and
C-594/12), No. 51). The argument put forward in the submissions that the allo-
cation of traffic data to specific persons could be undermined in various ways
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is only briefly dealt with. According to the court, anonymous communication is
certainly possible, but this does not make data retention completely unsuitable.

Both the European Court of Justice (Luxembourg) and the European Court of
Human Rights stress the importance of efficient investigation and information gath-
ering methods for security and for the prosecution of serious crime. It is therefore
not a question of the legitimacy of covert information gathering and access to tel-
ecommunications data; this is not doubtful. Rather, it is a question of how an appro-
priate balance can be struck between the interest in security and effective prosecu-
tion on the one hand and fundamental rights on the other. In its decision of 8 April
2014, the Luxembourg Court relied on the case law of the European Court of Human
Rights, and in particular on two decisions, Marper v. United Kingdom (2008) and
M. K. v. France (2013), to answer the question of how interests should be weighed
and balanced. In both cases, the question was under which conditions personal data
could be included in police information systems (used for prevention and investiga-
tion). In the case of Marper v. United Kingdom, the inclusion of DNA profiles in the
English DNA database was disputed. In the case of M. K. v. France, it was the inclu-
sion in the fingerprint database of the French police authorities that was dealt with
by the Strasbourg court. Both cases did not concern the usefulness of fingerprint
files or DNA databases for law enforcement purposes. This was as uncontroversial
as the legitimacy of the objective of retaining the data, namely effective prosecution.
The question was what the conditions would be for the data to be retained and what
reason could justify the inclusion of a person’s DNA or fingerprints in the databases.
In both cases, persons had been included in the files for whom there was suspicion
but no conviction. In the case of M. K. v. France, the Court stressed that the purpose
of the database was to maximize the number of fingerprints (ECHR, M.K. v. France,
(Application no. 19522/09), Judgement as of 18. April 18, 2013, No. 36). The Court
also dealt with the French authorities’ objection that the recording of fingerprints
was also a way of establishing the innocence of suspects and thus in the interest of
the person registered. In that regard, the Court held that, if such an argument could
be accepted, the storage of information on the entire French population could be
justified. However, according to the court, the storage of data on all inhabitants and
without cause would clearly be “excessive and irrelevant” (ECHR, M.K. v. France,
No. 37). As a result, in both cases the Strasbourg court considered the mere suspi-
cion of an offence as insufficient to strike a balance between the interest in effective
prosecution and the interest in the protection of privacy (Article 8 ECHR).

Now, the parallel in the decisions Marper v. United Kingdom and M. K. v. France
on the facts underlying the storage of telecommunications metadata is on the one
hand obvious, on the other hand differences also become apparent. In the case of fin-
gerprints and DNA profiles, information systems are managed by police authorities
and data are collected by law enforcement authorities. Metadata storage, on the other
hand, is carried out by telecommunications companies and in the private sector. Tel-
ecommunications metadata, fingerprints and DNA profiles concern personal data
whose potential to interfere with fundamental rights is undisputed. However, the
potential interference with communication metadata goes further than with finger-
prints and DNA profiles. The latter can essentially only be used to identify a person
(if DNA profiles are limited to non-coding parts of DNA). Metadata, on the other
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hand, allows considerable and very accurate insight into a person’s habits, move-
ments and social and professional contacts. The main difference is that telecommu-
nication metadata are necessarily generated by using communication devices (and
can be retained by telecommunication companies) during the course of communica-
tion processes. Fingerprints and DNA profiles, on the other hand, require interven-
tion by police or other investigating authorities. They are not generated quasi-auto-
matically (apart from the fact that people leave traces in the form of fingerprints or
DNA tests of accessible material), but require a legally justified selection criterion
from the outset, which will usually coincide with criminal suspicion. In the case of
DNA databases and fingerprint files, it is a question of gradually building up infor-
mation systems (which, as the ECHR stated, is characterized by the objective of
expansion). In the case of the retention of metadata, the aim is to preserve the data
generated and keep them for security and law enforcement purposes.

However, it cannot make any difference whether data is held by telecommunica-
tions providers or police. It depends solely on who initiated compulsory data reten-
tion and who can access and use the data. Since state requirements, including sanc-
tion threats, justify the storage obligation of telecommunications companies and the
sole use is intended for averting danger and criminal prosecution, data retention is
attributable to the state. Furthermore, the collection of metadata must also be treated
as if it had been collected by state authorities. If, due to flat rates or prepaid commu-
nication, there is no reason for telecommunications companies to collect traffic data
and if billing purposes do not require traffic data retention, the obligation to retain
the data for security and criminal justice purposes must be subject to a proportional-
ity test provided for in Art. 15 of Directive 2002/58/EC (Directive on privacy and
electronic communications). Here, also the question arises whether the standards
developed by the Strasbourg Court for DNA databases and fingerprint files should
also be applied to the retention of telecommunications metadata.

The European Court of Justice (Luxembourg) obviously and rightly assumes the
applicability of these standards. In particular, the Court points out that, although the
aim of retention is to combat serious crime and prevent serious dangers, the retention
rules do not require any link between the data retained and a particular geographical
region, time period or group of persons exhibiting particular risks which could pro-
vide for a reasonable ground for retention. This consideration suggests that the court
may be more inclined towards a procedure similar to quick freeze (although the term
is not mentioned in the grounds given in the judgment).

In dealing with the question of proportionality, the European Court of Justice
does not address the effectiveness of data retention in the grounds of the applica-
tion. The Court contents itself with brief remarks on necessity and appropriateness,
whereby the practically existing possibilities to undermine data retention purposes
are not regarded as legally relevant. However, this is not convincing from the per-
spective of an effective proportionality test. For example, the German Federal Con-
stitutional Court points out that it is precisely when interference with fundamental
rights is at issue, the effects of which are not yet known to the legislature and can
only be very roughly estimated, that it is incumbent upon the legislature to initi-
ate evaluation research and then, depending on the results, to make appropriate
amendments to the laws (Bundesverfassungsgericht, Judgement, March 3, 2004—1
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BvR 2378/98, 1 BvR 1084/99). In this respect, evaluation research is an important
element in the implementation of the principle of proportionality. The legislature
is initially entitled to a margin of appreciation, which is caused by uncertainty in
the assessment of efficacy. In return, however, the legislature must ensure that this
uncertainty is reduced or, if possible, even eliminated altogether.

Before the adoption of Directive 2006/24/EC, there was little systematic and
independent research on the use and consequences of telecommunications metadata
for prevention and investigation of serious crime in Europe (Albrecht et al. 2008;
Albrecht 2011). Directive 2006/24/EC indeed required explicitly an investigation
into the effectiveness of data retention in combating organized crime and terrorism.
However, the 2011 evaluation report revealed little that could be used to assess the
effectiveness of data retention. The incomplete data do not even provide an answer
to the question of how often traffic data were used for the purpose of investigat-
ing crime. The latest statistical report of the European Commission, published in
accordance with Article 2 of Directive 2006/24/EC, states that in about 2.5 million
cases retained data have been accessed by law enforcement bodies. However, the
data provided by the Member States do not permit such a statement, as the report
itself explains. Obviously, the member countries have supplied different types of
data. According to European Commission statistics, in 2012 in almost 2.5 million
cases retained metadata were retrieved from telecommunication providers. How-
ever, two countries alone account for about 92% of the reports (England/Wales and
Poland), with one country, Poland, accounting for two thirds of all cases (European
Commission 2013, p. 16). The conclusion is simple: a meaningful interpretation of
such statistics is not possible (Guild and Carrera 2014).

It should also be noted that the Directive does not provide for precise require-
ments regarding access to and retrieval of retained data. No restrictions apply in
terms of, for example, seriousness of the offence, need of a judicial warrant or secu-
rity organizations which may have access to retained data. Finally, the European
Court of Justice emphasized that the duration of the retention period also requires
precise regulation and cannot remain in the setting of a general target between
“6 months and two years”. With regard to the fundamental right to the protection of
personal data, and this corresponds to the decision of the German Federal Consti-
tutional Court, the special need for protection of traffic data recorded over a longer
period of time is underlined and it is demanded that special data protection regula-
tions, which above all also include the conditions of deletion, are therefore indis-
pensable. In addition, a valid directive must already stipulate that retained data must
remain within the territory of the European Union and may not be outsourced.

In joined cases C-203/15 (Tele2 Sverige AB v Post-och Telestyrelsen) and C-698
(Secretary of State for Home Department v Tom Watson and Others) of 21 Decem-
ber 2016, the European Court of Justice has ruled that European Union law (after
Directive 2006/24 EC was declared to be null and void) precludes national legis-
lation of member countries from general and indiscriminate retention of telecom-
munication traffic data using the same argumentation as in the judgment of 2014.
The Court stresses again that—in order to comply with fundamental rights of pri-
vacy and data protection—a relationship between retained data and a threat to public
security is required. Data retention may be permitted on the basis of Art. 15 (1)
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Directive 2002/58/EC (concerning the processing of personal data and the protec-
tion of privacy in the electronic communications sector) as a preventive and inves-
tigative measure in the fight against serious crime, but must be targeted in terms of
a particular time period, a geographical area or groups of persons. In face of these
requirements, it seems clear that German telecommunication data retention law, re-
introduced as “retention light” in 2015 (but suspended due to several administra-
tive courts’ decisions), will not comply with European law. However, the German
Federal Administrative Court of Justice recently has requested a preliminary ruling
of the European Court of Justice (Bundesverwaltungsgericht 2019) on the ques-
tion whether Art. 15 (1) Directive 2002/58/EC will “under no circumstances” allow
indiscriminate data retention or whether strict and restrictive regulation of data pro-
tection and access to retained data might create interpretative room for allowing
“retention light”.

After all, the decisions of the European Court of Justice have set quite high
thresholds for a new edition of Directive 2006/24/EC as for national legislation on
bulk telecommunication traffic data retention. The real challenge lies in the indi-
cation that the Directive should provide for restrictions by specifying “targets” (in
terms of space, time, groups, individuals) of data retention. Such a restriction is
probably only feasible with an extended “Quick Freeze” regulation.

5 What Do We Know About the Results of Predictive Policing?

The introduction of specific predictive software, related organization of the police
and implementation of interventions based on predictions are accompanied by high
expectations not only in Germany (cf. only Heitmiiller 2017). These expectations
concern a significant reduction in certain forms of crime and not least the preven-
tion of serious (terrorist) violence. This expectation requires a certain change in per-
spectives. This is because conventional crime prevention research has always been
interested in recidivism rates (and in a comparative analysis of recidivism rates for
different forms of criminal sanctions), which is quite understandable in the wake of
modern criminal law. The concepts of predictive police and policing, however, are
oriented towards the goal of reducing crime by preventing crime.

In Germany, evaluation research on risk control programs and predictive police
has so far only been carried out in isolated cases. An evaluation of various risk con-
trol programs implemented by police of North Rhine-Westphalia focusing on young
career offenders led to evidence of reduced crime participation in a comparison of
program participants and control groups (Bliesener et al. 2010, p. 184). However,
these were relatively small groups on the one hand, and the research design included
only a short probation period on the other. Finally, due to a lack of data, not all
potentially relevant variables (in particular detention periods) could be controlled.
The question of reducing crime rates in the areas covered by the risk control pro-
grams was not raised. Rather, it was probably assumed that a lower participation
of career offenders in crime would lead to corresponding reductions in the overall
crime load.
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The evaluation of a predictive policing project aimed at potential victims in Chi-
cago then led to disputes. This project was concerned with the prevention of the
use of firearms and homicides on the basis of the identification of persons who had
been classified as particularly at risk of becoming victims of homicide (Saunders
et al. 2016). These were predominantly young African-American men (Saunders
et al. 2016, p. 358). The intervention—no targets were set—probably consisted
essentially of “more frequent contacts” by the police with the “endangered” (who,
however, could simultaneously pass as suspects; Saunders et al. 2016); thus, a con-
ventional risk control program was implemented, about 20 years after the first pro-
grams were launched in Germany. A special effect in the form of the reduction of
homicide could not be proven with a quasi-experimental design (and for version
1 of the risk assessment instrument). The outcome of the program was not really
surprising: a higher probability of persons on the list of possible victims of homi-
cide being arrested for firearms offences (Saunders et al. 2016, p. 365). Chicago’s
police were not very pleased with this result and responded quickly by pointing out
that a more advanced version of the assessment instrument was now in use, with
which—it was suggested—Chicago police could achieve better results (Johnson
and Guglielmi 2016). In view of the still manageable risk of fatal violence even for
members of violent gangs in Chicago, which of course is at least 0.7% per year and
thus 233 times the risk of the ordinary Chicago resident, and the observation that
of the 405 persons killed in Chicago during the period under study, 3 were on the
list of persons classified as particularly at risk (Saunders 2016), the question then
arises whether there is any realistic prospect of at least perceptible preventive effects
through an improvement in prediction and, in particular, intervention.

Previous studies on the effectiveness of “predictive policing”, corresponding soft-
ware and interventions based on them have been limited and have so far provided
no evidence that these approaches were superior to conventional methods of police
work and that they could have significantly prevented crimes (Hunt et al. 2014;
Moses and Chan 2016; Gerstner 2017).

Little is known about the effectiveness of data bulk data retention for the pre-
vention and investigation of serious crime. This applies to retention and analysis of
telecommunications traffic data and air passenger data. Furthermore, there is still
controversy as to whether the bulk surveillance of telecommunication, as used by
intelligence services, can prevent terrorist violence. Particularly in the area of anti-
terrorism strategies, it is noticeable that evaluation research has so far been almost
completely lacking (Lum et al. 2008; Bellasio et al. 2018). However, optimistic
reports from security authorities and policymakers are opposed here by rather cau-
tious statements from research. The examination of cases that are used as evidence
of the effectiveness of mass surveillance measures shows, in any case, that the trig-
gers of interventions that then led to the arrest of persons suspected of terrorism
(and thus possibly to the prevention of terrorist violence) can be found predomi-
nantly in conventional investigative approaches (Jonas and Harper 2006; Bergen
et al. 2014; Houston 2017).

However, this also reveals the problem already mentioned above of developing
suitable methodological approaches for proper evaluation of assessment and predic-
tion tools aimed at identifying risk patterns or profiles (van Uma and Pisoiu 2015).
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The same applies to the development of valid approaches for determining the risk
of terrorist violence in individual (already known) persons (either in the form of
determining the risk of relapse into terrorist violence or assessing the risk of terror-
ist (or other violence) in security checks before recruitment in certain occupational
areas, Monahan 2011; RTI International 2018). In this respect, the response of the
Federal Government to an inquiry in the German Bundestag on the results of inves-
tigating bulk air passenger data is not surprising. In addition to the confession that
it was not possible to answer the question as to the extent to which the transmit-
ted data subsequently contributed or will contribute to the prevention/prosecution of
criminal offences, it was pointed out that 514 hits followed from matching a total of
31,617,068 PNR data records with police data (Federal Government’s answer 2019,
p. 5). Thus, out of ca. 60,000 data records one turns out to be relevant for policing
purposes. However, this small outcome is further relativized by the type of hits. The
hits concern 57 individuals with arrest warrants, 76 persons under open and covert
observations and 381 residence investigations. These cases, in turn, are linked to
27 terrorism-related offences and 482 offences that fall under the category of other
serious crime which, however, is defined as offences with a maximum sentence of
at least three years imprisonment (so, ultimately insults and damage to property are
not eligible).
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