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Abstract
This article examines terror awareness as an individualized security practice that 
allows civilians to respond to situations of emergent terror as they occur, that is, in 
real time. It is a practice that targets the “time–space” (Walters in Comp Eur Polit 
15(5):794–817, 2016) just before, during, and immediately after an event of terror. 
In recent years, the notion of “terror awareness” has gained salience in official US 
homeland security discourses. To protect themselves and their communities from 
harm and ensure an uninterrupted “way of life,” citizens are routinely encouraged 
to be vigilant and aware to signs of potential terror as they attend to their daily 
affairs. They are asked to stay informed, remain alert, and be ready to respond to 
the incipiency of terror so that they may avert—or, at least mitigate—its potentially 
catastrophic and disruptive consequences. According to the authorities, this kind of 
habitualized threat awareness can help prevent acts of terror and strengthen com-
munity resilience. But what exactly do government and security officials mean when 
they speak of “terror awareness”? What does this practice of being “terror aware” 
entail? And how is it supposed to function as a protective mechanism against poten-
tial terror? What is its relationship to such abstract concepts as “security,” “prepar-
edness,” and “resilience”? This article seeks to answer these questions. It is based 
on a careful reading of official and publicly available texts (press statements, policy 
documents, reports, training brochures, websites, etc.) about homeland security and 
anti-terrorism, where the notion of “awareness” finds mention and a specific under-
standing of it—namely as an individualized security technology—is being commu-
nicated to the wider public.
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1 Introduction

In October 2017, Sayfullo Saipov drove a rented Home Depot pickup truck down 
a busy bicycle path near the World Trade Center in New York City, killing eight 
and injuring almost a dozen (Prokupecz et  al. 2017). In October 2018, Robert D. 
Bowers, armed with an AR-15-style assault rifle and at least three handguns, opened 
fire inside the Tree of Life Synagogue in Pittsburgh, Pennsylvania, killing 11 con-
gregants (DOJ 2018a). The attack constituted the worst anti-Semitic attack in the 
nation’s history (Robertson et al. 2018). At the same time, another violent extrem-
ist mailed pipe bombs to thirteen former high-ranking government officials in one 
of the nation’s largest assassination attempts (DOJ 2018b). In April 2019, Ron-
dell Henry was arrested for allegedly planning to use a stolen rental truck to mow 
down pedestrians at a popular Washington-area dining and shopping destination 
(Tau 2019). In August 2019, Patrick Crusius, armed with a rifle, entered a crowded 
Walmart store in El Paso, Texas, shooting and killing twenty unsuspecting shop-
pers (Romero et  al. 2019). Cases such as these demonstrate that domestic terror-
ism is a significant threat currently facing the American homeland. The threat from 
violent extremism—especially right-wing extremism—is growing; the frequency 
and lethality of attacks appears to be on the rise (Jenkins 2017).1 Yet, the threat 
of violent extremism presents law enforcement and security officials with a chal-
lenge: it is diverse, fluid, volatile, and unpredictable (Jenkins 2017). As the National 
Strategy for Counterterrorism (WH 2018) notes, the country is facing a range of 
homegrown terrorist threats, motivated by a mix of ideologies. There is no typical 
demographic profile of who the perpetrators are (Horgan 2008). “[T]he terrorists 
who threaten America’s safety” (WH 2018: preface) hail from various backgrounds. 
What is more, they are radicalizing quickly through social media and the Inter-
net; are increasingly acting without a clear group affiliation or guidance; and are 
using “simple tactics against predominantly soft targets” (WH 2018: 8; see also FBI 
2019). On top of that, the threat seems pervasive. FBI Director Christopher Wray 
recently remarked: “Today’s terrorism threat is everywhere, coast to coast, north, 
south, east, west” (cited in Moore 2018). And in the Preface to the National Strat-
egy (WH 2018), US President Donald Trump surmises: “the terrorist threat ha[s] 
become more complex and widespread than ever before.”

To govern this complex and pervasive threat posed by domestic terrorism, the 
US government and its security authorities have decided to pursue what they call an 

1 Terrorism worldwide has dropped dramatically between 2014 and 2017, but the frequency of extremist 
incidents in the USA has more than doubled in the same period (29 cases in 2014 to 65 in 2017) (Becker 
2019: 1). What is more, for the first time in US history, the number of FBI investigations into domestic 
terrorism cases now equals the number of foreign terrorist cases (Hosenball 2018). Among those cases, 
a majority are related to right-wing extremism. “Although many Americans view Islamic terrorists as the 
greatest threat to the country, US-born far-right extremists have been responsible for three times more 
attacks,” Cronin (2019), a researcher at the American Security Project, a non-partisan public policy and 
research organization dedicated to national security issues, explains. According to the Anti-Defamation 
League (ADL), a leading anti-hate organization in the USA, from 2009 through 2018, right-wing extrem-
ists accounted for 73% of extremism-related killings in the USA, compared with 23% for Islamists and 
3% for left-wing extremists (see https ://www.adl.org/media /12480 /downl oad).

https://www.adl.org/media/12480/download
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“all-of-nation” approach: they are rallying the entire society in their efforts aimed at 
providing homeland security. “Homeland security is a shared responsibility,” they 
never tire to repeat. For the authorities, it is crucially important that all levels of 
government—federal, state, and local—as well as the private sector and private citi-
zens are engaged in the fight against homegrown terrorism. On its website, the US 
Department of Homeland Security (DHS) (n.d.) notes, “Americans all share respon-
sibility for the nation’s security and should always be aware of the heightened risk 
of terrorist attack in the USA and what they should do” (emphasis added). But what 
exactly should private citizens do? How can they help prevent future acts of terror? 
Here, the official message is clear: American citizens should be “aware, alert, and 
ready to respond to keep our country safe” (DHS 2017). They should “be aware 
of their surroundings and report suspicious or unusual behavior to the authorities” 
(DHS 2018a: 2). They should “pay attention,” because their awareness “may help 
prevent or deter an attack in places frequented by all of us” (TSA 2014). The crea-
tion of an aware and resilient public is one element that, according to the authorities, 
provides a “foundation for future success in homeland security” (DHS 2018b). For 
them, terror awareness practiced by an “informed and alert” citizenry is “a critical 
component of [the nation’s prevention] architecture” (WH 2018: 21). After all, by 
lending the authorities their “eyes and ears,” these alert citizens can serve as human 
sensors and “early warning systems” for the detection of imminent attacks (WH 
2018: 21).

The governmental interpellation of citizens as private terror detectors is sup-
ported by various (state and non-state) institutions and organizations who are offer-
ing guidance and training for anyone interested in becoming more terrorism aware. 
Many of these training opportunities are directed at public sector entities who work 
in security-critical fields, such as law enforcement, emergency response, crisis man-
agement, or transportation (Shapiro et  al. 2019). But an increasing number also 
address private sector entities and civilians. The Counterterrorism Education Learn-
ing Lab’s Community Awareness Program (CAP), the Community Anti-Terrorism 
Training Institute’s Anti-Terrorism Awareness Training for Citizens, or the North 
Carolina Justice Academy’s Basic Anti-Terrorism Awareness course are examples.2 
In addition, numerous manuals, guides, and self-help books have been published 
that provide advice on how to become more “terrorism aware.” They include such 
titles as retired US army Lieutenant Colonel Joseph A. Ruffini’s (2006) When Ter-
ror Comes to Main Street: A Citizen’s Guide to Terror Awareness, Preparedness and 
Prevention or retired US Air Force Colonel Mike Licata’s (2008) Citizens Terror-
ism Awareness and Survival Manual. What these initiatives share with the official 
narrative is that they all consider a well-trained and security conscious citizenry 
to be able to act as a powerful “force multiplier” (FEMA 2012) for the recogni-
tion and reporting of activities potentially indicative of terrorism (see also ODNI 
2017). They also agree that being “informed and alert” will allow citizens to “take 

2 See, for example, https ://www.thece ll.org/; http://catey es.us/; https ://ncja.ncdoj .gov/getdo c/d2ab3 
4c3-f897-408b-88ec-06f9b a6296 ae/Basic -Anti-Terro rism-Aware ness.aspx (last accessed: 11 August 
2019).

https://www.thecell.org/
http://cateyes.us/
https://ncja.ncdoj.gov/getdoc/d2ab34c3-f897-408b-88ec-06f9ba6296ae/Basic-Anti-Terrorism-Awareness.aspx
https://ncja.ncdoj.gov/getdoc/d2ab34c3-f897-408b-88ec-06f9ba6296ae/Basic-Anti-Terrorism-Awareness.aspx
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a stronger role in [their] own protection” (FEMA n.d.). Indeed, all these efforts are 
characterized by an underlying conviction that terror awareness is an effective secu-
rity technique which enables citizens “to successfully recognize, report, and react 
to potential terrorist incidents” (FEMA n.d.). They argue that it not only allows 
civilians to see potential threats before—and as—they develop but also empowers 
them to become more resilient, that is, able to withstand the effects of attacks that 
could not be prevented. In this way, terror awareness is said to serve as “one of the 
key building blocks of effective personal security, and when practiced collectively, 
national security” (Stewart 2010).

In this article, I examine “civilian terror awareness” as precisely such a central, 
individual-level tactic for governing, and ideally preempting, acts of terror. I do 
not address terror awareness as it is practiced on the institutional level, for exam-
ple, in the DHS’s Fusion Centers, where it is much more concerned with building 
efficient networks of collecting, processing, and sharing time-sensitive and security-
critical information about emerging threats for incident management decisions (see, 
e.g., Regan et al. 2013). At the institutional level, terror awareness is very much a 
virtual(ized) process that reflects the necessities of contemporary network-centric, 
information-based warfare. It is a risk-assessment process where situational “threat 
pictures” are composed from heterogeneous data flows that are analyzed through 
automated suspicion algorithms (ASAs) and where decisions are made based on 
these actuarial calculations (Joh 2016; Knorr Cetina 2009; Rich 2016). In this arti-
cle, by contrast, I am interested in the concretely situated practices of perception 
and attention-management that terror awareness entails when carried out by ordi-
nary citizens. As such, my analysis furthers our understanding of how governmental 
authorities are mobilizing, shaping, and enlisting the affective and perceptual pow-
ers of everyday citizens in their efforts to counter perceived threats of terror. This, 
in turn, provides insights into the way security is governed in relation to the pos-
sibility of future terror, especially with regard to its normalization and integration 
into everyday life. Finally, this analysis also illustrates how abstract concepts such 
as “preparedness” and “resilience” are operationalized and translated into concrete 
practice.

The article proceeds as follows. First, I present some theoretical context. I discuss 
how the changed perception of the nature of the terror threat in recent years has 
increasingly turned governmental attention to situations of terror emergence(y), as a 
means for managing the threat as it occurs, that is, in real time. And I provide some 
reflections on what kind of “situation” terror-aware civilians are asked to pay atten-
tion to and why. Then, I review some of the existing literature on situational aware-
ness and discuss its relevance for understanding how civilians are instructed to be 
terror aware in current discourses of homeland security. Having introduced the theo-
retical backdrop for my analysis, I subsequently focus my attention on the practice of 
terror awareness itself. I explore the specific attitude that is necessary for being “ter-
ror aware” and present four components of terror awareness that help us understand 
what this security practice entails and how it shapes the perceptions of civilians in 
anticipation of future threat. These components are a (1) a spatial component, (2) a 
cultural-normative component, (3) a temporal component, and (4) an affective com-
ponent. I also explore how terror awareness as an individualized security practice 
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introduces what O’Malley (2010) calls a “warrior” logic and, thereby, operational-
izes such abstract ideas as preparedness/resilience. Finally, to conclude this article, I 
relate terror awareness to its historical antecedents, highlight how it differs, and why 
further research to understand this phenomenon is needed.

2  The Government of Terror Through Situations

Before I begin my analysis of terror awareness as an individualized security prac-
tice, let me briefly provide some theoretical context. In particular, I want to discuss a 
shift in security thinking that has occurred recently and turns attention to governing 
terror through the situations in which its potential exists and becomes recognizable. 
This perspective draws on insights from approaches to the situational prevention of 
crime (see Clarke and Newman 2006; Freilich and Newman 2009; Schmid 2012) 
in that it takes into account the immediate environment in which attacks occur and 
attempts to manipulate the situational conditions such that a motivated attacker is 
either deterred or detected in a timely enough matter to prevent or mitigate harm—
for example, because of the increased visibility provided by the “eyes and ears” of 
watchful citizens. Because the concept of a “situation” is not easily interpreted, it is 
useful to delineate in what sense I am using it here. Also, an overview of the reason-
ing behind the shift in governmental focus to situations with the potential for ter-
ror helps to situate the practice of terror awareness in its appropriate socio-political 
context.

The Cambridge Dictionary defines “situation” as “the set of things that are hap-
pening and the conditions that exist at a particular time and place.” Sociologists 
LaFree and Birkbeck (1991) offer a slightly different definition. According to them, 
a situation is “the perceptive field of the individual at a given point in time” (75). A 
review of the literature suggests that both definitions make “situations” sound sim-
pler than they are (see, e.g., Friedrichs 1974). Conceptually speaking, “situations” 
are multiple in that they pre-exist participation in them and exceed their localized 
instances (Zigon 2015: 503). As Zigon (2015) describes it, situations are “consti-
tuted by diverse phenomena that become intertwined and emerge temporarily as 
localized manifestation” (503). At the same time, they are singular in that a par-
ticular constellation of people and things in a given time–space is always unique; 
the same constellation of interdependent elements will never spontaneously repeat 
itself (Stebbins 1967: 154). Thus, every situation has its distinct conditions of possi-
bility (Walters 2016). Furthermore, every situation is open to different—sometimes 
conflicting—interpretations and definitions. On an institutional level, for example, 
the “situation” for terror awareness is “thick” and encompasses a large assemblage 
of heterogenous elements; its meaning is determined by an algorithmic, actuarial 
analysis of data flows (see Walters 2016: 806; Knorr Cetina 2009). Due to its largely 
virtual character, Knorr Cetina (2009) describes it as a “synthetic situation.” As 
I will show, this is not the case with civilian terror awareness, which involves an 
immediate sensing and reading of the situation by individuals who are immersed 
in it. Here, the situation is defined by the perceived reality of the persons within 
it and how they make sense of it, for example, through experiential and mediated 



228 K.-S. Arfsten 

1 3

knowledge, associations, beliefs, or the affects they ascribe to it (“dangerous,” “ter-
rorizing,” “harmless,” “sketchy,” “tense,” etc.) (Thomas 2007; Goffman 1964, 1971, 
1974). In practices of civilian terror awareness, people are an integral part of the 
situation. After all, it is impossible for them to perceive a situation of emergent ter-
ror without being physically present or enfolded in it. Hence, terror-aware individ-
uals are always, at the same time, perceivers and participants—and therefore co-
producers—of the situation (Goffman 1964, 1971). In the case of terror awareness, 
then, the definition of a situation is highly subjective. What is more, this subjective 
definition of the situation influences how citizens act in it and what role they decide 
to play (Blumer 1962: 145; see also Thomas 2007; Friedrichs 1974). The definition 
of a situation precedes and limits any possible action. To a great extent, it “provides 
the conditions for possible ways of being, doing, speaking, and thinking within that 
situation” (Zigon 2015: 503).

The shift to governing terror through situations in homeland security stems from 
the recognition that, in a threat environment where perpetrators radicalize quickly 
and are difficult to identify—and thus act upon—before they begin to carry out their 
attacks, traditional preventative measures only go so far. As the DHS (2018b) notes, 
“highly lethal attacks … can be executed with little planning or expertise and are 
often able to remain undetected until operational” (2). There are multiple pathways 
to radicalization (Horgan 2008; McCauley and Moskalenko 2008). And I mentioned 
above that there is no clear “terrorist profile.” In addition, recent research suggests 
that perpetrators are increasingly trying to be even less visible and conspicuous (see 
Jones 2018). Ben Daley, a white supremacist of the Rise Above Movement (RAM), 
for example, has instructed his supporters to wear clothing like polo-style shirts and 
khakis and get clean-cut military-style haircuts to become less predictable (Jones 
2018). According to Seth Jones (2018), researcher at the Center for Strategic & 
International Studies (CSIS), Islamic extremists are similarly adopting tactics to 
remain “unseen,” such as trimming their beards or wearing Western-style clothing. 
Finally, an increasing number of perpetrators are untethered to specific organiza-
tions. Among all threat actors these so-called “lone wolves” are especially difficult 
to detect. In fact, a study conducted by Smith et al. (2015) has shown that they not 
only carry out their preparatory activities further from their residences than perpe-
trators who are affiliated with a group/cell, but also travel further from their res-
idences to strike a desired target. What is more, they also tend to be much more 
isolated. These factors, the authors conclude, conceivably reduce opportunities for 
preventative intervention (23).

The government of terror is thus characterized by a large degree of uncertainty. 
Under these conditions, the specific form of the threat and who poses it may be 
impossible to predict. It is more likely that the threat remains shrouded in secrecy 
until the moment it reveals itself and begins to materialize. Ultimately, the authori-
ties therefore suggest, the only point of intervention may be the emergent event 
of terror itself. There may be, as the DHS (2011a) postulates, “nothing…to inter-
rupt until something actually occurs.” Consequently, law enforcement attention has 
shifted to the situation of terror’s emergence—or, the emergence(y) situation. From 
this perspective, it becomes important to be able to recognize a situation with the 
potential for terror as soon as possible, that is, to become aware of it just in time 
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before the threat fully materializes, and to be able to respond to it as quickly and 
efficiently as possible to eliminate or mitigate harm. The “situation” becomes, as 
Walters (2016) has noted, “a mode of grasping and acting on the event” of terror as 
it occurs (808, emphasis added). And, fortunately, this situation can be identified by 
sets of indicators—or, “warning signs”—that law enforcement agencies across the 
country have developed. These indicators can be located in  situations that appear 
“out of the ordinary” or “unusual” in the here and now. They signal that the begin-
ning of a situation which carries within itself the potential for disruption and vio-
lence is marked by a noticeable change in or deviation from the ordinary way of life. 
Delineated thusly, the “situation” “opens up a space of analysis around and in the 
interstices of the event” of terror (Walters 2016: 808).

To sum up, the focus on situations reflects an understanding of terror as imminent 
to everyday life and of the present as permanently on the verge of its emergence 
(Anderson 2010; Bratich 2002, 2006). It also goes hand-in-hand with the recogni-
tion that today’s terror threats are so complex, variegated and fluid that any attempt 
to understand them can only take place after-the-fact, that is, with hindsight (Chan-
dler 2014: 443). Where violence erupts unexpectedly, it may only be possible to be 
“wise after the event” (Prins 1991). It follows that all which can possibly be done 
beforehand is to anticipate the threat’s emergence and to, ideally, intercept it—even 
if only at the very moment of its unfolding. After all, the only chance of stopping 
future acts of terror may be at their incipiency, moments before the dangerous future 
begins to unravel, shortly before the point of irreversibility. This time–space imme-
diately preceding an attack, in-between radicalization and terror, is the object of 
terror awareness as a governmental technique. It is the “perceptive field” (LaFree 
and Birkbeck 1991) from and within which terror begins to materialize and become 
accessible to intervention. As a security technology, civilian terror awareness serves 
to discern the potential for danger within this perceptive field, to detect the event’s 
“early warning signs” in an individual’s immediate surroundings, so that appropriate 
and timely actions may be taken in response. In this way, while the boundaries of 
“situations” may be fluent and drawn only instantaneously, the governmental focus 
on them nevertheless constitutes an attempt at immobilizing, at least for an instance, 
the continuous flow of the future, of making it inhabitable long enough to make a 
decision and enable action that can avert disaster or mitigate harm.

3  Terror Awareness as Situational Awareness

Another body of literature is relevant for understanding contemporary terror aware-
ness. As noted in the introduction, to practice terror awareness, the US authorities 
are routinely encouraging civilians to monitor their surroundings. The practice of 
monitoring one’s surroundings for situations of emerging threat is also known as 
“situational awareness.” And, indeed, in homeland security discourses the terms are 
often used interchangeably. Existing research on situational awareness reveals addi-
tional logics that are at work in terror awareness. It helps to grasp terror awareness 
as a distinct spatiotemporal practice and an amalgam of different governing ration-
alities. It also serves as a good starting point for our inquiry. At the very least, it 
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provides us with some key components—or analytical dimensions—that we can 
later use to structure our investigation of terror awareness as an individualized secu-
rity practice.

“Situational awareness” is a concept that has its roots in the fields of air traffic 
control, airplane cockpit control, manufacturing process control, military command 
and control, and information or network-centric warfare (O’Connor2019; see also 
Matheus et al. 2003). In fact, most of the existing literature on situational awareness 
is related to aviation or military matters (see, e.g., Finney 2008; Juarez-Espinosa and 
Gonzalez 2004; Nolan et al. 2014; NRC 1998). In the military context, for example, 
situational awareness is linked to effective combat decision-making in tactical envi-
ronments and considered “critical to successful combat performance” (NRC 1998: 
175). Based on this concept, advanced skills of surveillance, counter-surveillance, 
operational security and behavioral profiling have been developed (McGovern 2011: 
56). Other fields in which the concept of situational awareness plays a role are emer-
gency or incident management, law enforcement/criminology, psychology, business, 
medicine, and computer science (see, e.g., Matheus et al. 2003; Stewart 2010; Verma 
et al. 2011; Vieweg et al. 2010). Here, too, situational awareness is described as a 
crucial skill for the accomplishment of variety of operational tasks. It is presented 
as an important and effective technique for making decisions in complex, dynamic, 
fluid, and uncertain environments (Harrald and Jefferson 2007; Nolan et al. 2014). 
The concept pertains to situations where the variables factoring into decision-mak-
ing are innumerable and constantly changing and the consequences of inaccurate 
assessments can be costly if not catastrophic (Endsley 1995; Metalis 1993; Vieweg 
2012). However, situational awareness is not only practiced and used in extraordi-
nary or high-risk contexts; it is also an important component of the skillful and safe 
performance of a range of ordinary activities, such as driving cars or playing (team) 
sports (Gugerty 2011; Jannat et al. 2018; Kass et al. 1990: 1352; Peck et al. 2016: 
800). It is, thus, not per se an exceptional practice.

Although situational awareness seems to be accepted as an important concept 
across a variety of disciplinary fields, no common definition of it exists. Most defini-
tions of situational awareness are rather technical. Among the more technical defi-
nitions of situational awareness, engineer and former Chief Scientist of the United 
States Air Force Mica Endsley’s (1995) definition is perhaps the most prominent 
and widely used. Endsley defines situational awareness as “the perception of the ele-
ments in the environment within a volume of time and space, the comprehension of 
their meaning, and the projection of their status in the near future.” (I will use these 
three components—perception, comprehension, and projection—to guide and struc-
ture my own analysis later on.) But there are also simpler, less technical definitions 
of situational awareness. Technology and media scholar Vieweg (2012), for exam-
ple, describes situational awareness as “knowing what is happening in your imme-
diate environment and understanding what that information means for a particular 
situation—including perception of the elements in the environment and how they 
relate to one another” (1). In the context of crime and terrorism, security consultant 
Stewart (2012) refers to situational awareness as: “being aware of one’s surround-
ings and identifying potential threats and dangerous situations.” McGovern (2011) 
adds an element of action to the definition when he argues that situational awareness 
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means “recognizing a potential threat at an early enough state to allow counter 
measures to be taken to avoid it” (56). And, finally, in everyday parlance, the term 
situational awareness simply means “knowing what is going on around you” (see 
Jeannot et al. 2003; O’Connor 2019).

Despite their subtle differences, these definitions all describe a common goal for 
the practice of situational awareness: to gather all knowledge that is accessible in 
one’s immediate environment through perception and that (a) can be integrated into 
a coherent picture of a complex and evolving but possibly critical situation and (b) 
can enable near real-time decision-making/action. Importantly, situational awareness 
denotes not a state of knowledge but the process whereby knowledge and under-
standing of a situation is achieved (see NRC 1998). Uncertainty is the norm in situa-
tions where situational awareness becomes relevant as a self-protective practice. The 
situation is indeterminate in nature; it is still evolving, and the outcome—what the 
situation will become—is contingent. But the purpose of situational awareness is not 
to come to a full understanding of a situation; it is to render the emerging situation 
knowable enough to enable decision-making and action. In the context of situational 
awareness, therefore, perception is purposeful; it serves the extraction of specific 
information, which is related to the task at hand (in this case, seeing and recognizing 
terrorism pre-incident indicators), from the environment. It is an active perceiving 
of the environment with the aim of understanding—or gaining knowledge about—a 
situation through a sensory sampling of it (see Vidulich et al. 1994). The informa-
tion which a situationally aware individual seeks to extract is thus tactical, action-
able information that can provide insights into time- and security-critical situations, 
such as a situation of possibly emergent terror (see Verma et al. 2011).

4  Terror Awareness as a “State of Mind” and a “State of Attention”

Against this theoretical backdrop, let us now take a closer look at discourses of 
civilian terror awareness in the USA and how the concept is used there. The defi-
nitions above are not specific enough to know exactly what the concept of “terror 
awareness” entails. For example, they tell us nothing about how it structures human 
attention and shapes perception in line with homeland security ideology—or how it 
translates into concrete, everyday practice. How, for example, are civilians supposed 
to come to an understanding of a situation as potentially related to terror? How do 
they come to define situations as potentially threatening, despite the given uncer-
tainties? Furthermore, the definitions do not tell us how the practice of terror aware-
ness gives material form to such abstract ideas as “security,” “preparedness,” or 
“resilience,” that is, how these ideas are operationalized through practices of terror 
awareness. To gain a better understanding of these aspects of civilian terror aware-
ness, we must dig deeper. At this point, I’d like to begin my analysis by exploring 
two essential requirements that official materials suggest must be met before an indi-
vidual can successfully practice terror awareness: firstly, an individual must have the 
right “state of mind” and, secondly, also be in the right “state of attention.”

In official discourses, terror awareness is first and foremost described as a criti-
cal detection skill that must always be practiced everywhere since, as McGovern 
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(2011) states, “we can never know when we will be attacked” (58). Terror awareness 
therefore builds on an individual’s acceptance “that the world is a dangerous place” 
(McGovern 2011: 58). It requires that individuals understand what “constitutes the 
normal, steady-state risk environment” in which we now live and accept that “liv-
ing under threat” is the “new normal” (DHS 2018a: 14). Recognizing and accepting 
that the threat of terror is ever-present is a prerequisite for the successful practice 
of terror awareness (DHS 2018b; Flynn 2004; McGovern 2011). This acceptance is 
also referred to as the necessary “mindset” to practice terror awareness. According 
to McGovern (2011), only individuals who accept that the possibility of terror is an 
established part of everyday life will consciously employ awareness skills “every 
time they leave a location of relative safety” (59). Others might become complacent. 
Or they might “miss critical warning signs” (RAND 2005) because they lack the 
state of mind to interpret what they see, smell or hear within a framework of poten-
tial terror and dismiss it as “nothing” because they are unable to make a connection. 
They will be unable to decipher what philosopher Biesecker (2007) has called the 
“cryptology of terror.” Signs of terror will—to borrow Biesecker’s words—remain 
“irreducibly opaque to the[ir] naked, unsuspecting, uninformed, and untrained eye” 
(159) because they refuse to acknowledge that “even—or especially—in circum-
stances in which we see nothing, something is likely taking place on the other side 
of a sign” (161). Thus, only those who learn to doubt their own perceptual experi-
ences, accept that “we can never be certain of what we see” (161), and acquire the 
skill to read beyond the level of the immediate sign, will have a chance of becoming 
adept at terror awareness.

In addition to having the right mindset, what matters when it comes to proac-
tively spotting and responding to situations of emergent terror is the right “state 
of attention.” Existing research reveals that there are different states of attention. 
McGovern (2011), for example, differentiates between three states of attention: 
relaxed, focused, and heightened (59). In a “relaxed” state, an individual is alert to 
potential threats, but still able to engage in other activities, such as driving a car or 
having a conversation. When the individual perceives an anomaly in their surround-
ings or routines, he or she enters a state of “focused” attention. In this state, he or 
she becomes focused on the behavior, object or event that caught his or her attention 
because it seemed unusual or out of the ordinary. The individual now must decide 
whether the behavior, object, or event is threatening or non-threatening. If he or she 
decides that the anomaly is non-threatening, the individual falls back into a state of 
relaxed attention. If he or she determines the anomaly to be a potential threat, the 
individual then falls into the third state of attention: a state of high alert. This state 
allows him or her to take measures to avert or mitigate the perceived threat; it trig-
gers action. Stewart (2010) describes pretty much the same three states of attention 
in his writings on terror awareness. However, he adds two additional states on either 
end of the spectrum: tuned out/daydreaming and panic/numbness. When an indi-
vidual is daydreaming, he or she is completely unaware of his or her surroundings. 
When an individual is in a state of panic, he or she is unable to think clearly or func-
tion properly. Stewart (2010) also describes this latter state as one of “panic-induced 
paralysis.”
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Both McGovern (2011) and Stewart (2010) suggest that “relaxed attention” is 
the appropriate state for terror awareness—that is, the state where an individual is 
comfortable and relaxed, but aware enough to notice anything or anyone in their 
surroundings that might cause trouble. This is echoed by the New Jersey Office of 
Homeland Security and Preparedness (NJOHSP 2012) in a participant guide for 
Terrorism Awareness and Prevention when it says: “Staying alert is NOT paranoia. 
Staying alert is simply being aware…” (11, original emphasis). Or, in the words of 
the DHS (2011c), “the whole purpose [of public awareness] is so that people will 
be alert, not alarmed.” The goal is to allow them to react to an emerging reality of 
threat “with confidence, with resilience, and foresight, not with fear” (DHS 2011a). 
As McGovern (2011) points out, this level of awareness allows an individual to stay 
attentive for longer periods of time than the higher levels of awareness. It is not 
associated with the same level of stress or fatigue but allows an individual to quickly 
“dial up” to a higher state of awareness, if he or she detects anything out of the ordi-
nary that could be potentially threatening (McGovern 2011).

5  Components of Terror Awareness

Once an individual possesses the right “state of mind” and is in the right state of 
“relaxed” awareness, the process of ascertaining situational terror awareness can 
begin. The process of ascertaining situational terror awareness is referred to as “sit-
uational analysis” (Matheus et  al. 2003). There are three principle components to 
developing this kind of awareness: (1) perceiving and recognizing the emergence of 
a potentially dangerous situation by identifying its pre-indicators, (2) understanding 
what the perceived signs mean, and (3) understanding what to do with that informa-
tion/knowledge. In the following, I address the three components—or, phases—of 
situational terror awareness sequentially, although it should be noted that in actual 
practice, they take place more or less simultaneously. Terror awareness involves a 
continuous “assessment-decision-action”-loop (Endsley 1995) that automatically 
replays with each evolving situation, that is, with each change in the “perceptive 
field of the individual” (LaFree and Birkbeck 1991: 75). It is an ongoing process. 
Finally, I would like to add a fourth component—one that acknowledges the role 
of something as fleeting and intangible as an individual’s “gut feeling.” I will call 
this the “affective” component. In practice, the process of ascertaining situational 
terror awareness is not always as rational and calculated as the previous three steps 
make it seem. As is known from policing research (Dunham et al. 2005; Pinizzotto 
et  al. 2004), intuition based on experiential knowledge, the sense that something 
just “does not feel right,” also plays a large part in determining whether an indi-
vidual perceives of a situation as suspicious or non-suspicious, threatening or non-
threatening. This affective element also influences how an individual becomes aware 
of, interprets, and acts in a certain situation. What is more, as I will show, when it 
comes to civilian terror awareness, the governmental authorities are actively trying 
to harness this intuitive power. They are, in fact, encouraging civilians to “trust their 
instincts” and use their “gut feeling” to make decisions in moments of uncertainty. 
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This component should therefore be added to our conceptualization of civilian terror 
awareness. But let’s start from the beginning.

5.1  The Spatial Component: Perception

The first element of terror awareness is perception. Because civilians are considered 
to be “in the best position to spot… precursor activities, as [they] go about [their] 
everyday activities in [their] communities” (DHS 2011b), they are encouraged to 
pay close attention to and perceive of their surroundings in specific ways. At first 
glance, the term “perception” seems to have a special visual reference, as is indi-
cated by the fact that civilians are asked to “be observant […] attentive […] watch-
ful” (ODNI 2017). In fact, however, perception also includes all the other senses—
in particular, hearing and smell. So, for example, civilians are not only asked to 
lend the authorities their “eyes” but also their “ears:” they are told to notice any “[s]
parking, flashing, or popping sounds” coming from vehicles (SDPD 2019) or other 
“unusual noises” (SEAPD 2019) and to “overhear[] conversations in which indi-
viduals or patrons make unusual or alarming statements” (NYDHSES 2019a). They 
are also asked to pay attention to “unusual odors” (SDPD 2019) or “strange smells” 
(FEMA 2012: 39) and to report “[c]hemical smells or fumes that worry [them]” 
(LAPD 2019a). In short, they are asked to pay attention to a whole range of sen-
sory cues. In De Anima, Aristoteles uses the term “perception” to refer to any think-
ing that is directed toward an apprehension of “what is” (cited in Scarry 2011: 9). 
Similarly, in discourses of terror awareness, perception refers to “the identification 
of the key elements or ‘events’ that, in combination, serve to define the situation” 
(NRC 1998: 173) through whatever sense is available. In the initial phase, the aim 
for terror-aware civilians is to simply “take inventory of what’s happening around 
[them]” (NCDP 2018). The aim is to collect as much perceptual information as pos-
sible through sensory observation so that the individual may be able to assess “what 
is.” Individuals must not yet selectively focus on certain persons, behaviors, events, 
or objects. Instead, they must take note of all the elements that are present in their 
perceptive field, that is, of everything that is rendered intelligible through all of the 
senses at a certain location and moment in time.

While most people go through the day without even noticing everyday events, 
terror-aware civilians are told to pay careful attention to “their surroundings” (DHS 
2018a) and “what is going on around [them] at home and while [they] are away” 
(City of Wheeling 2019). They are encouraged to “be vigilant and aware of sur-
roundings in any environment—in crowds, at concerts, in schools/campuses and in 
everyday life” (City of Chicago 2019, emphasis added). After all, the “dangerous 
situation” to be governed is assumed to emerge from and within the perceptual field 
of the individual at any given point in time (LaFree and Birkbeck 1991: 75). There 
are a few locations, however, in which individuals are asked to be especially vigi-
lant. They include (see, e.g., DHS 2018b: iii, 1; MPDC 2019):

• Government buildings
• Religious facilities
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• Amusement parks
• Sports/Entertainment venues
• High-rise buildings
• Mass-gathering locations—parades, fairs, etc.
• Schools
• Hotels
• Theaters
• Shopping malls
• Bridges
• Public transportation

In any of these locations, terror-aware individuals must always ask themselves: 
What do I see? What do I hear? What do I smell? What do I feel?

This list shows that the authorities are encouraging situational terror awareness, 
especially in places that they consider to be preferred targets by terrorists. Accord-
ing to the DHS (2018b), these locations are especially at risk because they “are eas-
ily accessible to large numbers of people and … have limited security or protective 
measures in place” (iii). In these locations, individuals must therefore constantly 
remain in a state of alert and be observant of what is going on around them. On its 
website, the Emergency Management Agency of the state of Maine (MEMA 2016) 
describes it with the following words:

Be alert to anything in public places, your neighborhood, workplace surround-
ings or along your commute route. (emphasis added)

“Anything” includes people, objects, their locations, motions, sounds, actions, 
routines—the entire setting (see BJA n.d.). Significantly, it also includes things that 
may not be immediately visible or that might be concealing a source of threat. Ter-
ror awareness requires individuals to also pay attention to what Goffman (1971) 
calls “lurk lines,” that is, lines that demarcate zones that are beyond or behind one’s 
line of sight. Terror-aware individuals routinely identify potential hiding places for 
persons and objects—such as doorways, driveways, or alleyways—because they 
understand that, for example, “[d]im hallways and corners or trash bins that aren’t 
regularly emptied” constitute “locations where [terrorists] can leave objects and 
equipment undetected” (MDOT 2019). Accordingly, they take note of any objects, 
walls, or barriers that might be obstructing their view, such as cars or pillars, and 
reflect on the things they might not be seeing. And finally, because these individuals 
not only aim to preemptively become aware of any emerging situation of terror but 
also seek to be prepared for the possibility that such a situation cannot be prevented, 
they routinely look for the locations of emergency exits, staircases, pay phones, 
fire alarms, fire extinguishers, and any spaces that can provide shelter in case of an 
attack (see, e.g., COEM 2018; NCDP 2018).

The risk at this stage, of course, is that individuals experience information over-
load and a total visibility that, ultimately, amounts to blindness; for it is a simple 
fact that where everything is overexposed, one sees nothing at all. Situations may 
last only a few seconds. There might also be “many different things… happening 
simultaneously” (Goffman 1974: 9). This can quickly become overwhelming. Yet, 
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amidst the cacophony of sounds, sights, and smells present in modern cities, terror-
aware civilians must identify those pieces of information that may indicate a situa-
tion of potential danger is about to unfold. Therefore, they must be able to “make 
sense of a situation without being overwhelmed with information” (Ulicny et  al. 
2013: 87). Once they have understood that any opportunities for terror “lie hidden 
in the ordinary details of everyday life” (Clarke and Newman 2006: 10), they must 
somehow filter the enormous flow of visual, auditory, and tactile information they 
are collecting at any one point in time. They must learn which details to focus on 
and which ones to discard, what elements to selectively pay attention to. After all, 
“[a]ttention ‘presents’ to consciousness an awareness of what is being perceived” 
and enables individuals “to make judgements and decisions” (Hoffman 2015: 74). 
Hence, to make sense of what they are perceiving, terror-aware individuals must 
learn to differentiate signals from noise in order to be able to identify the “precur-
sory signs of what threatens to happen” (Derrida 2003: 96). Only then will they be 
able to successfully play their role in preventing future acts of terror. “By learning 
what to look for, you can aid law enforcement officials in protecting the homeland,” 
a flyer provided by the Bureau of Justice Assistance (BJA) to local police depart-
ments instructs the public (SPD 2019, emphasis added). And, on its website, the 
DHS (2019a) explains that it is “by learning the indicators of suspicious activity” 
that individuals can “help keep their communities safe.”

So how can civilians eager to skillfully master terror awareness learn which signs 
to focus on? What are the “indicators of suspicious activity” the DHS refers to? A 
plethora of flyers, brochures, and other written materials are currently available that 
teach the public about what security scholar Aradau (2015) refers to as the “episte-
mologies of the clue” (22). They constitute a form of public pedagogy that instructs 
individuals where to look, what to see, and what not to see. They modulate public 
attention by giving certain things to be seen and, implicitly, rendering others invis-
ible. They produce specific visualizations of potential future threats and render them 
socially available. They provide visions and narratives that give the suspicious imag-
ination substance and form. What all these pedagogical materials have in common, 
is that they teach the public to sort their sensory impressions by applying a norma-
tive visual filter that differentiates between ordinary/out of the ordinary, usual/unu-
sual, and normal/abnormal. While closely observing their surroundings, individuals 
are told to look specifically for behaviors or objects that do not fit the expected con-
text of the situation. “All you need to do,” the NJOHSP (2012) informs civilians, “is 
pay attention to those activities and people who seem out of place” (11). Elsewhere, 
civilians are told to focus on anything “atypical” such as “behavior and activities 
that are unusual or out of place for the situation and that appear to be suspicious” 
(SPD 2019; see also BJA n.d.). And the DHS (2017), for example, encourages ter-
ror-aware individuals to take note when:

A vehicle is parked in an odd location, a package/luggage is unattended, a win-
dow/door is open that is usually closed, or other out-of-the-ordinary situations.

Other examples of indicators or “clues” include “individuals who don’t fit into the 
surrounding environment” (DPD 2019) or are “in places where they do not belong” 
(SPD 2019), individuals “wearing clothing inappropriate for the current weather” 
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(NYDHSES 2019a), and individuals “who [are] in an area or doing something that 
is not normal” (HPD 2019). They include “unusual noises” (SEAPD 2019), “aban-
doned parcels or other items in unusual locations” (SEAPD 2019), unattended items 
that are “incongruous to the location” (APTA 2012), individuals who are “paying 
attention to facilities or buildings beyond a casual or professional interest” (DHS 
2019a), and individuals who articulate “unusual requests for information” (SPD 
2019).

These examples further illustrate that any “out-of-the-ordinary signals that devi-
ate significantly from an established status quo” (RAND 2005: 1) seem to warrant 
focused attention by terror-aware individuals. They show that “suspicious,” in the 
context of terror awareness, seems to be any “occurrence that is out of place in your 
neighborhood…,” as a local police department notes on its website (BPD 2019); it 
is anything “out of the ordinary for the time, place or circumstances” (APTA 2012) 
under which an observation is made. These “out-of-the-ordinary signals” are the 
specific elements in an environment that terror-aware individuals are asked to iden-
tify and take note of—the underlying assumption being that anything “unusual” or 
“atypical” might be a sign for the individual that they are in the midst of an impend-
ing, potentially dangerous situation. Any unusual change in status quo is the trig-
ger that requires terror-aware civilians to take a closer look, to shift into a state of 
focused attention, so that they may differentiate potentially threatening situations 
from harmless situations (see also Hollywood et al. 2004: 7). Future terror is made 
tangible in the present through this kind of reading of social reality for signs of 
anomaly or “out-of-the-ordinariness,” that is, for those things that defy predictable 
expectations (Boltanski 2014: 9; see also Goffman 1971, 1974). Normalcy, by con-
trast, is the “non-event” where nothing unusual happens and individuals can remain 
in a state of relaxed awareness.

5.2  The Cultural‑Normative Component: Comprehension

The second component of situational terror awareness is comprehension. Terror-
aware individuals must be able to understand and interpret correctly what it is 
they are perceiving. Not all sensory information is equally relevant. Only some of 
the information gathered will be tactical information and help the individual gain 
“important knowledge that may forewarn of a future attack” (DHS 2019c). As we 
recall from the definitions of situational awareness presented earlier, to “develop a 
composite picture of the situation” (Fracker 1991), it is important to understand the 
elements in the environment, their meanings and how they relate to one another (see 
Endsley 1995; Vieweg 2012). This means that, to acquire terror awareness, individu-
als must be able to assess, integrate, and structure the sensory information gathered 
from their surroundings so that they can transform it into knowledge that represents 
an accurate and holistic picture of the situation and its significance (Harrald and 
Jefferson 2007: 3; see also NRC 1998; Vieweg 2012). Being able to put together 
such a holistic picture is important because it will enable the individual to quickly 
assess whether the unfolding situation is one of potential danger and make deci-
sions accordingly (see NRC 1998: 173). In situations of terror emergence(y), action 
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must immediately follow perception. Hence, the goal at this stage is to enable rapid 
decision-making, and the significance of any information gathered in the previous 
stage must be assessed with this goal in mind. After all, “very subtle observations [] 
can make the difference between interceding and stopping a dangerous act, or not” 
(FEMA 2012: 39).

At this point, it becomes clear why the authorities are asking not simply for an 
“alert” citizenry, but also an “informed” one. As notes the DHS (2011c): “the edu-
cated participation of individual citizens is an important part of [our] success.” In 
order to determine whether an unfolding situation is potentially dangerous or not, 
individuals need two kinds of knowledge. First, they need knowledge about their 
own communities and, second, about the nature of the potential threat. Situations 
consist not solely of the immediately perceivable ensemble of different objects, 
persons, and events in a location and at a moment in time; the contextualities of 
this ensemble also matter (see Dewey 1938). As part of a situation, the various ele-
ments—objects, persons, and events—and their interrelations are always experi-
enced and judged in connection with a contextual whole (Dewey 1938). Contextual 
knowledge—either immediately present in the situation or from prior experience—
guides perception (see Flach 2015; Afdile et al. 2019). It influences what observers 
notice, how they do so, and how they make sense of what they are seeing. So, to 
understand what constitutes “atypical” or “out-of-the-ordinary” behavior or objects 
in a specific setting, terror-aware individuals must have good knowledge of what is 
considered “normal” in their everyday surroundings and communities. This experi-
ential knowledge contextualizes the “atypical” and renders it visible. It also ensures 
familiarity with culturally specific behaviors and routines (see FEMA 2012). It 
becomes a safeguard that “normal cultural behaviors are not mistaken for potentially 
suspicious activities” (Wasserman 2010: 20). But beyond familiarity with their com-
munities and neighborhoods, to understand whether any “unusual signs” are poten-
tially relevant to the possibility of terrorism, aware civilians must also be familiar 
with terror’s identifiable precursors, its pre-incident indicators.

“Cues to danger… are not self-evident or self-explanatory; individuals may fail 
to discern or properly interpret cues…. The ability to detect, interpret, and respond 
to cues is a skill that must be learned, and it is acquired through experience with 
an environment,” Warr notes (1990: 892). According to him, it is an individual’s 
“acquired experience with an environment that determines what [he or she] senses as 
alarming” (892). It follows that terror-aware civilians must develop familiarity with 
and “know the normal routines” (NYDHSES 2019b) in their everyday surround-
ings. And, indeed, “[k]nowing neighborhoods and knowing what makes sense and 
what doesn’t,” as the DHS (2011c) phrases it, is a crucial aspect of developing terror 
awareness. “Understanding these routines will help you spot anything out of place,” 
the New York State Office of Homeland Security (NYDHSES 2019a) explains. The 
National Strategy for Homeland Security of 2007 (WH 2007: 19), similarly, suggests 
that to be able to recognize “unusual signs,” individuals must develop a “baseline 
understanding of their […] environments—the people, the geography, and the daily 
and weekly rhythm of activities and events,” because it is only “[b]y understand-
ing trend lines, [that they] can better identify anomalies and deviations that could 
indicate terrorist activity.” And according to the Federal Emergency Management 
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Agency (FEMA) (2012), ordinary citizens are “the individuals most likely to iden-
tify suspicious activity in their neighborhoods,” because they are “likely to take the 
same route to work each day,” to “frequent the same stores, parks, and public areas,” 
and to “recognize their neighbors and cars on the street” (3). This means “[t]hey 
know when something is out of place” (3, emphasis added).

Here, routines are presented as translating into an understanding of what is “nor-
mal” in a specific environment. Terror-aware civilians are asked to be perceptive 
of these routines and learn what they are in their “neighborhood, community and 
workplace” (NYDHSES 2019b). They are asked to familiarize themselves with their 
communities, track their characteristics, and establish expectations for what is “nor-
mal” in any given situation. For it is only when they know what a “normal” situation 
looks like that they will be able to recognize the slight deviations or changes that 
might indicate an “unusual” or “out-of-the-ordinary” situation, and thus a poten-
tially dangerous one. As notes the New York State Office of Homeland Security 
(NYDHSES 2019b):

We have the opportunity to identify individuals with malicious intentions 
before they are able to cause damage. While preparing for an attack they may 
conduct themselves in ways that do not match the usual pattern of activity 
found within our daily lives, which makes them stand out from others. [There-
fore k]now the routines of your community, always remain alert and aware of 
what is going on around you and take what you hear seriously.

By studying the routines in their neighborhoods, communities and workplaces, 
individuals can develop cognitive schemata—or, mental images—of their surround-
ings that help them to make sense of and organize future sensory information (Alp-
ert et al. 2004: 1–8; see also Brehm et al. 2002). Based on these learned “mental 
images,” they can then form suspicions when they encounter a situation they did 
not expect or anticipate. They can “see things that are out of line from the norm” 
(FEMA 2012: 39).

However, not all “atypical” or “out-of-the-ordinary” observations are necessar-
ily relevant to terrorism. To be able to recognize which observations matter, the 
authorities therefore suggest that terror-aware civilians acquire knowledge about 
the nature of the terrorist threat and its identifiable precursors. “Familiarize yourself 
with the signs of terrorism-related suspicious activity,” the DHS (2019d) advises. 
The authorities are encouraging individuals to educate and inform themselves about 
the so-called “terrorist attack cycle” and any known pre-incident indicators (“com-
piled from a review of terrorist events over several years,” LAPD 2019b, c), that is, 
any suspicious activities that can possibly be related to terrorism. All the while, the 
emphasis lies on the “how” and not the “who” of terrorist activity. Terror is thought 
of as a process that moves through different stages, such as target selection, pre-
attack surveillance, planning, rehearsal, execution/attack and, finally, escape/exploi-
tation (ODNI 2019). In each phase, the actors are assumed to leave behind traces 
or “clues” as to their activities and intentions. Terror-aware individuals can learn 
to spot these “clues.” “Any of, what we call, these ‘precursor’ activities might be 
observable […] by a vigilant member of the public,” the DHS (2019e) informs the 
public in a public service announcement. These “clues” render the future potentiality 
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of the threat visible and knowable in the present (see also Martin 2018). The DHS 
claims that individuals who are familiar with these “signs of terror” can see and 
identify the infinitesimal traces of an adversary in their everyday lives. This in turn 
will allow them to take appropriate actions to preempt or mitigate an impending 
attack. At the same time, the authorities caution that “[n]o one indicator alone nec-
essarily indicates suspicion, it’s normally a combination” (DPD 2019). Sometimes 
“some of these indicators on their own may appear to be innocent” and it is only 
when an indicator is “combined with other indicators” that a picture of potential 
attack planning emerges (ODNI 2017). Therefore, while “one or more of these indi-
cators could signal suspicious activity, […] each situation must be independently 
evaluated” (ODNI 2017). And careful attention must be paid to repetitions and pos-
sible patterns.

5.3  The Temporal Component: Projection and Decision‑Making

The third component of terror awareness is projection. Projection is a temporal com-
ponent. From the literature on situational awareness, we know that it means devel-
oping an understanding of and making predictions about what might happen in the 
near future (NRC 1998: 173). It means looking ahead to—or, anticipating—the 
actions that people and things in a situation can possibly take (Stewart 2012). The 
focus here lies not on the present situation, the “what is,” but on “things to come” 
(Anderson 2010: 229). In this phase, terror-aware individuals are told to imagina-
tively project the movement of people and objects forward in time, scan their poten-
tial lines of action, and track their potential future paths. With Aradau (2010: 4), 
we can understand this part of terror awareness as an attempt to own, or “inhabit,” 
an as-of-yet-unknown-but-potentially dangerous future. Through projection, terror-
aware civilians can attempt to “grasp and handle” (Focuault 2007) a future situation, 
which is still formless and highly contingent. They can try to turn an essentially 
still indeterminate situation of becoming into a situation that, although it can never 
be fully known, is determinate enough to enable decision-making and action. They 
can do this by perceiving of the elements in their environments not simply as they 
are right now, but also in terms of what they might become—by asking themselves 
“what if” and imagining possibilities. This projective element is important because 
civilians must ultimately act in response to the projected future (see Wickens 2015: 
93). Only the projected future counts, because by the time their response plays out, 
the current state of things will have already passed, and the situation will be a dif-
ferent one. Based on knowledge about the nature of the threat, terror-aware civilians 
therefore have to make sure they understand and recognize how precursor activities 
connect to the bigger picture. “Even if you think your observation is not important, 
it may be a piece of a larger puzzle,” they are told (NJOHSP 2019). Statements like 
these teach the public that there may always be more to what they are seeing; that 
they need to “connect the dots” and learn to look beyond surface appearances so that 
they can see things in their capacity as signs of impending terror.

Reading elements in the environment against a normative template and as indica-
tors of a potentially threatening future is distinctly anticipatory. Individuals are told 
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to be on the lookout for so-called precursor events, that is, events that “could indicate 
terrorism or terrorism-related crime” (DHS 2019b). The language used by govern-
mental and security officials is possibilistic: it is only possible that these observable 
behaviors are related to terrorist activity and, thus, constitute harbingers of a danger-
ous future, but they could also be completely innocent. When a person spots what 
could be a precursor activity, no attack has occurred yet. It is unclear at this point 
whether the observed situation will evolve into to a threatening situation. It may or 
may not be the case. This means that when terror-aware civilians set their sights on 
certain persons or objects, their “dangerousness” is still nothing but a potentiality. 
The threat has not yet taken definitive form; the situation is not yet dangerous. As 
a governmental technique, terror awareness targets this in-between time–space, the 
phase immediately preceding an act of terror. A Counter-Terrorism Guide for Public 
Safety Personnel (ODNI 2019) describes it as such: “Awareness and vigilance are 
crucial to identify behaviors that can lead to a violent act” (emphasis added). Ter-
ror-aware civilians are requested to direct their attention toward persons and objects 
that carry within them a potential for violent mobilization: “Several behaviors, when 
taken in context, can indicate radicalized individuals are mobilizing—preparing to 
engage in violence…,” the Guide notes (ODNI 2019). Terror-aware individuals will 
only be able to recognize this mobilizing force; however, when they have in mind 
different scenarios, it could lead to a repertoire of “imagined situations” (Anderson 
2010) that could evolve from the present constellation of people and things, at least 
one of which is a dangerous one. Otherwise, they will not be able to mentally map 
the mobilizing force’s projected path, its trajectory toward violence. They will only 
see what a person is doing or what an object is right now: someone taking a photo-
graph in the Mall of America or a bag-left-behind underneath a seat on the subway. 
What they will not see is: a person conducting reconnaissance activities in prepara-
tion of an attack or an explosive device disguised as a bag. As is the case with actual 
puzzles, where a certain piece belongs is difficult to determine and can be daunting 
to figure out, unless one knows what the final image is supposed to look like.

Kass et  al. (1990) argue that for good situational awareness, individuals must 
“be able to extract and integrate the relevant cues” (1353). In the context of terror 
awareness, the cues must be integrated imaginatively into a bigger threat picture, 
a picture of the threat as it may unfold. However, in and of themselves none of the 
indicators listed on governmental websites or in publications by security and law 
enforcement agencies are definitive proof that an act of terror is about to transpire. 
In fact, the authorities themselves acknowledge that “some of these activities could 
be innocent” (DHS 2019b). And although some of the behaviors listed are criminal, 
such as using a false ID, they do not necessarily indicate terrorist intent. The signs 
are highly ambiguous. Sometimes what appears completely innocuous is actually a 
sign of impending terror. So, for example, a flyer published by the New York State 
Division of Homeland Security and Emergency Services (NYDHSES 2019b) notes: 
“Those who wish to do us harm walk among us, often in plain sight.” The flyer sug-
gests that those who pose a threat, may remain unseen—or, better unrecognized—by 
us, but yet, the danger is there. At other times, what appears suspicious is actually 
innocent. In 2009, for example, a University of Washington professor was frisked, 
handcuffed and detained for taking photographs of power lines. It turned out the 
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photographs were part of an art project (ACLU 2009). What constitutes “suspicion” 
is kept deliberately vague in discourses of terror awareness to cope with the uncer-
tainty and unpredictability of dangerous situations. But it also makes it difficult for 
individuals to determine at which point ordinary elements in their surroundings are 
becoming signs of an emergence(y) situation. How then are civilians able to make 
security-relevant decisions, to assess what is about to happen in the here and now 
and respond accordingly?

To nevertheless enable decision-making in these emergence(y) situations, the 
authorities are telling terror-aware individuals to embrace the element of uncer-
tainty, as it can never be fully resolved until it is too late, and the threat has mate-
rialized. Instead of waiting for certainty, the DHS (2019e), for example, proposes 
that suspicions of terror-aware individuals should already be roused “when [they] 
experience [that] moment of uncertainty.” Uncertainty, in discourses of terror aware-
ness, is presented not as a problem, but as part of the solution. It is an opportunity to 
prepare for the possibility of terror. It is the sensual impulse that can trigger (self-)
protective action. The potential for controlling a potentially dangerous situation at 
its point of inception is located precisely in this “moment of uncertainty.” For one, 
it indicates that things are not “as usual” (otherwise, one would not feel uncom-
fortable) and, secondly, it signifies that nothing has been decided yet. The danger-
ous situation has not materialized yet; it is still lying indeterminately in the future. 
Through anticipation, the projected path of this future can still be intercepted and 
altered. By thinking proactively and making the decision to act even without cer-
tainty, terror-aware individuals can retain control over the situation’s emergence and 
foreclose some of its potential unfoldings. A security video created by the Federal 
Transit Administration (FTA 2007) called “The Mark” drives home this point. The 
video shows a group of terrorists planning an attack on a transit system. Several of 
their attempts are thwarted because vigilant transit employees noticed and reported 
their preparatory activities. The video, thus, demonstrates how anticipating a poten-
tially threatening situation when faced with suspicious and unusual circumstances 
could ultimately mean the difference between life and death (see also APTA 2013: 
6). What is more, in the final scenario, the attack is successful, and a poisonous gas 
is released inside a subway car. However, a nearby station agent immediately real-
izes what is going on and initiates the appropriate emergency response. Here, the 
video shows that terror-aware individuals are not only able to preempt dangerous 
situations, but that they can make sure they are not caught “off guard”—or, worse 
yet, paralyzed into fear—by finding themselves in a dangerous situation they never 
saw coming. This is a point I will come back to again later, in the final section.

5.4  The Affective Component: “Gut Feeling”

The final component of civilian terror awareness I would like to discuss is the affec-
tive component. This aspect is missing from the more technical definitions of situ-
ational awareness presented earlier (or is at least not rendered explicit), but it is an 
important part of what constitutes terror awareness. Indeed, when it comes to terror 
awareness, the authorities are routinely asking members of the public to “trust their 
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instincts” or “gut feelings” and rely on this specific form of pre-conscious, pre-atten-
tive, and implicit knowledge to make security decisions. Whereas the risk-based 
threat assessments that are part and parcel of algorithmic security practices revolve 
around the pretense of “objective facts,” terror awareness with its emphasis on iden-
tifying dangerousness implies a subjective assessment or “sensing” of degrees of 
threat (see Floud 1982). The Police Department of Hilliard, Ohio (HDP 2019), for 
example, informs residents:

Suspicious behavior is sometimes difficult to define, but it is one of those 
things that most people say they “know it when they see it.” It is something 
that is out of place, not quite right, or just makes you feel “weird” about it.

Similarly, the Arizona Counter-Terrorism Information Center (ACTIC 2019) 
urges members of the public: “Do not ignore your feelings of uneasiness about a 
person or circumstances you may encounter.” FEMA (2012) tells them to rely on 
their “personal instinct” (2) and the American Public Transportation Association 
(APTA 2012) advises them to be suspicious of anything that “raises feelings of war-
iness or distrust” (8). Finally, in a report, the Bureau of Justice Assistance (BJA) 
(n.d.), together with the National Sheriffs Association (NSA), defines “suspicious” 
as anything that “looks out of place” or “feels uncomfortable” (21). These examples 
show that terror awareness is routinely presented as involving a certain degree of 
visceral experiencing—something akin to a “sixth sense.” They suggest that stay-
ing terror aware and making decisions about potentially dangerous situations clearly 
involves some kind of affective judgements that are formed by feelings, moods, and 
intuitions.

Terror-aware individuals are asked to permanently remain in a state of relaxed 
awareness, waiting and looking for signs of an unfolding emergence(y) situation. 
Bissell (2007) has argued that such “bodies-in-waiting” are characterized by an 
“enlivened corporeal sensibility” (284). He describes them as “highly attuned to 
their immediate environment and themselves” (ibid.). If we think of terror aware-
ness as “waiting-for-the-next-attack,” then, it becomes possible to see it as involv-
ing not only situational but also corporeal (self-)awareness. Attention is directed not 
only outwardly to “suspicious” encounters, but also inwardly to the vigilant body 
itself. Terror-aware civilians are told to stay attuned to the felt presence of a menac-
ing future, which, in the examples I have cited, manifests itself as “uncomfortable” 
feelings. These felt intensities constitute a form of bodily knowledge that can help 
them assess a situation and make security decisions without thinking (see Damasio 
1995: 173; Connolly 2002: 27). Damasio (1995) likens them to an “automated alarm 
system” (173) that alerts a body to potential harm and helps an individual prioritize 
their responses. He argues that they “assist the deliberation by highlighting some 
options (either dangerous or favorable) and eliminating them rapidly from subse-
quent consideration” (1995: 174). In short, felt intensities enable individuals to rely 
on their reflexes rather than conscious thought in moments of uncertain danger. This 
is important because, as a flyer from the Metropolitan Police Department in Wash-
ington, DC, states (cited in FEMA 2012: 40): “Emergencies can occur quickly and 
without warning.” When it comes to terror awareness, time is thus of the essence. 
Terror awareness is a protective practice in time-sensitive contexts where decisions 
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must be made in “real time.” It makes sense, therefore, that individuals are encour-
aged to listen to their “gut feelings” and “intuitions.”

A threat is a rather diffuse, felt intensity; it is nothing concrete yet but exists pri-
marily as an affect (Massumi 2013). In the relevant academic literature, “affect” is 
described as a contested and difficult-to-define term. Generally, however, it is said 
to refer to a form of pre-conscious, pre-personal incitement, to—as one of the lead-
ing scholars, Brian Massumi (2015), describes it—the “capacity to affect and be 
affected.” Affect forms during an encounter—with another human being or an envi-
ronment (Kaufmann 2015: 104). It acts on and within the body, constitutes it, and, at 
the same time, moves it toward action. In studying preparedness exercises for emer-
gency response, Anderson and Adey (2011) have found that threats impress upon 
bodies through affect, “whether that is in a vague atmosphere of unease or in a punc-
tual moment of heightened apprehension” (1096). “Threat,” they argue, becomes 
“the future quasi-cause for an affective change in the present” (1096). When we feel 
threatened and uncomfortable, perhaps even fearful, all we can say is that something 
about a particular situation—the ensemble of the various elements in our immedi-
ately perceivable environment—is beginning to move or affect us. We are not quite 
able to pinpoint what it is yet at this point. If we knew, we could act. But for now, 
our discomfort is nothing but a vague feeling, a sense of unease, that arises from 
the constellation of people and things around us (see also Adey 2014: 835). What 
our body is responding to remains at a pre-subjective, pre-conscious level; it still 
escapes articulation and is nothing but an “ambient sense of things out of sorts” 
(Adey 2014: 834). It is an alteration of the mood or atmosphere in a situation that 
makes something strange or unusual present through the diffuse perceptions and 
sensations it gives rise to (see Adey 2014; Kaufmann 2015). And it is precisely this 
ability to be moved and affected (negatively) by a situation that the homeland secu-
rity authorities are tapping into with their injunctions to “be aware” and attuned to 
things that do not “feel quite right.”

Awareness courses, training materials, informational brochures, books, as well as 
official government documents—they all place considerable emphasis on encourag-
ing the public to “take ownership of, and act upon, feelings of suspicion” (Coaffee 
and Fussey 2015: 94). To see and recognize signs of the emergence of a potentially 
dangerous situation, the authorities are routinely asking civilians to act as embodied 
“sensors” by staying attuned to the way surrounding objects or people move them. 
As the DHS (2019e) postulates:

It’s when you experience a moment of uncertainty. Something, or someone’s 
behavior that doesn’t seem quite right. These are the moments to take a pause. 
Because if something doesn’t feel right, it’s probably not. […] We trust our 
instincts. Just like you should.

Statements like these foreground affective experiences as a mode of legitimiza-
tion for decision-making and action in  situations that are possibly becoming-dan-
gerous. Civilians are not asked to assess whether their feelings of discomfort are 
warranted and the signs they are perceiving are truly related to the possibility of ter-
rorism. If it “doesn’t feel right,” they are told, it is safe to assume that “it’s probably 
not” (DHS 2019e). Any sense of things out of sorts thus activates and legitimizes 
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certain responses (from removing oneself from the situation to alerting the authori-
ties). Fleeting, sensorial impressions are considered enough to establish “suspicion” 
and, ideally, trigger an immediate “protective reflex” (Giroux 2008). This is exem-
plified by a poster the Massachusetts Bay Transportation Authority (MBTA 2014) 
has published in Boston, which reads: “Instincts tell you to do something? Do some-
thing!” Decisiveness is valued, deliberation is not. After all, “[i]t’s always best to err 
on the side of caution” (NJOHSP 2012: 45). The surest protection from the contin-
gent forces of indeterminate terror is action: if there really is a threat, then action can 
prevent it. If there wasn’t one, it could have been there potentially. Fortunately, how-
ever, by preempting the possibility, it can be ensured that the threat will surely never 
materialize. “It may be nothing, but it’s better to be safe than sorry,” the DHS (2009) 
argues. Guided by this logic, terror awareness enables quick decision-making under 
conditions of complexity and uncertainty because there is no need to wait until the 
threat has fully formed and begins to materialize.

6  Civilian Terror Awareness as Preparedness/Resilience

In his book Vigilance: Staying Guarded in a Dangerous World, Detective Joseph 
Mayberry (2018) summarizes terror awareness as “doing the miniscule, subtle 
things preemptively to prevent a problem or situation from occurring before it hap-
pens” (11). And in the previous section, I have shown how terror awareness plays 
out as an anticipatory practice. But in discourses of homeland security, the term 
“(terror) awareness” denotes more than just an active lying-in-wait-and-looking-out-
for-signs-of-terror. Terror awareness is discussed also as a technique for civilians 
to achieve situational readiness—or, preparedness. To phrase it differently: terror 
awareness is presented not simply as a proactive self-defense mechanism but also 
as a “response-ability” (Berkowitz 2009) of ordinary citizens in the face of an ever-
present threat that cannot always be prevented. It is, as the DHS (2011a) emphasizes 
and I have mentioned earlier, about “foresight” and “resilience.” Terror awareness 
is a security technique that covers the situations before, now, and after an event of 
terror. Before I conclude this paper, therefore, it is important to briefly discuss this 
element as well—especially because it also provides us with further insight into the 
bodily posture terror-aware civilians are expected to adopt and the kind of subject 
they are ultimately supposed to become: a “citizen-soldier” (Orr 2004) on the Amer-
ican home front.

In discourses of terror awareness, the time–space in the aftermath of an event of 
terror is equally as important as the one prior to it. In a training brochure, the Colo-
rado Office of Emergency Management (COEM 2018) acknowledges the post-even-
tal aspect of terror awareness when it writes: “Being aware is being prepared.” And 
it goes on to explain that situational terror awareness is about learning “to success-
fully recognize, report, and react to potential terrorist incidents” (emphasis added). 
The DHS (2018b: 2–3) similarly notes:

A public with a basic knowledge of indicators of suspicious activity, how to 
report them, and what to do in life threatening situation (e.g., “Run – Hide 
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– Fight” in the face of an active assailant; basic first aid for traumatic inju-
ries) can prevent attacks before they occur and dramatically lessen the conse-
quences of attacks that do occur.

These quotes indicate that terror awareness is about more than just the timely rec-
ognition of emerging situations of terror. It also involves specific ways of respond-
ing to them and mitigating their potentially catastrophic effects. Terror awareness is 
simultaneously a proactive and reactive practice. It addresses both the initial “bad 
surprise” associated with emergency situations and the complex aftermath of their 
occurrence. In fact, time and again, it is presented by the authorities as a key mecha-
nism for empowering civilians as potential targets of terror and making them more 
resilient by preparing them for when things go wrong.

According to the DHS (2018b), the objectives of enhancing terror awareness are 
threefold: (1) fostering recognition among the general public of the contemporary 
steady-state threat environment; (2) empowering the general public to manage this 
threat by educating them on how to recognize and report suspicious activities; and 
(3) preparing them for the possibility that preventative efforts fail and a terror attack 
does occur (16, emphasis added). “While we cannot eliminate all of the threats we 
face,” the DHS (2016) has argued elsewhere, “we can improve our chances of sur-
viving…” From its perspective, this can be done by teaching members of the public 
how to be aware, prepared, and…fearless. Fear is recognized as a natural response 
to the threat of terror: “It’s natural to be afraid of terrorists and their acts,” the Colo-
rado Office of Emergency Management (COEM 2018) acknowledges. (And in the 
previous section I have shown that sensations of fear, as affective responses to subtle 
signs of danger, are actively harnessed by the authorities as part of their emphasis on 
anticipatory awareness.) But in discourses of homeland security, fear is also inter-
preted as a weakness, as something the adversaries are seeking to exploit: “It’s also 
our fear upon which terrorists feed. Terrorists use our fear as a weapon to achieve 
their political and social goals” (COEM 2018). Consequently, “[k]nowing how to 
handle fear [becomes] a vital part of addressing terrorism,” as a Training Guide on 
Creating Vigilant, Prepared, Resilient Communities for Homeland Security pub-
lished by the Western Community Policing Institute (WCPI 2009: 46) postulates.

According to official narratives, “terrorists” are seeking to disrupt the American 
way of life by causing fear or panic, as well as intimidating and demoralizing the 
American public (NJOHSP 2012: 4–5). They are considered successful when they 
achieve these goals. “Terrorism is only successful when it disrupts the lives of the 
people whose government is targeted,” the San Diego Police Department (SDPD 
2019), for example, states on its website. To ensure that life continues “as normal” 
despite the persistent threat of terror and to refuse to be negatively affected, there-
fore, becomes an essential means for countering terror. In line with this reason-
ing, terror-aware civilians are encouraged to not be afraid—or, just afraid enough 
to “if something doesn’t seem quite right, say something! Do something!” (City of 
Henderson 2019). They are expected to know how to take precautions against their 
own potential victimization, be self-reliant, and able to “bounce back” should the 
anticipated emergence(y) situation come to pass. This is because they have read-
ily adopted the scenario of a potentially terrifying future as their rationality for 
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vigilant and aware self-government in the present. They have accepted the govern-
ment’s premise that “terrorist threats are real and dangerous” (FEMA 2012: 2) and 
that “law enforcement officers cannot [manage them] alone” (FEMA 2012: 6). They 
have understood how to be “more active partners and powerful assets” that can help 
the authorities “to prevent and prepare… [for future acts of terror]” (DHS 2009). 
The DHS (2011b) has repeatedly postulated the need to create communities that can 
“take care of themselves.” It has encouraged the public to think of themselves as pro-
active defenders of their communities (“It takes a community to protect a commu-
nity,” DHS 2018c) and “force multipliers” (FEMA 2012) for the authorities, rather 
than as potential victims. And terror-aware civilians are rising to that challenge.

Terror-aware civilians cannot be caught off-guard, because they are always alert 
and have anticipated different emergency situations. They are able to move beyond 
the fear-inducing effects of terror and make effective security decisions that will 
allow them to recover quickly and help others. Research from the aviation sector 
has shown that, even under exceptional circumstances or when startled, situationally 
aware individuals can remain calm, quickly assess the situation, and respond appro-
priately (see Martin et al. 2015; Thackray 1988). The FTA’s (2007) security video 
“The Mark,” which I discussed earlier, suggests the same holds true for terror-aware 
individuals. In any scenario shown, the transit employees, who have been trained in 
terror awareness, are acting courageously—not only when being questioned aggres-
sively by “terrorists” in the process of carrying out reconnaissance activities, but 
also after an attack has been perpetrated (at one point in the video, a member of 
the “terrorist” group, frustrated by their numerous unsuccessful attempts at prepar-
ing for an attack, observes wearily: “the situation has changed,” “they have been 
trained”). The video thus suggests that there is less chance for terror-aware civil-
ians to become despondent or dispirited in the face of adversity because they are 
not helpless. It shows them not as a “liability to be protected” (DHS 2009), but a 
“critical resource” (FEMA 2012). It shows them as “active participants” (AZDOHS 
2019) in the maintenance of homeland security. And this resilience makes them, 
as Zuhdi Jasser (2011), President of the American Islamic Forum for Democracy 
(AIFD), has told the Judiciary Committee of the US House of Representatives at a 
hearing: “one of the most important fronts, if not the most important front, in this 
battle” against terror (original emphasis).

The militarized language used here indicates that, by calling on the public to act 
in a situationally aware manner, the authorities are attempting to—gradually—re-
structure individual perception according to a logic of (urban) warfare. By calling 
on the public to always “be aware and prepared,” they are trying to normalize and 
“invisibly” embed a military logic into the mundane routines of ordinary citizens 
and thereby to make the “war on terror” immanent to everyday life. They are also 
attempting to re-constitute civilians as fearless and resilient “citizen soldiers” (Orr 
2004) who, through their embodied and situated practices of watchfulness and ad 
hoc decisions about “friend” or “enemy,” are continuously enacting the boundaries 
of an American “homeland” whose formal borders have been rendered obsolete by 
a threat that is always already incubating “in our midst” (see Jenkins et al. 2014). 
They are appealing to a powerful imaginary of the “soldier” as a loyal, strong, cou-
rageous and self-sacrificing hero (Foucault 1977: 135), while asking civilians to 



248 K.-S. Arfsten 

1 3

re-adjust their day-to-day routines and activities to meet the demands of this “war” 
and, thereby, to uphold the existing order which is perceived to be under threat.

In this regard, discourses of terror awareness position civilians as more than law 
enforcement’s passive “partners,” merely reporting observed deviances and then 
stepping back to let the authorities do their job. Rather, with their perceptive powers 
trained to recognize the taut incipiency of terror, their minds adapted to “withstand” 
the horrors of potentially catastrophic attacks, and their bodies able to safely maneu-
ver public spaces as tactical spaces, they are, in the words of former Republican US 
Representative Trent Franks, constituted as the nation’s “most effective terror-fight-
ing weapons” (2011: 2). And, indeed, an awareness poster published by the New 
Jersey Office of Homeland Security and Preparedness (NJOSP) tells citizens pre-
cisely that. It reads: “Our most effective weapon against terrorism is you” (cited in 
McAneny 2008). Through this militarized language, civilians are turned into aware 
and resilient urban “warriors” (O’Malley 2010) who are defending their homeland 
with courage and strength by never giving into fear, complacency or fatigue.

7  Conclusion

In some respects, there is nothing substantially new about the idea of mobilizing 
the “eyes and ears” of the American public as a resource for identifying and gov-
erning perceived threats. As American sociologist Goffman (1971) has noted in his 
essay “Normal Appearances,” human beings naturally engage in “a constant moni-
toring of what surrounds” (238) to identify and recognize potential dangers. This 
natural tendency to “read situations” (Goffman 1971) for signs of threat has been 
harnessed by government and security officials at various points and for varying 
purposes throughout the 20th century (see Greenberg 2005; Reeves 2013; Stieglitz 
2013). In the form of neighborhood watches, for example, the enlistment of civilians 
has been a long-time staple of American community policing (see BJA n.d.; Docobo 
2005; Greene 2011). But it has also played an important role in civil defense efforts 
during World War I and II, as well as the Cold War (see Capozzola 2010; FEMA 
2006;  HSNPTF 2006; Oakes 1994). In fact, the USA’s contemporary notion of 
“homeland security” is closely linked to the concept of a “civil defense,” which for-
mally emerged in the 1930s and has been a steady component of security and emer-
gency/disaster management efforts since—although it has been re-articulated and 
re-purposed several times (FEMA 2006; Fosher 2009; Hay 2006; Hay and Andreje-
vic 2006). (And, as I have shown, the idea of situation awareness also has ties to that 
time period and its specific ways of thinking about security). In addition, there are 
also lines of continuity between the way terror-aware civilians are told to perceive of 
their environments and the way police officers routinely watch for signs of trouble 
and recognize cues of suspicion (see BJA n.d.: 20; Dunham et al. 2005; Johnson and 
Morgan 2013; Stroshine et al. 2008; Skolnick 2010).

Reflected in contemporary civilian terror awareness is thus a unique amalgam of 
different governing logics and knowledge practices. On the one hand, the injunc-
tion to “be aware and prepared” connects to different historical antecedents. On the 
other hand, with its emphasis on anticipation and resilience, it also establishes its 
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own distinct sensory regime related to the USA’s “war against terror.” Perhaps the 
most marked difference, however, stems from the fact that terror-aware individuals 
are putting their “eyes and ears” at the service of the state at a time where “war” 
has become domesticated and de-territorialized. As noted earlier, the idea that the 
threat of terror is pervasive and permanent serves as the ideological legitimation for 
encouraging (self-)government through situational terror awareness. But where the 
entire domestic terrain has been re-constructed as a “battlespace” (Graham 2009), it 
becomes difficult “to identify both what threatens and what is threatened” (Petersen 
and Tjalve 2013: 7). Suddenly, all citizens are carrying within themselves the poten-
tial for “becoming-terror(ist)” (Packer 2006); all spaces frequented by people are 
potentially “becoming-dangerous;” and all constellations of people and things are 
situations on the verge of “becoming-threat.” This means that while other practices 
of watchfulness target(ed) specific individuals or behaviors (see Reeves 2013), terror 
awareness necessarily targets everyone. When it comes to terror awareness, every-
one is (at least theoretically, see Nguyen 2019) a potential “suspect.” And as the 
publicly available lists of pre-incident indicators reveal, criminality is not a prereq-
uisite. Completely innocuous behaviors suffice to establish a degree of “deviance” 
or “abnormality” that warrants intervention. Here, the governmental focus on situa-
tions, subjectively defined based on these indicators and an individual’s “hunches,” 
introduces an unprecedented degree of ambiguity and, hence, arbitrariness.

The extent to which governmental discourses of terror awareness are actually re-
shaping the perceptive practices of American citizens is difficult to assess. To date, 
there is no research that addresses this question specifically. A national Gallup poll 
conducted in December 2013 tried to assess how many Americans had heard of the 
government’s most prominent public awareness campaign, called If You See Some-
thing, Say Something. The results were mixed.3 Despite the DHS’s national roll-out 
of the campaign in 2011, in conjunction with the announcement of its first Strategy 
for Countering Violent Extremism (CVE), the authors of the poll found large differ-
ences across regions, especially between the east and west coasts of the USA. The 
educational background of respondents also seemed to make a difference. But this 
poll only examined people’s awareness of the campaign, not the extent to which the 
campaign had actually modified their perceptive practices or increased their vigi-
lance. Regardless of the lack of any solid data, however, from the point of view of 
the authorities, the governmental effort to foster “a culture of awareness and prepar-
edness” (DHS 2018a: 16) has been a success. While pointing to cases in which a tip 
provided by an aware citizen has enabled law enforcement to intercept and prevent 
future acts of terror, both government and security officials continue to emphasize 
that “vigilance works” (see, for example, Difo 2010; FEMA 2012: 3; Jenkins 2017: 
34–35).

At the same time, recent academic scholarship is beginning to unravel what hap-
pens to the social fabric when citizens are encouraged to view everything through a 
lens of (in)security and suspicion. These scholars are exploring what happens when 

3 See: https ://news.gallu p.com/poll/16662 2/somet hing-say-somet hing-unfam iliar -ameri cans.aspx 
(accessed 3 August 2019).

https://news.gallup.com/poll/166622/something-say-something-unfamiliar-americans.aspx
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attention becomes focused on the ever-present possibility for terror and “military 
sensibilities” become “the private consciousness of daily life” (Ochs 2011: 113). 
They are questioning what happens when sight becomes “weaponized” (Trottier 
2017). And they are examining the politics of identification that accompanies dis-
courses of vigilance and suspicion (only to find significant racial disparities in the 
way the accompanying practices play out, see Arfsten 2018; Breen-Smyth 2014; 
Mythen et  al. 2009; Nguyen 2019). More research is needed in these respects for 
civilian terror awareness. Yet, based on what we already know, it seems well possi-
ble that the practice of terror awareness is not as neutral as it is made out to be by the 
authorities who are promoting it. They may be telling the public to “only report sus-
picious behavior and situations,” and not to focus on such factors as race, ethnicity 
and/or religious affiliation (see DHS 2019f). But translated into concrete, instantane-
ous practice, this advice becomes messy. Identifying and recognizing situations of 
potential threat in the here and now is not as straightforward or “common sense” as 
the authorities would have us believe. Surely, with training, the process can become 
habitual, automated, and thus faster, but it cannot do away with the fact that percep-
tive practices are always profoundly cultural. And this makes them deeply politi-
cal—even more so in cases where the perceptive field is turned into the terrain on 
which everyday social relations and interactions are ordered.
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