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Abstract Increased focus on protection from terrorism, espionage, cybersecurity

and other malicious crimes has led to increased academic interest in the topic of

security, especially in risk and safety studies. This article aims to investigate the

conceptual and scientific demarcation of security in contrast to safety, and discuss

the status of security as an independent science. Security is a multifaceted concept

and academic definitions often distinguish security from safety in terms of inten-

tionality. However, intentionality also plays a part in safety research thus this is not

a sufficient parameter for distinguishing the two fields. The dichotomy of non-

malicious versus malicious is suggested as a means for differentiation. A new

definition of security that incorporates elements associated with the current security

research field is proposed. Security can be defined as the perceived or actual ability

to prepare for, adapt to, withstand, and recover from dangers and crises caused by

people’s deliberate, intentional, and malicious acts such as terrorism, sabotage,

organized crime, or hacking. The conclusion is that before security can be estab-

lished as an independent discipline, it is necessary to determine what concepts and

theories are related to the field, what levels of and objects in society should be

included, in addition to the interrelationships and interdependencies with other

disciplines.
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1 Introduction

During the last couple of years, European countries have witnessed an increase in

terrorist attacks stemming from Islamic terrorism, and the prospect of similar

attacks to occur in the future seems alarmingly likely (Hegghammer 2016). The

threat of terrorism, espionage, cyber-attacks and organized crimes have become

ubiquitous features of European societies, and consequently the demand for research

on how to mitigate and protect society from intentional and malicious threats is

stronger than ever. Consequently, security, meaning protection from intentional and

malicious harm, is on the rise as a pressing research topic.

In safety and risk studies, security has become a hot topic. Several authors have

recognized similarities between security and safety research (Brewer 1993; Courtois

and Leveson 1996). Others have explored the proposition that security and safety

are a duality, and that much could be gained by one domain adopting the

knowledge, theories, and methodologies of the other (Aven 2007; Brewer 1993;

Kriaa et al. 2015; Piè-Cambacédès and Bouissou 2013). Other scholars have argued

that security has specific characteristics that need to be further explored. Along with

this latter argument, several scholars have claimed that security should be developed

as an independent science, detached from safety science (Jore 2017; Smith and

Brooks 2012).

This article aims to investigate the conceptual and scientific demarcation of

security in contrast to safety. First, the meaning of security is investigated. Second,

the similarities and differences between security and safety are outlined in the light

of the demarcation between security and safety studies. The shortcomings of current

definitions of security are examined before a new definition of security and security

risk management is proposed. Finally, we discuss the status of the security field as

an independent science. As such, this article is a conceptual article where the aim is

to contribute to conceptual and theoretical development in the safety and security

fields.

2 What is Security?

Although security has become an omnipresent aspect of modern societies, the

concept of security in itself has drawn surprisingly little scholarly attention

compared to similar concepts such as risk and safety. In everyday use, the word

invokes the association of safety and the absence of threats, promising some

measures of assurance and certainty of being free from harm (Jarvis and Holland

2014). Consequently, the concept of security implies the feeling of being safe and

secure, the lack of threats, and the management of future risks. However, the

concept of security does not only evoke such positive connotations as being safe and

free from danger. Inherent in the concept is also the association of objects such as

guns, security technologies and even wars—objects not necessarily contributing to

making society and the world more secure. This is what Jarvis and Holland (2014)

refer to as the paradoxical element of security.
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Despite the importance of the concept of security as a central element in research

programs, university courses, academic literature, and in practice, there exists no

academic consensus definition of security, and there is an ongoing debate on

whether such a consensus definition is achievable and desirable. Manunta (1999)

has argued that the goal is to achieve a shared conceptual meaning of security. By

contrast, other scholars have claimed that security, like most concepts, does not

have an agreed meaning because the concept is context-depended; its meaning

changes in accordance with changes in perceptions and discourses of threat and

dangers.

The concept of security was originally used in philosophy as referring to the

security of the individual human. After the Second World War, the definition

changed to designate the survival of the nation-state often referred to in the bipolar

logic of the Cold War. However, the political security landscape after the end of the

Cold War with focus on peace, human rights, and the robustness of society itself,

allowed for an extension and broadening of the security concept. During this period,

new conceptualizations of security emerged such as societal security, human

security, international security, and homeland security (Baldwin 1997; Rothschild

1995). The present meaning of security has become broader and covers more sectors

in society than previously (Brooks 2010). Currently, security is perceived as a

shared responsibility covering different levels and sectors in society (Aly 2013; Jore

2012). This is in stark contrast to a few decades ago, when security was

predominantly perceived as the responsibility of the police and army. Along with

the broadening of the meaning of security, in addition to more focus on society itself

as an object of security, security is no longer exclusively connected to the nation-

state. Given the diverse meanings of security, it is not obvious to whom and to what

the concept of security refers. Today, security is associated with many levels and

dimensions. Several scholars have demonstrated that security takes numerous forms

and have tried to outline its dimensions; (Collins 2016; Smith and Brooks 2012;

Zedner 2009) (Table 1).

Table 1 The dimensions of security (based on Collins 2016; Smith and Brooks 2012 and Zedner 2009)

Level Associated security concept Key features of security

Individual Human security The individual, human rights

Objects, buildings and

public spaces

Object security, onsite security Asset protection, protection of public places

Organization Organizational security, private

security

Security risk management, security culture

Critical infrastructure Critical infrastructure security System vulnerability, cascading effects

Society Societal security, public security,

homeland security

Ability to prepare for and deal with crisis,

feeling of safety and trust

State National security Protection of borders, survival of the state

International International security International organizations‘ efforts to

achieve stability and peace
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As the table illustrates, security is multi-dimensional in nature and diverse in

practice. When scholars in risk and safety science point to ‘‘security’’ as a scientific

field, they most often refer to the levels of objects, buildings and public spaces,

organizations, critical infrastructure, and society. When other levels are referred to,

they often mean compound concepts such as human security or national security.

However, security studies are also a sub-discipline within other disciplines. Within

criminology, crime prevention has been a central research topic for many years and

within international relations the focus has shifted from national security related

issues to more focus on risk management, human security, and societal security

(Jarvis and Holland 2014; Petersen 2012; Zedner 2009). This multidimensionality of

security means that it is impossible to agree upon a consensus definition to apply to

all levels and dimensions of security. Consequently, the definition of security will

depend on the historical and political context of the utilization of the concept of

security.

3 The Demarcation of Safety vs Security

Numerous assumptions exist about the nature and relation between the concepts of

security and safety in ordinary language and in academia. Boholm et al. (2015)

compared the use and meaning of security and safety and found that the terms

frequently have similar meanings, and are thus often treated as synonyms. However,

regardless of the common features of security and safety, the concepts also have

separate meanings and applications, and most of their specific connotations are not

shared. Furthermore, security and safety are connected with different protective

means (safety with instruments and security with actors) and sectors: safety is linked

with traffic and transportation, workplace conditions, food quality, and regulation,

while security is associated with international relations, information technology, and

the economy. The multiple meanings of the terms make them difficult to define in an

integrated and simple way, and academic definitions often focus on one of several

aspects of the terms.

Several scholars have proposed that it is meaningful to distinguish between

security and safety to separate the fields of risk and crisis management. According

to these scholars, protection from terrorism and other intentional crimes is denoted

as security, while safety implies protection from unintentional acts (Boholm

2012, 2016; Boholm et al. 2015; Jore and Egeli 2015; Piè-Cambacédès and Chaudet

2010; Reniers and Audenaert 2014; Reniers et al. 2011). These scholars claim that

the difference between security and safety lies in whether the incident is inflicted

intentionally or not; safety risks are characterized by being accidental e.g., industrial

accidents and security is intentional or deliberate, as with terrorism or deliberate

sabotage (George 2008; Johnson 2008; Randall 2008; Reniers and Audenaert 2014).

Security and safety are thus different in the nature of the incidents. This

differentiation between security and safety is meaningful to many scholars and

practitioners and is often used to describe two different approaches to handling

risks. Multiple authors describe this demarcation of intentionality (Reniers and

Amyotte 2012):

160 S. H. Jore

123



Safety

• Protection against human and technical failure (Holtrop and Kretz 2008).

• Harm to people caused by arbitrary or non-intentional events (Hessami 2004).

• Natural disasters, human error or system, or process errors (Elias et al. 2008).

Security

• Protection against deliberate acts of people (Holtrop and Kretz 2008).

• Loss caused by intentional acts of people (Hessami 2004).

• Intentional human action errors (Elias et al. 2008).

The same distinction of intentionality is also found in the SRA glossary (2015) and

in the SEMA referential framework (Piè-Cambacédès and Chaudet 2010).

All these definitions focus on defining security and safety in terms of

intentionality. At a superficial level, these definitions can be beneficial for

distinguishing the fields from each other. However, these definitions do not serve as

a means of defining the scope of security research. To define a research scope

exclusively from antagonism to another research field is not sufficient to describe

what security science should contain. Furthermore, is intentionality really a good

indicator for how the fields should be distinguished from each other?

4 The Demarcation Between Security and Safety is not Exclusively
on Intentionality

The difference in intentionality between security and safety is not necessarily as

rigid as the definitions suggest. These definitions are based on a presumption that

intentionality does not play a role in safety research, and this is not necessarily the

case.

The leading theories in safety science are built on the notion that accidents do not

‘‘just happen’’. The underlying idea of this research is that accidents can be

prevented by doing risk analysis, building a safety culture, or organizational

resilience. In other words, to describe safety as pertaining only to ‘‘arbitrary or non-

intentional events’’ is not in line with the current theoretical perspectives in safety

research. The literature on organizational safety has for several decades acknowl-

edged that accidents are neither arbitrary nor random, but rather a result of lack of

focus of safety planning. According to these theories, human intent can play a role

in causing accidents, and organizations should subsequently design robust measures

that can cover what used to be referred to as ‘‘‘‘human error’’ (Perrow 2011a, b;

Reason 1990, 1997; Weick and Sutcliffe 2011; Woods et al. 2012).

Several of these theories are based on the presupposition that accidents often are

caused by deliberate and intentional individual actions. Reason (1997), for example,

claims that organizational accidents often depend upon two kinds of failure: the

failure of actions to go as intended and the failure of intended actions to achieve

their desired consequences. Additionally, he adds a category of intentional actions

named violations; these are situations in which humans intend not to follow safety
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procedures. Reason distinguishes between three types of violations. First, excep-

tional violations are singular violations occurring in a particular set of circum-

stances. Second, routine violations are often habitual, forming an established part of

an individual’s behavioral repertoire: humans, for example, take shortcuts because

most safety procedures involve some kind of burden for the worker. Third, reckless

violations are when an individual deliberately breaks a safety procedure, but the

intent to harm others is not present. This could, for example, be not wearing a

helmet or safety jacket. Reason states that other categories of violation, such as

sabotage, also exist. This means that in contrast to what the definitions of security

and safety suggest, human intent plays a role in both security and safety (Lilleby and

Egeli 2014). In both security and safety a violator could be present, but in the case

of security the violator has a malicious intent and deliberately aims to cause harm.

Accordingly, it is not sufficient to claim that safety is unintentional and that security

is intentional; it is the malicious intent that separates safety from security. As a

result, the demarcation between security and safety should be drawn in terms of the

dichotomy of non-malicious versus malicious intent, not between intentional and

unintentional.

Figure 1 illustrates the demarcation between security and safety. Sabotage and

terrorism will be examples of security incidents, whereas other violations with no

malicious intent to harm others will be examples of safety incidents. While some

safety incidents also could be considered crimes, all security incidents fall under the

classification of criminal activity.

Another question related to the content of the scientific field of security is what

constitutes a security threat. The concept of threat has multiple meanings, but

threats can be described as a perceived possibility of harm or a possible

perpetrator‘s intention to cause harm (Meloy and Hoffmann 2013). Central in the

definition of threats are a possible perpetrator‘s intent. Intent lies in the motivation

or desire to cause harm and expected outcomes. A threat also depends on a

perpetrator‘s capabilities in terms of resources and knowledge (Smith and Brooks

2012). The demarcation of malicious versus non-malicious intent of the violator

helps to outline the range of perpetrators that fall under the category of security.

From this division between security and safety, perpetrators with malicious intent of

causing harm such as a hacker or a terrorist will be a security threat, while a worker

abusing drugs or violate a safety procedure, and thus is engaged in a criminal

activity that can cause a major accident will be a safety threat. Consequently, the

field of security covers various types of criminal activities: opportunistic crimes

Safety Security

Non-malicious intent    Malicious intent 
Failures Violations Opportunistic 

crimes
Organized 
crimes

Political 
crimes

Fig. 1 Demarcation between security and safety (based on Lilleby and Egeli 2014 and Jore 2017)
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e.g., thieves, organized crimes e.g., sabotage, kidnapping, espionage or an insider

leaking sensitive information and political crimes such as terrorist attacks.

From this perspective, possible security threats will cover several criminal

activities, for example:

• Theft

• Vandalism

• Organized crimes

• Sabotage

• Kidnapping

• Hackers

• Terrorism

• Espionage

• Security political crises

What these threats have in common is that they are all forms of criminal activity.

These perpetrators can range from individuals operating alone, such as lone-wolf

terrorists or individual hackers, to organized groups, such as kidnappers and

terrorists, to those operating on a state level (e.g., information warfare or

espionage). This implies that although the concept of security is often applied in

reference to terrorism and other major crimes, the concept also covers more

‘‘‘‘ordinary crimes’’ such as theft and vandalism. Accordingly, threats to security

constitutes a wide range of perpetrators stemming from multiple sources and levels.

5 How is Security Different from Safety?

In the current threat landscape, there is an expectation that organizations and

authorities have a responsibility for security and safety. However, from a mitigation

perspective, these risks are fundamentally different in nature.

Safety risks are associated with an organization’s production and profit.

Productions of goods and services are always connected with some kind of risk,

and these are risks the organization is willing to take to produce its desired outcome

and to gain profit. The sources of these risks are generally well-known, and the

organization can use reliable historical data in the risk management process. Since

organizations have knowledge concerning the risks, they usually also know how

these risks can be mitigated. The decisions on whether to implement risk-reducing

measures are often a result of quantitative probability assessments and cost-benefits

assessments. In aviation, for example, safety risks are most often known and

connected to the regular characteristics of the system (e.g., engine failure, fatigue

and misunderstandings) and are possible to localize due to continuous experimental-

and experience-based learning within civil aviation (Pettersen and Bjørnskau 2015)

Conversely, security involves the threats to which organizations are exposed.

Security risks are not necessarily directly linked to the production of an

organization, and are, therefore, less controllable from an organizational perspective

(Petersen 2014). Since security threats are not directly linked to the production of an
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organization, organizations do not have the same knowledge regarding possible risk

scenarios for security risks as for safety risks. Although all risk assessments are

characterized with uncertainties regarding possible scenarios, those related to who,

what, how and when an attack might occur are much greater for security risks than

for safety risks.

Quantitative methods are historically more widely used in the field of safety than

in security, since security threats are by nature more difficult to characterize in

quantitative terms. Qualitative methods combined with expert opinions are often

preferred for describing and assessing security risks (Aven and Renn 2009; Piè-

Cambacédès and Bouissou 2013). The widespread use of qualitative approaches

within the security field is also related to the low frequency of most security events,

which means there is a lack of relevant historical data on which to build risk

assessments. This, however, is not necessarily the case for all security-related risks

faced by organizations since the scope of security covers a wide spectrum of

activities, from vandalism to terrorism or political security crises. For many

security-related risks such as more ‘‘ordinary crimes’’, historical data exist that

could be relevant to organizational security risk management.

Since the nature of the threat often is rooted outside the organization, most

organizations do not have the means to fully understand and reduce the threat. Most

organizations will lack the understanding and the resources to fully undertake threat

assessments, and they have to rely on the intelligence services which in most

countries publish more general threat assessments than on the individual organi-

zational level. Moreover, organizations will in many cases also lack the means to

reduce security threats since it is the state that has the mandate to discover and arrest

thieves, terrorists, hackers or other possible perpetrators. This means that when an

organization aims to mitigate against a security threat, it will actually have to take

into account that these perpetrators are able to search deliberate for the best way to

execute their plans, aiming to cause as much damage as possible. For example, an

insider will know how to cause as much damage as possible and could deliberately

plan for the worst thinking cascading effects. Consequently, certain scenarios that

would be labelled as extremely unlikely in the case of safety might actually be

relevant in the case of security (Reniers and Audenaert 2014).

Additional, some security risks such as terrorism have a symbolic and political

dimension. This implies that although an organization might be the scene of an

attack, the goal of the perpetrator is not necessarily to harm the company’s

production but to draw attention to a political cause or gain ransom. The symbolic

aspects of security risks such as terrorism also influence which counterterrorism

measures are seen as relevant and which assets should be protected. While flight

safety is organized to deal with experiences and fears related to technical reliability,

human performance, and the organizational robustness of the aviation sector,

aviation security is contingent upon being organized to protect against malicious

perpetrators as well as the public’s fear of their existence (Pettersen and Bjørnskau

2015). This makes the goals and the institutional logics of protection between

security and safety very different. The demand for security measures is more often

related to public discourses on what might be legitimate terrorist targets than the

actual risk-reducing effect of such measures (Jore 2012; Pache and Santos 2010).
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Some security events such as terrorism are dramatic and causemajor public fear and

debates concerning appropriate risk-reducing measures, while other security risks are

risks that organizations strive to protect themselves from almost every day, such as

hackers or insiders. The risk of hackers, insiders leaking information or espionage are

less visible both prior to and after an incident. Since the perpetrators are strategic, they

have no interest in revealing their plot before an attack, whichmeans that, unlikemany

safety risks, early warning signals will not be as easy to detect. Even during or after an

attack or crisis, the incident may not in some instances be visible to the organization. If

the perpetrator is a spy or a hacker, a successful attack could imply that the

organization will not be aware that it has been the target of an attack. This means that

while safety rules exist to protect the individual worker or others from avoiding harm,

security follows another logic: Perpetrators who fall under the category of security

actually have something to gain from breaking the rules. The combination of the

perpetrators’ gain and often lack of signals to warn about an upcoming incident make

security risks difficult to detect. Consequently, mitigation of security risks often

implies ‘‘to see what nobody else sees’’, and that static security measures and rules are

not sufficient for building a robust security regime. Thus, an organization aiming for

achieving security should also focus on perception of threats and security awareness

rather than probability assessments. Subsequently, striving for resilience is a more

promising trajectory for building organizational security. A resilience approach to

security focuses on how a system can adapt, handle and recover from changing

conditions and various threats instead of exclusively focusing on estimation of

plausible scenarios, probabilities and target hardening (Linkov et al. 2016) (Table 2).

6 Are the Differences Between Security and Safety Addressed
in the Academic Field?

The differences between security and safety are reflected by differences in the tools,

standards, and risk management in the two domains (Jore and Egeli 2015). In many

respects, assessing a security threat is different from assessing a safety risk. In

Table 2 Non-exhaustive list of differences between security and safety (based on Jore 2017)

The nature of

the risk

Safety Security

Risk related to production and profit, often

well-known risks

Strategic humans, dynamic threat,

often rooted in causes outside the

organization

Type of intent Non-malicious intent Intentional, malicious

Historical data Historical data often exist that are applicable for

prediction of future trends

Data sources problematic, historic

trends not always good predictors

of the future

Types of risk

assessment

Quantitative probabilities and frequencies of

safety-related risks are often utilized

Qualitative (expert-opinion based)

likelihood of security-related risks

Possibility for

mitigation

Organization has knowledge about possible risk

scenarios and measures

Threats and measures may be

symbolic, organizations often lack

means
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security, the sources of the threats to be assessed are usually not well-known to the

analyst and cover an extremely broad range of possible scenarios. In safety, the

characteristics of the hazards are more accessible and the number of scenarios to be

considered may also be restricted, but the hazard is still regarded as significant

(Kriaa et al. 2015). Although there are several international and national standards,

guidelines and recommendations in textbooks and the scientific literature on how to

conduct security risk assessment a literature review concluded that there does not

exist a consensus on what is the best practice of conduction security risk analysis

and different security risk concepts and management tools vary across countries and

sectors (Maal et al. 2017). Furthermore, in safety science there are currently

ongoing debates in both academia and in the practical community about whether

there is a need for a specific risk concept for security that can capture the special

features of security risk, or whether perspectives dominating the safety field are

adaptable to the security field (Amundrud et al. 2017; Jore and Egeli 2015).

There are several academics and practitioners who claim that security and safety

are distinct issues and should not be merged. However, the two disciplines are also

closely related and share many commonalties; and the tools from one domain have

often been adapted to the other (Piè-Cambacédès and Bouissou 2013). However, the

theoretical statuses of the two fields are very different. While risk management,

resilience and culture-building have been important elements in safety research for

several decades, only in recent times have security scholars focused on these topics.

The literature dealing with safety perspectives is extensive and is part of a long

research tradition. Several leading perspectives exist, but some of the most widely

referenced theories in the field are Normal Accident Theory, the Theory of High

Reliability Organizations, and Resilience Engineering (Hopkins 2014). All these

theories were originally developed within the safety field, and although some

scholars utilized these theoretical perspectives in the security field (Auerswald et al.

2006; Perrow 2011a; Pettersen and Bjørnskau 2015: Thoma et al. 2016), there is a

paucity of literature that actually discusses whether these theoretical perspectives

are transferable. Hardly any studies exist that test the effectiveness of these theories

in a security context or that apply them to a security case for the purpose of theory

testing or development. Hence, it has not been clearly established whether these

theories and their concepts can be transferred to a security context.

Most of the literature within the field of security either borrows perspectives from

safety science that utilizes normative theories describing how to achieve security

without building on research or studies that have tested these theories. There are

multiple causes for this; first, security historically has not been an area of

organizational responsibility. Second, organizations that have a tradition for dealing

with security risks have been mainly the military and the police—organizations that

have a tradition for classification and, in general, have not been open to research or

critical perspectives. Third, while safety science has been a broad research field

covering multiple disciplines and levels, this has not until recently been the case for

the security field, which has been mainly a subject in criminology or international

relations, and these disciplines have thus focused more on the state perspective than

the organizational perspective. However, security science also borrows theories,

concepts and perspectives from the discipline of criminology. These perspectives
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take into account crime prevention and the strategic rational actors behind the

threats. However, given that the scope of security nowadays covers cooperate

security and an increased amount of sectors in society than previously, these

perspectives are not necessarily adjusted to fit the organizational security

perspectives (Pease and Farrell 2014).

7 Similarities Between Security and Safety

Although there are several differences between security and safety, the two fields

share many characteristics. In both fields, the concept of risk is now used

extensively in assessing and managing threats. Although there are debates as to

whether security risk management should adopt a different methodology than in

safety risk management (Jore and Egeli 2015), risk analysis methodology in both

fields is often based on similar phases involving analyzing threats, vulnerabilities,

potential consequences, the likelihood of occurrence, and ranking risks (Piè-

Cambacédès and Bouissou 2013; Young and Leveson 2014).

Theoretical perspectives and risk analysis methodology developed within the

area of safety are also used within the area of security (Kriaa et al. 2015). Although

it has been much more common to transfer safety perspectives to security than vice

versa, there are also tools and perspectives developed within the field of security

that have been transferred to safety such as the defense-in-depth approach, initially

deployed in military circles and then in nuclear safety (Piè-Cambacédès and

Bouissou 2013). Several recent articles address risk analysis from a cross-

fertilization perspective, looking at similarities, differences, and interdependencies

between the risk concept and the risk analysis methodology employed in security

and safety risk management. This means that despite the differences between

security and safety, some authors claim that the perspectives developed in each field

can be applicable to the other (Amundrud et al. 2017; Kriaa et al. 2015; Piè-

Cambacédès and Bouissou 2013).

All major organizational accidents in both security and safety contexts involve

technical, organizational, and operational (human) elements. This means that both

within the areas of security and safety, humans play an important role in detection,

mitigation, and emergency management. Despite the differences in the nature of the

threats in security and safety, the consequences can often be similar (e.g., as in a

fire). Consequently, for many emergencies the same security measures can reduce

both security and safety threats (e.g., a fire extinguisher), although this is not always

the case. Some measures have different effects on security and safety. For example,

labeling chemical substances is a beneficial security measure, but can become a

threat in itself in the hands of a security perpetrator (Reniers et al. 2011). This

means that from an organizational perspective, it is necessary to see security and

safety in relation to each other, so that security measures do not threaten safety or

vice versa.
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8 The Need for a New Definition of Security

As described so far in this article, security has developed as a discipline overlapping

with, but independent, from safety. Given the special characteristics of security, in

addition to a lack of theoretical perspectives, there is a need to define the scope of

security research. Differences between security and safety extend beyond only the

intentional aspect of the fields. All the definitions of security mentioned so far in this

article have exclusively defined security in contrast to safety—meaning that none of

those definitions focus on what security is, only what it is not. Consequently, none

of the definitions explicitly attempt to establish what security is. For a body of

knowledge aspiring to become an independent science, a definition entirely based

on how security differs from safety is insufficient. There is a need to define the

content of security in itself, and although the concept of security is a diverse and

multidimensional concept in the academic field, those in favor of a security science

claim that it is possible to define security as long as it is considered from a

contextual perspective (Smith and Brooks 2012). This means that it is possible to

propose a definition of security that covers the current comprehension of security.

Definitions of security exists that focus on other aspects than exclusively defining

security in contrast to safety. These definitions focus more on the content of what

security is, examining certain aspects ofwhat is included in the general current notion of

security. Security is nowunderstoodasboth a state and a process,whichoften can reduce

risk and protect or build resilience against possible threat scenarios. In Presidential

Policy Directive 21 (PPD-21), for example, security is understood as something created

actively to reduce risk. Security is defined as ‘‘Reducing the risk to critical infrastructure

by physical means or defense cyber measures to intrusions, attacks, or the effects of

natural or manmade disasters’’ (Department of Homeland Security, 2016).

This definition proposes that security is a risk-reducing process conducted by

means of physical protection. The academic literature that deals with how

organizations can create security often builds on perspectives from safety science,

and this literature incorporates risk management and resilience as important factors

in the responsibilities of organizations and authorities responsible for security

(Smith and Brooks 2012; Sheffi 2005; Talbot and Jakeman 2011). This implies that

security is something done actively in all phases of a crisis, and accordingly,

security also means to prepare for, adapt to, withstand, and recover from dangers

and crises. Security risk management includes assessing and reducing the likelihood

and consequences of possible attacks by applying various types of risk-reducing

measures. Such measures include critical infrastructure protection and building

organizational and societal resilience (Brooks and Corkill 2014; Talbot and

Jakeman 2011). The Department of Homeland Security (2016) delineates what

constitutes security by giving a list of measures for how to create security:

• Badge entry to doors

• Use antivirus software

• Erect fencing around buildings

• Lock computer screens
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All these measures serve as some form of physical protection. What these

measures have in common is that they are static, and do not take into account the

strategic and calculated nature of security threats when the perpetrator can adjust

plans to avoid security measures. The current literature describes security measures

as much more than physical protection or target hardening (Reniers et al. 2011;

Talbot and Jakeman 2011) defining security as a myriad of possible measures

ranging from security awareness programs and building a security culture to

surveillance and screening employees. This means recent perspectives on security

also include multiple types of measures such as building security risk management,

resilience, security awareness, and a security-oriented culture.

Given the weaknesses in the current definitions of security, Jore (2017) has

proposed a new definition that also incorporates security as a measure to build

resilience to malicious attacks. We will further develop this definition so that it also

incorporates that security is a perceived state related to fear and dangers:

Security can be defined as the perceived or actual ability to prepare for, adapt to,

withstand, and recover from dangers and crises caused by people’s deliberate,

intentional, malicious acts, such as terrorism, sabotage, organized crime, or

hacking.

Security risk management includes assessing and reducing the likelihood and

consequences of possible attacks by applying various types of risk-reducing

measures. For example, by establishing critical infrastructure protection and by

building organizational and societal resilience.

Given the proposed definition of security, which in many respects overlaps with

the current definition of risk management and resilience perspectives, should

security be considered a science in itself, or as a sub-discipline of safety science?

9 Is Security an Independent Science?

Numerous terrorist attacks worldwide, organized crime, espionage and cyber threats

to interconnected facets of infrastructure have become challenges that states and

organizations are facing. A subsequent focus on protection from such threats have

led to a demand for better protective measures. The corollary of this focus of

attention can be seen in new security regulations and new security risk-management

standards that point out different actors’ responsibility to conduct security risk

assessments and implement appropriate measures. This massive attention on

security has led to the request for security knowledge from multiple actors in

society. Security has become a topic of many university courses, textbooks,

academic journals, and research programs. However, regardless of the many

scholars interested in the topic, few of them would probably call themselves security

scholars. This is not because there are no excellent researchers interested in the

topic, but because most of them write within their own disciplines and publish in

journals other than the few exclusively concerned with security. Within universities,

the same tendencies are present; several universities offer courses in security and
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related topics, but there are still limited study programs that aim to teach students

the main topic of security (Smith and Brooks 2012).

Although security science is not yet established as an independent science,

researchers, educators, industries, and governments have for many years worked on

defining the body of knowledge upon which security science should be based (ASIS

International 2017; Brooks 2010; Smith and Brooks 2012; Hesse and Smith 2001;

Kooi and Hinduja 2008; Smith 2001). Although security is an important topic across

many disciplines, the status of the security field has not reached a level where it can

be defined as a science from a traditional paradigm perspective; there does not exist

a clear definition and scope of its body of knowledge, or leading theoretical

perspectives and agreed-upon concepts and models concerning security. Security

science is diverse, multi-dimensional, and cross-disciplinary, without a defined

specified knowledge base or skill structure (Brooks 2010). Nevertheless, security

can be defined within its given context, and so can also the science of security. In

fact, textbooks in ‘‘security science’’ claim that although ‘‘security science’’

currently cannot be regarded as an academic discipline, security is an emerging

science on its way to developing into an independent science, as security is an in-

demand field of research and application (Smith and Brooks 2012).

When comparing security science to safety science it is important to bear in mind

that the same criticism that has been made of security as a science can also be made

of safety as a science. Although safety science has a longer history, with many more

researchers and practitioners dedicated to the field, scientific diversity is a

complicated issue for safety science as well. Among the many different scientific

communities interested in the topic of safety, there seems to be little central

coordination of what is a very heterogeneous intellectual production. The hegemony

of an encompassing paradigm of safety science would be unlikely to cover the

multifaceted nature of the topic (Le Coze et al. 2014).

This heterogeneity is also necessary for understanding a phenomenon as complex

and multidimensional as security, which should not be understood from only one

perspective or theoretical approach. Such a phenomenon should, therefore, embrace

multidisciplinary research. The object of security can be researched from a positivist

as well as constructivist approach, and the study of security should thus include the

objective, subjective, and symbolic nature of security across multiple dimensions

and levels of society (Manunta 1999; Smith and Brooks 2012). This research should

also include risk perception and the paradoxical elements of security.

The heterogeneity of security threats also needs to be explored. It is not obvious

that the same risk management methodologies and theoretical perspectives are

applicable to different security threats such as terrorism, espionage, the insider

threat and hacking. These threats are different in nature, and this diversity mandates

a variety of theoretical perspectives.

The scholars arguing for an independent security science advocate an interdis-

ciplinary approach covering different dimensions and aspects of security. They

claim that to understand a complex phenomenon such as security, building blocks

from other sciences should be critically examined. It is in the intersection of other

disciplines that security science diverges from safety science. Criminology and

international relations will be natural crossing points for the study of security, which
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is not necessarily the case for safety science. After all, the study of security deals

with how to mitigate and protect society from criminal acts, so theoretical

perspectives from safety science will not be sufficient for a holistic security

management. However, this does not mean that there are no interesting theoretical

perspectives that can be transferred from safety to the security field, but it is

important that such theories are not just uncritically imported or transferred.

Security science needs to be acknowledged for its own characteristic and

challengers. Cross-fertilizations between security and other disciplines are thus

crucial, but given the immature status of security sciences today, the science of

security should be developed as a distinct discipline recognized for its distinct

characteristics.

10 Conclusions

This article has discussed the conceptual and scientific demarcation of security in

contrast to safety. Security is a multifaceted concept whose meaning has changed in

accordance with discourses of threats and dangers. Scholars in risk and safety

science have proposed that it is meaningful to distinguish between security and

safety in terms of intentionality to separate the fields of handling risks and crises.

However, since intentionality also plays a part in safety research, this is not a good

parameter for separating the fields. The demarcation between security and safety

should be based on the malicious intent of the perpetrator, since this indicator aims

to highlight the specific characteristics of the field of security, in addition to

specifying possible threats to security. Given the shortcomings of the current

definitions, we have proposed a new definition of security that incorporates elements

associated with security as a research field today:

Security can be defined as the perceived or actual ability to prepare for, adapt to,

withstand, and recover from dangers and crises caused by people’s deliberate,

intentional, and malicious acts such as terrorism, sabotage, organized crime, or

hacking.

Security risk management includes assessing and reducing the likelihood and

consequences of possible attacks with various types of risk-reducing measures,

for example, through critical infrastructure protection and by building organi-

zational and societal resilience.

Although they are distinct scientific fields, safety and security share many

commonalities, and there is a practical need for an integrated approach between

security and safety that cannot be overlooked. In practical security risk manage-

ment, the same perspectives and risk analysis methodologies seem to be shared

across the security and safety fields. Additionally, research funders such as the

European Union are requesting multi-hazard management and science. Neverthe-

less, there are certain characteristics of the security field that are different from the

safety field and need to be further explored. Furthermore, the theoretical

perspectives and risk analysis tools available to organizations are not based on
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the same research traditions in the two disciplines. Security and safety have

developed as two distinct disciplines for many years, led by partitioned commu-

nities developing their own tools and methodologies, but there are also many

theories and perspectives both disciplines share. At the moment, the best trajectory

might be to continue to look for cross-fertilization between security and safety and

to further develop both disciplines. Extending the development of both fields might

eventually lead to a more integrated approach in the future.

However, the distinct characteristics of security currently are not fully addressed

in the theories and methodologies available, and there is a need for critical

examination of theories and risk-analysis tools that are transferred from one

discipline to the other. The field of security is characterized by attributes that have

not been fully researched and that need to be examined in more detail. The current

body of knowledge in the security field is to a large extent very fragmented and

segmented. With only a few exceptions, few attempts have been made to describe

the foundation of security science. To establish security as an independent

discipline, it is necessary to determine what concepts and theories are related to the

field. What levels of and objects in society should such a field include, and what are

the interrelationships and interdependencies with other disciplines? Ultimately, a

structure of security knowledge may be formed that supports security as an

independent science.
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