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Abstract
Cloud  applications are becoming central and critical to  the  delivery of financial 
services. Despite their significance, banks face increased exposure to transac-
tion risks related to the use of cloud services and internal and external pressures 
to improve their risk management practices. In this study, we use a unique data set 
from a bank’s cloud register to examine the effectiveness of internal governance on 
an  ongoing cloud outsourcing transaction between a bank and cloud service pro-
vider. We employ structural equation modeling and a simple linear regression to test 
for transaction misalignment and causes of governance inefficiencies. We find that 
a strong degree of misalignment is largely due  to poor design of internal controls 
and a weak control system that does not provide acceptable indications of residual 
risk likelihood. The findings indicate that cloud risks are driven not only by agency 
costs, but also by firm-specific risks which contribute  to  a number of  transaction 
uncertainties and governance misalignment.

Keywords Cloud outsourcing · Transaction risks · Cloud service provider (CSP) · 
Financial institutions · Internal governance efficiencies · Transaction misalignment · 
SEM analysis

1 Introduction

Third-party cloud applications have emerged in recent years as central and critical 
to the delivery of financial services. While cost reduction and scaling up on efficien-
cies (i.e., ‘make or buy decision’) are major reasons for this shift, financial insti-
tutions have become increasingly exposed to a spectrum of cloud transaction risks 
(e.g., legal risks, technology risks and firm risks). This highlights the importance of 
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devising an efficient control framework. An efficient internal governance structure is 
one which innately matches or mirrors the risks of the transaction to a cost-econo-
mizing effect.1 However, firms are not all equally effective in designing appropriate 
governance mechanisms that can create an effective risk management and oversight 
framework. For cloud arrangements, some of these challenges originate from the 
emergence of cross-border risks associated with differences in legal regimes gov-
erning data privacy and security. More specifically, the fragmented nature of data 
privacy regulation and the absence of well-defined policies can, at times, complicate 
compliance and risk management for financial institutions which operate in multiple 
jurisdictions. Therefore, it is necessary for these institutions to have a sound under-
standing of local and foreign laws and identify whether foreign laws of third-party 
service providers can present additional risks.

In light of this, the main focus of this article is to examine internal governance 
approaches applied by a bank in a material cloud services agreement. A unique set 
of risk and governance data from a bank’s cloud risk register is applied to a struc-
tural modelling equation (SEM) and simple linear regression to test for transaction 
misalignment and causes of governance inefficiencies. The objective of this study is 
to contribute to the development of policies on cloud regulation and sound internal 
governance practices. This paper reconciles and extends two strands of literature, 
namely transaction cost theory and finance, to illustrate that causes of misalignments 
can also be found by looking further into components of internal control.

Through the means of a cloud outsourcing case study,2 the study sets out to 
answer three main questions: (1) What is the degree of transaction misalignment in 
the cloud outsourcing transaction?; (2) To what extent is a bank’s internal control 
framework useful in predicting the likelihood of residual risk?; (3) Are there poten-
tial issues/flaws in the internal control framework which contribute to transaction 
misalignment? Overall, the results provide conclusive evidence supporting a strong 
degree of misalignment (.47), largely due to the poor design of internal controls. 
The empirical approach is validated by good model fit indices, which confirms that 
including indicators of residual risk provides an improved measure of transaction 
risks3 and governance efficiencies. The model results confirm that most misalign-
ment is caused largely by high degrees of legal and technological uncertainties on 
data privacy regulation and technology processes. Consequently, this translated into 
poor design of internal controls and a weak control system with unacceptable  (R250) 
indications of residual risk likelihood.

The paper contributes to cloud outsourcing literature in a number of ways. First, 
our findings shed light on the degree of misalignment between specific risk types 
and related control features. In this regard, we believe that our findings make an 

1 Williamson (1985).
2 The institution studied is a development bank which finances private and economic development pro-
jects in Latin America, Europe and the Caribbean region. The institution has requested to remain anony-
mous given the sensitivity of the financial data provided. The author thanks the risk managers for pro-
viding direct access to raw cloud risk and governance data from the cloud risk registry. The data was 
analyzed and collected in 2019. For more, see Table 1.
3 Anderson et al. (2017).
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important contribution to the literature on the role of monitoring and governance in 
shaping cloud outsourcing policies. Secondly, our evidence on the content of these 
risk categories contributes to recent cloud outsourcing literature which has tended to 
apply more indirect measures to capture cloud risks. Finally, this study also contrib-
utes to the body of literature examining the development of residual risk models, by 
using a linear regression model to analyze data from a financial institution.

The article is divided into six main sections. Section 1 discusses the institutional 
background to the case and the regulation which governs the transaction. Section 2 
discusses the literature review and hypothesis development. Section 3 discusses the 
SEM model construction and data in the study. Section 4 provides a practical and 
theoretical discussion on inherent risk exposures in the cloud transaction. Section 5 
then presents the results on the SEM model which confirms the tests for misalign-
ment. Section 6 presents the results of the linear regression model which confirms 
existing irregularities in the Bank’s internal control framework which relate to the 
misalignment.

2  Institutional Profile

A topic of much interest concerns the connection between risk and governance data 
on existing cloud outsourcing transactions. This case study focuses on a five-year 
SaaS cloud outsourcing arrangement between a bank and a leading cloud service 
provider (CSP) in order to draw inferences about how banks manage the different 
sources of risk that affect data management and other activities. Table 1 below out-
lines the institutional profile of the financial institution and CSP.

The Bank in this study adheres to European regulatory standards on cloud out-
sourcing. The upcoming section discusses the development of cloud regulation in 
the European Union (EU) and UK, which are major ICT jurisdictions and locations 
for cloud computing. The section explains how the fragmented nature of data pri-
vacy regulation and the absence of well-defined policies contribute to cross-border 
risks, which complicates compliance and risk management for financial institutions.

2.1  Cloud Outsourcing in the European Union and the United Kingdom

The use of cloud technologies can result in a spectrum of diverse risks which 
threaten data security. For instance, the prevalence of ICT security risks which stem 
from inadequate or failed internal processes or external events can ultimately impact 

Table 1  Case overview

This table provides an overview of the firm type, market capitalization, location and data collection 
approach adopted in this study

Firm type Market cap Interviewee Location

Bank A
CSP

€2.1b
€110b

Operational risk manager
Head of IT
Legal

Europe, Latin America, Caribbean
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a firm’s systems and data security.4 In fact, many jurisdictions have introduced a 
legal and regulatory framework for governing cloud use in order to prevent unlaw-
ful data processing and data access,5 security risks, technological risks and concen-
tration risks. The EU in particular has had a major influence on the global regula-
tory landscape6 and the regulation of cloud arrangements. This has led to a number 
of jurisdictions (e.g., the UK, Germany, France, Italy, Ireland) adopting privacy 
and internet laws based on the legal notions and patterns of European legislation.7 
The regulation governing cloud computing is largely unharmonized, fragmented 
and governed by a set of different regulations and policies.8 Notwithstanding this, 
some of the most influential guidelines issued by the European Banking Authority 
(EBA) are the Final Guidelines on Outsourcing Arrangements (EBA/GL/2019/02),9 
the ICT Guidelines and Internal Governance Guidelines (EBA/GL/2019/04, EBA/
GL/2017/11).10 Indeed, the UK has implemented most of these guidelines11 to estab-
lish how institutions should manage third-party and ICT risks. More specifically, the 
development of their regulatory initiatives has also been influenced by events such 
as Brexit, and by the need to further specify and define the risk requirements set by 
the EBA.

6 Kontargyris (2018), p 58.
7 For a more in-depth analysis of European influences on international data privacy laws, see Kontar-
gyris (2018) and Greenleaf (2012).
8 For more information on other relevant pieces of legislation affecting cloud services, see the EU NIS 
Directive (EU) 2016/1148 of the European Parliament and of the Council of 6 July 2016 concerning 
measures for a high common level of security of network and information systems across the Union, the 
Markets in Financial Instruments Directive-MiFID (Directive 2014/65/EU of the European Parliament 
and of the Council of 15 May 2014 on markets in financial instruments and amending Directive 2002/92/
EC and Directive 2011/61/EU Text with EEA relevance) and the GDPR (Regulation (EU) 2016/679 of 
the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with 
regard to the processing of personal data and on the free movement of such data, and repealing Direc-
tive 95/46/EC (General Data Protection Regulation)).
9 Overall, the development of EU cloud policies has been slow but forthcoming. This has led to the 
introduction of the EBA Guidelines on Outsourcing Arrangements EBA/GL/2019/02, of 25 February 
2019, repealing the CEBS (Committee of European Banking Supervisors) Guidelines on Outsourcing 
of 14 December 2006, and the EBA Recommendations on outsourcing to cloud service providers of 20 
December 2017 (EBA/REC/2017/03), with effect from 30 September 2019.
10 For more specific guidelines on ICT and internal governance strategies, see EBA ICT Guidelines, 
EBA/GL/2019/04, Guideline 3.2, and Internal Governance Guidelines, EBA/GL/2017/11, Titles III & V.
11 For more details, see final supervisory statement SS2/21 (Bank of England, Prudential Regula-
tion Authority (2021) which clarifies how the Prudential Regulatory Authority (PRA) expects banks 
to approach the EBA Outsourcing Arrangements (EBA/GL/2019/02) and EBA Guidelines on ICT and 
Security Risk Management (EBA/GL/2019/04). See specifically ibid., SS2/21, s.2.17, chapters 7 and 10, 
expanding and clarifying expectations regarding data security, business continuity and exit plans. See 
also Policy Statement PS7/21 (Bank of England, Prudential Regulation Authority (2021b) for feedback 
responses on outsourcing and third party risk management.

4 See EBA (European Banking Authority) Guidelines on ICT and Security Risk Management (EBA/
GL/2019/04) of 29 November 2019, laying down specific guidelines on the mitigation and management 
of ICT and security risks for credit institutions, investment firms and payment service providers.
5 Krebs (2012).
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In particular, a key focus of the Prudential Regulatory Authority (PRA) is to 
assess third-party risks according to their level of dependencies and to establish 
whether such arrangements are material.12 As a result, some of the main post-Brexit 
amendments include the introduction of additional criteria to evaluate whether out-
sourced functions or activities automatically13 qualify as a material function.14 The 
significance of these amendments is that they strengthen and streamline the risk 
assessment process by reducing uncertainties on whether a risk is material, and 
in doing so, establish whether enhanced governance measures should be applied. 
There are a few other amendments that have been introduced in areas such as the 
scope of outsourcing, data security, sub-outsourcing, business continuity and exit 
plans.15 However, the requirements do not appear to diverge significantly from the 
EBA Guidelines on Outsourcing Arrangements but only provide greater regulatory 
certainty in key, complex areas.16

In practice, the impact of the EU General Data Protection Regulation (GDPR) 
has been significant for cloud service providers and financial institutions outsourc-
ing cloud services. Over the last few years, the GDPR has expanded its scope to 
limit significant privacy threats associated with cloud computing and transboundary 
data transfers by enforcing compliance requirements on EU-established organiza-
tions and on non-EU controllers and processors.17 The global response to rising pri-
vacy concerns has led to the implementation of inward-looking policies such as data 
localization mandates and international privacy acts which either allow or restrict 
data access by foreign authorities. In the UK, regulators have opted for the latter by 
enacting the US Cloud Act (2019)18 into their Data Protection Act (2018).19 The 
outcome of the Act is that it removes any conflicts of laws (UK/US Cloud Act, Art. 
3) which may obstruct enforcement actions or prevent CSPs and internet service 

12 See SS2/21, Bank of England, Prudential Regulation Authority (2021a), specifically chapter  5.12, 
para. 3.12, with reference to the assessment of material risks. In accordance with these requirements, 
institutions are required to assess the potential impact of outsourcing or third party arrangements on their 
safety and soundness, including their operational resilience, their ability to comply with legal and regu-
latory obligations, and the risk that their ability to meet these obligations could be compromised if the 
arrangement is not subject to appropriate controls and oversight.
13 Ibid.
14 See specifically EBA/GL/2019/02, p. 13, where the EBA has replaced the term ‘critical or impor-
tant’ with the term ‘material’, according to the definitions provided under the MiFID Directive (Directive 
2014/65/EU) and the Payment Services Directive (PSD2) (Directive 2015/2366/EU of the European Par-
liament and of the Council of 25 November 2015 on payment services in the internal market, amending 
Directives 2002/65/EC, 2009/110/EC and 2013/36/EU and Regulation (EU) No 1093/2010, and repeal-
ing Directive 2007/64/EC).
15 See SS2/21, Bank of England, Prudential Regulation Authority (2021a).
16 Bank of England, Prudential Regulatory Authority (2021b), specifically PS7/21, paras. 2.9 and 2.16.
17 For specific details on how GDPR compliance requirements impact financial institutions, see Mathe-
son (2017).
18 UK/USA: Agreement on Access to Electronic Data for the Purpose of Countering Serious Crime [CS 
USA No.6/2019], Washington, 3 October 2019.
19 The United Kingdom Data Protection Act (2018).
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providers from responding directly and freely to requests for data stored in the US or 
abroad.20

Alternatively, some regulators, such as those in Germany (and France), have 
instead opted for stricter data regulation practices such as data localization man-
dates, for example, the Bundescloud, a German federal cloud initiative. In particu-
lar, this mandate only allows data storage and processing of federal data in private 
clouds and within federal-owned data centers by approved cloud providers in Ger-
many.21 However, in light of this initiative and the current EU regulatory focus (e.g., 
Gaia-X project),22 it is likely that similar proposals will soon follow in the private 
sector. However, the implementation of strict data localization mandates can gener-
ate weak points in security systems due to data concentration. In contrast, encour-
aging institutions to take advantage of storing data in multiple locations, while 
managing ‘legal risks stemming from conflicting or less developed relevant legal 
or regulatory requirements’23 can result in significant risk exposures. This is largely 
because the high degree of variance on data transfers creates regulatory arbitrage,24 
adds to regulatory complexity and creates less clarity on rules25 required to manage 
cloud risks. Jansen and Grance26 also note that the key challenge with transborder 
data flows is that firms may be uncertain as to

whether the laws in the jurisdiction where the data was collected permit 
the flow, whether those laws continue to apply to the data post transfer, and 
whether the laws at the destination present additional risks or benefits.

Ultimately, this implies that UK and EU institutions which are subject to inter-
national privacy acts or less stringent data localization mandates can face greater 
privacy and security risk exposures. As a consequence, not only may this increase 
transaction costs but it may also be burdensome and difficult for institutions to 

21 See the Federal Cloud Policy, Resolution 2015/5 of the Federal Government’s IT Council. https:// 
www. cio. bund. de/ Web/ DE/ Polit ische- Aufga ben/ IT- Rat/ Besch luesse/ Tabel lenin halte/ besch luss_ 2015_ 05. 
html (accessed 24 April 2022).
22 The Gaia-X project is a German-led EU initiative aimed at promoting fair and open use of sovereign 
data based on EU values and regulations. Financial institutions and EU stakeholders are working on set-
ting common policy rules to ensure transparent use of data and its protection at European level. These 
efforts are geared towards addressing key concerns which hinder the adoption of cloud technology in the 
financial sector, such as lack of trust in cloud service providers and the concern over the use of interna-
tional cloud platforms operating under extra-territorial laws. For more, see Gaia-X European Association 
for Data and Cloud AISBL, Project Gaia-X, specifically the Federal Ministry for Economic Affairs and 
Energy (BMWi) and Federal Ministry of Education and Research (2019).
23 See Bank of England, Prudential Regulatory Authority (2021a), specifically para. 7.8.
24 See EBA Guidelines on Outsourcing Arrangements, EBA/GL/2019/02, of 25 February 2019, para. 18.
25 For details on how data sovereignty and GDPR requirements impact financial institutions and invest-
ment firms when storing and transferring client data within the European Union, see Royal Bank of Can-
ada (RBC) (2017) and Matheson (2017).
26 Jansen and Grance (2011), p 16.

20 According to the US Department of Justice (2019), p. 6, a number of countries require cloud service 
providers to disclose data in certain instances. For a discussion on similar agreements enacted by other 
governments (e.g., Australia, Belgium, Norway, Denmark, Portugal and Spain) see ibid. See also Max-
well and Wolf (2012), as cited in US Department of Justice (2019).

https://www.cio.bund.de/Web/DE/Politische-Aufgaben/IT-Rat/Beschluesse/Tabelleninhalte/beschluss_2015_05.html
https://www.cio.bund.de/Web/DE/Politische-Aufgaben/IT-Rat/Beschluesse/Tabelleninhalte/beschluss_2015_05.html
https://www.cio.bund.de/Web/DE/Politische-Aufgaben/IT-Rat/Beschluesse/Tabelleninhalte/beschluss_2015_05.html
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leverage global risk management and compliance programs.27 Therefore, it is imper-
ative for institutions to have a good understanding of local and foreign laws, espe-
cially when operating in multiple jurisdictions. Against this backdrop, this may be 
a daunting task, due to the absence of cohesive, consistent, harmonized regulatory 
frameworks,28 which is caused by divergent jurisdictional tendencies and the use of 
omnibus laws.29 The next section, discusses how these challenges and the absence of 
well-defined policies complicate compliance for financial institutions.

2.2  Cross‑border Risks: Uncertainties in Cloud Risk Management

In light of the discussion above, the absence of a consistent regulatory framework 
can hinder sound institutional compliance. This is largely because there is currently 
no common set of comprehensive and well-defined cloud risk methodologies. Nev-
ertheless, EU and UK regulators have made some efforts to clarify expectations 
about risk management. For instance, in 2019, the PRA introduced a policy proposal 
which recommends the use of metrics (e.g., extent of business disruption, and/or 
the volume or value of impact) to evaluate the tolerance impact of certain business 
disruptions arising from failed systems or process failures.30 In contrast, although 
EU regulators have yet to issue a comprehensive risk methodology to measure 
cloud risks, a complex privacy risk methodology was introduced by the European 
Union Agency for Cybersecurity (ENISA)31 and some EU data protection regula-
tors (Greece and Germany) in 2013. While there is no indication of whether this 
risk methodology is applied by financial institutions, data protection authorities have 
already identified noticeable differences amongst the privacy risk assessment of 
supervisors, CSPs and controllers.32 Arguably, these inconsistencies could be driven 
by uncertainties in compliance or lack of harmonization of existing practices. In 
fact, both factors contributed to uncertainties for the institution in this study, which 
ultimately led to challenges in devising a suitable risk framework. Table  2 below 
outlines the risk parameters used to evaluate the transaction.

A pivotal question is whether the existing regulatory guidelines provide suffi-
cient criteria or guidance required to manage cloud risks. These concerns have been 
highlighted by industry experts during the EBA consultations on the implementa-
tion of the ICT security risk guidelines and the use of contracts and service level 

27 Financial Stability Board (2019), p 14.
28 See Smith (2010).
29 Kontargyris (2018).
30 For more, see the Bank of England, Prudential Regulatory Authority (2019b). See also Financial Con-
duct Authority (2019), p 6, para. 6.4. Consultation Paper CP19/32 is a joint effort of the Bank of Eng-
land, PRA and the FCA to clarify the requirements for impact tolerance assessments, and harmonizing 
risk concepts with international approaches. For more details on these efforts, see also BCBS (2020).
31 In line with their methodology, the severity of data privacy security incidents is evaluated according 
to the following criteria: (1) data processing content, (2) ease of identification, and (3) circumstances of 
data breach (SE = DPC x EI + CB). For more specific insight into their risk methodology, see ENISA 
(2013) and CNIL (2015) for the privacy methodology of the French Data Protection Authority.
32 For more insight, see Rozendaal (2019).
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agreements to ensure that institutions apply appropriate cyber and security meas-
ures.33 In response to these requirements, participants requested further guidance on 
key risk and performance indicators (KPIs) to ensure some degree of consistency 
among financial institutions, particularly in light of conflicting laws which impose 
diverse requirements.34 These issues have been noted by UK authorities, in par-
ticular, which addressed some of these concerns by introducing common criteria to 
improve the consistency of firms’ materiality assessments, and tolerance impacts.35 
Inevitably, these concerns highlight the need for greater specification on the policies 
intended to address ICT and other cloud risks.

As will be discussed below, a number of transaction uncertainties in the cloud 
arrangement are caused by a failure to understand the inherent nature of transaction 
risks and the regulatory requirements associated. Most of these risks relate largely 
to poor design of data governance strategies and data privacy measures. Conse-
quently, these design strategies and measures often contribute to greater transaction 
risk exposures and a larger degree of misalignment. Thus, regulators may be encour-
aged to consider introducing soft law mechanisms and usefully combine them with 
comprehensive, flexible privacy and technology-enhancing policies and practices.36 
The next section will explore the conceptual framework and conditions required to 
address these challenges.

3  Theoretical Perspectives on Cloud Risks and Governance

As concluded above, an important challenge for financial institutions is devising 
suitable governance strategies in the face of divergent legal systems. Therefore, the 
focus of this section is to lay the theoretical framework required to empirically test 

34 Subsequently, this request was dismissed by the European Banking Authority, which was of the opin-
ion that additional guidelines would lead to too detailed requirements.
35 For more specific details, see supervisory and policy statements from the Bank of England, Pruden-
tial Regulation Authority, for additional guidelines and clarification on third party risk management 
processes (specifically Bank of England (2021a), pp 6–8; Bank of England (2021b), and Bank of Eng-
land (2021c)). See also consultation papers from the Bank of England, Prudential Regulatory Authority, 
which outline governance requirements for key stakeholders (specifically Bank of England (2019a) and 
Bank of England (2019b)). The PRA expects UK banks to comply with these policies by March 2022.
36 Kulesza (2014), p 304.

33 See EBA Guidelines on ICT and Security Risk Management, EBA/GL/2019/04, specifically the feed-
back on public consultations, p 54, para. 8.

Table 2  Cloud risk parameters and governance strategy

Thresholds (severity) Risk frequency Financial impact USD 
(in millions)

Non-financial impact Manage-
ment 
actions

High risk > 2 years > 10 Reputational impact Yes
Medium risk < 2–5 years > 500,000–< 3 Reputational impact Yes
Low risk < 5 years > 50,000 < 100,000 No impact No
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for the degree and causes of governance inefficiencies in the cloud transaction. This 
section first discusses some important theoretical assumptions of the transaction cost 
theory and concludes with the main research hypotheses to be tested.

Transaction cost economics (TCE) is widely used by authors in studies on IT out-
sourcing. The relevance of the theory lies in its ability to theoretically recognize 
sources of transaction hazards, anticipate internal organizational changes and empir-
ically test for governance efficiencies in the risk mitigation process. To develop our 
research hypothesis, the study applies the concept of ‘transaction misalignment’, 
which is one of the most basic propositions of transaction cost theory. The hypoth-
esis claims that transactions (which differ in their attributes) are aligned with related 
governance structures (which differ in their cost and competence) so as to result in 
a transaction cost-economizing effect.37 Hence, organizations that choose the wrong 
governance structure will incur higher transaction costs for a given level of output 
than organizations that choose more efficient governance structures.38

In the most basic context, transaction misalignment is considered as a simple 
‘matching principle’, whereby transaction risks are matched to firm controls to 
assess the extent to which transaction risks are mitigated. The assumption is that 
more efficient governance structures are those in which there is a close alignment 
between transaction risks and controls. The degree of alignment is assessed through 
regression analysis, which is applied to empirically test the association between the 
‘attributes’ of a transaction which serve as a measure of transaction risk and the use 
of internal controls which model the governance structure.39 Notably, a dominant 
cause of transaction misalignment is inadequacies with internal controls. According 
to Anderson and Dekker,40 misalignments are often a consequence of inappropriate 
use of controls or a failure to design adequate contracts in response to transaction 
characteristics. In this study, we propose that inappropriate governance responses 
are likely to be caused by uncertainties about regulations governing cloud use.

Generally, the process of measuring misalignment is not straightforward, as it is 
often difficult to estimate transaction risks due to the lack of consensus on the fac-
tors which define the risks of a transaction.41 Notwithstanding this, the three main 
dimensions or ‘attributes’ commonly applied to measure transaction risks are: (1) 
asset specificity, (2) transaction uncertainty, and (3) transaction frequency.42 Accord-
ing to transaction cost theory, these dimensions are critical in explaining the nature 
of risks which firms face; however, within the field of cloud outsourcing, only a few 
studies have applied the framework to measure cloud transaction risks.

According to these studies, asset specificity is defined as the degree of invest-
ment in the asset required to make it work, or the costs of reallocating it for another 
use such as investment in cloud applications, IT training, meta services costs, new 

37 Williamson (1998).
38 Sampson (2004).
39 Williamson (1985, 1991).
40 Anderson and Dekker (2005).
41 Williamson (1979), p 234.
42 Ibid. See also Williamson (1985), p 37.
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vendor transition costs, and cloud customization risks.43 Transaction uncertainty 
relates to primary and behavioral uncertainties which arise from legal risk, techno-
logical risk and vendor opportunism.44 In contrast, the dimension transaction fre-
quency or ‘cloud transaction frequency’ refers to the frequency of the adoption of 
cloud services and how often a service is called.45

The transaction attributes defined by the TCE framework are also important in 
determining appropriate risk responses and the governance structures firms adopt. 
For outsourcing, the management control structure of outsourcing arrangements is 
based on a hybrid form of governance.46 However, Williamson47 states that the main 
features which characterize any given governance structure are administrative con-
trols, incentive intensity and contract law. For cloud outsourcing, the governance 
structure is likely to be defined by administrative controls designed to protect data, 
contract law defined by cloud contracts, and data protection law which regulates 
data use.

Therefore, from a general perspective, this implies that the efficiency of a govern-
ance structure relates to the way in which protection is established to design and 
organize appropriate governance structures.48 Therefore, misalignment can be esti-
mated if the risks of a particular transaction are invariant to the cost of control.49 
With this perspective, the study embarks on a more direct strategy for measuring 
misalignment by regressing all unique inherent transaction risks in a single cloud 
transaction with related governance (e.g., contractual and institutional) controls. As 
there is very little theory motivating cloud computing, the study builds on the work 
of Williamson50 by keeping in line with the basic propositions of transaction cost 
theory.

Hypothesis 1 The first hypothesis suggests that greater misalignments between 
inherent cloud risks and internal controls are synonymous with greater inefficiencies 
in cloud governance.

Alongside the empirical approach, the study also arranges all inherent risks accord-
ing to the TCE transaction risk framework to provide a descriptive analysis of the 
consequences associated with the misalignment. This approach supplements and 
enriches the empirical results of the study, while highlighting key governance issues 

45 Makhlouf (2020), p 9.
46 Van der Meer-Kooistra and Vosselman (2000), p 11.
47 Williamson (1991).
48 Van Genugten (2008), p 35.
49 Anderson et al. (2017), p 2165.
50 Williamson (1979, 1981, 1985, 1991).

43 Makhlouf (2020), Yigitbasioglu (2014), p 195, Trenz et al. (2013), p 4.
44 More specifically, Yigitbasioglu (2014) concludes that primary uncertainties arise due to natu-
ral events, consumer preferences, technology and regulations, whereas behavioral uncertainties relate 
to opportunism which often results in incomplete contracts and lack of trust. According to Trenz et al. 
(2013) these uncertainties are manifested in the users’ concerns about privacy, security and IT availabil-
ity.
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in the transaction. This approach differs to other studies which predominantly apply 
survey techniques to categorize risk and governance data before applying regression 
analysis to measure misalignment.51 Therefore, the results of this test will confirm that 
misalignments in cloud transactions can be meaningfully tested using a unique set of 
risk and governance data. Figure 1 below conceptualizes how all cloud transaction risk 
data52 and related governance controls are applied to test for misalignment.

3.1  Internal Control and Transaction Misalignment Hypothesis

Having concluded on the approach to measure governance inefficiencies, this sec-
tion outlines the method which will be applied to evaluate whether complexities in 
regulation contribute to poor internal control design. This question is answered by 
paying particular attention to the design of the Bank’s internal control framework. 
From a theoretical perspective, this step is also important as the TCE proposition 
is limited in establishing causes of misalignments and in determining whether the 
causes of misalignment are not mistakes or chance incidents.53

Cloud risks (Inherent)

(i) Risk impact

(ii) Risk likelihood

(iii) Risk severity

(iv) Financial impact

(v) Non-financial impact

Cloud risks (Residual)

(i) Risk impact

(ii) Risk likelihood

(iii) Risk severity

(iv) Financial impact

(v) Non-financial impact

Transaction 
misalignment 
/Governance 
inefficiencies

Internal governance 
strategy

Control 
performance 

Control design

(i) Detective controls 

(ii) Preventative 
controls 

Fig. 1  Testing for transaction misalignment

51 For details on these studies, see Anderson et  al. (1988), Leiblein et  al. (2002), Reuer and Ariño 
(2002), Argyres and Bigelow (2007).
52 Figure 1 illustrates our approach to testing for misalignment along with all risk and governance data 
obtained from the cloud registry. All inherent cloud transaction risks are defined as the risks before con-
trols are applied, whereas residual risks are risks which remain after controls are applied. Total risks are 
determined by the variables: risk likelihood, financial impact and non-financial impact. The governance 
structure or internal control strategy is determined by two variables: control design and control perfor-
mance. The alignment between risks and controls determines the extent of transaction misalignment.
53 Johansson (2015), p 675.
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Financial impact in millions (in euros) 
High 
probability € 50  €.50 - €.100   €.100 - <€.500   > €.500 - < €.300   > €3M - < €10M   > €10M  

    R11,R18 ,R36        R30,R35,R39                         R41          R37,  R42 

At least once in 

the next two years 
R1,R7,R22,R23, 

R24,R26 

R2, R16, R17, R25, 

R32, R33,  

R38 

At least once in 

the next 3 years R8,R19 

Monitor Manage Mitigate R3, R4, 

At least once in 

the next four years R9, R21, R27  

R5, R6, R10, 

R12, R13, 

R20,R15 R14

At least once in 

the next five years R40 

R28,R29,R31,R34 

Less than every 

five years 

Low 
probability  Low Low medium Medium High medium  High Very high 

Risk severity 

Fig. 2  Cloud risk assessment heat map (All risks are color coded to demonstrate the degrees of sever-
ity for each risk category. Dark grey (red) depicts medium/high risk levels which lead to major financial 
impacts and reputational losses. Grey (yellow) depicts medium/low risk levels, and light grey (green) 
depicts low risk with lower levels of financial and reputational impacts) (color figure online)

54 Taylor et al. (2012).
55 In this case study, the internal control environment is defined according to the COSO (Committee of 
Sponsoring Organizations of the Treadway Commission) Internal Control-Integrated Framework, COSO 
(2013, 1992) which describes the control environment as consisting of the following five components: 
(1) control environment, (2) risk assessment, (3) control activities, (4) information and communication, 
and (5) monitoring activities.
56 Mangasih et al. (2020).
57 Kountur (2018).

As internal control is explicitly tied to risk treatments, the study relies on some 
basic fundamentals of finance and internal control to infer whether any causes of 
misalignment relate to internal control issues. More specifically, the study examines 
the strength of the control framework in predicting residual risks and associations 
amongst risk and internal control components. The first investigation is imperative 
in assessing the reliability of cloud risk assessments in the identification of residual 
risk. The latter is focused on identifying whether irregularities exist in the control 
environment and the source of the irregularities (Fig. 2).

To begin with, there is very little evidence on how effective risk management 
approaches are applied in IT projects54 and/or how they relate to misalignment. 
However, the control environment55 is useful in assessing the effectiveness of an 
internal control system.56 For instance, Kountur57 developed a residual risk model 
using risk and control variables, and concluded that control systems with  R252 pro-
vide unacceptable indications of residual risk, thus threatening risk planning. From 
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58 Tolbert (2005), p 29.
59 Rae et al. (2017).
60 Kountur (2018), p. 58.
61 Anderson et al. (2017), p 2173.
62 Messier and Austen (2000), p 30.
63 Rae et al. (2017).
64 Bruwer et al. (2017), p 6.
65 Handley (2017), p 151.

a risk management perspective, estimating the occurrence of residual risk is critical, 
as it sets the stage for risk measurement, reduction, and risk tolerance.58 Therefore, 
assessing whether the Bank’s system can accurately estimate the risks which remain 
after internal control measures are applied helps to establish the strength of its con-
trol system and its true degree of institutional risk exposures.

Hypothesis 2 In line with these arguments, the study hypothesizes that control sys-
tems which have greater predictive strength  (R2) more accurately estimate the occur-
rence of residual risks and such control systems lead to more efficient governance 
outcomes. Hence, control systems with weak predictions  (R2) of residual risks are 
synonymous with weaker internal control systems.

The second part of the analysis is focused on examining correlations derived 
from the multiple regression model which provides a prediction for residual risk. 
The results derived from this analysis will be used to establish whether there are 
any internal control design issues in the institution’s internal control framework. As 
studies have established that several interrelations exist in the control environment,59 
we propose that such interrelations can be used to assess the strength of any internal 
control framework. For instance, Kountur60 found that the quality and appropriate-
ness of risk treatments reduce the likelihood of residual risks, whereas Anderson 
et al.61 found that negative correlations between control use and residual risks are 
consistent with controls reducing residual risk. On the other hand, Messier and Aus-
ten,62 found that positive correlations between inherent risk and control risk reflect a 
weak control system, which increases transaction risk exposures.

Additionally, there are other factors in the control environment which directly 
influence internal control, such as management conduct and risk management exper-
tise. For instance, Rae et al.63 found that although a direct association exists between 
risk assessment and control activities, both risk and controls are subsequently asso-
ciated with monitoring. According to Bruwer et al.,64 empirical relationships exist 
between two of the elements of a sound internal control system, namely internal 
control activities and managerial conduct (e.g., industry-specific knowledge, etc.).

To date, only one known study has examined the relationship between govern-
ance misalignment and managerial capabilities. Handley65 confirmed that the infe-
rior process performance (e.g., technical expertise, and outsourcing knowledge) of 
internal control corresponds directly with transaction costs’ discriminating align-
ment hypothesis via the relationship with governance misalignment. Altogether, 
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these findings suggest that elements of the Bank’s control framework such as out-
sourcing knowledge, risk responses, and the appropriateness or quality of control are 
positively correlated but negatively associated with inherent risk and residual risk.

Hypothesis 3 In light of these arguments, the study hypothesizes that positive inter-
relations between elements of internal control (e.g., control design and control per-
formance) reflect more efficient governance structures and are likely to reduce gov-
ernance misalignments. On the other hand, negative correlations among elements of 
internal control are expected to reflect weaker governance structures and contribute 
directly to greater misalignments.

While the study does not test directly for the influence of managerial capabilities 
on internal control, it does reflect on major risk sources and control irregularities to 
formulate whether such factors contributed to any misalignment in the transaction. 
This is based on the expectation that examining cloud transactions from this per-
spective helps to extend core elements of theories on transaction cost, finance and 
internal control, which adds to results on potential internal governance issues. The 
next section discusses the data and empirical models employed in this study.

4  The Data

The risk registry provides data on 42 risk exposures and governance controls in the 
cloud arrangement. All cloud risk assessments are prepared in accordance with EU 
cloud regulation (see footnote 66) and represent original observations as maintained 
in the cloud risk registry. All risks and control indicators are assessed using a 7-point 
Likert scale to represent risk severity and control strength. In the SEM model, the 
variable ‘cloud transaction risks’ serves as the independent variable and is meas-
ured by six indicator (endogenous) latent variables (x1 to x6).66 These variables are: 
inherent impact, inherent risk likelihood, residual impact, residual risk likelihood, 
financial impact and non-financial impact. The variable ‘governance strategies’ is 
the dependent variable, defined by two indicator (exogenous) latent variables (y1 
to y2),67 namely control performance and control design. On the linear regression 

66 In accordance with the EBA Guidelines on Outsourcing Arrangements (EBA/GL/2019/02, Title II), 
institutions are required to evaluate risk exposures arising from outsourcing arrangements (e.g., legal 
risks, reputational risks, disruption of revenue, data integrity, risks to institutional viability). In line with 
these requirements, the Bank in our case study evaluates the criticality of these risks according to their 
degree of financial and non-financial impacts. Here, financial impacts relate to monetary losses arising 
from cloud failures and non-financial impacts relate to reputational risks which can result in adverse 
changes such as brand erosion, stock market impact, or losses in material earnings of the institution. 
Total cloud risks are a product of risk likelihood and risk impact. The likelihood of risks and its severity 
is determined by the frequency of risk occurrence. Inherent risks are risks before controls are applied, 
residual risks are risks after controls are applied.
67 Internal controls are assessed on the basis of control performance and control design. The control 
design element consists of the detective and preventative controls broadly defined by contractual agree-
ments (e.g., cloud contracts, service level agreements (SLAs), contracts for cyber security insurance) and 
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model, inherent risk likelihood, control design and control effectiveness serve as the 
independent variables (x), while residual likelihood serves as the dependent variable 
(y).

4.1  The Models

4.1.1  The SEM Model and Linear Regression Model

The studies which test for transaction misalignment usually apply a variety of regres-
sion models such as Two Stage Least Squares, Probit Model, and/or Factor Analy-
sis with Structural Equation Modelling.68 Generally, the choice of empirical method 
varies as researchers also analyze the effect of external factors (e.g., influence of 
alliance governance, prior ties, performance risk, etc.) on transaction risk and how 
they relate to governance outcomes. In such cases, a series of tests is required to 
establish the validity of the hypothesized constructs. However, this study adopts a 
less complex approach to testing for misalignment, given the access to already exist-
ing data, the simplicity of hypothesized constructs, and the direct approach to test-
ing for misalignment. Applying the SEM model to our existing data set allows us 
to analyze structural relationships in the risk and governance data, estimate latent 
(unobserved) variables in the data, determine measurement errors and model fit69 
and derive the residual from the regression, which provides the test for misalign-
ment. As it relates to the linear regression model, the advantages of applying this 
model is that it supplements the results of the SEM by identifying irregularities in 
the control framework. These results are important as they will be used to establish 
reasons for the misalignment on the SEM model, which will serve as valuable evi-
dence contributing to the further development of residual risk models.70 The next 
section discusses the SEM construction.

4.1.2  SEM Construction

A common challenge with measuring misalignment is the issue of measurement 
errors. Although the study applies original risk and governance data from the 
cloud risk registry, no variable, whether directly or indirectly measured, provides 
an accurate estimate. This is especially the case for the data set in this study, as 

68 For more details on these studies, Silverman et  al. (1997), Anderson et  al. (1988), Leiblein et  al. 
(2002), Reuer and Ariño (2002), Sampson (2004), Anderson and Dekker (2017), amongst others.
69 Hox and Bechger (1999).
70 To date, very few studies have contributed to the development of residual risk models, with the excep-
tion of Kountur (2018). This paper therefore builds on his work and contributes to the advancement of 
residual risk models by applying a similar model, but with two alternative independent variables, i.e., 
control performance (X1) and control design (X2).

institutional measures (e.g., physical controls, IT controls, data privacy policies and other institutional 
procedures and processes). Detective controls reduce risk likelihood, and preventative controls reduce 
risk impact. Control performance relates to the strength of control measures applied in mitigating inher-
ent risks.

Footnote 67 (Continued)
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risk and governance assessments are largely subjective and prone to error in estima-
tion. Additionally, while the SEM model provides the true score (t) on measured 
data, Anderson et al.71 confirm that the TCE regression model contains misspecifi-
cation errors which can impede the results on misalignment. Notwithstanding this, 
they find that direct measures of residual risk correct for misspecification errors and 
confirm the presence of control misalignments.72 As a result, to construct our SEM 
model, both inherent risk and residual risk variables are incorporated as indicators 
of the latent construct ‘cloud transaction risk’.

As transaction characteristics relate (weakly) to residual risk and (primarily) to 
control design73 we assume that residual risk measures can contribute to more accu-
rate measures of inherent risk and control effectiveness. This is largely because it 
allows the model to structurally analyze the probability of cloud risks ex ante and ex 
post so as to enhance the detection of measurement errors. To validate the approach 
adopted, two alternative models74 were constructed to determine the best model 
fit relating to our data. However, both models yielded less promising results (see 
Sect. 6.1). The next section of this article provides an overview and analysis of all 
transaction risk data obtained from the cloud risk registry.

5  An Overview of Cloud Transaction Risk Exposure

As mentioned above, institutions are exposed to significant privacy, technology and 
security-related risks when cloud services are outsourced. The main objectives of 
this section are to first outline all inherent cloud risk exposures according to the 
TCE framework, secondly, to establish how such risks translate into internal con-
trol challenges, and lastly, to examine risk by source and severity. In summary, the 
findings derived from these analyses confirm that some of the most important cloud 
risks are driven not only by agency cost, but also by firm-specific (or internal) risks, 
which contributes to a number of transaction uncertainties and potential governance 
challenges. Table 3 reports the frequency of all cloud risks (N = 42).

71 Anderson et al. (2017).
72 In their paper on residual risk trade-offs, they modelled a series of complex risk relationships on 234 
risky IT transactions to test whether the control-residual risk trade-off varies in the cost of control with 
partnership-specific factors such as prior ties and the criticality of strategic resources to the transaction. 
However, their approach differs from that applied in this study, as they examined associations between 
control misalignment derived from the TCE regression, and direct measures of residual risk. For more on 
their work, see ibid.
73 Ibid, p 2179.
74 In M1, all residual risk indicators were fixed to 0 so as to exclude the residual risk parameters in the 
estimation of transaction risks. In M2, equality constraints were applied on the residual risk indicators 
to match the estimates of inherent risks. Overall, both models reported poorer fit indexes (e.g., mediocre 
RSMEA, poor TLI with weaker fit indices on all levels). These results confirm that our suggested model 
provides a more accurate representation of the hypothetical relationships. The results are discussed in 
more detail in Sect. 6.
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5.1  Theoretical Analysis on Cloud Risks

As illustrated above, the Bank was exposed to 42 unique cloud transaction risks, 
which were all categorized and analyzed according to the TCE risk framework. An 
analysis of this nature provides valuable insights and confirmatory evidence on the 
content of the risk categories identified in this study and related governance chal-
lenges. These results will be particularly useful due to the limited number of stud-
ies which have applied this framework to measure cloud risks.75 According to the 
data, legal and technological uncertainties account for the highest source of inher-
ent risk exposures (74%), followed by asset specificity (19%), and task frequency 
(7%). These findings are similar to those of Makhlouf76 who concluded that the 
cloud has considerable levels of uncertainty and asset specificity, with lower levels 
of task frequency for SaaS models. Notably, most transaction uncertainties relate to 
legal and technology uncertainties. Like Trenz et al.,77 the study finds that privacy, 
security and IT availability concerns are the major sources of these uncertainties. 
Similarly, these transaction uncertainties correlate well with the behavioral and pri-
mary uncertainties dimension as described by Yigitbasioglu.78 For example, for our 
case in particular, primary ‘legal’ uncertainties such as regulatory and compliance 
risks arise due to uncertainties with data privacy legislation caused by poor data 
governance, immature internal privacy policies on data privacy, and poor contract-
ing knowledge.79

According to the data, primary ‘technological’ uncertainties concern risks associ-
ated with IT system exposures such as IT availability risk, risk of ISP disruptions, 
IT prioritization risks, external cyber breaches, and capabilities of the CSP. The 
data also confirms that behavioral uncertainties relate to opportunism and the lack 
of trust in the arrangement. More specifically, in this case study, these risks relate 

75 For more details, see Trenz et al. (2013), Yigitbasioglu (2014) and Makhlouf (2020).
76 Makhlouf (2020).
77 Trenz et al. (2013).
78 Yigitbasioglu (2014).
79 According to the data, the most critical technological uncertainties include the risk of service disrup-
tions, data loss due to migration issues, disaster and business continuity risks, CSP security breaches, 
and cyber security risk. The most critical legal risks consist of legal knowledge risks such as lack of 
knowledge on the implementation of the cloud contract, compliance risks due to immature internal pri-
vacy policies on data privacy (e.g., poor data mapping assessments) and reputational risks which are 
driven by poor internal policies on international data transfers for EU or international data subjects.

Table 3  TCE cloud risk 
assessment framework

Transaction risk proxy Frequency Percent

1 Asset specificity 8 19
2 Transaction (legal and techno-

logical) uncertainties
31 74

3 Task frequency 3 7
Total 42 100
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to potential security breaches by the cloud provider, data theft and opportunistic 
increases in contract prices. However, the Bank categorized these risks as low due to 
prior outsourcing relationships with the vendor. These results are expected as studies 
suggest that trust and prior ties are known to have positive influences on contractual 
outcomes and some agency costs.80

In line with the assumptions of TCE, transactions with high levels of uncertain-
ties result in a number of governance challenges. According to Makhlouf,81 higher 
levels of uncertainties result in implied costs relating to contract management, mon-
itoring and legal compliance. This will likely be the case for the Bank given the 
high level of uncertainties which will ultimately translate into a number of organiza-
tional challenges, such as the inability to anticipate or predict future outcomes in the 
arrangement.82 In such cases, the costs of reducing this uncertainty can exceed the 
costs of internal governance.83 Consequently, this can increase initial and ongoing 
transaction costs such as due diligence search costs and the cost of anticipating and 
monitoring ex-post and unspecified transaction hazards and contingencies.

Against this backdrop, the degree of asset specificity (19%) is expected to con-
tribute to institutional challenges, particularly as the bank has identified human 
resource risk, customization risk and cost overrun risk as high-risk sources. This can 
be problematic as familiarity and specialized knowledge are essential requirements 
to realize any transaction savings associated with specific investments.84 In addition, 
as studies confirm that managerial conduct is associated with better governance out-
comes, lack of knowledge on outsourcing processes can be a hindrance in devising 
a suitable control strategy. In addition to these factors, the risk of vendor lock-in85 
will likely influence the ability of the firm to transition to another cloud provider 
due to the dependencies created in the arrangement. For the Bank in particular, this 
is a major concern as both traditional and cloud services are outsourced to the same 
provider. With regard to the task frequency dimension (7%), a lower frequency is 
recorded largely because of the deployment type (SaaS). Notwithstanding this, more 
coordination effort, internal adjustments and structured governance forms may be 
required given the hybrid governance structure. This is expected as cooperative 
adaption mechanisms are often required in frequent and uncertain transactions.86

Having established how the aforementioned risk categories can contribute to gov-
ernance challenges for the Bank, this section examines risks by severity and source 
so as to establish whether internally (firm risk) or externally driven factors contrib-
uted to the greatest source of institutional exposures discussed above.

According to the data, 62% of all inherent risks are of medium/high level, 33% 
are of medium/low level and 5% are of a low risk level. This implies that more than 

82 Leblebici and Gerald (1981) and Rindfleisch and Heide (1997).
83 Eisenhardt (1989).
84 Williamson (1979), p 240.
85 De Vita et al. (2011).
86 Reimers et al. (2019).

80 Reuer and Ariño (2002).
81 Makhlouf (2020).



923Cloud Outsourcing in the Financial Sector: An Assessment of…

123

half of cloud risks can result in severe financial and non-financial impacts. The data 
shows that firm risk is an important source of inherent risk exposure as 45% of all 
risks are caused by internal risk factors such as lack of knowledge of suitable IT 
processes and regulatory uncertainties.87 Interestingly, the data also shows that the 
highest source of residual risks are legal uncertainties (e.g., reputational risk, data 
governance risk) which arise due to internal risk sources.

Ultimately, these results confirm that legal risks stemming from complexities in 
data privacy regulation are the most critical risk category facing the institution, and 
are likely to be a major impediment to effective governance. These results are not 
surprising given the complexities of data privacy regulation and the absence of a 
comprehensive set of cloud risk methodologies. To explore this further, Fig. 2 above 
depicts the inherent risk exposures by financial impact, severity and risk mitigation 
strategy.

The next section investigates these issues further by first measuring the degree 
of inefficiencies in the transaction and then providing empirical evidence to demon-
strate how efficiently the bank was able to mitigate all inherent risks.

6  The SEM Results: Measuring Transaction Misalignment

The results so far indicate that firm-specific risk contributed to a significant degree 
of inherent risk exposures in the cloud transaction. In light of the previous discus-
sion, we now provide the SEM results which evaluate how effectively the institu-
tion mitigated those inherent risk exposures. The first part of this section provides a 
graphical depiction (Fig. 3) of the SEM model to illustrate the relationship between 
risk and governance. The second part analyzes the results of the measurement model 
which confirm model strength and validity.

As illustrated in Fig. 3, the Bank was only able to mitigate 47% (e.47) of risks 
with institutional controls. Overall, the model provides a positive measure for mis-
alignment, as evidenced by a significant p value (0.003) and 95% confidence inter-
val, which illustrates the positive effects of governance strategies on the reduction of 
cloud risks. These findings provide support for the first hypothesis (H1) in this study 
which suggests that misalignments between inherent cloud risks and governance 
controls are synonymous with inefficiencies in cloud governance. Figure 3 provides 
a graphical depiction of the SEM model applied in this study.

Similar to other studies, we assume that the error term on the regression is asso-
ciated with inefficiencies in governance which are likely caused by inappropriate 
or poor design of controls. To further interpret these results, the study applies the 
approach of Argyres and Bigelow88 which suggests that a measurement error of.47 
represents a relatively strong degree of misalignment. In accordance with transac-
tion cost theory, this therefore means that the Bank will incur higher transaction 

87 See footnote 79.
88 Argyres and Bigelow (2007), p 1338, assessed firm misalignment on a scale of 0–1, whereby the 
value of zero (0) signaled complete alignment, 0.25 signaled better alignment, 0.5 signaled strong mis-
alignment, and 1 signaled complete misalignment.
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costs to reflect its ‘suboptimal’ governance structure. However, some degree of inef-
ficiency is expected as no control system can eliminate all risk factors. Therefore, 
there will always be a risk trade-off, whereby the institution has to decide its risk 
appetite and the level of risks which is tolerable. Table 4 below provides the output 
of the structural equation along with the corresponding standard errors, p values and 
confidence intervals.
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Fig. 3  (As illustrated, the graphical model contains eight latent variables and two latent constructs. Note, 
the latent constructs are variables which are not directly observed (denoted by the circle). Cloud trans-
action risks serve as the exogenous latent variable, and governance strategies serve as the endogenous 
latent variable. The estimates from both latent constructs are derived from the observed variables (N = 
42) which are directly obtained from the Bank’s risk registry. The independent variables which provide 
a measure of transaction risks are: (1) financial impact, (2) non-financial impact, (3) inherent risk, (4) 
inherent likelihood, (5) residual impact and (6) residual likelihood. The dependent variables which pro-
vide a measure of governance controls are (7) control performance and (8) control design. One variable 
per latent construct was constrained to 1, so as to provide an interpretable scale to estimate the factor 
variances and factor loadings. The residual errors are denoted by Ɛ and are provided on the latent vari-
ables and constructs (Ɛ1 to Ɛ9).) Mitigation of cloud outsourcing risks

Table 4  Structural model (standardized scores)

Standardized Coef. OIM

Std. err. z P > |z| [95% conf. interval]

residual~t
transact~s .6172208 .1126858 5.48 0.000 .3963608 .8380808
_cons 1.748.475 .2453657 7.13 0.000 1.267.567 2.229.383
controlp~e
residual~t − .2775653 .1503789 − 1.85 0.065 − .5723025 .017172
Governance~s .9478695 .1948285 4.87 0.000 .5660127 1.329.726
_cons 336.616 .425204 7.92 0.000 2.532.775 4.199.544
Governance~s
transact~s .4665754 .159119 2.93 0.003 .154708 .7784429
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6.1  The Measurement Model Results

As we have completed our discussion on the degree of inefficiency in the transac-
tion, the objective of this section is to discuss the results of the measurement model. 
This discussion is particularly important in light of our SEM construction (see 
Sect. 3.1.2). Additionally, these results are also significant as they help to establish 
which measure is most closely related to the latent variables and whether there are 
any correlated or unique relationships amongst the risk and governance indicators as 
predicted by the model. As illustrated in Table 5, all latent variables have a strong 
significance in estimating the latent constructs ‘cloud transaction risk’ and ‘govern-
ance controls’ according to related p-values (< .05). These results provide confirma-
tory evidence on our empirical approach as SEM studies suggest that latent variables 

Table 5  Measurement model (standardized scores)

Measurement Coef. OIM

Std. err. z P >|z| [95% conf. interval]

Inherent impact
transact~s .6623839 .1140924 5.81 0.000 .4387668 .8860009
_cons 2.740.131 .3364436 8.14 0.000 2.080.714 3.399.549
Inherent likelihood
transaction risks .4055035 .1635048 2.48 0.013 .08504 .725967
_cons 213.976 .2735622 7.82 0.000 1.603.588 2.675.933
Residual likeli~d
Transaction risks .3066869 .1524288 2.01 0.044 .0079319 .605442
_cons 1.934.657 .2553804 7.58 0.000 143.412 2.435.193
Financial inherent
Transaction risks .7757425 .12488 6.21 0.000 .5309821 1.020.503
_cons 2.315.987 .2960155 7.82 0.000 1.735.807 2.896.167
Non financial~t
Transaction risks .7477517 .1161791 6.44 0.000 .5200449 .9754585
_cons 1.913.615 .2596225 7.37 0.000 1.404.764 2.422.466
Control_Design
Governance strategies .720382 .15151 4.75 0.000 .4234279 1.017.336
_cons 4.011.287 .4640713 8.64 0.000 3.101.724 492.085
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Table 6  SEM covariance (standardized) estimates

Coef. OIM Std. 
error

     z P > |z| [95% conf. interval]

cov(e.Residualimpact,e.Residual-
likelihood)

.3608513 .1208006 2.99 0.003 .1240864 .5976162

cov(e.inherentimpact,e.likelihood) − .1600041 .1814617 − 0.88 0.378 − .5256626 .1956544
cov(e.Inherent _ likeli, e.residual_

likeli)
.589204 .0969612 6.08 0.000 .3991635 .7792444

cov(e.Inherent_likeli, 
e.financialimpact)

− .6264535 .2577278 − 2.43 0.015 − 1.131.59 − .1213163

cov(e.financialimpact, 
e.nonfinancialimpact)

− .306416 .4241438 − 0.72 0.470 − 1.137.72 .5248906

89 As mentioned previously, two alternative models (M1 and M2) were constructed to validate the model 
choice. In M1, all residual risk indicators are controlled (fixed to 0), so as to only observe the effect of 
inherent risks on governance controls. In M2, equality constraints were applied on the residual risk indi-
cators to match the estimates of inherent risks. Notably, both models provided poorer fit indexes (e.g., 
RSMEA, TFI) on all levels, with M1 providing the poorest overall fit evidenced by other poor fit scores 
(e.g., poorer upper and lower confidence intervals).
90 Bollen and Noble (2011).

with strong significance confirm the strength of the factors in providing a measure of 
the variable to be tested.

In light of the alterations applied to the SEM model, the results also show that 
residual likelihood is significant (.044) in estimating the latent construct ‘cloud 
transaction risk’. These results confirm that residual risk contributes to a more accu-
rate measure of risk and governance. To further validate the approach applied, two 
alternative SEM models (M1, M2)89 were constructed. The results derived from 
these models were also compared to the original residual estimates by the Bank, 
and the SEM model in this study. Notably, all models provide a close degree of mis-
alignment (M1 =.38; M2 =.40, SEM =.47), but the alternative models provided less 
significant coefficients and poorer fit indices than the model in this study. Taken 
together, the results suggest that there may be some weaknesses in the Bank’s esti-
mation of transaction risks or possibly in the evaluation of internal controls.

Table 6 reports the covariance and variance scores which confirm a number of 
significant correlations between risk and controls. These relationships are important 
as studies suggest that a latent variable is defined more accurately when indicator 
variables are strongly related to one another.90

As illustrated, a significant correlation (0.015) is recorded between ‘e.inherent_
likeli’ and ‘e.financial impact’, which indicates that a rise in the likelihood of 
a cloud failure increases the risk of financial impact. Significant positive asso-
ciations are also recorded between variables ‘e.residual impact’ and ‘e.residual 
likelihood’ indicating that changes in the likelihood of residual risk, increases 
residual impact. However, non-significant correlations are recorded for variables 
‘inherent likelihood and inherent impact’ and ‘financial and nonfinancial impact’. 
A negative correlation between ‘e.inherent impact and e.inherent likelihood’ is 
common as most cloud risks (47%) have a low probability of occurrence, (e.g., 
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cyber security risks, business continuity risks), but result in high or medium risk 
impacts. As it relates to the variables ‘e.financial impact’ and ‘e.non-financial 
impact’, a negative non-significant correlation exists, which is in line with expec-
tations as financial and non-financial impact are driven by different risk factors.

Lastly, the discussion now turns to the variance scores and the model fit indices 
which add validity to the model. According to the output from the SEM, the model 
explains 96% of the variance in the endogenous latent construct and reports mostly 
very good (> .63) factor loadings.91 Further, the model fit (Table 7) confirms that the 
hypothesized model fits well to the data, as indicated by RMSEA < .06, CFI > .95, 
TLI > .95 and SRMR, < 0.08.92 These results suggest that the observed data and the 
model results are likely to reflect a real situation. The SRMR index indicates that 
the model has a low possibility of misspecification, bias and discrepanies between 
the observed correlation and predicted correlations. Other fit indicators such as the 
90% confidence intervals (upper bounds >  0.10 and lower bounds <  0.05%) and 
the Cronbach alpha are also consistent with good model fit and internal realiability. 
Given the limitations of a single case study, the minimum sample size requirement93 
suggested by SEM simulation studies served as the main basis for constructing the 
model. Altogether, these studies and others94 confirm that two factor models, with 
sample sizes of N = 30 or no less than N = 4095 have sufficient statistical power to 

Table 7  Model fit results Fit statistic Value Parameters

Population error
RSMEA .056 Close fit
CFI comparative fit index .983 Good fit
TLI Tucker-Lewis index .964 Good fit
CD (coefficient of determination) 0.961 Good fit
Cronbach alpha .745 Moderate fit
SRMR .076 Good fit
Df (degrees of freedom) 15

91 See graphical SEM model (Fig. 3) in which 6/8 loadings are of very good/excellent strength. Gener-
ally, studies suggest that factor loadings between +/-0.30 to 0.40 are considered to meet the  minimal 
level  for interpretation. Factor loadings are commonly interpreted as follows: 0.32 (poor), 0.45 (fair), 
0.55 (good), 0.63 (very good) or 0.71. (excellent). For more on these rules, see Comrey and Lee (1992).
92 Hu and Bentler (1999).
93 Notwithstanding the commonly applied rules of thumb (e.g., variables rule of thumb, or minimum 
sample size requirements), some simulation studies have proven that small sample sizes have adequate 
statistical power to derive meaningful associations in SEM models. For more on SEM sample size crite-
ria, see Wolf et al. (2013), Sideridis et al. (2014) and Preacher and MacCallum (2002). For recent stud-
ies which have applied the criteria of Wolf et al. (2013) and Sideridis et al. (2014), as the sole indicator 
to validate sample sizes, see Kamble et al. (2021), Ghaithan et al. (2021) and Sission (2021). Consist-
ent with our single case study design, see also the study of Van Den Heuvel et al. (2020) where SEM 
analysis (N = 71) was applied to a single organization to evaluate how employees adapt to organizational 
changes and work engagement.
94 For additional studies which justify smaller sample sizes (N = 10), see Mundfrom et al. (2005).
95 For more details see Wolf et al. (2013) and Sideridis et al. (2014).
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derive meaningful associations in SEM models. Table 7 above provides an overview 
of the model fit results.

Overall, the SEM provides strong model output and conclusive evidence con-
firming a strong degree (.47) of misalignment or inefficiencies in cloud governance. 
These results suggest that some misalignments identified are more likely to relate to 
inefficiencies in the internal control environment. The next section seeks to establish 
the validity of these claims.

7  Cloud Governance Strategies

In light of the previous discussions, this section seeks to establish whether the degree 
of inefficiencies identified was caused by poor internal control design issues, arising 
from the complex nature of cloud regulation. To answer this question, elements of 
the Bank’s internal control framework were applied to a simple linear regression 
model. Through this approach we are able to establish whether the Bank’s control 
system provides acceptable indications of residual risk, whilst capturing the factors 
which contribute to weak internal governance. This section begins by presenting the 
results of the regression model so as to assess the strength of the Bank’s control 
framework before concluding on the main control inconsistencies identified. Alto-
gether, these analyses show that the requirements for cross-border transfers of per-
sonal data and the absence of a comprehensive risk methodology (and KPIs) create 
less clarity on the rules required to manage cloud risks. Ultimately, these factors 
translate into poor governance strategies and highlight the need for financial institu-
tions to have a good understanding of local and foreign laws to implement a sound 
compliance program.

7.1  The Strength of Residual Risk Predictions

According to the data, the model reports a significant regression (p < .0005) indi-
cating that (i) inherent risk likelihood (x), (ii) control design (x) and (iii) control 
effectiveness (x) are significant predictors of residual likelihood. This confirms that 
the linear regression model can be used to provide strong indications of whether any 
misalignment on the SEM is associated with internal control issues. From a theoreti-
cal perspective these results can prove to be significant as they validate the model 
and contribute to the advancement, development and use of residual risk models, 
particularly in light of limited studies. As the data relates to the model output, it 
shows that the Bank has a weak control framework. More specifically, as illustrated 
in Table 8, (i) inherent risk likelihood (x), (ii) control design (x) and (iii) control 
effectiveness (x) have 50% predictive power in estimating residual likelihood. In 
other words, this indicates that the model only explains 50% of variance in the like-
lihood of residual risk impacts. Essentially, this means that the control framework 
can only anticipate the occurrence of half  (R250) of all residual risks modelled in 
the SEM (47%). Table 8 below shows the model summary and results of the simple 
linear regression.
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According to Kountur96 a residual model which predicts an  R252 is considered 
unsatisfactory in estimating the likelihood of residual risk, as it can have implica-
tions for risk planning. As a result, a higher  R2 would symbolize greater reliability 
and predictability of internal controls in estimating the likelihood of residual risks. 
These results confirm our second hypothesis which suggests that models with a 
lower significance  (R2) are synonymous with weaker internal control systems.

Having concluded on the strength of internal control, the next section provides 
the coefficients on the model which will help to establish whether the Bank suffered 
from any control design issues arising from poor institutional compliance practices 
regarding data privacy.

7.2  Interconnections Between Internal Control and Risk Assessments

As mentioned previously, the study pays particular attention to correlations amongst 
elements of internal control to identify control irregularities and the source of 
those irregularities. In line with the hypothesis (H3) posed earlier, it is expected 
that positive interrelations reflect more efficient governance outcomes, which are 
likely to reduce governance misalignments. These relationships were confirmed in 
this study (Table 9), as a number of common significant associations are identified 
between predictors of residual risk. For instance, a negative significant correlation 
between control performance and residual risk indicates that as control performance 
increases, the impact of residual risk decreases, which is in line with expectations 
(Table 10).

A significant association between inherent and residual likelihood is also com-
mon, as it indicates that any rise in inherent likelihood increases residual likelihood. 
On the other hand, negative correlations are reported between control performance 

96 Kountur (2018), p 54.

Table 8  Strength of internal control

Model  summarya

Model R R square Adjusted R square Std. error of the estimate

1 .709a .502 .461 .463
aPredictors: (constant), control design, inherent likelihood, control performance
bDependent variable: residual likelihood

ANOVAb

Model Sum of squares df Mean square F Sig.

1
Regression 7.782 3 2.594 12.100 .000b

Residual 7.718 36 .214
Total 15.500 39
aDependent variable: residual likelihood
bPredictors: (Constant), control design, inherent likelihood, control performance
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and control design. These results are uncommon or ‘irregular’ as elements of inter-
nal control, such as the quality and appropriateness of control, should contribute to 
control effectiveness and risk reduction. Therefore, a negative correlation indicates 
that control design contributes negatively to the performance of internal controls 
and will likely increase the probability of residual risks.

These results confirm the hypothesis that suggests that some misalignment identi-
fied can be explained by inefficiencies in internal control, particularly as it relates to 
the design of controls. Additionally, the  R250 on the model indicates the existence 
of a weak control system, incapable of predicting at least half of the misalignment 
identified on the model. These results are in line with expectations, as most inher-
ent risk exposures were driven by internal risks arising from technological and legal 
uncertainties (e.g., poor data mapping strategies, IT prioritization risks) which may 
have translated into poor internal control design. Ultimately, these results confirm 
that a significant number of risks are driven by cross-border risks arising from diver-
gent data privacy regimes.

Altogether, the results of the above analyses are consistent with the hypothesis 
that managing data privacy risks may be a key challenge for financial institutions. 
In this regard, a good starting point for compliance is understanding ‘what, why, 
how and where’ data is processed, thoroughly evaluating the terms and conditions in 
cloud contracts and in data transfer agreements, and ensuring compliance by cloud 
providers.97 In addition, there may well be advantages for regulators to consider 
introducing soft law mechanisms and key performance indicators (KPIs) so that 
institutions can sufficiently evaluate the appropriateness of internal control meas-
ures. Ultimately, applying KPIs and usefully combining them with comprehensive, 
flexible privacy and technology-enhancing policies and practices may reduce some 
transaction uncertainties in cloud risk management.

97 Matheson (2017).

Table 10  Coefficient  correlationsa

a Dependent variable: residual likelihood

Model Control design Inherent 
likelihood

Control 
perfor-
mance

1 Correlations Control design 1.000 .098 − .397
Inherent likelihood .098 1.000 .449
Control performance − .397 .449 1.000

Covariances Control design .027 .002 − .008
Inherent likelihood .002 .016 .007
Control performance − .008 .007 .015
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8  Conclusion

The study examined the effectiveness of internal governance on an ongoing cloud 
outsourcing transaction between a bank and cloud service provider (CSP). We use 
the empirical analysis in this case study to show that data governance is a key chal-
lenge for financial institutions. More specifically, the SEM provided evidence indic-
ative of a strong degree of misalignment in the cloud transaction. The results show 
that firm-specific risk is a significant risk factor as it contributes to a number of 
transaction uncertainties and misalignment in the cloud transaction. Our results of 
the multiple linear regression confirmed that most of the misalignment relates to 
inadequate design of controls on a number of legal risk exposures (e.g., poor prac-
tices regarding data governance strategies and privacy policies on international data 
transfers). Ultimately, the results tend to show a weak control system, which pro-
vides unacceptable indications of residual risk exposures. Overall, it is clear from 
these findings that there are still considerable uncertainties in devising sound inter-
nal governance strategies, largely due to uncertainties in cloud regulation. Through 
the outcomes of the study, it should become easier to examine more closely how 
firms assess critical cloud risks and devise sound internal governance strategies to 
mitigate cloud risk exposures in the financial industry. Most importantly, it is also 
crucial to steer studies towards research that assesses whether there is a need for 
more specification on risk criteria and responses, given the regulatory complexity 
of the cloud landscape. However, in light of the limitations of this single case study, 
future research could focus on other types of financial institutions that may might 
benefit from improved cloud risk management practices.
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