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Abstract

Security of Internet-of-Medical-Things (IoMT) networks has evolved as a vital issue in recent years. The IoMT networks are
designed to link patients with caregivers. All reports, data, and medical signals are transferred over these networks. Hence,
these networks require robust and secure access strategies for patients to send their vital data or reports. Hence, hacking of
these networks may lead to harmful effects on patients. One of the vulnerable points to hacking in these networks is the
access point. Access to these networks could be performed with biometrics. The popular biometric traits for this purpose are
biomedical signals such as Electrocardiogram (ECG) signals, as they are continuously monitored and measured for patients. A
common thread between all biometric authentication systems is the possibility of losing the biometric traits forever if hacking
attempts manage to concur the biometric template storage. A new trend in the field of biometric authentication is to avoid the
utilization of original biometrics in access control processes. A possible alternative is to use cancelable biometrics instead.
Cancelable biometrics can be generated through encryption schemes or non-invertible transforms. This paper adopts both
strategies in a unified framework for cancelable ECG signal recognition that can be used in the access step of [oMT networks.
The proposed framework begins with applying a non-invertible transformation on the ECG signals through fuzzy logic to
change the dynamic range of the signals. As this process is non-invertible in nature, it prevents the recovery of the original
ECG signals from the processed versions, which is the main target of cancelable biometric systems. After that, lightweight
encryption through XOR operation with user-specific patterns is implemented. Here, the high complexity of full encryption
schemes that need a large processing burden is eliminated. The addition of the encryption stage enhances the security of
cancelable biometric traits, allowing a hybrid nature of the proposed cancelable biometric framework through the merging
of non-invertible transforms and encryption algorithms. Moreover, an FPGA hardware implementation is introduced for real
implementation of the proposed ECG-based cancelable biometric recognition framework. This hardware can accompany
the user to allow access of the IoMT network when requested. Experimental results show a promising performance of the
proposed framework with a large Area under the Receiver Operating Characteristic curve (AROC) of 99.5% and an Equal
Error Rate (EER) of 0.058%.
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Introduction peripherals. With this development, the idea of IoT has been
extended to the field of healthcare. New networks, called the

The last decade has witnessed a revolution in the Internet- Internet-of-Medical-Things (IoMT), have been initiated to

of-Things (IoT) field due to the advances in networking
technologies and protocols. IoT applications are popular in
the community, allowing users to control all their assets and
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monitor the status of patients with chronic diseases [1, 2].
Both patients and caregivers should be connected to these
IoMT networks for the exchange of biomedical measure-
ments regularly and remote access to diagnosis and treatment
if needed.

Security of [oMT networks is a large-scope research area
as numerous attacks may be performed on these networks.
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These attacks range from fake users to fake nodes during
the data transmission over [oMT networks [3, 4]. Moreover,
attackers may intrude into IoMT networks to manage patient
information in operations similar to SQL injection [1, 5]. It
is clear that actions of this type threaten the patients’ lives as
they will be subject to incorrect diagnosis and treatment. The
security of the ToMT networks begins by providing an answer
to the question of “How can the patient access the network?”.
Xin et al. suggested biometric-based authentication as a basis
for IoMT network access by patients [6]. They introduced a
framework based on the fusion of features extracted from the
face, fingerprint, and finger vein for the patients to access the
IoMT networks.

In fact, [oMT networks are mainly designed to monitor
the cases of patients with chronic diseases. Therefore, one
of the biometrics related to the continuous measurements
taken for the patients would be recommended. The ECG is
a good candidate for this task. The ECG is the measurement
of the electrical activities of the heart [7-9]. The ECG sig-
nal is obtained and measured on the chest. The autonomic
nervous system controls the ECG waveform by a combi-
nation of sympathetic and parasympathetic factors. Hence,
every time interval is relatively different for every subject,
and thus difficult to mimic or reproduce. That is why ECG
signals can be used for authentication purposes [10, 11]. They
are more appropriate for authentication in loMT networks as
the patients will not be obliged to give other biometrics on
scanners or cameras.

Furthermore, many modern access control systems, espe-
cially in the medical field, are primarily geared towards
biometric authentication rather than passwords, credit cards,
and token-based verification to reduce attack impacts. The
ease of implementation of biometric-based authentication
is considered an advantage to be exploited in many cru-
cial applications. Biometric traits such as voice [12], ECG,
Photoplethysmography (PPG) [13], Electroencephalography
(EEQG), face, hand geometry [14], and ear shape are perma-
nently accompanying the user and cannot be replaced. Hence,
itis easy for the user to use them in remote access systems. For
the case of patient monitoring, ECG scanning has the benefit
of continuously allowing ECG signals for patients. Hence, it
becomes easy for patients to depend on these signals to con-
nect to the healthcare system without their intervention, even
in cases of exhaustion and inability to provide other biometric
traits. Unfortunately, one of the weak points in the biometric
system is the biometric acquisition, which is vulnerable to
attacks and theft attempts. The main biometrics used in the
access process should be secured to prevent attackers from
impersonating other users’ identities.

The main requirements of human biometrics to be used
in biometric authentication systems, such as universality
and permanence, are achieved with ECG signals. Univer-
sality is maintained as the ECG signals can be continuously
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monitored for all subjects. High permanence of ECG-based
authentication systems is guaranteed through the invariant
nature of the signals over a large period of time. In addi-
tion, aliveness detection is continuously guaranteed as long
as ECG signals are recorded and transmitted. All these char-
acteristics allow the utilization of ECG signals for biometric
authentication over [oMT networks.

Unfortunately, biometric-based authentication systems
require biometric attributes or features to be stored in
databases. Any biometric system is vulnerable to attacks at
different points, ranging from the biometric acquisition point
to the decision-making point [15]. That is why the trend of
cancelable biometrics has evolved. Through cancelable bio-
metrics, the users are allowed to use different alternatives
for their original biometric templates that can be generated
with non-invertible transforms or encryption schemes. The
objective of the utilization of cancelable biometrics is privacy
preservation [16].

Through the deep investigation of the existing cancelable
biometric schemes, we notice that the schemes that depend
on non-invertible transforms may be subject to record multi-
plicity attacks, and also those that rely on encryption may be
vulnerable to brute-force attacks [3, 15]. The elimination and
avoidance of brute-force attacks require strong encryption
mechanisms and the use of very long keys in the employed
encryption process. They may be unsuitable for biomedical
applications that need high speed. Therefore, an elegant solu-
tion for this problem is introducing a hybrid framework for
cancelable biometrics that comprises a non-invertible trans-
form and a lightweight encryption scheme. By cascading
these two stages, we guarantee high privacy of users, and
high speed of operation, while achieving high authentication
accuracy.

It is clear that IoMT applications are emerging now. They
need efficient and strong access mechanisms. Access through
raw biometrics is not recommended, as these biometrics
become vulnerable to hacking attempts. Unfortunately, there
is currently a lack of research on the development of cance-
lable biometric recognition systems specifically tailored for
use in [oMT applications. While cancelable biometrics and
encryption-based algorithms have been studied extensively
in other contexts, their use in the context of IoMT has not
been fully explored. The problem with the current biometric
recognition systems used in IoMT applications is that they
may not be secure enough to prevent unauthorized access
and misuse of sensitive health data. Traditional biometric
systems store biometric data in a central database, which
makes them vulnerable to security breaches and privacy
violations. Therefore, there is a need for a secure and privacy-
preserving biometric recognition system that can protect
patient information, while providing reliable authentication.
The proposed cancelable biometric recognition framework
based on fuzzy logic and lightweight encryption has a secure
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and privacy-preserving mechanism for biometric recognition
in IoMT applications.

An appropriate solution that achieves both security and
privacy is to use the new trend of cancelable biometrics for
access control in IoMT applications. The most suitable bio-
metric traits for patients to deal with IoMT applications are
the ECG signals, which are continuously monitored for these
patients. The two main trends to build cancelable biometric
systems, namely non-invertible transforms and encryption
of biometrics, are not appropriate alone as they are sub-
ject to certain types of attacks. A suggested solution in this
paper is to combine them together to enhance the secu-
rity level of cancelable templates. A major requirement that
needs to be considered in the combination process is to avoid
high complexity. That is why the fuzzy logic processing is
implemented as a non-invertible transform and lightweight
encryption is adopted for more security. Each of them is sim-
ple in implementation, but their combination enhances the
level of security.

The research motivations of this work can be summarized
as follows:

e Security enhancement: A motivation behind this research
is to provide a more secure and privacy-preserving method
for biometric recognition in IoMT applications. Tradi-
tional biometric systems are vulnerable to attacks, and a
cancelable biometric system can address this problem by
generating a new biometric template for each authentica-
tion request.

e Privacy preservation: Another motivation for this research
is to enhance the privacy of patients by ensuring that their
sensitive health data is protected. Cancelable biometric
systems ensure that biometric data cannot be reverse-
engineered to reveal the original biometric features, which
provides an additional layer of protection for sensitive data.

o Efficiency enhancement: Cancelable biometric systems
can also improve the efficiency of authentication in loMT
applications. Traditional biometric systems require a cen-
tralized database to store biometric data, which may be
time-consuming and expensive to manage. A cancelable
biometric system, on the other hand, generates a new tem-
plate for each authentication request, eliminating the need
for a centralized database.

e Innovation: This research also aims to explore the poten-
tial of combining fuzzy logic processing with lightweight
encryption for cancelable biometric recognition. This
approach has not been studied in the context of loMT
applications, and the proposed framework could be a more
effective and efficient tool for biometric authentication.

e Real-world application: Finally, an important motivation
for this research is to develop a framework that can be
applied in real-world IoMT applications, such as remote
health monitoring and patient identification. A cancelable

biometric recognition framework based on fuzzy logic pro-
cessing and lightweight encryption has the potential to
improve the security, privacy, and efficiency of these appli-
cations, ultimately leading to better patient care.

In this paper, we introduce a cancelable ECG recognition
framework that begins with the ECG acquisition stage. After
that, the ECG signal is reformulated to a 2D format, and fuzzy
logic processing is implemented to induce a non-invertible
dynamic range modification. This process resembles the one
adopted in image enhancement. Then, a simple XOR encryp-
tion stage is implemented with a patient-specific code. This
stage enhances the privacy of users. Each user can select his
code in a simple way. In addition, his original ECG biomet-
ric is kept away from utilization in the system database. In
case of hacking attempts on the database, the user can easily
change his selected code or make some parameter changes
in the fuzzy logic processing algorithm.

This paper mainly provides a trusted solution to guarantee
aliveness through ECG signals used in IoMT authenti-
cation applications. This solution is more robust against
attempts of tampering or stealing of original biometric tem-
plates by generating revocable and non-invertible one-way
cancelable biometric templates to be stored in databases.
Generally, a cancelable biometric system relays on design-
ing a transformed, distorted version of the biometric data in a
non-invertible way. The presented transformation is one-way
and does not give any information about the actual biometric
signal. The authenticity of the user is allowed by performing
matching between the templates stored in the database and
the new user transformed and distorted template.

The main contributions of this paper are as follows:

e Proposal of a novel cancelable biometric recogni-
tion framework based on fuzzy logic processing and
lightweight encryption for IoMT applications to ensure
the security and privacy of biometric data.

e Presentation of novel non-invertible cancelable ECG tem-
plates for human authentication based on the fuzzy trans-
formation method, which cannot be inverted to obtain the
original templates back. The fuzzy logic processing can
handle imprecise and uncertain data that is commonly
encountered in biometric recognition applications.

e Development of lightweight encryption through XOR
operation with user-specific patterns to increase the secu-
rity and privacy levels. The lightweight encryption algo-
rithm used in the proposed framework is designed to
minimize the computational and storage requirements,
making the suggested framework suitable for resource-
constrained IoMT devices.

e Introduction of an FPGA hardware implementation of the
proposed cancelable biometric authentication system.
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e Evaluation of the proposed framework on different ECG
databases. The results showed that it achieves high recog-
nition accuracy and low computational cost, while main-
taining high levels of security and privacy.

Finally, the proposed framework is compared with some
previous cancelable ECG recognition systems. Results prove
that the accuracy of the proposed framework is better than
those of other previous systems. Another main advantage of
this work is that aliveness verification is guaranteed.

The paper is organized as follows. Some recent related
works are discussed in section “Related work”. The pro-
posed cancelable ECG recognition framework is explained
in section “Proposed cancelable ECG recognition frame-
work”. The simulation results and discussion are provided
in section “Experiments”. The hardware implementation
of the proposed framework is given in section “Hardware
implementation”. The concluding remarks are summarized
in section “Conclusions and future work”.

Related work

Several studies have been introduced in the literature for per-
son identification based on ECG signals. Zhang et al. [17]
proposed an approach for human authentication based on
ECG signals captured from two-finger electrodes associated
with a smartphone application. They adopted fiducial fea-
ture extraction and used Discrete Cosine Transform (DCT)
for feature dimensionality reduction due to its energy com-
paction property. They tested the performance of their
approach using Support Vector Machine (SVM) and Neu-
ral Network (NN) classifiers. They achieved accuracy levels
up to 97.6% and 96.6%, respectively. The implementation of
this approach needs 20 s to register a new user and 4 s for
authentication.

Lee and Kwak introduced an algorithm for person identifi-
cation from ECG signals [18]. Their main work concentrated
on Eigenvalue decomposition and principal component anal-
ysis. This algorithm is well-known for its ability to tolerate
noise effects. The authors managed to achieve classification
accuracies up to 98.25%.

Barros et al. [19] presented a scheme for ECG-based
identification that comprises pre-processing prior to the iden-
tification process. The pre-processing steps include noise
removal, QRS complex segmentation, and outlier removal to
concentrate on the most representative component of ECG
signal to be used in the identification process. The authors
worked on signal segments of 3 s. They adopted a feature
extraction strategy with a bulk of features, including twenty
two features. They validated their work over the PhysioNet
Computing in Cardiology 2018 dataset [20] using Random
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Forest (RF) classifier. This work achieved a 92% precision
on 1500 subjects and an 80% accuracy on 1200 subjects.

Huang et al. introduced an ECG recognition scheme
based on sparse feature representations [21]. Similarity tests
are performed on sparse feature patterns for users in a
general optimization framework. Certain constraints and a
regularization problem are adopted in the recognition task.
This scheme was intended for authentication through a
smartphone application. The complexity of this scheme is
relatively high due to the need to perform Eigenvalue decom-
position of matrices in addition to solving an optimization
problem.

Zhao et al. [22] presented an ECG-based human authen-
tication scheme based on Convolutional Neural Networks
(CNN5s) and the generalized S-transformation. The ECG sig-
nal is segmented blindly, and then the S-transform is applied
to the segments to get the ECG signal trajectories in the form
of images. These trajectories are then fed to the CNN as
input images to further identify the corresponding subjects.
The authors used noisy and clean ECG signals from three
different databases. This work achieved accuracy levels up
t0 96.6%.

To follow the new trend of biometrics, namely cance-
lable biometrics, some authors have begun to investigate
this trend in ECG signal identification. The objective in this
scenario is to enhance the privacy of users. Hammad et al.
[23] applied two techniques for developing a cancelable ECG
recognition system. Their proposed techniques are improved
Bio-Hashing and matrix manipulation. Bio-Hashing gener-
ally depends on generating irreversible binary codes from the
feature vectors. On the other hand, the matrix manipulation
technique has operations such as row and column permu-
tations, mixing and matrix inversion. In [23], the authors
employed the Pan-Tompkins algorithm to extract the ECG
features first and an Artificial Neural Network (ANN) for
authentication. The obtained EER values are 0.20 and 0.06
for the first and second techniques, respectively.

Using randomly-selected hypothesis testing, Kim et al.
[24] proposed a cancelable ECG recognition system based
on a Generalized Likelihood Ratio Test (GLRT). They also
proposed Guided Filtering (GF) to create an irreversibly-
transformed version of the ECG signal. Finally, they eval-
uated the system on the ECG-ID database. It achieved a
performance index of 94.3%, higher than that of the con-
ventional Euclidean detector.

Bugdol et al. [25] combined ECG and sound signals
to build a behavior-based multi-modal biometric system.
This system depends on measuring the human reactions
in response to the given stimulations. The R-R distance
between successive R peaks in the ECG signal and the Mel-
Frequeny Cepstral Coefficients (MFCCs) extracted from
the voice are taken as discriminant features for the multi-
modal system. The authors adopted the K-Nearest Neighbors
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(KNN) and NN classifiers to evaluate the system, and the
average accuracies were 75% and 77%, respectively.

Su et al. [26] combined ECG with finger veins for robust
human identification. They adopted Canonical Correlation
Analysis (CCA) and Discriminant Correlation Analysis
(DCA) for fusing the features extracted from every database.
EER and the ROC curve are adopted as assessment tools to
evaluate the performance of their model. This model achieved
a 0.144% EER. It proved superiority over two other individ-
ual unimodal systems in terms of both recognition accuracy
and security.

Blasco et al. [27] implemented a prototype of low-cost
wearable sensors to acquire the ECG, PPG, and Galvanic
Skin Response (GSR) signals to build a multi-modal biomet-
ric system for user verification. In this system, each signal is
filtered, and then split into 2-s windows. Ninety-six coef-
ficients (64 from the Walsh—-Hadamard transform and 32
from the Fourier transform) are extracted from the ECG and
PPG windows, and four statistical features are extracted from
the GSR window. The authors adopted the Gaussian model-
based density estimation classifier, which achieved an 0.99
AROC and an 0.02 EER. The related works in the literature
are summarized in Table 1.

Most of the existing and previous cancelable biometric
recognition systems introduced acceptable results. Still, they
have several noticeable limitations that could motivate the
development of new systems. Here is the summary of most
limitations of the existing systems:

e Security: Existing cancelable biometric recognition sys-
tems may not provide adequate security levels, leading to
risks such as unauthorized access, identity theft, and data
breaches.

e Complexity: Some cancelable biometric recognition sys-
tems may require complex hardware or software, making
them difficult to implement or use.

e Scalability: Some cancelable biometric recognition sys-
tems are neither scalable nor adaptable to different devices
or systems, limiting their usefulness and adoption.

e Recognition Performance: Some cancelable biometric
recognition systems not always perform well in terms of
accuracy or speed, leading to inconvenience or frustration
for users.

e Usability: Some cancelable biometric recognition systems
are not always user-friendly or intuitive, leading to usabil-
ity issues.

Thus, the common thread between most of the presented
ECG recognition systems, whether open or cancelable, is the
relatively high complexity of segmentation and classification
algorithms. To access the IoMT networks, the patient needs
an interactive system to deal with through the simple acqui-
sition and ECG signal deformation strategy. In addition, a

hardware implementation is required to perform these tasks
automatically without user intervention. The rule of the user
is only to set a patient-specific code or identifier that can be
altered in hacking scenarios. That is what we will introduce in
the following sections that present the details of the proposed
framework, its analysis and discussions, and its superior per-
formance compared to other related studies.

Proposed cancelable ECG recognition
framework

This part presents the proposed framework to generate the
cancelable ECG templates. The main desired property of a
cancelable biometric system is the ability to generate cance-
lable templates from the original ones that cannot be used
to recover the original templates again. This maintains the
privacy of users. Another important desirable property is
the ability to change the cancelable templates in hacking
scenarios. The simplicity of implementation and the high
classification accuracy are also majorly required.

The proposed framework is hybrid in nature. It comprises
a non-invertible transform represented by signal dynamic
range modification with Intuitionistic Fuzzy Logic (IFL) and
lightweight encryption represented by binary XOR operation
with a user-specific code, as shown in Fig. 1. The purpose
of using this structure is to allow the non-invertibility of bio-
metric templates with an enhanced level of privacy through
lightweight encryption that is implemented at a low cost.

Transforming the signal into the fuzzy domain guarantees
the non-invertibility of the transformed signal, and hence we
ensure a sufficient level of distortion to hide the significant
features of the original biometrics. Furthermore, the gener-
ation of a user-specific secret code with the same length as
that of the ECG signal supports the process of lightweight
encryption. The developed framework provides secure can-
celable ECG templates that can be used for access to [oMT
networks. In the proposed framework, the acquired ECG bio-
metric signal is first filtered to eliminate the unwanted power
line noise, baseline drift, or other high-frequency noise to
produce an acceptable-quality ECG signal for further opera-
tions. The subsequent step is to transform the 1-D ECG signal
into a 2-D matrix form, where the IFS is used to modify the
signal dynamic range to generate the distorted ECG signal.
Finally, for more privacy of users, the output ECG signal is
converted into binary format and XORed with a user-specific
binary code to obtain the final cancelable ECG template.

The steps of the proposed framework can be summarized
as follows:

1. Getting the pre-processed ECG biometric signal.

2. Transformation of the ECG signal vector into a 2-D
matrix.
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3. Application of IFS with a selected « to generate the mod-
ified ECG template matrix.
4. Transformation of the new matrix into a 1-D vector for-

mat.

Table 1 Summary of the related works

5. Binarization of the ECG vector.

6. XORing of the obtained binary vector with a user-specific

code to generate the cancelable template.

Method and Number of Acquisition Classifier Metrics Limitations
reference subjects method or database
Zhang et al. 85 3 public ECG Matching process Accuracy = It does not consider noise on ECG
[17] databases 97.6% signals
It uses the original ECG templates
It needs 20 s to register a subject and
4 s to authenticate it
Lee and Kwak 100 CU-ECG DB EECGNet-based Accuracy = It uses only 2 datasets
[18] SVM 98.25% It uses the original ECG templates
290 PTB-ECG DB It uses Deep Learning (DL) and
converts the ECG signal to an
image, adding more complexity
Barros et al. 1500 PhysioNet RF classifier Accuracy = It uses only 1 ECG dataset
[19] ComP““ng mn 92% It uses the original ECG templates
Cardiology 2018 Accuracy = ] ]
100 Database 95% It d.OCS not consider noise on ECG
signals
Zhaoetal. [22] 50 Physionet ECG CNN Accuracy = It uses only 1 dataset
database 9% It uses the original ECG templates
It does not consider noise on ECG
signals
It uses DL and converts the ECG
signals to images, adding more
complexity
Hammad et al. 25 males, and 22 MIT-BIH Feed-Forward EER = 0.06 It does not consider noise on ECG
[23] females arrhythmia Neural Network signals
dataset (FENN)
290 PTB dataset EER =0.14
65 subjects (49 CYBHi dataset EER = 0.09
males and 16
females)
Kim et al. [24] 89 ECG-ID database Euclidean detector Accuracy = It uses only 1 ECG dataset
94.3% It does not consider noise on ECG
signals
Bugdol et al. 30 Voice-ECG KNN classifier Accuracy = It uses only 1 ECG dataset
[25] database 89% It uses the original ECG templates
It does not consider noise on ECG
signals
Suetal. [26] NaN VeinECG obtained ~ DCA Accuracy = It uses only 1 ECG dataset
from FVPOIYU 94% It uses the original ECG templates
finger vein . .
dataset and It QOes not consider noise on ECG
ECG-ID dataset signals
Blasco et al. 25 Low-cost sensor One-class classifier ~ Accuracy = It uses only 1 dataset
[27] dataset density estimation 99% It uses the original ECG templates
EER =0.16

It does not consider noise on ECG
signals
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Fig. 1 Steps of the proposed cancelable ECG recognition framework

The ECG signals may be subjected to noise originating
from the surrounding environment or systems mismatch dur-
ing the acquisition process. Thus, the first step of the proposed
framework is to remove the noise prior to further processing
steps. On the other hand, to match the proposed framework
with different real scenarios, its performance is examined
using noisy signals with different Signal-to-Noise Ratios
(SNRs). The noise affecting the signals is Additive White
Gaussian Noise (AWGN) with SNRs of 10 dB, 5 dB, and
0.01 dB.

Fuzzy image processing attempts to solve the dynamic
range ambiguity in 2D matrices using a membership function
[28]. Due to the inherent fuzziness, uncertainty, or imperfect
data of the sample values, fuzzy logic processing offers an
effective framework to manage these issues. Zadeh intro-
duced the idea of fuzzy sets in 1965 [29]. His idea presented
a membership grade of any element of a certain set rather
than crisp classical sets with two grades, zero or one. There-
fore, the membership function is essential in all systems
that use the fuzziness concept. Generally, the fuzzy logic
framework consists of basic stages. The first stage is signal
fuzzification, a type of non-linear signal processing to con-
vert the signal from the time domain into a membership plane
using membership functions with various shapes, which may
be Gaussian, triangular, exponential, and others with grades
between zero and one.

In contrast, the defuzzification stage is applied to con-
vert the fuzzy samples into crisp gray values. An IFS and
an advanced fuzzy set were proposed by Atanassov [30] to
consider two degrees of uncertainty: membership and non-
membership. As the selection of the type of membership
function depends on the choice of the user, hesitation degree
is taken into consideration in the IFS. Due to this hesitation
degree, the non-membership degree is less than or equal to
the complement of the membership degree [31-35]. In this
paper, we use the non-linearity and non-invertibility of IFS
to distort the ECG signal to perform accurate and effective

Encrypted Cancelable
ECG Template

dynamic range modification of the ECG signal, which pre-
vents the inversion process.

For an image F, the IFS representation can be described
mathematically as [33]:

F={<u, ppu), vr(w) > lu € U} (H
where pp(u) : U — [0, 1] refers to the degree of member-

ship of sample value u in a finite set U and vr(u) can be
estimated using Eq. (2).

vr(u) =1 — ps(u) @)

vr (u) refers to the non-membership degree of the sample
value u in a finite set U that satisfies the relation in Eq. (3).

0<pr@)+vr) =1 3)
The hesitation degree 7 is described by Eq. (4):
mpu) =1—pr@) —vr(u) “
where 0 < wp(u) < 1foreachu € U.
To transform the input 2-D matrix into the fuzzy domain to
generate the two membership functions for each value in the

matrix, Vlachos and Sergiadis [35] suggested the following
relation to represent the required functions:

U — Umin
O — (5

Umax — Umin

ur(u) =

where u is the intensity value of the original signal F,
Umin and Upyg, are the minimum and maximum intensity
levels of F, respectively.

The membership function degree of the IFS of F' is com-
puted according to Eq. (6).

pits(; A) = 1 — (1 — pp ()™ (6)
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In addition, the non-membership function degree of the
IFS of F is calculated using the equation below:

vits (3 ) = (1 — prigs (3 1)) (7

Consequently, the hesitation degree of the IFS of F will
be determined by:

mits(u; A) = (1 — pigs(u; &) — vigs (u; 1)) (®)
where A > 1.

The converted 2-D ECG source matrix can be represented
in the form of an IFS matrix as:

Figs ={<u, up(u, \), vp(u, A) > ue0,...... , 1 —1}
Finally, we convert the IFS matrix from the membership

domain into the time domain using Egs. (10) and (11) [28,
301,

= (= 1)pipy, (1) (10)
and
WDy (W) =a + (1 —a)up(u, A) —avp(u, A) (11)

where u' represents the final defuzzified value of each ele-
ment in the 2D matrix, and « is a constant in the range of [0,
1].

The fuzzy 2-D processing based on IFS concept is shown
in Fig. 2. We choose « to guarantee the generation of a
completely-distorted signal prior to the subsequent encryp-
tion step.

Experiments

This section describes the methodology, metrics, and results
used to evaluate the proposed framework based on ECG sig-
nal identification.

ECG datasets

To evaluate the performance of the proposed cancelable bio-
metric recognition framework based on ECG signals, three
publicly-available ECG datasets are involved in the study,
namely ECG-ID [36-38], MIT-BIH [39-41], and Low-cost
wearable sensors [27, 42] biometric datasets.

Using a single-lead ECG sensor, the ECG-ID dataset was
generated containing 310 ECG records obtained for 90 per-
sons (44 males and 46 females). Each record has a 20-s
duration, and was sampled at 500 Hz with 12-bit resolution.
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The dataset also contains some demographic information,
like age, gender, and recording date.

The MIT-BIH dataset contains 48 two-channel ECG
recordings, each for a half-hour duration. The recordings
were acquired for 47 subjects. The recordings were sampled
at 360 Hz per channel with 11-bit resolution.

The low-cost wearable sensors dataset is a multi-modal
biometric dataset that contains various signals, like ECG,
PPG, ACC, and GSR. Data were captured for 25 subjects
(16 males and 9 females) during different activities: seated
at resting state, walking, and seated after a gentle stroll,
cumulating a recording duration of 13 min. The ECG data
were recorded using a single-lead sensor with a sampling
frequency of 100 Hz.

Simulation steps

The process flow for the cancelable ECG signal generation is
shown below in Fig. 3. The main steps of the entire authen-
tication process are summarized as follows:

ECG signal acquisition.

Pre-processing and noise removal.

Production of cancelable ECG templates.

Classification and verification through correlation esti-
mation and thresholding processes.

o o

ECG signal acquisition

The first step for full authentication is to obtain the signals
using an ECG sensor. The collected raw signals are processed
and then stored in the database, which is later used for match-

ing.
Pre-processing of ECG

The ECG signals may be subjected to some noise during the
acquisition process originating from either the surrounding
environment or system mismatch. Thus, a digital notch filter
is applied to eliminate the power line interference, which may
reduce the efficiency of the authentication process.

Production of cancelable ECG templates

After the pre-processing step, the following step is the cre-
ation of non-invertible cancelable ECG templates based on
the fuzzy transformation method, which is non-invertible.
In addition, lightweight encryption through XOR operation
with user-specific patterns is used to increase the template
security level.



Complex & Intelligent Systems (2024) 10:435-454

443

2-D ECG Signal
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Fig. 3 Process flow for cancelable ECG signal authentication

Classification and verification through correlation

The goal of classification is to authenticate a valid user or to
verify a user claim. The similarity score between the query
and the stored biometric templates is used to produce a match-
ing result. The authenticity of a user is determined based on
the result of the matching process. The similarity score is the
correlation score. The correlation estimation is performed
between the query template and the corresponding ones in
the database. A high correlation score means that there is
a large similarity between the two encrypted templates and
that belong to the same user.

Fuzzy Domain 1-D distorted ECG Signal

Evaluation and results

The proposed framework has been tested and evaluated based
on three effective metrics. The correlation coefficient score
gives the correlation between the cancelable ECG templates
stored in the database and the new cancelable template. It is
computed mathematically as follows:

C b}
Ry = M (12)
00y

where C is the covariance between the cancelable ECG
template stored in the database represented by x and the
new version in the authentication phase represented by y.
ox and oy, represent the standard deviations of the templates.

Receiver Operating Characteristic (ROC) curve and the
Area under the ROC curve (AROC) are important evalua-
tion metrics that are used to assess the authentication system
performance [43—45]. The ROC curve is a plot of the False
Positive Rate (FPR) against the True Positive Rate (TPR),
indicating the accuracy of the classifier. The TPR repre-
sents the probability of correctly-classified states, and it is
an indicator of system sensitivity. The FPR represents the
probability of falsely-rejected states. TPR and FPR can be
represented by the following equations [45]:

True positive

TPR (13)

~ Total number of positives

False positive

FPR (14)

" Total number of negatives

Figure 4 shows the correlation scores calculated between
the authorized encrypted templates in the presence of noise
and their corresponding templates stored in the database.
Similarly, Fig. 5 introduces the correlation scores computed
for an unauthorized template with all templates stored in the
database. It is clear from both figures that all correlation
scores for authorized templates are higher than 0.8, while
those for unauthorized templates are less than 0.08. There-
fore, a threshold value can be easily adjusted in the range from
0.08 to 0.8 to discriminate between authorized and unautho-
rized templates. This guarantees a high security level of the
proposed framework.

Moreover, to give more trust in the results, the probabil-
ity distributions of the correlation scores of the authorized
(genuine) and unauthorized (imposter) tests are displayed in
Fig. 6. Another indicator of the efficiency of the proposed
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Fig. 4 Correlation scores for authorized ECG biometric templates: a for the ECG-ID dataset, b for the MIT-BIH dataset, and ¢ for the low-cost

sensors biometrics dataset

framework is the AROC. As shown in Fig. 7, the higher the
value of AROC, the higher the performance of the system
is. The EER value is displayed for classification on all three
datasets as the point obtained by intersecting the ROC curve
with the diagonal of the unit square ensures a low value on
the x-axis that reflects high accuracy of classification.

The average execution runtimes required to implement
the proposed cancelable ECG recognition framework are
recorded in Table 2. These times are acceptable, since the
process of generating cancelable templates is implemented
offline.

In addition to the execution time tests, we also performed
a complexity analysis in terms of O-notation for steps to
perform each operation as follows:

@ Springer

Table 2 Execution time (in seconds)

ECG dataset Execution time (s)
ECG-ID dataset 7.48
MIT-BIH dataset 8.17

Low-cost sensors biometrics dataset 9.866

1. (O(1)) to register the current ECG signal;
(O(n x (M x N))) to perform the first distortion pro-
cess using the IFS transformation with M and N as the
dimensions of the 2-D matrix to be processed;



Complex & Intelligent Systems (2024) 10:435-454

445

0.08

Correlation Rxy

o

-0.02

.0.04 I I I 1 I
-5 0 5 10 15 20 25 30

ECG index

(a)

Correlation Rxy

-5 0 5 10 15 20 25 30
ECG index

(b)

Correlation Rxy

-0.04 ! !

I
10 15 20 25

ECG index

(©)
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3. (O(logx(n/2™))) to perform lightweight encryption
through XOR operation with 7 as the order of the vector
space;

4. (O(1)) to compute the correlation coefficient between the
cancelable template of the current user and any one stored
in the database;

5. (O(n)) to execute the authentication process producing
an outcome, whether granted or declined user based on
the value of the correlation score.

Table 3 introduces a comparative study with other cance-
lable ECG recognition systems. In addition, the table shows
the performance of the proposed framework at different
noise levels. The results reveal that the proposed frame-
work demonstrates superiority over the previous cancelable
biometric systems. Furthermore, the high accuracy value of

99.5% at different noise levels and the corresponding low
EER value of 0.058% affirm the strength of the proposed
framework.

From the analysis of the results, the following conclusions
can be drawn about the proposed framework:

e The overall performance of the proposed framework is
better than those of the previous systems from the authen-
tication perspective.

e The proposed cancelable biometric recognition framework
based on ECG signals overcomes most of the limitations
of the existing systems related to accuracy levels.

e The resulting correlation scores in the fuzzy domain are
better than those obtained in the original time domain.

e In the final step of the proposed framework, the output
encrypted templates are represented in vector format, and
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hence it could be used with many state-of-the-art classifiers
for more accurate classification results.

Hardware implementation

The hardware implementation of the proposed cancelable
ECG recognition framework is important, as it allows the
patient to have an accompanying hardware that can carry out
the task of cancelable template generation without his inter-
vention to save his time and effort. The presented hardware
for this task should be as accurate as the suggested soft-
ware algorithm. The proposed framework is implemented

@ Springer

on FPGA using Xilinx System Generator with MATLAB
Simulink. The first stage in this hardware is the notch
filter, which is realized as a fixed-point Infinite Impulse
Response (IIR) filter, as shown in Fig. 8. This realization
is selected to optimize the filter performance and minimize
finite-word-length effects, such as the register overflow and
arithmetic-round-off errors. Figure 8 shows the Simulink
model for the whole proposed cancelable ECG recognition
framework, including the fuzzy logic processing and the
lightweight encryption.

In the realization in Fig. 9, fixed-point numbers are used
to avoid the overflow problem, which increases quantiza-
tion errors. The issue of register overflow occurs, when
the signal dynamic range requires registers with values
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exceeding the limited dynamic range of fixed-point regis-
ters. Hence, the overflow causes the system to behave in

an unpredictable, non-linear manner, producing potentially-
large runtime errors. The use of the arithmetic-round-off
operation makes the system behave linearly with degraded
precision due to the accumulation of various arithmetic errors
within the filter [46].

As shown in Fig. 8, an IIR notch filter in direct form II
is used [47]. The IIR filter gives a better frequency response
for low orders than that obtained with the FIR filter [48]. It
also reduces the calculations per time step and has non-linear
phase characteristics. According to the desired requirements,
the filter has a sampling frequency of 250 Hz, a notch fre-
quency of 50 Hz, and a bandwidth of 0.4. The characteristics
of the proposed IIR notch filter are shown in Figs. 10, 11,
and 12. The hardware implementation units required for fil-
ter realization are summarized in Table 4. It is clear that the
hardware cost is acceptable.

Figures 13, 14, and 15 illustrate the Simulink models for
the fuzzy logic processing building units. It is clear that the
hardware complexity of the fuzzy logic processing units is
still acceptable. Figure 16 shows a cancelable ECG template
generated with the suggested hardware. Numerical metrics
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show that the Mean Square Error (MSE) between the dis-
torted cancelable ECG template and the original one is very
large, while the correlation coefficient is very low. More-
over, the proposed cancelable ECG recognition framework
has been completely implemented with the suggested hard-
ware. The results of this implementation are illustrated in
Figs. 17 and 18, showing an EER = 0.008. These results
ensure the high accuracy of the introduced hardware com-
pared to the presented software implementation.

Conclusions and future work

This study has been concerned with the issue of securing
IoMT networks at the access point. Users are allowed to
access the IoMT networks with cancelable templates gen-
erated from their unique ECG signals. Hence, their privacy
is preserved. The introduced cancelable ECG recognition
framework is simple in implementation due to the utilization
of a hybrid structure that comprises fuzzy dynamic range
modification of ECG signals and lightweight encryption.
Through this cascaded structure, the low complexity is guar-
anteed to save the time and effort of users during the access
process. Moreover, the proposed framework has been imple-
mented with a hardware that can accompany the user or the
patient to automate the whole access process to be as fast
and simple as possible. Quantitative and qualitative results
from simulations and comparisons with the previous systems
ensure low EER values and high AROC values for the pro-
posed cancelable ECG recognition framework at different
noise levels.

The security of IoMT networks is an interesting research
topic that has the potential to be developed further in the
future. Here are some future research directions for the secu-
rity of IoMT networks:

e Improvement of recognition performance: Future work
can focus on improving the recognition performance of

the proposed framework. This can be done by using more
advanced machine learning algorithms or by incorporat-
ing other biometric modalities to enhance the recognition
accuracy.

Security enhancement: Although the proposed framework
is secure, further work can be done to enhance the secu-
rity level. Stronger encryption methods and more complex
fuzzy logic algorithms can be used for this task.
Evaluation of the system usability and acceptability: As
biometric systems become more prevalent in healthcare
and medical applications, it is essential to understand how
users interact with them. Future research could investigate
the usability and acceptability of the cancelable biometric
recognition framework based on fuzzy logic processing
and lightweight encryption for IoMT applications. So,
usability testing can be conducted to evaluate the ease of
use and user satisfaction with the proposed framework.
This would help identify areas for improvement and ensure
that the framework is user-friendly.

Development of a standard framework for evaluating
biometric systems: With the proliferation of biometric sys-
tems, there is a need to establish a standard framework for
evaluating their effectiveness and security. Future research
could focus on developing a framework for evaluating
the performance and security of the cancelable biomet-
ric recognition systems, especially the one based on fuzzy
logic processing and lightweight encryption.

Extending the framework to other healthcare applications:
The proposed cancelable biometric recognition framework
has the potential to be extended to other healthcare appli-
cations beyond the [oMT. Future research could explore its
applicability in areas such as patient identification, medi-
cal record management, and healthcare payment systems.
Investigating the framework resistance to attacks: The
proposed cancelable biometric recognition framework is
designed to be resilient to attacks such as brute-force and
dictionary attacks. Future research could focus on inves-
tigating the system resistance to more advanced attacks,
such as machine-learning-based attacks or attacks that tar-
get specific vulnerabilities.

Integration with blockchain technology: The integration of
the proposed cancelable biometric recognition framework
with blockchain technology can provide an added layer
of security to the authentication process. Future works can
focus on exploring how the blockchain can be used to store
biometric data securely and how the cancelable biometric
recognition framework can benefit from the blockchain to
enhance users’ security and privacy.

Integration with existing systems: The proposed frame-
work can be integrated with existing [oMT systems to
enhance their security and reliability. This would involve
developing a standard protocol for this integration.
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Development of multi-modal biometric systems: The use
of multiple biometric modalities can improve the accu-
racy and reliability of biometric systems. Future works
can explore the possibility of integrating the proposed
cancelable biometric recognition framework with other
biometric modalities to enhance the overall performance.
Real-time authentication: The proposed framework is
designed to operate in batch mode. Future works can focus
on exploring how the proposed framework can be adapted
to provide real-time authentication, which is essential for
many [oMT applications. So, it can be implemented in real
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time to provide instantaneous authentication and autho-
rization for [oMT devices. This would require optimization
of the used algorithms for real-time processing.
Robustness to variability: Biometric systems may be
affected by various factors such as changes in noise level
and interference. Future works can focus on improving the
robustness of the proposed cancelable biometric recog-
nition framework to these factors by exploring different
feature extraction techniques, fuzzy logic models, and
lightweight encryption algorithms.
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Table 3 Summary of the performance evaluation metrics of the pro-

1 posed framework compared to related systems
0.9 0 1 Work Dataset EER (%) Accuracy
0.8 i (%)
3 0.7 |1 b Barros et al. [19] PhysioNet N/A 92
Ry | Su et al. [26] ECG-ID 0.144 75.71
2 05 i Zhang et al. [17] ptbdb, mitdb, 1.57 97.6
-1;7, nsrdb
o 04 1 Hammad et al. MIT-BIH 6 N/A
=}
=03 1 (231
Kim et al. [24] ECG-ID 2.6 94.3
02 1 Zhaoetal. [22] ECG-ID 5.68 96.6
0.1 1 Blasco et al. [27] Low-cost 2 99
ol | . ! ! . . . . . sensors
0 01 02 03 04 05 06 07 08 09 1 biometrics
False positive rate(%) Proposed ECG-ID 0.058 99.5
framework at
Fig. 17 ROC curves for the hardware implementation of the proposed SNR = 10 dB MIT-BIH 0.083 294
cancelable ECG recognition framework Low-cost 0.38 99.4
sensors
biometrics
e Large-scale deployment: The proposed cancelable bio- PrfOPosed . ECG-ID 1.3 99.4
metric recognition framework can be deployed in various Srgrgezosr dgt MIT-BIH 0.9 99.42
healthcare settings, including hospitals, clinics, and remote Low-cost 1.37 99.51
healthcare systems. Future works can focus on exploring ;‘f“sorts.
.y ey eqe . . 10metri
the scalability and feasibility of deploying this framework ometries
. . Proposed ECG-1ID 7 93.04
on a large scale and addressing the challenges associated
. . . framework at MIT-BIH 6 93.59
with this deployment, such as user acceptance and inte- SNR = 0.01 dB :
gration with existing healthcare systems. This would help Low-cost 11.26 90
to reveal the effectiveness of the proposed framework in ;?gi?;srics

real-world scenarios.

e Privacy and ethical considerations: Future work can also
focus on the user privacy and ethical considerations of the
proposed framework. This would involve investigating the
potential risks associated with the collection and storage
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Table 4 Implementation cost of the proposed filter

Parameter Value

Number of multipliers
Number of adders

Number of states

of biometric data and ensuring that the framework is com-
pliant with relevant privacy regulations.

By focusing on these suggested directions for future work,
we can enhance the effectiveness and security of the proposed
cancelable biometric recognition framework and expand its
applicability to various IoMT applications.
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